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Dedication


To Rhonda, with great love—
Thank you for everything.



Epigraph


Be so subtle that you are invisible. Be so mysterious that you are intangible. Then you will control your rivals’ fate.
—Sun Tzu


When you want to help people, you tell them the truth. When you want to help yourself, you tell them what they want to hear.
—Dr. Thomas Sowell
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Introduction: Vacant Eyes


Here then was one of the great secrets of the war and of the world. . . . But hardly anyone would believe it . . . and almost all the great responsible authorities stood gazing at it with vacant eyes.
—Winston Churchill, The World Crisis (vol. 2)


Americans were horrified in early 2023 when a Chinese spy balloon as tall as a twenty-story building drifted openly into US airspace and traversed the country from Alaska to South Carolina, following a flight path near US cities and major military installations. The balloon was finally shot down over the open waters of the Atlantic.1

Chinese officials claimed that it was a weather balloon that had gone off course. After early warnings and a delayed response in shooting it down, President Joe Biden eventually called the balloon’s mission “unacceptable” and a “violation of our sovereignty.”2

But less obvious and far greater looming dangers from China have also invaded the United States. Unlike the spy balloon, these invasions are killing Americans. Illegal weaponry, drugs, money, secret agents and bots to sow social chaos, and a deadly life- and economy-disrupting virus have all invaded from China. Yet most of our leaders choose to gaze with vacant eyes rather than expose and confront the danger.

Many people fear that a war with China may be coming. But the war is already here.

This is not a shooting war, with boots on the ground, fighters flying overhead, or navy destroyers pummeling the coastline. American soldiers and Marines are not dying on battlefields; cities are not being bombed. It is a war, nevertheless, with massive civilian casualties, that is decimating our social stability if not actual buildings.

Sun Tzu, the ancient Chinese strategist, posited that “the supreme art of war is to subdue the enemy without fighting.”3

This ancient concept remains central to modern China’s approach to war. Sun Tzu’s words guide the minds of today’s Chinese leaders. Since 2006, every officer, soldier, and sailor has been required to study Sun Tzu’s book The Art of War as a textbook.4 In keeping with this approach, China’s official military strategy focuses on—in the Chinese leaders’ words—going after the United States’ “‘soft underbelly’ in terms of politics, economics, and the spirit and psychology of [its] people.”5 Chinese leaders have coined new terms such as “unrestricted warfare” and “disintegration warfare” to describe Sun Tzu’s old strategy of winning without fighting.

For several years, the Chinese military and intelligence services have studied “disintegration warfare,” which was “clearly building on Sun Tzu’s ideas of deception, disruption, and subduing the enemy without fighting,” said Admiral Fumio Ota, the former director of Japan’s Defense Intelligence Headquarters. In 2010, the Chinese military produced a book entitled Disintegration Warfare, which featured Sun Tzu’s “To subdue the enemy without fighting is the acme of skill” on the front cover.6 The same quote is repeated ten times in the Chinese government’s official “three warfares” strategy adopted in 2003.7

Deception is key to the strategy of fighting without appearing to fight. Sun Tzu also posited that “all warfare is based on deception,” a phrase that is etched on the wall of the library at the Chinese military’s command academy in Nanjing.

According to a textbook given to Chinese military officers, “Xi Jinping has emphasized that our state’s ideology and social system are fundamentally incompatible with the West. Xi has said, ‘This (incompatibility) decides it. Our struggle and contest of power with the West cannot be moderated. It will inevitably be long, complex, and at times extremely sharp.’”8

Complex, sharp, and deadly.

The lethal consequences of China’s war are real—and amount to casualties greater than the United States has suffered in war in the past fifty years. In the past five years alone, hundreds of thousands of Americans have died as a result. The casualty count is in the millions and mounting daily. It is a complex strategy, a hydra of drugs, disease, propaganda, and illicit pistol parts, each contributing to social chaos and killing Americans. Beijing conceals its involvement, and our leaders fail to expose and confront it.

It is important to distinguish between the Chinese government, which is run by the Chinese Communist Party (CCP), and the Chinese people. In many respects, the Chinese people are already the regime’s biggest victims. So when the term “China” or “Beijing” is used in this book, any indictment is of the Communist government, not the people of China or people of Chinese ancestry living in or doing legitimate business within the United States.

Perhaps even more shocking than Beijing’s aggressions toward us has been the willful blindness of our political leaders. Rather than confronting the reality that Beijing is wreaking havoc on our soil, they focus on domestic policy minutiae. Why?

A simple part of the answer is corruption. Some of our leaders, who are named in the chapters that follow, have financial ties to the Chinese state and don’t want to see the flow of money disrupted.

A more complex part of the answer is that acknowledging the truth of what China is doing would require our leaders to accept a profound paradigm shift and would force extremely difficult choices that would also dramatically disrupt the lives and livelihoods of elites from Silicon Valley to Wall Street; those who benefit from partnerships with Chinese government–linked companies very often finance the campaigns of our political leaders.

If Beijing is quietly killing us, how can anyone stand by and watch?

Like all human beings, those of our political class are creatures of habit and stick with what is easy. It is a lot easier to continue to do what they are doing and ignore facts that would radically reshape their approach to leading our country.

Some are perhaps truly ignorant of China’s actions and intent, but most are aware of what China is doing and have chosen the path of least resistance, preferring the safe predictability of their ambivalence to the vigorous work of countering those bent on our destruction. In the chapters to follow, you will find out who they are and why they are doing nothing.

Once you focus your eyes on what China is doing to us, you will realize how detached from reality are the conversations in Washington and in much of the news media.

While we debate domestic politics to address the fentanyl crisis, the reality is that Beijing is deeply involved at every stage of the drug’s production and distribution in the United States. And well-connected politicians have ties to some of the drug networks spreading this poison to America.

While we seek to heal the social division and minimize chaos in American life, we ignore Beijing’s role in fueling divisions and even violence on American streets.

While our leaders debate the theoretical implications of TikTok being owned by a Chinese company, Chinese strategists have already held practical discussions about how to deploy it as a “cultural weapon” against the United States. In this book, we will follow that enthusiastic conversation and explore who in Washington profits from this arrangement both financially and politically.

While we debate the origins of covid-19 and the effectiveness of masks, school closures, and vaccines, we avoid confronting the fact that, intentional or unintentional Wuhan leak aside, China carried out a sweeping strategy during the height of the virus to maximize our death toll, while successfully imposing its political will on us in surprising and deceptive ways, with the complicity of US health leaders.

What you are about to read is based on close research of restricted Chinese military journals, Chinese corporate records, private emails from key American leaders, leaked documents from the Department of Homeland Security, the FBI, and other federal agencies, and internal communications from the Mexican military and law enforcement, as well as criminal court records in the United States. This book contains no unnamed or anonymous sources.

In the pages that follow, you will meet an American president who rarely challenges Beijing on anything, including the fentanyl poisoning of America, and whose family received $5 million from a businessman with links to a Chinese organized crime leader involved in the fentanyl trade. Indeed, some of that money appears to have flowed indirectly to Joe Biden himself.

We will meet a former American president who ignored the fentanyl crisis only to cash in with China shortly after leaving office.

We will meet a governor who invited Chinese organized crime networks into his state, including those neck deep in the illegal drug trade.

We will be introduced to a powerful congressional committee chairman who looked away from the deadly fentanyl crisis in his backyard, while having entanglements with numerous money-laundering operations based out of his own congressional district.

We will learn about how China shaped the covid crisis to maximize damage to the United States and how senior US health officials covered it up with the express purpose of protecting China.

We will uncover how Beijing is fueling violence in America’s streets and which American officials turn a blind eye to avoid confronting China over its actions.

We will expose how America’s response to the virus was, in part, influenced and manipulated by Beijing, leading to a higher death toll and the suspension of American civil liberties.

We will meet the American billionaire now living in China who is funding organizations sowing chaos in American cities.

We will explore the Beijing-connected organization supported by some members of the Alexandria Ocasio-Cortez–Bernie Sanders wing of the Democratic Party, steering a radical turn of the American Left.

We will expose how some of the biggest names in entertainment were paid to help to spread a Chinese spy app to millions of Americans.

We will uncover the Hollywood big shots who eagerly followed Beijing’s marching orders and allowed their films to be turned into pro-China propaganda vehicles.

This book is divided into four parts, each assigned a relevant proverb from a classic Chinese strategic text. Chinese military and political officials still consider these texts and proverbs, much like those of Sun Tzu, to be highly instructive today. For example, a group of thirty Chinese generals has regularly hosted conferences on how to apply these classic texts to current affairs, and twenty-one Chinese generals have endorsed the publication of a nine-book series of these ancient texts to train the next generation of Chinese military officers and government officials.9

Employing deceptive practices to defeat an enemy without appearing to fight it is a common theme.

Each of these sections exposes the way China is waging war against the United States without seeming to wage war.

Part I, “Murder with a Borrowed Knife,” reveals Beijing’s comprehensive involvement by proxy in every step of the cartel operations responsible for the US fentanyl crisis. American political figures, either compromised by personal political or financial considerations and unwilling to do the heavy lifting to confront China, sit largely silent as hundreds of thousands of Americans die.

Part II, “Watch a Fire from Across the River,” exposes the various ways in which Beijing surreptitiously sows and heightens social chaos in the United States—by arming criminal gangs, using radical proxies in the streets, and deploying social media bots to create even more anger and division. Again, our political leaders remain willfully ignorant of what is going on.

Part III, “Hide a Dagger in a Smile,” reveals the way China is quietly and systematically using investments in not only “cultural products” such as TikTok but also Hollywood films and video games to penetrate the lives of America’s youngest generations. Hollywood titans participate in these actions because they profit financially, and our political elites ignore them because they profit politically.

Part IV, “Loot a Burning House,” reveals the myriad of ways in which China sought to maximize American casualties from covid and manipulate our leaders into imposing lockdowns, which became the largest suppression of civil rights during peacetime in US history. Our health care leaders hid information from us to protect their Chinese colleagues and themselves.


Part I
Murder with a Borrowed Knife
(借刀杀人)



Chapter 1
The New Opium Wars


President Joe Biden sat facing China’s president Xi Jinping, each at a separate table draped in blue cloth. It was November 2022, and the two leaders were in Bali, Indonesia. They conversed amid elaborate flower arrangements on the floor and American and People’s Republic of China (PRC) flags standing in the background.1 It was their first in-person meeting since Biden had been elected president.

The meeting lasted for more than three hours. President Biden came with a full agenda: Taiwan, the war in Ukraine, human rights, Tibet, and climate change.2 One issue that he did not raise was fentanyl, which was not unusual. In all the recorded meetings and conversations President Biden and President Xi have had since 2021, the time spent on fentanyl has been almost nonexistent.3

Biden and Xi left Bali with no resolution of any agenda items. They did release a joint statement; the Biden White House noted that both leaders had agreed that weapons of mass destruction, specifically nuclear weapons, should never be used.4

But a different kind of Chinese weapon of mass destruction (WMD) is regularly exploding over the United States.

Some of its victims wander the streets hunched over like zombies, their brains fried. Others collapse on sidewalks, lie in a comalike state on the ground, or are seen “slumped over the steering wheels of cars in traffic.”5

Hundreds of thousands have just dropped dead.

This lethal weapon is fentanyl, a synthetic opioid that in 2021 alone claimed more than 67,000 lives—that is, more than American combat deaths in the wars in Iraq, Afghanistan, and Vietnam combined.6 Fentanyl is now the leading cause of death of Americans under the age of forty-five.7 It has killed more Americans in a single year than were killed in the atomic bombing of Nagasaki.8

All evidence points to fentanyl being intentionally deployed. Fentanyl is being covertly and systematically aimed at the citizens of our country by a major foreign power—the most lethal peacetime attack in human history.

Most people who die of fentanyl poisoning ingest it unintentionally; it is laced into other illegal drugs, such as marijuana or cocaine, without their knowledge.9 Many victims believe that they have purchased an FDA-approved drug such as Xanax or Vicodin, when in fact the product is a counterfeit pharmaceutical laced with fentanyl.10

Some victims, such as the musical artists Prince and Tom Petty, are famous, but most pass briefly through the news, to be remembered only by their devastated families and loved ones.11 Make no mistake: remembered or not, these casualties blight our communities—even “good neighborhoods.” About half of the people who die from fentanyl overdoses are young and of military age. As one former US government official has put it, “This is the equivalent of removing two or three divisions of Army or Marines off the rolls every year.”12

A group of West Point cadets traveled to Fort Lauderdale, Florida, for fun and sun over spring break. Four cadets picked up what they thought was cocaine, but it was laced with fentanyl. All four soon went into cardiac arrest. Three other people apparently tried to administer CPR, but in the process they exposed themselves to fentanyl and also needed to be hospitalized. Thankfully, all seven involved survived.13

“There’s never been a drug like fentanyl before. For street drugs, this absolutely destroys anything else in terms of lethality and danger,” warned Josh Bloom, a senior director of chemical and pharmaceutical research at the American Council on Science and Health.14

Jim Crotty, a former deputy chief of staff at the Drug Enforcement Administration (DEA), calls fentanyl “the most pernicious, the most devastating drug that we have ever seen.”15

Even the Mexican drug cartels, hardened and seemingly indifferent to human suffering, have a fearful respect for fentanyl. They call it El Diablo, “The Devil.”16

It’s little wonder that in 2019, some senior officials at the US Department of Homeland Security asked for fentanyl to be classified as a “weapon of mass destruction.”17

How did the most dangerous drug ever created become a household word, and scourge, in America?

Not by accident, but by deliberate design. Beijing’s hand can be found in every stage of the poison’s spread in North America.

Some people might be aware that the precursor chemicals of fentanyl come from China. But, as we will see in the next three chapters, Beijing’s complicity in America’s fentanyl crisis is far more strategic than the mere export of chemicals. Our national leaders have access to materials that would make them fully aware of this. Based on leaked US national security documents, Mexican government hacked emails or correspondence, and Chinese corporate records, we know that the fentanyl operation is under Chinese control from start to finish, including:

	Production of the basic chemicals needed to make it (precursors)

	Creation of fentanyl and counterfeit pills in both Mexico and the United States

	Distribution of the deadly drug within the United States

	Facilitation of drug cartel financial transactions, and even money laundering

	Facilitation of communications networks used by the cartels to operate without detection in the United States



Indeed, we will show that some of the people involved in running these drug networks have positions of considerable power in the Chinese government or the CCP. Fentanyl shipped through Mexico is a “borrowed knife” for China that can be wielded against Americans while the country claims that it is not their weapon.

What makes this story even more troubling is that many politicians in the highest ranks of our government have access to this evidence but have remained strangely silent about China’s deep and direct involvement in unleashing this menace. They have chosen to be willfully ignorant—complicit by indifference. They have what Churchill called “vacant eyes.”

Many of their names will be familiar: President Joe Biden, Senator Mitch McConnell, Congressman Adam Schiff, former president Barack Obama, and California governor Gavin Newsom, among others. Despite the easily available, compelling evidence of Beijing’s involvement, most of our leaders carefully avoid holding China to account.

Our investigation shows that some US political and business leaders are working or investing with known members of the drug networks poisoning Americans. Apparently, the money is just too good. Compromised by commercial opportunities that benefit them or their close allies and hiding behind the excuse of not wanting to “disrupt” the US-China relationship, they effectively allow open season on Americans and sabotage our future generations.

Chinese military officers have acknowledged using drug warfare against the United States for decades, pushing first heroin, then methamphetamine, and currently fentanyl into the United States with ever-increasing lethality. And consistent with military escalation, there are plans to deploy even more potent drugs as weapons.

In the 1990s, two senior Chinese military officers analyzed the power of the US military extensively and concluded that it was futile for Beijing to try to match it. Instead, in a book called Unrestricted Warfare, they suggested the use of creative strategies to defeat the United States. Just weeks after it was released in 1999, CCP officials seized all copies of the book and removed it from circulation. Apparently, they were not angry with the authors, who would go on to have stellar careers, one retiring as a high-ranking general, the other as an influential professor in Beijing. Rather, the officials must have preferred that the contents of the book not be publicly acknowledged. Unrestricted Warfare might have disappeared completely from the public eye but for the fact that a copy was smuggled out of China and translated into English.18

Unrestricted Warfare proposed that Beijing deploy a series of nonmilitary weapons that would reimagine the tools of warfare and redefine the battlefield with “out of the box” strategies. Nothing was too extreme as far as the authors were concerned. As they revealed, “The first rule of unrestricted warfare is that there are no rules, with nothing forbidden.”19

One of the more shocking ideas was using illegal drugs as “drug warfare.”20 The authors described a plan to export and distribute illicit drugs in America, cause death, a health crisis, and social mayhem, and generally tear at the country’s social fabric.21 A few US military strategists have noted the threat. In 2014, the United States Army Special Operations Command issued a “Counter–Unconventional Warfare: White Paper” declaring that China’s method of conducting warfare against the United States included “drug warfare.”22 Others in the US government have drawn the connection as well. One report from the Naval War College stated, “China is complicit in pushing fentanyl into the United States in an effort to destabilize, undermine and weaken the fabric of America’s social and political systems.”23

“America could be attacked without anyone realizing the attacks were happening,” another former military officer observed. The strategy would be “Death by a thousand razor cuts (with some looking self-inflicted).” In 2014, John Poole, a Marine combat veteran and security consultant, essentially predicted the fentanyl crisis that was about to hit the country. “The internal ‘disaster’ that some PRC officers have advocated through drug warfare correlates with U.S. law enforcement concerns of what might follow a narcotics deluge,” he wrote in a journal for intelligence and special forces professionals. “Basically, an influx of illicit drugs would result in an increased number of addicts who would engage in theft to secure the money for their next ‘fix.’ Street combat would intensify as gangs vied for neighborhood control, and larger payoffs would further compromise the political and criminal justice systems.”24

Sound familiar? America’s total number of overdoses would reach a new high nearly every year after that prediction.25

Most lawmakers in Washington have chosen to ignore the frightening implications of Unrestricted Warfare. Reframing Communist China as a commercial and global “partner” has been too enticing—and lucrative.

Drug warfare has a special resonance among Chinese leaders. During the nineteenth-century Opium Wars, Imperial China was the target and the Chinese people the victims. Introduced to China during the seventh century, opium contributed to a national tragedy for the country more than a millennium later. British merchants, including the British East India Company, commercialized opium in China, making it inexpensive and readily accessible to Chinese people. The company became “the world’s first drug cartel.”26 The company soon controlled nearly all of world production.27 One American involved in the poisonous trade was Warren Delano, Jr., the grandfather of future president Franklin Delano Roosevelt. As far as Delano was concerned, it was a “fair, honorable, and legitimate trade.”28

Opium addiction devastated the Chinese people: at one point, an astonishing 25 percent of the population was using, if not hooked on, opium.29 Chinese officials tried several times to halt the trade, but Great Britain always responded with force, sending in the powerful Royal Navy to keep the Chinese market open to opium. Many critics in Great Britain, including William Gladstone, later a Conservative British prime minister, regarded the so-called Opium Wars as “unjust and iniquitous.”30

Communist Chinese officials today believe that the opium trade was not just about British merchants making money but was in fact an “attack by stratagem” designed to drug their country into submission.31 There is no question that the drug trade had a deleterious effect on China: at the beginning of the nineteenth century, before the opium arrived in large quantities, China was the largest economy in the world. After decades of opium addiction, the country found itself “on its last legs.”32

The damage done by the opium trade casts a long shadow in China. Even today, military officials express outrage about the way Great Britain’s Opium Wars reduced China to a minor power. They regard the opium trade as “national drug trafficking activity on probably the grandest scale in recorded history.”33 Communist Party officials insist that this history never be forgotten. Shortly after Xi Jinping became the country’s leader, he led fellow members of the Politburo to a cultural exhibit exploring Chinese progress since the Opium Wars called “The Road to Revival.”

“Every Chinese schoolchild knows that the modern drive for wealth and power is, at root, a means of avenging the Opium Wars and what followed,” noted the Economist. “How the conflict is remembered still matters very much.”34

From the perspective of President Xi and the Communist Party, what better means of rising to power and avenging the Opium Wars than by turning the tables against the Western world that it blames?

For Xi, advancing one’s national interests—to the detriment of others’—with a poisonous weapon is not only legitimate, but also patriotic. A few years ago, he had a sixty-ton granite statute, complete with surrounding gardens, built to honor his father. Barbara Demick compared it to the Kim Jong Un cult of personality. “The optics look straight out of North Korea,” she reported in the Los Angeles Times.35 Xi’s erecting the monument was to be expected—by all accounts he clearly admires his father and the way he lived his life. In one formative story of his father’s life, the fourteen-year-old boy and some classmates decided that their teacher was a counterrevolutionary. So they tried to poison him.36

*  *  *

The current fentanyl crisis has effectively been more than fifty years in the making. For decades, Communist China has been involved in the international illegal drug trade and intimately connected to the drugs flooding into the United States. And for decades, many of our leaders have remained silent, favoring commercial deals over accountability.

In 1951, just two years after the birth of Communist China, the CCP was deliberately pushing opium and heroin into Japan.37 Advancing into the United States was not far behind. A year later, large amounts of heroin coming from the People’s Republic of China arrived in New York and San Francisco harbors. Fortunately, they were seized by US authorities.38

General Matthew Ridgway had commanded the famed 82nd Airborne Division during World War II and later became the commander in chief of US forces in Japan. In 1952, he wrote in an official report, “Investigations of arrests and seizures in Japan, in 1951, proved conclusively that the Communists are smuggling heroin from China to Japan and using the proceeds to finance party activities and obtain strategic materials for China.”39

In 1955, the US Senate held hearings on the matter. Richard Deverall testified. He had served in the US Army during World War II and then become an organizer for the American Federation of Labor. He was the union’s Asia representative, which meant spending long periods in Japan, meeting with workers and Japanese government officials. He noticed the rise in drug use and addiction not only among the Japanese public, but also among American GIs stationed in the country, and investigated. In his testimony before the Senate, he confirmed that Beijing was aggressively involved in “the dirty narcotics business” and “has as one of its principal targets the country of Japan.”40 Indeed, by the early 1950s, Chinese opium exports accounted for a large portion of the opium sold in Japan.41

Other reports emerged that Beijing was actively looking for partners to sell drugs in the West. During the nineteenth century, one of the most successful distributors of opium in China had been Jardine, Matheson & Company, a Hong Kong–based British export-import company run by two Scotsmen. It was said that the firm’s partners “made their careers exporting tea from China but made their fortunes importing opium” to China.42 In the 1950s, the CCP approached the company with a lucrative export proposal. “Today it is the Chinese, or rather their government, who offer tons and tons of opium to the firm of Jardine and Matheson [to sell to the West],” explained William Jardine, a descendant of the founder who in 1957 was running the firm. “But we refuse.”43

Highly regarded senior US military officers also saw Beijing’s hard push into the drug business. Retired Marine Corps lieutenant general Victor Krulak was a commanding officer in the Pacific. He had fought heroically in World War II. From his perch, Krulak had seen plenty of intelligence about Beijing’s involvement in the drug trade. The Chinese Communists “do want hard money and opium is probably China’s greatest export staple,” he explained in 1972.44

In July 1958, Frank Bartholomew, the president of United Press International, covered a massive drug bust in Switzerland involving diplomats and counterintelligence agents. Authorities had been tipped off about the rising number of financial transactions involving Beijing’s illicit drug traffic to Europe, and the article quoted a source as saying that the activity was “for the dual purpose of helping finance the heavy costs of the spy organization and inflicting on the Western countries an intensifying problem in narcotics. The money runs into incredible figures.” Swiss officials had seized heroin from China worth $30 million to $50 million.45

By the early 1960s, Chinese narcotics exports to the United States had intensified. “Narcotics officials report that opium from Red China is being channeled into the United States at several major ports,” reported the Tampa Times in 1962. “Miami is one.”46

Beijing’s weaponization of drugs against the West became especially systematic in the jungles of Vietnam. Communist China supported the Communist insurgents not only with guns and ammunition but also with another powerful weapon to deploy against American fighting men: heroin. CCP leaders even bragged about it.

In 1965, Chinese foreign minister Chou En-lai was in Egypt for meetings with President Gamal Abdel Nasser, an occasional ally of Beijing. Chou was the second most powerful man in China after Mao Tse-tung, and he had a secret to share:

At present U.S. servicemen are experimenting with opium eating and we are helping them in this respect. We have already grown the best quality opium especially for them. . . . Do you remember those days when the Westerners forced sales of opium on us? Today we will pay them in their own coin. We will use opium to shatter the morale of the U.S. troops in Vietnam and the effects on the United States will indeed be beyond prediction.47


In fact, Beijing “devoted vast tracts of farmland in the southwestern province of Yunnan and the northwestern provinces to poppy growing.” The product was then sent to countries like Vietnam and Japan to be targeted at US troops.48

A bipartisan group in the US Senate took Beijing’s weaponization seriously and confirmed that what Chou En-lai had bragged about was in fact happening. The Senate heard testimony from General Lewis Walt, a four-star Marine general who had served in World War II and received two Navy Crosses for heroism. He had also seen combat in Korea. He had later become the assistant commandant of the US Marine Corps and was sent to Vietnam to investigate the drug problem. He testified:

In June of 1970, immediately after our Cambodian incursion, South Vietnam was flooded with heroin of remarkable purity—94 to 97 percent—which was sold at the ridiculously low price of first $1 and then $2 a vial. If profit-motivated criminals were in charge of the operation, the price made no sense at all—because no GI who wanted to get high on heroin would have batted an eyelash at paying $5, or even $10. The same amount of heroin in New York would have cost $250. The only explanation that makes sense is that the epidemic was political rather than economic in inspiration—that whoever was behind the epidemic wanted to hook as many GI’s as possible, as fast as possible, and as hard as possible.


General Walt noted that the distribution of heroin to American GIs was being carried out with military-like precision. “Everyone was agreed that the operation appeared to be highly co-ordinated and centralized,” he explained to the Senate, and that “the heroin was sold in the streets in plastic vials of similar manufacture.” They were not just some drug dealers trying to make money. “Why, if the operation was criminal in origin, did they sell stuff that was 94 to 97 percent pure, when people manage to get high in New York on 10-percent heroin? Why didn’t they dilute it?” US intelligence concluded that the heroin epidemic among US service members was linked to Chinese trafficking of narcotics.49

The US Senate even sent staffers to South Vietnam to investigate and confirmed what General Walt had reported, especially the substance’s lethal purity.50

Chou En-lai’s claim to Nasser came true—and with devastating effect. Drugs proved to be a very potent weapon to deploy against Americans. By 1971, US drug casualties in Southeast Asia were mounting.51 And not surprisingly, the morale and readiness of US forces in the region dropped dramatically. Indeed, in 1971, Congressman Robert Steele reported that the Richard Nixon administration was increasing the rate of troop withdrawals from Vietnam in part because of the high rate of heroin addiction among GIs.52

*  *  *

Though the “French connection” for heroin dominated the US market and American imagination in the early 1970s, in New York City, detectives also eavesdropped on a “Chinese connection” on US soil. In 1973, heroin in plastic bags was seized in New York, leading to the arrest of twenty members of a narcotics ring. Frank Rogers, the New York City narcotics prosecutor, declared, based on taped phone conversations, that there was a direct “Chinese connection.” Brooklyn district attorney Eugene Gold added that this was “clear and substantive evidence we have that mainland China and Hong Kong (a British colony) are being used as a means of getting heroin into the United States.” He noted that “The boss of the smuggling ring” was “an important Chinese national” who “confers with top government officials” in Beijing.53

Beijing’s involvement in the international drug trade and specifically the targeting of Americans sparked some concern in Washington, DC, among both Democrats and Republicans. Yet Dr. Stefan Possony, a military strategist at the Hoover Institution at Stanford University, noticed that despite the extensive evidence of Beijing’s involvement in the drug trade, many in Washington had become silent on the subject due to a growing desire for warmer ties with Beijing. “Beginning in the early 1960s, the subject, which originally had attracted great attention, became an ‘unsubject,’ to paraphrase Orwell,” he wrote.54

With the arrival of the Nixon administration in January 1969, doing business with China became a real possibility. The prospects of huge commercial opportunities in the closed economy with the largest population in the world enticed many.

The Nixon administration brought other pressures to bear, working to dismiss or hide evidence of Beijing’s complicity in the drug trade. In 1972, columnist Jack Anderson wrote in the Washington Post that the Nixon administration was distributing documents that were “unusually conciliatory” in tone toward the Communist Chinese, including claims that Beijing was not involved in the narcotics trade.55 His reporting was echoed by the syndicated columnist Paul Scott, who was one of the best-connected reporters in the nation’s capital at the time. Scott had been wiretapped by the CIA a decade earlier because his sources were so good and his reporting so detailed.56 Scott reported that Nixon’s push for better ties with Beijing meant that discussions about the Communist involvement in the drug trade were now strictly forbidden in the federal bureaucracy. “Government officials must not reveal any information of heroin traffic from China or the direct involvement of the Peking [Beijing] government,” he wrote.57

At the time, the Pentagon was flying reconnaissance planes over Southeast Asia to identify poppy fields in countries such as Laos and Burma. But the overflights of Burma—Beijing’s ally and a notable producer of opium—were halted at the request of Secretary of State Henry Kissinger, specifically to avoid damaging the United States’ relations with China.58


Chapter 2
China’s Foot Soldiers


When US government officials do acknowledge that drugs are coming into the United States from China, rather than holding the Chinese government to account, they seem to place all the blame on Chinese organized crime groups, known as triads, for the illegal drug production and distribution. But triad business is effectively CCP business. In 1982, the Chinese Communist Party made peace with the triads. By effectively joining forces, they turbocharged the quantity of illicit drugs bound for the United States, achieving both profits from and sabotage of its chief rival. The story would not be complete, however, without also acknowledging the US bankers and politicians who are complicit in the win-win.

On May 23, 1982, Chinese leader Deng Xiaoping sat down with two immensely wealthy Hong Kong tycoons, Li Ka-shing and Henry Fok, for a civic peace summit. Both were enormously successful investors in real estate and finance, and also known to have links to the triads. The cooperation Deng proposed was simple. Over the course of the next several decades, Hong Kong industrialists and triad leaders would demonstrate allegiance to the CCP, and the CCP would allow them to operate largely unfettered in Hong Kong. In one speech Deng opined that some triads were “good” and “patriotic.” The triads kept their criminal drug trafficking overseas and performed certain favors for the Communist Party with the leadership’s blessing. Cooperation would be run through the Communist Party’s United Front Work Department, which is used to promote the Communist Party overseas. As we will see, several Chinese nationals working with the United Front Work Department became major players in the drug trade.1

Henry Fok was described by Beijing as a “patriotic capitalist,” but he was suspected of having triad links, and his son was arrested in the United States for arms smuggling.”2 Fok, who died in 2006, lived a luxurious life traveling the world on his private 747 aircraft. He had a second one just for his staff. Among his many homes was one “in the middle of the China Sea, reachable only by boat or helicopter.”3 He made his money early in life smuggling goods during the UN embargo during the Korean War, later hooking up with a notorious gambling tycoon and alleged triad member nicknamed “Devil King.” Among Fok’s holdings was a large stake in a casino whose VIP rooms were run by the triads.4

The other tycoon at Deng Xiaoping’s peace summit, Li Ka-shing, was perhaps the biggest single economic player in Hong Kong. Some believed that 30 percent of all the companies on the Hong Kong stock exchange were controlled by Li.5 There are numerous examples of close ties between Li Ka-shing and Chinese triads. In 1997 two Canadian intelligence agencies (the Royal Canadian Mounted Police Criminal Analysis Branch and the Canadian Intelligence Service Analysis and Production Branch) compiled a draft report called “Sidewinder,” which analyzed the connections between Chinese businesses in Canada and triad members. According to the draft report, the triads had been collaborating with Hong Kong tycoons and Chinese government officials. The bulk of the case studies in the report involve Li Ka-shing’s business empire and its operations in Canada. Indeed, of the eleven specific cases of Hong Kong tycoon and triad collaboration, nine involve businesses owned or directly linked to Li. At the same time, Li was a close friend and business partner with the late Stanley Ho and Cheng Yu Tung, for example, each of whom “[were] known to be associated to many documented triads,” according to a Canadian intelligence memo. Li Ka-shing has done numerous deals with both in locations from Canada to Singapore. Li has also been business partners with triad-linked Henry Fok and with Malaysian billionaire Robert Kuok, who did real estate deals with Burmese heroin traffickers Lo Hsing Han and Steven Law.6

Li’s ties to a Western investment bank are also well established. Goldman Sachs earned hundreds of millions of dollars in fees from Li’s business deals.7

The effects of the evolving peace between the CCP and the triads yielded results. By the close of the 1980s, the Chinese triads controlled 60 percent of the heroin coming into the United States.8

Yet between 1989 and 1993, the George H. W. Bush administration continued to insist—against all evidence—that China was cooperating with the US government to combat the international drug trade. In 1992, then senator Joe Biden, who was serving his fourth term and was the chairman of the Senate Judiciary Committee, convened hearings on drug trafficking and China. He noted that “China has become a major trafficking route for heroin and opium” and expressed concern that “China is poised to become the lynchpin of the heroin trade.” He criticized the George H. W. Bush administration for doing “far too little to combat this dangerous development.”9

Biden was correct in his criticisms, but somehow, in his rise to vice president and now president, his public resolve on this matter changed dramatically, as we will see.

The effective merger between the Chinese state and criminal drug syndicates underscores the military interests inherent in their drug-trafficking ventures. For example, in 1994, the Thailand office of the International Criminal Police Organization (Interpol) received a tip that methamphetamines were being produced inside Chinese military barracks “under the supervision of a general.” Interpol tracked the shipment quietly, and when the cargo arrived in the Philippines, police were “able to inspect two Chinese ships and seize 150 kg” of the drugs. The police arrested thirty-three Chinese nationals, including five soldiers. One was a People’s Liberation Army (PLA) captain.10

Not surprisingly, Chinese law enforcement has provided little help when it comes to the triad-controlled drug trade. In the 1990s, Tao Siju, the minister of public security, opined that “as for organisations like the triads in Hong Kong, as long as these people are patriotic . . . we should unite with them.” Indeed, Tao himself did just that. China’s top cop opened a nightclub in Beijing called “Top Ten” with businessmen known to be leaders of the triads.11 Chinese intelligence services were also happy to work with the triads, likely using them in valuable human intelligence operations.12

Even the brutal reputation of the triads became an asset for Beijing. Sun Yee On is a particularly violent gang that requires new members to drink a mixture of blood and rice liquor while kneeling before a Taoist altar. When a man tried to open a decorating store in an area the gang claimed as their “turf,” he was chopped up in broad daylight with a ten-inch butcher’s knife as staff members and customers looked on.13 When senior CCP officials travel overseas, they sometimes rely on Sun Yee On members to protect them.14

*  *  *

Fujian, a rugged southern coastal province of mainland China, is the base of operations of much of the triad activity and was reportedly the birthplace of the triads.15 It just so happens that CCP chairman Xi Jinping spent seventeen years in Fujian, longer than anywhere else as a party boss, serving as acting governor between 1999 and 2002.16

In the early 2000s, Xi was a rising star in the Communist Party, with a powerful father. It was in Fujian that he met his wife, Peng Liyuan, a gifted singer. She sang to Chinese troops “fresh from the Tiananmen Square massacre.”17

Fujian has been notorious for not only how openly the triads and cartels operated but also how much they enjoyed the protection of local Communist Party and government leaders. Organized crime figures received “political protection” and “managed to escape detection” in the province, according to an official Canadian report published by the United Nations.18 Violent criminal gangs such as Fuk Ching operated openly in Fujian, extending their reach into California, Hawaii, North Carolina, Massachusetts, and New York City.19 During Xi’s tenure as a leader in Fujian, organized crime figures lived openly in the province. For example, the head of the Green Dragons Gang of New York did so despite the United States having issued a warrant for his arrest on murder charges. “Naturally Fujian authorities cannot seem to find him to extradite him,” reported Nicholas Kristof and Sheryl WuDunn of the New York Times.20

In 2009, the US Department of Justice (DOJ) Organized Crime Drug Enforcement Task Forces noted that criminal gangs from Fujian were a major source of heroin flowing into New York and New Jersey.21 Speaking specifically of Fujian, the DOJ has noted that many drug-trafficking cases in the United States lead back to China, specifically that “gang members flee to China when sought by American law enforcement.”22 Of course, Chinese law enforcement officials rarely cooperate—nor did Xi.

The triads were even part owners of Fujian Changle International Airport. What sort of government allows a drug-selling crime organization to own part of an airport?23 Perhaps a government that gains from criminal exports.

At least one member of President Xi’s family has possible ties to organized crime. A cousin of Xi’s was a person of interest in an Australian government investigation looking into a “money-laundering front company” that helped “suspected mobsters move funds in and out of Australia.” The cousin, a Communist Party member, had previously been a member of the Chinese People’s Armed Police. When asked about the allegations, the Chinese Foreign Ministry dismisses them as “groundless accusations based on rumors” meant to “smear China.”24

“The entire political system in China is predicated on corruption, complicity and cover-up, and it is virtually impossible to rise through the ranks if you are not corrupt or at least complicit in the system,” said Jorge Guajardo, who served as Mexico’s ambassador to China from 2007 to 2013. “If you are not corrupt, the system boots you out.”25

Of course, Xi was not booted out. He rose to the top.

Further intertwining the triads with state interests, Chinese officials allowed triad-linked businessmen such as Li Ka-shing to take leadership positions or equity stakes in the government’s sovereign wealth fund, the China International Trust and Investment Corporation (CITIC).26 Soon other tycoons with triad ties joined the investment fund’s ranks. Alvin Chau, connected to the 14K triad, became an officer of CITIC. He was eventually expelled from Australia due to his “extensive organized crime connections.”27 At CITIC, such triad businessmen work closely with senior officials at the Chinese Ministry of State Security.28

In the 1990s, US policy toward the CCP drug traffickers remained soft. Virtually every major financial player in the United States wanted to do business with CITIC, regardless of CITIC’s complicity with the triads, which were sabotaging the United States with illicit drugs.

In 1997, senator John Kerry published a book called The New War: The Web of Crime That Threatens America’s Security, calling out the Chinese government for its ties to organized crime, which were specifically threatening US security. Kerry, who was a member of the Senate Foreign Relations Committee at the time, wrote that China was a central hub for of the international drug trade, quoting estimates that more than $200 billion was the “yearly Chinese earnings from drug production, smuggling, and distribution.”29 He accurately noted that Chinese triads were at the center of the global international drug trade.

But then Kerry changed.

He remained on the Senate Foreign Relations Committee for more than a decade after he wrote his clarion call, but strangely went silent. As we will later see, when the CCP and the triads emerged as a key supplier of fentanyl to the United States and after Kerry became secretary of state, he appears never to have publicly pressed Beijing on the subject. He did write a letter to the United Nations, asking it to restrict the sale of fentanyl worldwide.30

It is worth noting that while Kerry was calling out China for its involvement in the drug trade, he was also taking trade delegations to the country. “What’s suddenly happening is the (Chinese) market is reaching a critical mass,” Kerry said as he visited with thirty company executives from fifteen companies. “In certain sectors, it’s take-off time.” The purpose of the trip was “To open doors, to connect, and to sell.” Soon after the release of his book, he stopped talking about it.31

CITIC proved to be the CCP’s ticket to crippling US policy on the drug problem, inking deals with American financial firms and moving in the highest corridors of power. In February 1996, CITIC chairman Wang Jun met with President Bill Clinton and others in the White House. Even when CITIC officials became publicly enmeshed in shocking illegal activities in the United States, officials in Washington seemed prepared to look the other way.32

One alleged triad member funneled money to Bill Clinton’s reelection campaign. The so-called Chinagate scandal is often fuzzily recalled as an instance of Chinese officials trying to curry favor with the Clinton team. Less well remembered is that a major source of those funds was a shady businessman named Ng Lap Seng, who, according to FEC filings and other reports, was believed to be a member of the Shui Fong triad.33 Shui Fong was also involved in the international drug trade.34

The clublike relationships developing among Chinese Communist leaders, Chinese organization crime, American financiers, and US political officials were perhaps best epitomized by a dinner aboard a yacht called Monkey’s Uncle in Hong Kong.

*  *  *

The Goldman Sachs yacht pulled slowly away from the Causeway Bay Typhoon Shelter in Hong Kong and moved through the dark waters of the bay. It was early October 1997, and a small group of powerful individuals gathered to discuss how they might work together to make money in Hong Kong, including through investments in a new Hong Kong airport. Guests included high-ranking CCP officials, triad-connected businessmen, Goldman Sachs investment bankers, and US secretary of commerce William Daley.35

Imagine an American firm or senior government official meeting with overlords of the Mexican drug cartels. Would the US secretary of commerce sit down with Sinaloa cartel affiliates to discuss opportunities for American businesses? The standards regarding China were very different, no doubt because the scale of profits in mainland China distorted the Americans’ sense of priorities, even at the expense of US security.

*  *  *

By the turn of the millennium, the triads were slowly moving out of the heroin trade into something even more lucrative—and dangerous. Synthetic drugs—methamphetamines, for one—were promising a wide market.

Chinese authorities promised the Clinton administration that they were making “special efforts” to control the production of the chemicals that went into those drugs, but production continued apace. Elements of the Chinese government, far from trying to control the production of these illicit drugs, were actively promoting their production. The French government–backed drug investigative agency Observatoire Géopolitique des Drogues claimed in a 1998 special report that “such large quantities of these substances could only be produced and transported by soldiers of the People’s Liberation Army.” It pointed out that the Chinese military controlled a chemical and pharmaceutical conglomerate called 999, which included “400 factories” producing the stuff.36

Despite paper promises to Washington, the People’s Republic of China was becoming the “world’s largest producer of ephedrine,” said the French agency, which was then used to synthesize “illegal amphetamine-type products” that were headed largely for the United States and Europe.37

One of the most economically viable synthetic drugs that emerged was fentanyl. Drug dealers like to lace other drugs with it because it is relatively cheap and produces a rapturous high. But it is also potent—it is “thirty to fifty times stronger than heroin”—and therefore exponentially more dangerous.38

Fentanyl became a sharpened “borrowed knife.”

Fentanyl was first developed in 1960 by a Belgian scientist and was prescribed primarily for patients who were recovering from painful surgeries. The US Food and Drug Administration approved fentanyl for legal, prescribed use in 1968, after which it had a limited use in hospitals. But when the patent expired in 1981, its production and distribution on the black market proliferated. Its street names were “China Girl” or “China White.”39 Fentanyl was increasingly mixed with other drugs, from marijuana to street-produced Adderall.40 Between 2005 and 2007, the DEA attributed more than a thousand deaths to illegally manufactured fentanyl. By the 2010s, mortality rates skyrocketed.41

Chinese companies began selling fentanyl openly, in English, on the internet. American dealers could place an order and make payments through PayPal, and the Chinese supplier would ship it directly to them through the mail or a parcel service such as FedEx. It happened on the internet’s dark web, but it also happened out in the open. According to one investigation, 40 percent of those offering to sell fentanyl and mail it to people in the United States were officially registered companies in China. Alibaba, China’s equivalent of Amazon, became a source for drug sales, according to US federal court cases.42 They were out-in-the-open sales, not just on the dark web.43 Beijing did not show concern despite the mounting body count in the United States.

Fentanyl websites operate freely in China. Even though the Communist government routinely shuts down websites that it does not approve of for a variety of reasons, when it comes to closing websites selling fentanyl, it has not cracked down “to any serious degree.”44

Chinese Customs and the State Post Bureau are well known for screening every letter and package sent from or to China. The goal of this practice is to maintain control and prevent “harm” from being done to the country, but with fentanyl shipments to the United States, they seem unable—or unwilling—to screen and seize the packages. According to the Drug Enforcement Agency (DEA), “China is the primary source of fentanyl and fentanyl-related substances trafficked through international mail and express consignment operations.”45

Clearly, the People’s Republic of China is a surveillance state: officials closely monitor the flow of people and goods into and out of China, including fentanyl shipments. The Chinese police have, notoriously, few restraints on their conduct. They “disappear” people, arrest bloggers without warrants, kidnap billionaires, and imprison human rights activists.46 They relentlessly pursue drug dealers operating inside China. If Beijing wanted to “disappear” the country’s fentanyl exporters, it would. But it doesn’t.

To avoid detection by the US Postal Service or package delivery firms such as FedEx, Chinese fentanyl manufacturers mislabel their packages to conceal the contents, describing them as a food substance or glue. The Chinese state punishment for mislabeling shipments of fentanyl? “Civil penalties and small fines.” Offenders face no criminal charges.47

The flood of drugs sent through the mail from China launched the US fentanyl epidemic. First responders, such as paramedic Peter Canning in Connecticut, were astonished by what they were seeing. He noted that the DEA had distributed a booklet called “Fentanyl: A Briefing Guide for First Responders” that in his words instructed “emergency personnel” to “check the scene for packages from China” before treating a person who is dying—for fear that the responders might be harmed.48

When Customs and Border Protection (CBP) and the US Postal Service improved their identification of packages arriving from China that contained fentanyl and other drugs, Chinese companies began transshipping the drugs through other countries. “Shanghai, China is a major exporter of fentanyl to the U.S. and shippers are known to transship to avoid detection,” noted prosecutors in one fentanyl case. So the shippers started shipping the drugs via Dubai and other intermediary locations instead.49

Clearly, China was weaponizing fentanyl against the United States. However, quantities were still limited by parcel services. Then a solution emerged: Instead of shipping fentanyl incrementally through the mail, why not mass-produce it in Mexico?

*  *  *

The Chinese triads began forging relationships with the Mexican drug cartels and quickly became business partners with them.50 The cartels started to mix fentanyl with their heroin. Fentanyl production proved to be so lucrative that “El Chapo,” the infamous head of the Sinaloa Cartel, quickly shifted from producing heroin and cocaine to fentanyl.51

From the perspective of the Chinese triads and their allies in Beijing, routing the drugs through Mexico not only made logistical sense but also provided Beijing a measure of plausible deniability. The borrowed knife. The drugs were coming from Mexico, not China, right?

A similar operation, but on a smaller scale, occurred north of the border in Canada. Chinese triads established laboratories along the US border in British Columbia to produce fentanyl in Canada, smuggle it into the United States, and ship it abroad.52

Most of the pharmaceutical ingredients needed to produce the synthetic cocktail known as fentanyl are produced in China. In the northern city of Shijiazhuang, west of Beijing, chemical companies churn out such ingredients. A highly militarized city boasting some eleven military facilities including several command schools, military hospitals, and medical facilities, it is also a government-designated national development zone. So the companies producing the fentanyl chemicals get tax credits.53 Some 40 percent of the production of this chemical comes from this city alone. Wuhan, now synonymous with covid-19, is another big production center of fentanyl components.54

In Mexico, the cartels rely on a long list of Chinese companies to provide the precursor chemicals. The Mexican news outlet Infobae published a list of sixty-four Chinese companies that it had concluded were major suppliers to the Sinaloa Cartel and the Jalisco New Generation Cartel (CJNG) in Mexico. Several of the companies listed in the database were state owned, and several more were politically connected.55 Xuyang Biotechnology Company describes itself as “a production and sales LLC (wholly state-owned) specialized in producing and exporting Pharmaceutical Intermediates. . . . We own six subsidiary [sic] and we enjoy tax exemption privileges.”56 Another company, Skyrun Industrial Company, is also state controlled, specializing in “developing, producing and handling raw pharmaceutical material and intermediates.” Many of the top leaders of the company are Communist Party members.57

Usually, the public discussion about China’s involvement with our fentanyl crisis ends here: China profits from selling and shipping the precursors from China to North America. But the country’s involvement is far deeper and includes every link in the fentanyl chain from production to distribution, money laundering, and cartel communications.

*  *  *

Fentanyl precursors produced in China are shipped to Manzanillo, Mexico, a major port with two scenic bays northwest of Mexico City. US officials believe that 90 percent of the fentanyl precursors arriving in Mexico from China come via this port. It’s little surprise that the port is a “crucial entry point for fentanyl and methamphetamine precursor chemicals” into the United States.58

Manzanillo is by no means the only port in Mexico serving as a conduit for fentanyl. In 2019, Mexican authorities found a stunning twenty-three tons of fentanyl aboard a ship that had arrived from China in the Mexican port of Puerto de Lazaro Cardenas. That is enough to kill more than 11 billion people.59

But Mexican companies don’t run these ports; a Chinese company does. The international terminals at both ports are controlled and operated by Hutchison, which is largely owned by Li Ka-shing, whose ties to the Chinese triads were documented previously. The company also enjoys a close working relationship with the Chinese government and military, and major shareholders include the American financial firms BlackRock and Vanguard.60 Hutchison also operates other ports around the world, including several others in Mexico.61

With Hutchison running the international terminal, Manzanillo has also become a conduit for the shipment of arms to terrorists and criminal gangs working in Mexico and the United States.62 The company has been flagged by US officials over the years because of problems with smuggling—and not just the weapons being run through Manzanillo. When Hutchison wanted to run a port in the Bahamas, US Embassy officials were worried, citing “U.S. agencies’ concerns about possible smuggling attempts through the terminal,” according to State Department cables. The US Department of Defense issued an intelligence assessment in October 1999 concerning Hutchison’s shipping facilities being used to “facilitate the movement of arms and other prohibited items into the Americas.”63

In Mexico, Hutchison controls not only the international terminals at several ports but also the railroad terminal that sends railcars from Manzanillo to central Mexico and then north to Kansas City, Missouri. The fact that the railroad terminal is under Chinese control means it is “open sesame” for drug shipments, according to a report by the US Army War College.64 One particularly successful Chinese businessman living in Mexico allegedly became the largest supplier of chemicals for the Sinaloa cartel. According to court filings, he procured some fifty tons of methamphetamine precursors from a Chinese pharmaceutical company and supplied them to the cartel. When he was arrested in Mexico, the Shanghai-based businessman had a secret room in the house stacked high with cash—some $207 million—as well as military weapons.65

Some Mexican leaders saw what was happening and raised the subject with Chinese government officials of fentanyl chemicals being shipped into Mexico in vast quantities to be turned into drugs and shipped north to the United States. But the Chinese officials were predictably uninterested in doing anything about it. “They just didn’t see what was in it for them to look into their own industries exporting these chemicals,” noted former Mexican ambassador to China Jorge Guajardo. “In all my time there, the Chinese never showed any willingness to cooperate on stemming the flow of precursors into Mexico.”66 In fact, Chinese officials claimed that they couldn’t find “any scheduled precursor chemicals trafficked to Mexico” by Chinese companies. Really?67

In northern Mexico, some two thousand Chinese nationals meticulously work to import the ingredients that produce fentanyl. How these two thousand Chinese nationals ended up in northern Mexico to work with the cartels remains unexplained.68

Once the fentanyl is synthesized, it is pressed into pills to be smuggled across the border. The pills need to look like real prescription drugs. Who do you think provides the pill presses?

Chinese companies have been smuggling pill presses illegally into the United States, mislabeling them as machine tools or other items or sending them disassembled to avoid detection.69 The destination is drug dealers and criminal gangs70 for the “mass production” of street drugs.71 Now Chinese companies send large quantities of pill presses to Mexico, too, including the metal cast dies to imprint pills with counterfeit numbers such as “M523” and “10/352,” which are the markings of real oxycodone pills. In other words, these Chinese companies are helping dealers produce counterfeit and illegal street drugs.72

In April 2020, the DOJ sent out an alert to law enforcement agencies with a blunt headline: “Chinese Pill Presses Are Key Components for Illegally Manufactured Fentanyl.” In the document, which was obtained by the author, the DOJ noted the “relatively moderate pricing” of $1,000 per pill press—essentially at cost. Why are Chinese companies not charging a huge markup to sell the pill presses to the drug cartels? The DOJ also noted that the “ambiguous export regulations in China allow traffickers to use vague manifest descriptions to describe pill press machines to avoid scrutiny from U.S. Customs and Border Protection (CBP) personnel.”73 Chinese pill press manufacturers are required by US law to alert the DEA when they ship pill presses to the United States so federal authorities can track those who might be illegally producing drugs. But the Chinese companies simply ignore the law—with devastatingly lethal consequences in America. And Beijing does not punish them for doing so.

There is apparently no law in China regulating the sale of pill presses, “making them easily accessible to drug traffickers,” according to an internal DEA report obtained by the author.74 Pill presses in a variety of sizes are readily available for purchase on Chinese English-language websites.75

*  *  *

China’s contribution to the current US fentanyl crisis is more than lax law enforcement and does not end with the production of this poison. “There is no question there is interconnectivity between Chinese organized crime and the Chinese state,” noted Frank Montoya, Jr., a former chief counterintelligence official at the Office of the Director of National Intelligence. “The [Chinese Communist] party operates in organized crime–type fashion. There are parallels to Russia, where organized crime has been co-opted by the Russian government and Putin’s security services.”76

The Zheng drug syndicate, or cartel, operated a large fentanyl distribution ring in the American Midwest and bragged to drug dealers that it could openly “synthesize nearly any” narcotic, including fentanyl. In 2018, the DOJ indicted the cartel leadership in China. But despite arrest warrants, China allowed the cartel’s leaders to continue to live freely in Shanghai.77

An important player in the Zheng drug syndicate was a Chinese Canadian scientist named Bin Wang. On the surface, Wang operated as a legitimate businessman out of a nondescript warehouse in Woburn, Massachusetts, just north of Boston. Wang sold chemicals to National Institutes of Health (NIH) research projects. The building complex featured a paper-shredding company and a dry cleaning company. The space he occupied had previously housed a “monster paintball” company.78

Behind the legal facade, Wang was running a Zheng syndicate narcotics distribution hub. Wang’s companies received parcels from China with narcotics smuggled within bulk shipments of legitimate chemicals from Wang’s Chinese companies. The fentanyl and other drugs were then separated into individual parcels for his US distributors. Wang advised his employees to “heat seal” the fentanyl into “foil bags”; falsely label the parcels with the name of safe, legal chemicals; then ship them across the United States.79

After the Zheng network was broken up by US law enforcement, Wang was indicted and charged with ten crimes. He received a sentence of six years in prison.80

Wang’s case exemplifies the symbiosis between drug cartel members and the Chinese government. While distributing fentanyl in the United States, Wang worked for Beijing to create a computerized platform to track chemical shipments worldwide, which meant flying to China monthly, in part to meet with Chinese government officials to discuss his progress.81 Wang was also the head of the Nanjing University Alumni Association for the Boston area. Although the association sounds innocent enough, it functions as if it is a United Front group and uses its US-acquired knowledge to serve Beijing’s technological needs.82

Operating out of the same Woburn, Massachusetts, warehouse was another organization with interesting government ties (and name) called the Chinese Antibody Society. According to court filings, this group, which had been launched, in the words of the Chinese government, “by China and for China,” also worked to collect intellectual property to be sent back to China.

All this is to say that Wang was not your typical drug trafficker. Given his CCP connections, his drug trafficking could be seen as an extension of his duties to the state.

Similarly, Canadian authorities busted a fentanyl-importing and -exporting ring that included individuals who were members of the Chinese People’s Political Consultative Conference (CPPCC).83 A United Front group, the CPPCC is a “political advisory body” and a central part of the CCP’s system of rule. The organization is chaired by a member of the Politburo Standing Committee of the Chinese Communist Party.84 “CPPCC members are not ‘ordinary’ citizens, but are Party-state political operatives with special duties, obligations, and responsibilities to the regime,” said Daniel Garrett, a former US government national security official.85

Suspected triad members involved in the drug trade populate the CPPCC. Ng Lap Seng, the triad member who funneled money to the Bill Clinton campaign in 1994, was a member.86 Stanley Ho, a gambling magnate and resort owner in Macau, also served as a member of that organization, even though he had alleged ties to both 14K and Sun Yee On, triads that distribute drugs in the United States.87

Wan Kuok-koi, aka “Broken Tooth Koi,” a leader of the 14K triad, was involved in the drug syndicate activities of that organized crime outfit while also sitting on the CPPCC. Wan openly acknowledges that the drug trade is a weapon to be used against the United States, with an ambition to unite Chinese organized crime syndicates around the world “in support of Beijing and against the U.S.” After the United States sanctioned him for his drug trade involvement, the Chinese government even gave him an award at a March 27, 2021, ceremony in Beijing.88

But Beijing’s involvement goes even deeper.

Mass production, distribution, and sales of fentanyl in the United States require a secure means of communication to circumvent surveillance by US law enforcement. Enter a Canadian company called Phantom Secure, which advertised a completely secure communication technology. A cartel favorite for years, Phantom Secure offered custom-modified mobile devices such as BlackBerrys and smartphones, plus a service to delete all data in the event of a user’s arrest. According to federal authorities, “Phantom Secure’s devices were specifically designed, marketed and distributed for use by transnational criminal organisations, specifically those involved in drug trafficking.” What made these devices especially secure was that the servers that stored client communications were in China-controlled Hong Kong or Panama. Phantom Secure chose those locations knowing that officials in neither country would cooperate with international law enforcement.89

Eventually, in 2018, the FBI and its Canadian and Australian counterparts shut down Phantom Secure, arresting its senior executives for helping drug cartels. It is interesting to note that the company and its CEO had seven US bank accounts, as well as accounts in Canada, Ireland, Singapore, the United Arab Emirates, China, and Hong Kong.90

Chinese organized crime figures involved in the drug trade also speak openly on WeChat, a Chinese messaging app. WeChat is operated and owned by Tencent, a Chinese tech firm with close ties to the Chinese military and intelligence service. The Chinese government regularly monitors the app to suppress political dissent. But when it comes to drug trade chatter, it looks the other way. “It is all happening on WeChat,” said Thomas Cindric, a retired DEA agent from the elite Special Operations Division. “The Chinese government is clearly aware of it. The launderers are not concealing themselves on WeChat.”91

Besides secure communications, drug cartels also need to launder their money.

Some of the Mexican cartels’ most successful and proficient launderers are Chinese and use Chinese state banks to do their dirty work. In the United States, Chinese nationals living across the United States from Virginia to Illinois to Oregon have been arrested in recent years for laundering money for drug cartels.92 This pattern suggests a much larger system, especially considering the other established aspects of Chinese national alliance in the illicit drug trade.

In May 2012, law enforcement officials received early indications of the drug supply network and the role of Chinese banks when they made moves in five states as part of Operation Dark Angel. They arrested twenty people, including the leader of a drug network based in Mexico. US federal agents noticed that he was, curiously, wiring cash overseas, including to “banks in China.” Typically, in the past, cartels had worked with banks in South America or the Caribbean. The presence of Chinese banks was new—and different.93

Chinese banks are highly regulated and controlled by the government. Yet in a leaked Department of Homeland Security (DHS) report obtained by the author, the cartels shifted to Chinese money laundering because of “their low fees” and “their ability to transfer monies rapidly to many regions in the world.”94

According to another internal Drug Enforcement Administration (DEA) document also obtained by the author, “Mexican drug traffickers use Chinese citizens living in the United States for money laundering and thus deliver their earnings south of the border.” In Oregon, officials found three Chinese citizens who had transferred millions of dollars of cartel money into more than 251 Chinese bank accounts while handling more than three hundred cash deliveries across the United States from Los Angeles to Boston.95

Or consider the recent case of a Chinese American gangster named Xizhi Li, a successful money launderer who moved street money into large bank accounts that cartel leaders could convert into assets such as “yachts, mansions, weapons, technology and bribes to police and politicians.” Li enjoyed close association with Chinese government officials and the Communist Party elite. He worked through a web of contacts from Latin America to Chicago, China, Los Angeles, and New York.96

Li grew up in a Mexican border town before migrating to Southern California and becoming an associate of the 14K triad. He fathered children with a Chinese woman but married a Mexican American woman, with whom he also had kids. He soon got into the drug business, smuggling cocaine out of Mexico. His approach to money laundering was simple and straightforward: a cartel would contract with him to launder some $350,000—an amount that would fit comfortably into a suitcase. He would give it Mexican pesos that he had stored in a safe house, minus his commission fee. He would then sell the dollars to wealthy Chinese clients who were looking to get hold of US currency. Li even had an association with a senior Chinese military official. To sell the dollars, he would have the wealthy client transfer the equivalent amount of money into bank accounts that he controlled in China, a process called “mirror transactions.” He didn’t use obscure banks for those transactions; rather, he used the most politically connected banks in China: the Industrial and Commercial Bank of China and the Agricultural Bank of China, which are state controlled. Somehow the Chinese state didn’t seem to notice—or care. The quantity of money involved was enormous. Li had dozens of couriers operating from California to Georgia. In Chicago, two of his couriers handled more than $10 million over a seven-month period.97

The DEA eventually caught up with Li, and he was tried and convicted. But what struck US investigators was the fact that his network had been able to operate freely in China without Beijing’s intervention. Like others in the drug trade, Li’s henchmen had used WeChat to communicate. Again, the app is known to function as a Chinese “government monitoring tool.”98

Beijing undoubtedly maintains strict controls on the flow of money to and from mainland China. Yet China-based companies and organizations are “taking a central role in global money laundering” when it comes to the flow of fentanyl. Cartel profits are routed to China and then back to Mexico. “Most contact with the banking system happens in China, a veritable black hole for U.S. and Mexican authorities.”99 Indeed, “China’s willingness to cooperate internationally in anti–money laundering operations . . . remains limited.”100

One method used to launder large sums of money is employing thousands of Chinese students on education visas in the United States to pick up suitcases of cash and then transfer them for money laundering, with the money then routed through WeChat and Chinese banks.101 As one DEA official put it, “I can’t emphasize this enough, the involvement of the Chinese has really complicated all of these schemes.”102

Admiral Craig Faller led the US Southern Command, which oversees all US military operations in Latin America, for three years. He testified before Congress in 2021 that Chinese money launderers are “the ‘No. 1 underwriter’ of drug trafficking in the Western Hemisphere.” He observed that the Beijing government was “at least tacitly supporting” those money-laundering activities. After all, China possesses “the world’s largest and most sophisticated state security apparatus. So there’s no doubt that they have the ability to stop things if they want to. They don’t have any desire to stop this.” Indeed, the Chinese government uses these money-laundering networks to funnel money to United Front groups in the United States and other countries.103


Chapter 3
Willful Blindness


When Japanese planes bombed Pearl Harbor, FDR responded quickly, speaking to the nation within twenty-four hours and declaring it a “day of infamy.” He squarely blamed the attacker. China’s attacks through fentanyl are deadly but deceptive, and our leaders remain largely silent. When deaths from fentanyl are mentioned, they frame them as evidence of a drug crisis, not a foreign attack.

Phase one of the fentanyl attack began when Barack Obama was president. Obama’s public views about China when entering office were benign, even naive. As he explained in 2009, there are “some in China [who] think that America will try to contain China’s ambitions; some in America that think there is something to fear in a rising China. I take a different view. I believe in a future where China is a strong, prosperous, and successful member of the community of nations; a future when our nations are partners out of necessity, but also out of opportunity.”1

Obama also came into office wanting to deemphasize the war on drugs. In 2009, he removed the drug czar, the director of the Office of National Drug Control Policy, from his cabinet, diminishing that voice on a variety of foreign and domestic policies.2 He also deemphasized drug fighting in his foreign policy. Burma, a long-known center of the international drug trade with Chinese involvement, saw economic sanctions removed by the Obama administration in the name of supporting democratic reforms in that country. It was a stunning move. According to Gibson Dunn: “It is rare for an active sanctions regime to be terminated in such a comprehensive fashion.” It was now possible for some entities in Burma, many linked to the international drug trade, to move their assets more freely around the world. Whatever the administration’s well-intentioned motive in removing the sanctions, the end effect was to bolster the international drug trade.3 And the international drug trade thrives on product sold in the United States.

Notably, some of Obama’s largest financial supporters needed warm ties between the United States and China for their ventures to work. Jeffrey Katzenberg, the CEO of DreamWorks Animation, was reportedly Obama’s largest fundraiser for his 2008 election and 2012 reelection campaigns. In part III, we will explore the close relationship between DreamWorks and the Chinese government. The DreamWorks partnership in China was a result of an agreement negotiated by then vice president Joe Biden during the Obama administration.4 Indeed, Katzenberg would become the cochairman of the Joe Biden 2024 campaign as well.5 In short, powerful figures in Washington and their wealthy Hollywood backers have strong financial interests in maintaining smooth relations with Beijing.

Obama was also the intended beneficiary of a Chinese influence operation in 2012, when $800,000 was illegally funneled into his reelection campaign through straw donors.6

By 2016, Obama was less naive and China much bolder. In September, Obama went to Hangzhou, China, for a meeting of the G20. When other foreign heads of state arrived—from Russia, India, Brazil, and many other countries—China granted them the typical red-carpet attention at the airport. But when Air Force One pulled up to the airport terminal, Obama was not provided with a staircase or red carpet. Instead, he was forced to exit from the rear of Air Force One via an exit in the plane’s belly that is seldom used by US presidents.

“These things do not happen by mistake,” said Jorge Guajardo, Mexico’s former ambassador to China. “Not with the Chinese.” He added, “It’s a snub. It’s a way of saying: ‘You know, you’re not that special to us.’” Susan Rice, Obama’s national security advisor, was “baffled and annoyed” by the incident. Obama told reporters that “none of this detracts from the broader scope of the relationship.”7

That “broader scope” now included fentanyl, a mounting problem that the Obama White House appeared determined to ignore, at least as far as exposing China’s role in the crisis.

The Obama administration knew by 2016 that America was in the middle of a street fentanyl crisis. Between 2013 and 2017, more than 67,000 Americans died of overdoses—more than the number killed in the Vietnam War. The vast majority of the overdoses were of fentanyl. Health care experts petitioned Obama to declare a public health emergency. “Fentanyl was killing people like we’d never seen before,” said Derek Maltz, a former agent in charge of the DEA’s Special Operations Division in Washington. “A red light was going off, ding, ding, ding.”8

The Obama administration knew that fentanyl precursors were coming from China, and with great fanfare in President Obama’s last year, the administration announced an agreement with Beijing to restrict the export of fentanyl-related chemicals coming to the United States. It would result in “reducing the supply of fentanyl” in the United States, the White House promised.9 But nothing changed. The chemicals kept coming in increasing quantities. The illicit fentanyl supply exploded. And the death toll continued to climb.

As mentioned earlier, Obama’s secretary of state, John Kerry, did not raise the matter in any serious way with Beijing. His sole action appears to have been writing that letter to the United Nations and asking it to ban the sale of fentanyl.

Those on Capitol Hill were no better. In 2016, Senator Pat Toomey of Pennsylvania introduced a bill to cut the Chinese source of fentanyl. But he could not find a single senator to cosponsor his bill.10

In January 2017, just before leaving the Oval Office, President Obama issued a report on the drug crisis in the United States. “The dramatic increase in the availability and use of heroin and fentanyl is a national security, law enforcement, and public health issue, and it has become the highest priority illicit drug threat to the Nation,” the report declared.11 Those words were correct but empty. It was not enough of a priority to confront China over its central role in the crisis.

In the ensuing months, Susan Rice spoke optimistically about China’s growing cooperation with the United States on the fentanyl issue. “For several years,” she noted, there had been “in-depth cooperation and dialogue on counternarcotics [with China],” and we were now seeing China “crack down on the fentanyl threat.”12

But that was an illusion. Rice completely misread the problem of fentanyl and the international drug trade, declaring that fentanyl “is not only killing far, far, far too many Americans, but is also one that will destabilize China if left unaddressed, so we have a mutual interest in this.”13

In fact, the fentanyl crisis was not “destabilizing” China; it was strengthening China relative to the United States.

The “crackdown” she promised never came. In fact, exports of precursors continued to grow.

The body count in America continued to rise. The year Obama left office, fentanyl deaths in the United States jumped by a whopping 50 percent, to almost thirty thousand. The number might actually have been higher because some state coroners did not provide specific drug identification on the death certificate.14

Enforcing the issue with China would have been challenging and disruptive for President Obama and his postpresidential plans. In late 2017, Obama was back in China, a little more than a year after the plane incident. This time he was ready to cash in. For former US presidents, making highly paid appearances in China has always been a nice source of revenue. It doesn’t matter if they are Democrats or Republicans. Obama might have recently signed a $60 million book deal just months after leaving office, but that did not deter him. How much he made appearing at the Global Small and Medium-Sized Enterprises Summit in Shanghai is unknown; there is no disclosure requirement. But it was undoubtedly a nice payday. At the event, involving thousands of Chinese attendees, it cost $900 to shake his hand and a cool $40,000 to have a picture taken with him, according to Chinese state media.15

Since leaving office, former president Obama has remained almost completely silent about China’s involvement in the fentanyl crisis.

In 2017, the Donald Trump administration echoed the previous administration’s concerns about fentanyl deaths—not China’s culpability. During Trump’s first year in office, something very unusual happened in US history: Americans’ overall life expectancy declined. A major contributing factor was the mounting toll of fentanyl deaths.16

Assistant Secretary of State Kirsten Madison called the opioid crisis “the most ‘severe drug crisis’ the U.S. has ever faced.” (Emphasis added.)17 In October 2017, President Trump declared the opioid crisis in general to be a national public health emergency under federal law and directed all government agencies to fight the crisis. It was an important shift in domestic resources.18

But no one seemed to want to call it a war.

The Trump administration publicly pushed Beijing on the supply of fentanyl to the United States, becoming the first to do so explicitly. Its bold approach seemed to yield some results when President Xi promised to act and declare fentanyl a controlled substance.19 “What [Xi] will be doing to fentanyl could be a game changer for the United States,” Trump predicted on his return trip from the G20 summit in Argentina.20

Of course, it didn’t work out that way. Chinese state-media went on the attack. Only days after the fentanyl deal between presidents Trump and Xi was announced, the Chinese government–run Global Times argued that the problem was a result of Americans’ decadent demand for drugs and explained that China did not have a fentanyl crisis. Global Times even claimed that white Americans were more susceptible to fentanyl than “other ethnic groups” were.21 This is, of course, the precise opposite of how China talks about the Opium Wars. In that case, it was the fault of the suppliers, not the customers. In this case, to blame the drug producers, the distributors, and the money launderers would be to blame themselves.

Beyond the Beijing spin, the realities remained the same. The chemicals used to make fentanyl continue to be exported from China, often by state-linked companies headed by politically connected executives. The chemicals arrive at port facilities in Mexico controlled by Chinese companies, are mixed by Chinese chemists based in Mexico, and are turned into fentanyl-laced pills on Chinese-supplied pill presses. Chinese triad networks continued to be involved in distribution, and the drug money was laundered through Chinese state banks.

In 2019, after the Trump-Xi agreement, a leaked document from the Department of Homeland Security came to a dismal, if predicable conclusion: “There is no indication that China took extra steps to strengthen its counter-fentanyl capabilities.”22

Officials in the Trump administration followed the well-trodden path of believing that China was interested in helping the United States overcome its fentanyl crisis. General Robert Spalding, who joined the National Security Council in the Trump White House, witnessed the naiveté firsthand. He understands how Beijing operates. He speaks Mandarin and has served at the US Embassy in Beijing. While in the Trump White House, he asked the acting director of the Office of National Drug Control Policy about fentanyl coming in from China. “We’re cooperating with the Chinese government to bring the makers of the drugs to justice,” the director confidently told the general. Spalding warned him that the CCP was not actually cooperating, regardless of what they were telling him.23

Unfortunately, Spalding got it right.

Trump’s agreement with Xi did nothing to stem the tidal wave of fentanyl. Matthew Donahue, the deputy chief of operations and chief of foreign operations for the Drug Enforcement Administration, described in March 2021 how “an unlimited and endless supply” of fentanyl chemicals kept “coming from China to Mexico.”24 Around the same time, China’s National Narcotics Control Commission smoothly cautioned that US-China cooperation on fentanyl-related investigations and prosecutions remained “extremely limited.”25

*  *  *

The fentanyl epidemic has not spared wealthy areas such as Burbank, California, where at least seven high school students have overdosed on fentanyl.26 The situation is so bad that the Burbank Unified School District, like many others around the country, started requiring schools to stock up on naloxone, a drug to contain the effects of a fentanyl overdose.27 In 2022, two men were arrested in Burbank with a hundred thousand counterfeit oxycodone pills laced with fentanyl.28 Nineteen-year-old TikTok influencer Cooper Noriega was found dead in a Burbank park with fentanyl in his system.29

Burbank falls within the district of California congressman Adam Schiff, one of the most powerful and influential elected officials in America. A former prosecutor, Schiff has been in Congress since 2000, rising to serve as the chairman of the secretive and powerful House Intelligence Committee between 2017 and 2023. From his perch, Schiff had responsibility for, among other things, US national security. Schiff has been outspoken on numerous national security threats, but not when it comes to fentanyl, even though fentanyl deaths in the Los Angeles area rose by a stunning 1,208 percent from 2016 to 2022.30 If you go to the Intelligence Committee’s webpage that describes its work under his tenure, the word “fentanyl” yields no results. That is to say, the Intelligence Committee under his leadership, by its own account, did nothing on a topic that the Obama administration had declared a threat to our national security in 2017. A search of Schiff’s congressional webpage yields a lone mention of “fentanyl,” a brief reference to a single piece of legislation.31

Fentanyl is clearly not a priority for Schiff.

Voters in his district have noticed the silence. “According to the United States Attorney’s office for the Southern District of California in San Diego, more deadly Fentanyl is being seized by border officials in San Diego and Imperial counties than at any of the nation’s 300 plus ports of entry, making this federal district an epicenter for Fentanyl trafficking into the United States,” one constituent noted in the Glendale News-Press, a local paper. “The city of Glendale is about a two-hour drive from our southern border and California Rep. Adam Schiff’s district since 2013. Not surprisingly, on Dec. 31, 2022, we received another piece of mail from the Congressman’s office with no reference to the Fentanyl crisis. Congressman Schiff often writes in the local newspapers without reference to the Fentanyl problem in his district.”32

In contrast, Schiff was outspoken on the far, far less dangerous outbreak of monkeypox, demanding more action on a vaccine, even though it has killed no one in the United States at the time of this writing. Schiff also gave numerous interviews on CNN, MSNBC, and other news outlets about the Ebola virus, which at the time had killed just one American.

Why Congressman Schiff has little to say about the deadly fentanyl crisis is an abiding mystery. Part of the reason may be that raising the issue might cause undue attention to his financial connections to individuals involved with criminal networks in southern California, many of whom are tied to money laundering and the drug trade.

Encompassing Hollywood, Burbank, and Glendale, California, Schiff’s congressional district has long been a hub of organized criminal activity. Beginning in the early 1990s, the Los Angeles Times and other newspapers in the region began reporting on the rise of Armenian gangs in the district.33 These gangs, not to mention those from Central and South America and China, are involved in all kinds of violent crime, including drug trafficking, gunrunning, murder, extortion, and white-collar crimes such as money laundering.

Some of Schiff’s work in the state senate, before he was elected to Congress, fueled financial crimes in his district. One bill related to Medi-Cal created a gateway for considerable fraud, which an organized crime syndicate in his district seized upon, perpetuating the largest Medicaid fraud case in history at the time. California business leaders warned Schiff about the fraud they were witnessing, but he appears to have ignored it. In 2010, four hundred FBI agents executed a massive investigation and arrested seventy Armenian mobsters. The criminals ran 118 phantom clinics, many of them in Schiff’s district.34 The ringleader, Armen Kazarian, lived in Schiff’s district.35

Once in Washington, Schiff opposed legislation that would have cracked down on criminal money-laundering networks. In 2005, a bill was introduced onto the House floor to expand the role the federal government would have in fighting gang violence by creating “an anti-racketeering statute similar to the one used against the Mafia dons to prosecute criminal street gangs.” But Schiff opposed the bill.36 Armenian organized crime continued to expand in Schiff’s district, and his connections to some of the players involved are concerning.

In 2017, Schiff established a joint fundraising committee with California senator Barbara Boxer called PAC for a Change. One of the largest donations—$95,000—came from the head of a sketchy firm located in Schiff’s district called Allied Wallet.37 The company was run by Andy Khawaja, an executive who would come under investigation by federal authorities and whose business was tied to money laundering, with a major footprint in China.

Money also flowed to the campaign in other ways. Schiff’s congressional campaign took in at least $36,000 in donations from executives at Allied Wallet. Another $16,100 came from Khawaja, and two additional $10,000 contributions came from two other executives of the company. While Schiff was accepting those donations, it was publicly known that Allied Wallet had been under FBI investigation. It was not the first time: in 2010, Allied Wallet had been forced by federal authorities to forfeit $13 million for its involvement in an illegal gambling scheme.38 At the time Schiff accepted donations from the executives, the company was being investigated for its ties to “illegal pharma” companies around the world.39 Khawaja threw a lot of money around, clearly in search of political access. During the 2016 presidential campaign, he first backed Hillary Clinton and then switched to Donald Trump.40 In the case of Schiff, he clearly gained access. On October 16, 2016, Khawaja and Schiff sat down for a private meeting with Saudi prince Salman bin Abdulaziz Al Saud in Beverly Hills.41

Allied Wallet made money processing credit card payments for “‘high-risk’ online retailers that traditional financial institutions avoid.” They included criminal organizations “that apparently break the law in underhanded and odious ways.”42

Allied Wallet also had a partnership with a Chinese company called China UnionPay, which Chinese triads used to launder money. China UnionPay is a Chinese state-owned entity with close ties to the CCP and a card brand that “is often seen as an arm of Chinese state policy.”43 UnionPay has been used by organized crime groups and drug traffickers all around the world, including the Chinese triads.44 Allied Wallet seemed to function “as a sort of credit card processor for fraudsters, swindlers, and rip-off artists bilking the public out of more than $100 million.”45

Schiff has other interesting donors and friends besides Allied Wallet.

Arthur Charchian is a Glendale, California, lawyer who was involved in a money-laundering scheme.46 Charchian is the head of Southern California Armenian Democrats and a Schiff booster.47 Shortly after Schiff introduced legislation on the Armenian genocide, another Armenian, gang leader Pogos Satamyan, donated $10,000 to the Democratic Congressional Campaign Committee.48

In 2019, Democratic megadonor Ed Buck was charged with drug trafficking and “operating a drug house.” Buck was a donor to Schiff’s campaign and a social acquaintance as well.49

Openly pressing for aggressive action to deal with the Chinese-linked fentanyl networks might lead to open discussions of money-laundering networks operating in the United States and raise some difficult questions for Schiff.

Schiff represents a congressional district that is at the heart of the American entertainment industry, including the cities of Burbank and Hollywood. Hollywood titans who finance his campaigns rely on access to the Chinese market for a sizable portion of their profits. From his earliest national elections, Schiff received the backing of entertainment industry titans such as Jeffrey Katzenberg and Steven Spielberg.50 Their partner at DreamWorks, David Geffen, promised to raise however many millions of dollars were needed to defeat his opponent in 2000.51 As we will see in Part III, these titans have deep, abiding, and lucrative ties to the Chinese government that they do not want disturbed. DreamWorks has modified films for American audiences at the request of the Communist Chinese government, pushing CCP propaganda both subtly and not so subtly.

Taking aggressive action against China for its fentanyl activities could disrupt these relationships.

Schiff is not alone for strangely avoiding the topic of China’s involvement in fentanyl. Congresswoman Alexandria Ocasio-Cortez represents the Bronx and Queens, and those communities have also been shattered by fentanyl overdoses.52

And yet Ocasio-Cortez, who serves as the vice ranking member of the powerful House Oversight Committee, has been weirdly silent on fentanyl and China’s role. Her congressional website yields plenty of mentions of her passionate work on topics like taxes and gun control, but there is not a single mention of fentanyl as of this writing.53

*  *  *

Joe Biden was outspoken in 1992 when it was exposed that Beijing was involved with the heroin trade. The then senator from Delaware showed initiative in calling out the Communist leadership for its illicit activities. But now with the far more deadly fentanyl crisis, he has grown silent. Granted, he made some noise about the subject during the 2020 presidential campaign, promising to “make fentanyl a top priority in our dealings with China,” but as we saw earlier, according to officially released notes of the conversations he has had with President Xi, he has not raised the subject with the Chinese president as of this writing.54

When the so-called monkeypox virus emerged in 2022, the virus received “czar” status in the White House, even though, at the time, it had not claimed a single American life.55 Fentanyl gets no “czar” status at 1600 Pennsylvania Avenue. And China has not been called to account.

In late 2022, the Biden administration named twenty-two countries as being transit points for drugs or producers of drugs. One country not on the list? China. In announcing his administration’s drug strategy, Biden could only promise, “We will look to expand cooperation with China . . . to disrupt the global flow of synthetic drugs and their precursor chemicals.”56

Biden’s secretary of state, Antony Blinken, has made excuses for Beijing, absurdly arguing that some of the precursors arriving in Mexico from China have been shipped by accident. He cautiously added that mentioning precursor shipments from China was “not about pointing fingers.”57

Though sometimes promising to help stem the flow, China has never cooperated on fentanyl, nor is its involvement accidental. This is a war.

When Joe Biden delivered the State of the Union address in 2023, he talked about fentanyl, acknowledging the stigma associated with substance abuse, and called for better substance abuse services. In other words, he treated it as a conventional drug problem. So he promised more drug detection machines and more inspections of cargo. What he never mentioned was Beijing’s hand in the matter.58

President Biden has been remarkably quiet in discussing China’s involvement in the drug trade; he does not challenge its leadership about their conduct. Why might that be? As I recounted in Red-Handed, members of the first family received some $31 million in deals from a small group of Chinese businessmen with deep ties to the highest levels of Chinese intelligence.

However, some of these businessmen who funneled money to the Bidens have ties to the fentanyl trade, including $5 million from a Chinese national who was a business partner with a notorious triad leader. This cash flow connects the Bidens with Chinese triad associates.

One of the largest sources of money flowing from China to the Bidens came from a mysterious Chinese tycoon named Ye Jianming, the chairman of CEFC China Energy Company. Joe Biden’s son Hunter Biden had a close working relationship with “Chairman Ye,” as he called him. Hunter explained in emails to his business partners that he spoke with Ye on a “regular basis” and that “we have a standing once a week call as I am also his personal counsel (we signed an attorney client engagement letter) in the U.S.” He also said that he was helping Ye “on a number of his personal issues” including unspecified “sensitive things.”

Ye showered the Bidens with money. He gave Hunter a three-carat, $80,000 diamond. In July 2017, his company gave the Biden family a $5 million, interest-free, forgivable loan. (The email notes that the loan is not just to Hunter but to the “BD [Biden] family.”) There were other cash transfers, too.59

Ye is from Fujian province, the hotbed of triad activity in China. While sending the Biden family millions of dollars, he was also business partners with the former leader of a Chinese triad called the United Bamboo Gang (UBG). His name is Zhang Anle, but he is more commonly known by the name “White Wolf.” Ye and White Wolf set up the Shanghai Zhenrong Petroleum Company together.60 White Wolf’s gang, UBG, also has a “partnership” with Mexico’s Sinaloa Cartel and helps them in the production and distribution of fentanyl in the United States. UBG helped to turn “the Sinaloa Cartel into the King of Fentanyl,” according to a Mexican investigation of the cartel.61

White Wolf had been arrested and convicted in the 1980s on drug-trafficking and racketeering charges in the United States.62 The UBG is involved extensively in the international drug trade, having sold heroin in the United States for decades. As one government report stated, “It is believed the gang is active in several U.S. cities, including Chicago, Honolulu, Houston, Miami, Phoenix, and various California cities. The UBG has built up a sophisticated network capable of supplying members with guns, narcotics, and fraudulent identifications.”63 White Wolf also has close ties with the Beijing government; senior Communist Party officials call him “Big Brother.”64 The fact that a Chinese businessman who showered millions on the Bidens is partners with a crime syndicate partnering in the distribution of fentanyl into the United States might be shocking enough. But there is more.

Hunter Biden also received $1 million from one of Ye’s executives, Patrick Ho, who was charged and convicted in the United States on bribery charges at the United Nations.65 Ho was working on a bribery scheme run in parallel with alleged Chinese triad member Ng Lap Seng, who was convicted of similar charges. The Shui Fong triad is tied to the drug trade.66

Hunter Biden also worked with CITIC, some of whose members have triad links. The extent of their dealings is not clear. Hunter met with CITIC executives while his father was vice president, hoping to do business with them. He apparently gave them a signed copy of his father’s 2009 book.67 In turn, when CITIC was interested in the possibility of a Universal Theme Park in China, they approached Hunter Biden’s firm to arrange a meeting with Comcast executives.68

There are other ties in Biden world as well. Hunter Biden’s attorney, Abbe Lowell, has represented a variety of well-known American clients from New Jersey senator Bob Menendez to members of the Trump family. But he was also a legal representative for Ng Lap Seng.69 Lowell has also represented Qin Fei, who is accused of being a Chinese intelligence officer, and Lum Davis, who pled guilty to illegally lobbying for the Chinese government.70

The problem of conflicting personal ties when it comes to confronting China on fentanyl extends beyond the Biden family to members of his administration. And so does the silence.

In early 2023, Deputy Secretary of State Wendy Sherman spoke about the fentanyl crisis, but she did not talk at all about China’s role in it. Instead, she described the scourge vaguely as a global health issue. “Global health is another area in which we all need to work together, and the issue of fentanyl is not just a counter-narcotics issue,” she said. “It is a global public-health issue, a huge global public-health issue.”71

Why won’t Wendy Sherman call out China on its central role in the fentanyl crisis? In 2021, she became the United States’ second highest diplomat after leaving her post as a counselor for a consulting firm, the Albright Stonebridge Group (ASG), which has deep ties to Beijing. According to ASG’s website, China is the “firm’s largest single country practice,” with offices in both Beijing and Shanghai. Sherman’s firm also boasts “former high-level” Chinese officials as members of the firm. “We work to create allies within the Chinese system.”72

It’s hard to call out “allies” within the Chinese system for their involvement in the international drug trade. It’s a repeated pattern. Americans continue to die, and many US officials seem to have decided that the value of alliances within the Chinese government outweighs the value of American lives and security.

John Kerry, now Biden’s special envoy for climate issues, has Biden’s ear on several important issues. The two are, among other things, longtime Senate colleagues. Decades ago, Kerry spoke strongly about Chinese involvement in the drug trade. Now when it comes to China, he prefers to focus on climate change issues. Apparently, pressing China about its complicit drug-related conduct in the United States—and actual deaths it has caused—would interfere with his attempts at a climate change agreement—and theoretical future climate-related deaths.

Pressing Beijing over fentanyl could also damage the Kerry-Heinz family investment portfolio. The family’s fortunes are tied up in considerable investments in mainland China, including major stakes in Hillhouse China Value Fund (“over $1 million”), Tiger Global LP (“over $1 million”), and Teng Yue Partners (“over $1 million”), among others.73 These numbers may be significantly understated in Kerry’s financial disclosures. Teng Yue Partners, for example, which is “focused on public and private equity investments in China” has a $5 million minimum investment requirement on most of its funds.74 The firms in which Kerry’s family is invested are also deeply tied to the Chinese government establishment. The chairman of Hillhouse, Zhang Lei, is closely aligned with Beijing and is involved in numerous United Front organizations. He has also invested in companies blacklisted in the United States and has put his personal wealth to work in causes supported by President Xi.75

The Biden administration has, on several occasions, announced financial sanctions against fentanyl networks. But the results are minimal because they don’t affect the big players and the Chinese institutions that help the cartels operate. And China thumbs its nose at the United States.

China’s ambassador to the United States, Qin Gang, absurdly insists that his country is not involved in the fentanyl trade. The ambassador proudly stated that since 2019, “not a single criminal case has been opened in China that involves the manufacturing, trafficking and smuggling of fentanyl-related substances.”76

Like a murderer mingling with onlookers at the scene of his crime, Beijing mocks America for the fentanyl crisis. Hua Chunying, a spokeswoman for the Chinese Ministry of Foreign Affairs, posted on social media a series of messages declaring that “China won’t become the U.S.” At one point, she wrote, “China does not allow the drug problem to haunt the nation and kill 100,000+ per year.”77

*  *  *

It’s not just fentanyl.

They appeared to be ordinary California homes in quiet, sometimes upscale, residential neighborhoods. But the 130 houses were, in fact, involved in a massive illegal marijuana-growing operation. Dozens of Chinese nationals purchased the homes in Sacramento, the state capital, with money wired from criminal gangs in Fujian province, China.

US federal officials, who had been tipped off about unusually high utility bills in the homes, eventually figured out what was going on. “This was a large-scale operation, with millions of dollars coming into the US from China,” recounted Cindy Chen, an assistant special agent in charge at the IRS. The Los Angeles Times said that “nearly half of the 21 people charged were Chinese citizens.” The money and people involved were part of another front on the drug war. Federal officials seized 61,000 marijuana plants and 441 pounds of processed dope when they broke up the operation.78

In short, organized Chinese networks are moving into the American illegal marijuana business. And it’s not just happening in Sacramento.

In Seattle, money from mainland China was used to purchase properties in the Puget Sound area to grow illegal marijuana.79 In Oklahoma, law enforcement officials say that 75 percent of the illegal marijuana operations they’ve shut down are connected to “Chinese investors and Chinese organized crime.”80 In San Bernardino County, California, authorities served a stunning 2,100 search warrants and seized more than $1 billion in processed cannabis and marijuana plants. Again, Chinese nationals were bringing money from the mainland and purchasing property in which to set up massive illegal dope operations, this time in the Chino-Ontario area in California. “My best estimate is probably 97% to 98% of all of our indoor marijuana cultivations are run by Chinese nationals,” said Sergeant Rich Debevec of the San Bernardino County Sheriff’s Marijuana Enforcement Team.81

In the small, rural state of Maine, according to a leaked U.S. Border Patrol memo, there are estimated to be 270 illegal marijuana operations owned by Chinese nationals growing more than $4 billion worth of the drug. The state’s entire congressional delegation has asked the DOJ to shut them down.82

The marijuana these operations produce is highly potent, roughly three times as strong as the illegal marijuana sold in the 1990s.83 And illegal marijuana is increasingly being laced with fentanyl.84

*  *  *

Despite all the evidence, Beijing denies that it has anything to do with the fentanyl trade and feigns offense that the United States is blaming it for an American cultural problem. In other words, it would have the world believe that the fentanyl problem is evidence of a weak American society, a demand problem rather than a supply problem. Somehow, based on the denial narrative that it has created, it would have the world overlook the fact that this particular drug is the product of an international supply chain that stretches from Chinese factories to the American heartland.

*  *  *

Even in the beautiful state of Kentucky, there have been record levels of drug overdose deaths, fueled largely by fentanyl.85 But like so many fellow members of the DC elite, Kentucky senator Mitch McConnell has never made China’s role in fentanyl a priority, despite the body count.

In 2019, McConnell, the leader of the Republicans in the US Senate, was asked by the Washington Post what he had done to deal with the fentanyl crisis. His home state has been particularly hard hit, just like Adam Schiff’s congressional district in California. McConnell’s office told the paper that he had “taken meaningful steps to address the opioid crisis, including holding roundtables in his home state.” He had also “led an effort in 2015 and again in 2018 to address opioid addiction in pregnant women.”86

Like other national leaders, Senator McConnell has been strangely inactive and ineffective in holding China’s leaders to account for what they have done to the American people. Aggressively dealing with the fentanyl crisis requires calling out and confronting the main force behind its creation and distribution: China’s leadership. For McConnell, that means putting his family’s finances at risk.

McConnell’s family, through his father-in-law, is financially beholden to the Chinese government. As I have recounted in previous books, the Chao family runs an international shipping business that is heavily dependent on the good graces of the Chinese government. The family businesses, Foremost Group and its subsidiaries, do considerable work with some of the companies named in this book, including Hutchison Port Holdings, which operates ports around the world and as we’ve shown, has been the subject of concern for decades about smuggling activities. The family’s dependence on Beijing’s favor for the operation of their business is real. Were Senator McConnell to take action that angered the Chinese leadership, they could effectively destroy the Chao family business overnight.

*  *  *

It is not just our leaders in Washington who have proven to be remarkably silent on this deadly matter. In California, Governor Gavin Newsom has also had trouble indicting China when talking about fentanyl. Three times as many people died in San Francisco of fentanyl and other drug overdoses than officially died of covid-19.87 Fentanyl deaths have skyrocketed in California, up by more than 2,100 percent since 2016.88 Yet fentanyl gets remarkably little of Newsom’s attention. In April 2023, he was asked by a San Francisco resident, “Hey Gavin, tell me whatcha gonna do about the fentanyl epidemic?” Newsom responded, “What should I do, J.J? You tell me what we need to do. That’s why I’m here” and walked away.89

Newsom has a history of shielding the CCP from legitimate criticism while cultivating commercial ties with China. In 2008, when Newsom was the mayor of San Francisco, the Olympic torch relay for the Beijing Olympic Games was expected to run through the Bay Area. Earlier torch relays in London and Paris had been met by human rights protestors, which had deeply embarrassed Beijing. So Newsom executed an intricate “fake-out,” changing the torch relay route at the last minute, leaving thousands of protestors and supporters at one end of San Francisco while the torch passed through the other side of town. The protestors were furious, as were Bay Area leaders from Newsom’s own political party. “Gavin Newsom runs San Francisco the way the premier of China runs his country—secrecy, lies, misinformation, lack of transparency, and manipulating the populace,” declared Aaron Peskin, the president of the San Francisco Board of Supervisors, who represents Chinatown. “He did it so China can report they had a great torch run.”90

While Newsom was protecting China’s image from protests against the torch relay, he was launching ChinaSF, an ambitious effort to make the Bay Area the “premiere [sic] U.S. gateway for Chinese companies expanding into the North American market.”91 Newsom’s former communications aide, Darlene Chiu Bryant, became the organization’s longtime head.92

ChinaSF was highly favorable to the Chinese entities involved: any investment they made in an American company would grant them intellectual property rights in China for the technology developed. It “would involve U.S. companies handing over their secret formulas.”93 But many of the Chinese companies and businessmen that were involved in ChinaSF and benefited from the program had ties to Chinese organized crime.

Newsom’s Chinese partner in the venture was Vincent Lo, who served as cochairman of ChinaSF and president of the Council for the Promotion & Development of Yangtze. The council signed a memorandum of understanding with the Bay Area Council on behalf of Chinese partners.94

Lo has links to the CCP, as well as alleged connection to the triads. In the 1990s, Lo’s company reportedly hired triad members to provide “canteen and security services” on his building sites on construction projects around Hong Kong. His company first confirmed the practice, but then Lo denied it.95 Lo also backed a Hong Kong politician whose associates were accused of soliciting support from triad members.96 At the same time, a prominent businessman accused Lo’s companies of “sending armed thugs” likely linked to Chinese triads to forcibly take over his luxury villa complex in suburban Beijing. Lo’s company denies the claim.97

Lo and his brother also sit on the board of the Real Estate Developers Association of Hong Kong, whose leadership is populated with developers linked to the triads.98

Why did Newsom partner with an individual with all these alleged triad connections? Lo and his family secured large deals in the Bay Area with help from Newsom’s ChinaSF. Lo and his business associates acquired the iconic Bank of America Center in San Francisco.99 ChinaSF championed development projects carried out by Lo’s family, including the 555 Howard Street project in the Bay Area, which is tied to the California High-Speed Rail project long championed by Governor Newsom.100

Other triad-connected businessmen benefited, too.

In 2010, Newsom announced that he was bringing the headquarters of a Chinese energy company called GCL-Poly to San Francisco.101 The company was partly owned by a subsidiary of China Poly Group, a company with “intimate ties” to the Chinese military.102 In fact, in the 1990s, the company had been implicated in a plan to smuggle thousands of fully automatic machine guns into the United States and has been tied to “sketchy dealings with third-world dictators and arms traders” around the world. China Poly is also said to work “hand and glove” with Chinese organized crime figures: according to one report, triad-linked Stanley Ho once “spent millions” to acquire an object of tremendous propaganda value for the company.103 Why would Newsom’s ChinaSF green-light such a company’s moving into San Francisco?

Newsom also touted the success of bringing Chinese propaganda outlets to the Bay Area. When ChinaSF arranged for China Daily, a government-controlled newspaper, to set up its West Coast office in San Francisco, Newsom issued a statement welcoming the news. He touted it as a success, even though the paper is owned by the Central Propaganda Department of the Chinese Communist Party.104

At the same time, Newsom announced that a Chinese energy company called Trina Solar Company would be setting up an operation in the Bay Area. The company was later embroiled in controversy when an American competitor’s CEO alleged that it was likely receiving support from the People’s Liberation Army via hackers who were stealing intellectual property from competitors and giving it to the company.105

Newsom’s links to the Chinese triads go well beyond ChinaSF. Mayor Newsom worked with a San Francisco businessman named Allen Leung and reappointed him as chairman of the Chinatown Economic Development Group. But Leung was no ordinary businessman; he was the dragonhead of the “ominous” Chee (variously “Ghee” or “Gee”) Kung Tong, “transpacific incarnations of criminal Triad gangs originating in China.” Members of his gang were involved in the drug trade. Leung was brutally murdered in 2006.106

Mayor Newsom also had a fishy history with Leung’s successor, Raymond “Shrimp Boy” Chow, an organized crime leader in San Francisco’s Chinatown. Chow had been arrested and gone to jail numerous times. In 1978, he was convicted of armed robbery and spent seven years in jail. In 1986 he was convicted of assault with a deadly weapon and served three more years in prison.107 But Chow was no ordinary criminal; after his release, he worked for leaders in the Wo Hop triad. In the 1990s, he went to prison yet again, this time on federal firearms charges, but was released early for cooperating with the DOJ. Controversy ensued when Shrimp Boy took control of an organization that the mayor’s office was funding. Public outrage in the Asian community in San Francisco led Newsom to cancel the contract.108 The grant was withdrawn, but there seemed to be no animus with the mayor. Chow later posted a photo of himself with then lieutenant governor Gavin Newsom on his Facebook page.109

Shrimp Boy was a “dragonhead” of the Chee Kung Tong and a head of a triad crime syndicate including Wo Hop To.110 In 2016, Shrimp Boy was charged with a total of 162 counts of racketeering, aiding and abetting the laundering of drug money, and other offenses and was found guilty of murder. Among those crimes was his apparent involvement in the killing of Leung.111

Shrimp Boy’s lawyers argued that the prosecutor in his case, who had been appointed by Newsom, culled “political figures out of the prosecution.” Those who skirted criminal charges, according to the lawyers, included individuals “appointed, connected, extremely closely associated with” Gavin Newsom and other political elites.112

One of Shrimp Boy’s collaborators was Keith Jackson, who had important ties to Newsom as well. Mayor Newsom had appointed Jackson to his 2003 transition team. Jackson was a “fixture in the hallways of City Hall” during Newsom’s tenure, recalled Aaron Peskin. Shrimp Boy partnered with Jackson because he “has a lot of political influence and can do ‘inside deals’ with the City.” Jackson had been hired as a consultant by Newsom’s cousin Laurence Pelosi for a massive real estate project that was important to Newsom. But Jackson had a very dark side. While the FBI was investigating Shrimp Boy, its agents were introduced to Jackson, who claimed that his son ran a $50,000-a-week drug business. Jackson was later charged in a murder-for-hire scheme and a gunrunning deal involving Shrimp Boy and the Chinese triads. Those charges were dropped as part of a plea agreement.113

In August 2021, Governor Newsom addressed a gala for the Chinese newspaper Sing Tao Daily.114 He was effusive with his praise of the news outlet, especially the “leadership team at Sing Tao Daily for your dedication to journalistic integrity and for providing balanced news stories to Chinese Americans and beyond.”115 In context, the comments are curious because the paper has demonstrated a strong pro-CCP tilt in recent years.

As governor, Newsom has been reluctant to support even rudimentary initiatives designed to contain China’s activities in California. In 2022, the California State Legislature passed with strong bipartisan support a bill that would ban the sale of agricultural land in California to foreign governments, with a primary focus on China. Newsom vetoed the bill.116

Perhaps part of Newsom’s motive over the years has been financial. He sells his wines in both mainland China and CCP-controlled Hong Kong.117 In recent years his wife has been a shareholder in several Chinese companies, to the tune of potentially hundreds of thousands of dollars.118

Californians have died by the tens of thousands because of fentanyl produced and distributed by China. But calling out China for its involvement in the fentanyl trade is not something Newsom appears remotely interested in doing. A broad national conversation dealing with Chinese organized crime, which is intimately involved in the drug trade, would raise uncomfortable questions for Newsom. And politicians like to avoid discomfort.

In March 2023, Governor Newsom stood near the Mexican border and outlined his “master plan” to deal with the fentanyl crisis. The strategy included elements such as deploying the National Guard to seize fentanyl supplies, conducting overdose prevention efforts, raising awareness about the dangers of drugs, and holding the “opioid pharmaceutical industry accountable.”119 Somehow Newsom’s comprehensive plan overlooked holding Beijing accountable for its involvement in every step of this scourge.

At the end of October 2023, Governor Newsom traveled in China, visiting six cities over the course of a busy eight days. According to Newsom’s office, the purpose of the trip was “to advance climate action, economic development and tourism, and to combat xenophobia.”120 Since Newsom is not a US federal official and simply a state governor, the trip was organized by the Chinese People’s Association for Friendship with Foreign Countries, an “affiliate” of Chinese intelligence.121

Beijing gave Newsom superlative treatment. He was granted a coveted meeting with President Xi in the Great Hall of the People, the first US governor to do so since 2017. In an unusual move, Newsom was allowed to sit side-by-side with the Chinese leader, a sign of respect. When US Secretary of State Tony Blinken had visited earlier in the year, Blinken sat opposite Chinese officials while Xi was in the center—a position of superiority. This elevation of Newsom caused one Chinese writer to explain that this was a good will gesture by China to the US, but it was also recognition of Beijing “having a ‘long-term investment’ in him [Newsom].”

What transpired during the meeting is not fully known. As the two met, the Chinese media was allowed to enter the Great Hall of the People, but the American media was blocked.122

In public, over the course of his week-long stay, Newsom had nothing critical to say about Beijing, but he did admonish both Republicans and Democrats back home “to tone down their criticisms of China,” according to the San Francisco Chronicle.123

Newsom’s office says that he brought up the subject of fentanyl with Xi in the context of “China’s role in combating the transnational shipping of precursor chemicals,” implying the shipments were somehow occurring independent of the Chinese government.124 Hong Kong media wrote that Newsom “mentioned the fentanyl crisis in the United States” to Xi but did not elaborate.

“These were honest conversations,” Newsom later explained, but quickly added “no fingers were being pointed. And the overriding purpose was around a substantive desire to engage and a need and desire to reconcile our differences.”125

Based on California’s fentanyl death rate, approximately 116 Californians died of the opioid during his visit to China, the country that played a central role in the production and distribution network of the drug.

For Newsom, it appears that honestly addressing the fentanyl crisis by dealing with China’s central role in the crisis might disrupt his political and financial security. He is an especially prominent case of fentanyl crisis blindness, as the governor of the only state that borders both the Pacific Rim and Mexico, but other state leaders around the country take the same posture. Do they fear damage to their political careers by taking on China? Economic retribution, whether personal or state interests, or both? In any case, the risk of losing another hundred thousand American lives over another year of inaction certainly outweighs the political benefits they receive from closing their eyes.

Drug warfare is real. It is a powerful weapon that has been deployed against the United States. It has caused untold casualties. Politicians find it convenient to focus on the blast caused by the fentanyl missile while ignoring from where the missile was launched—Beijing.

Drug warfare against the U.S. is effective because it targets the Achilles’ heel of a free country. Americans are “free” to pursue happiness. Subverted, this becomes an excuse to turn to illicit drugs for recreation or escape from reality. Drug warfare also works because it provides Beijing with deniability. The Chinese government has deployed it through a third country, Mexico. This is its “borrowed knife.” Its leaders are also working to distance themselves further from culpability as Chinese nationals move fentanyl precursor–manufacturing operations to India.126 They have also calculated that our politicians’ pursuit of self-interest will lead them to remain willfully blind.

But more drug weapons are on the horizon. Carfentanil is a drug used to sedate large animals such as elephants. It is also being shipped from China and showing up in North America. Canadian officials intercepted a kilo of the drug in Vancouver. That single kilo would have been enough to kill everyone in Canada; with enough left over to depopulate both Sweden and Finland.127

There is also xylazine, also called “tranq,” a veterinary tranquilizer that is now being sent from Chinese companies to drug cartels and producers in Mexico and the United States. The drug is authorized only to be used on animals; but dealers mix it into fentanyl to save money. You can buy it online from Chinese suppliers. Users can develop bizarre medical conditions: purple blisters on their skin, along with white patches encircled by red rings. As with fentanyl, people often don’t know they are taking xylazine.128

“A kilogram of xylazine powder can be purchased online from Chinese suppliers with common prices ranging from $6–$20 U.S. per kilogram,” said the DEA. “At this low price, its use as an adulterant may increase the profit for illicit drug traffickers.”129

“To fan the flames of hate and division,” reasons Frank Montoya, a former FBI official. “The Chinese have seen the advantages of the drug trade. If fentanyl helps them and hurts this country, why not?”130

But fentanyl is not the only WMD that Beijing has deliberately unleashed on the United States.


Part II
Watch a Fire from Across the River
(隔河观火)


Chapter 4
Arming Criminals


Paul Kutz, a fifty-three-year-old accountant, was minding his own business near a Marriott hotel in Poughkeepsie, New York, when a masked gunman burst into the hotel in an attempted robbery. The gunman eventually let loose with a barrage of bullets, spraying thirty rounds from his modified Glock handgun. Rounds struck Kutz in the heart, lungs, and liver—killing him.1

Tamara O’Neal, a physician at Mercy Hospital in Chicago, was on duty when her ex-boyfriend showed up in the emergency room. Angry over their canceled engagement, he fired thirty rounds from his modified handgun, killing her, a pharmacy technician, and a police officer. Police returned fire and shot the gunman in the chest before he turned the gun on himself.2

Whether in a hotel, hospital, school, or city street, the chatter of machine-gun fire is the sound of unrest and destruction. It had been a relatively rare occurrence since the tommy guns of Depression-era gangsters. Only recently have the menacing noise and horrid bloodshed returned, courtesy of a small illegal device—shipped en masse from China to the United States—that converts a Glock handgun into a machine gun. “They’re coming in in boxes from China, by the thousands, and very hard to stop,” said Cook County, Illinois, sheriff Tom Dart.3

America is seemingly at war with itself, with violence, social division, and the resulting chaos on the rise. But there are important accelerants that are helping to turn sparks into an inferno. The Chinese strategy of unrestricted warfare involves using unconventional methods to weaken the United States, including, as we saw in Part I, drug warfare. But unrestricted warfare also involves undermining a country’s “national will, values, and cohesion.”4 The ability to destabilize a rival country from within is a powerful weapon. This strategy—“Watch a fire from across the river”—has deep roots in Chinese history.5 More recently, the Chinese government has adopted a strategy of wearing down its enemies from within by exploiting existing disagreements and divisions. This shocking notion has been well established by the Communist leadership. In 2013, a book produced by the Chinese military called The Science of Military Strategy noted that good strategy includes going after an enemy’s “‘soft underbelly’ in terms of politics, economics, and the spirit and psychology of his people.”6

Beijing actively works from “across the river” to exacerbate social chaos and violence in our country. Our leaders often appear completely oblivious to this intentional strategy. Let’s begin by looking at how China is putting illegal weapons into the hands of felons and criminal gangs across the United States.

The gadgets started arriving in the United States in large quantities in 2018—packages containing small metal squares about the size of a penny. But these small devices have an outsize effect: they convert standard Glock handguns into fully automatic weapons capable of firing twenty rounds per second. It’s an ingenious if horrific strategy: a small, inexpensively manufactured apparatus married to a handgun that is plentiful and legal, turning it into a potent, illegal machine gun. Auto sear switches, or Glock switches, as they are called, are illegal in the United States except for use by law enforcement personnel and a select group of others who must obtain a federal license requiring an extensive criminal background check. As a result, criminals in the United States looking for more firepower purchase them illegally from China.

These small devices, which are also illegal to own in China, are openly produced and advertised on Chinese websites for sale to Americans. Not surprisingly, as with drugs, Beijing has shown little interest in cooperating with US officials to stem the flow. As a result, America’s cities increasingly sound like war zones.

In 2019, ShotSpotter, a gunshot detection technology deployed in 130 American cities, detected four hundred total incidents of machine-gun fire. In 2021, the same cities experienced 5,600 incidents—an increase of 4,200 percent. In Minneapolis, there were just five incidents of machine-gun fire in 2020. In 2021, there were seventy-eight—a rise of over 1,400 percent.7 That same year, a stunning 80 percent of the cities using ShotSpotter experienced automatic gunfire.8

Federal officials believe that the proliferation of auto switches is one of the main reasons that mass shootings (those including four or more fatalities) have become more common in Chicago and, by extension, in all American cities.9

Though some illegal auto switches are made on 3D printers in the United States, the vast majority on the street are a result of the “flood of the devices into the U.S. market from China,” according to the Bureau of Alcohol, Tobacco, Firearms and Explosives (ATF).10 The metal machine-tooled switches from China are widely recognized as being of much higher quality than the plastic versions made domestically with 3D printers.11

In Los Angeles, the LAPD says, the switches on the street are shipped predominantly from China.12 In 2019, more than two hundred packages containing the devices from China were intercepted at Los Angeles International Airport.13

Those looking to purchase the switches from China don’t have to look far. You can buy them openly on English-language websites operated by Chinese companies. They advertise “Glock Pistols Select of Switch Full Auto for All Models Glock all Generations.” The website Made-in-China, which says it is “connecting buyers with Chinese suppliers,” offers switches made by numerous manufacturers, many of which offer bulk discounts.14 You could, at one point, also find them on China’s e-commerce site Alibaba.com, the Amazon of China, and buy them in plain view.15 Or the companies might mask the device by advertising a switch for an airsoft gun that fires tiny plastic BBs, but the device also works on a real handgun.16 The advertisements are written in English.

In contrast, Alibaba bans the sale of items “related to sensitive political issues.”17 It demonstrates meticulous control of commerce at China’s bidding. Auto sear devices are illegal to sell inside China, and Alibaba certainly complies with that law.

Chinese companies also use US websites to market the switches. One site, Wish.com, is “known for trafficking illegal gun parts,” according to a US attorney, has listed Chinese auto sear switches for sale.18 Some ambitious Chinese companies have even set up pages on Facebook advertising their product—pages that remain active as of this writing. In Chicago, the Crime Gun Intelligence Center, a joint project of several federal government agencies including the DOJ, identified a website in China, CBTForce.com, that listed the devices for sale. The website has a Facebook page as of this writing in March 2023.19 The switches can also be found for sale on Instagram, Facebook, and Twitter.20 The Crime Gun Intelligence Center estimated in 2019 that some 2,500 people in the United States had “acquired one or more” of the switches from just that one Chinese website.21 Who knows how high that number is now.

As US law enforcement officials have become better at identifying switches arriving through the mail from China, producers in China have switched tactics. Now switches are increasingly shipped to Mexico and then smuggled across the border into the United States, eventually ending up in the hands of gangs, felons, and drug dealers.22 At the same time, drug cartels in Mexico are starting to manufacture the devices themselves, using machines provided by Chinese companies.23

This is a strikingly similar replay of the Chinese government’s strategy with fentanyl: when US authorities successfully began blocking shipments sent from China via mail or parcel, Chinese sellers switched to a land bridge in Mexico to continue supplying these devices to criminals in the United States. This is “delivery saturation around the United States,” warned the Department of Homeland Security in an internal memo obtained by the author, with a map showing that distribution is concentrated in major cities including Los Angeles, San Francisco, Chicago, Detroit, Miami, Washington, New York, and Philadelphia.24

A man in Milwaukee referred to as “Luckyy Rich” on the packaging bought twenty switches from Alibaba.com. “Everybody who is in the streets of Milwaukee is looking to purchase Glock auto-sears to install on their firearms,” he told federal officials after he was arrested.25

In a suburb south of Chicago, federal agents arrested two men who had 117 of the switches and were selling them. They had imported the switches from China.26

In southern Illinois, a teenager was arrested in 2023 for thirty switches he had purchased from China and was apparently intending to sell.27

Nicholas Bell of Minneapolis allegedly ordered a package of twenty-one switches from China in the hope of selling them. Fortunately, his package was intercepted by US authorities, and he was arrested and charged.28

In Philadelphia, US customs officials intercepted a package with twenty switches made in China.29

How is it that a device that is highly illegal in China is openly advertised for sale in English and ends up on our streets, not China’s, in large quantities?

“These kind of switches make a whole class of weapons particularly lethal,” said former ATF agent David Chipman. “These are really catered to criminal and extremist buyers and owners.”30

These tiny metal switches, made in China, promise nothing but mayhem on American streets. “We’re seeing Glock switches used all over the place,” said East Baton Rouge, Louisiana, district attorney Hillar Moore, “whether it’s murder, attempted murder, witness intimidation . . . shooting up in a neighborhood or shooting up houses.” His office has seen more than eighty cases in the past two years involving switches on guns used to commit crimes.31

According to ATF, the number of switches seized by law enforcement officials investigating crimes jumped by a startling “570% during a period of 2017 to 2021, compared to the previous five years.”32

When the Mongolian Boys Society, an Asian biker gang, decided to shoot up a rival’s backyard assembly in Fresno, California, they used a modified, automatic Glock; their act of revenge killed four and wounded six.33

Robberies, assaults, and murders are now regularly facilitated by auto sear switches.34 In an internal 2020 memo, the Miami Police Department warned of “the prevalence of machine guns used in recent shootings,” noting “many of these devices are made in China.”35 “Auto sears are everywhere on the street right now,” commented Jefferey Boshek, a twenty-one-year ATF veteran. “They’re one of the scariest things we’ve dealt with since I became an agent.”36

As with the fentanyl trade, when it comes to the illegal weapons and parts trade, the Chinese government appears complicit. Chinese authorities appear to have made little effort to stop online sales. They also seem unmotivated to stop the deceptive production and distribution practices that are used to evade US authorities. The Chinese manufacturers often falsely label the devices as made in Austria by Glock, even though the gun manufacturer has no involvement whatsoever in their illegal production.37 To ship them to the United States, the Chinese companies obscure the contents of the packages, listing “multitool switches” or “handcrafted finished pieces” on the package.38 As we saw in relation to fentanyl distribution, falsifying customs forms to sell illegal items to Americans is not a serious crime in China. The penalty is a small fine with no jail time.

By the end of 2020, the ATF had traced some 2,500 people in the United States who had ordered the devices from China.39 Still, when US officials identify a company in China exporting illegal switches to the United States, the company often simply creates a new website and keeps sending them.40 US officials have subpoenaed PayPal records to get the buyers’ information; Chinese authorities do not cooperate.41 For this reason, US authorities are focusing on the buyers in the United States, rather than the producers in China.42

Beijing takes advantage of the rising incidence of machine-gun fire on American streets, which it helped create, to promote America’s cultural decline. China’s official news agency publishes stories about the rise of illegal machine guns in the United States thanks to auto sear switches. But the articles fail to mention the key fact that the switches originate in China and are deceptively shipped here.43 For example, in a piece published in November 2022, the Chinese government news agency reported that in Chicago the switches were fueling “deadly violence” in the Windy City and that machine-gun fire was becoming common, without making any connection to the Chinese role in the problem.44

Auto sear switches are not the only weapons-enhancing technologies that China is clandestinely exporting to the United States. Another highly regulated technology, the firearm suppressor (aka silencer), is being smuggled into the United States as well. According to federal authorities, beginning in 2019, there was a “huge influx” of illegal suppressors being shipped to the United States from China. Owning a suppressor, if it is legal in your state, requires a federal license. As with firearms, felons cannot legally own them. But these clandestinely imported Chinese suppressors enabled criminal gangs and drug cartels in America to get around those requirements and buy them in large quantities. And over the next three years, federal officials traced an astonishing 42,888 suppressors arriving from China.45 Those were only the devices they traced. How many more got through?

As with the auto sears, Chinese suppliers have openly advertised their products—in English—on websites hosted on Chinese servers. They even advertise them on Alibaba.46 Again, there is no real Chinese market for them since possession of a firearm or a suppressor is strictly illegal in China. To ship them to US customers, Chinese suppliers obscure the contents of the packages. “They’re labeled as machine parts,” said Robert Hammer, the special agent in charge of the Seattle field office of Homeland Security Investigations. “They’re labeled as metal tubes. They’re labeled as cans. But never have they been labeled as a firearm silencer.”47

Suppressors can be very helpful for a criminal enterprise, diminishing noise and limiting gun recoil. Drug traffickers, extremists, and violent gangs eagerly seek them. So they end up in the hands of felons such as Allen Seamster in Utah, who obtained a suppressor from China. When authorities raided his home, they found the suppressor, illegal firearms, and methamphetamines.48 Drug dealers in San Francisco have bought suppressors as well.49

*  *  *

In June 2020, with violent protests on the rise, cities such as Louisville, Kentucky, were on edge. As events began to unfold, federal officials announced that “10,800 assault weapons parts” that had been sent illegally from Shenzhen, China, had been seized by customs officials.

It was not the first time. In 2019, officials at the Long Beach Seaport in California uncovered some 53,000 illegal gun parts in three separate shipments from China. In 2018, according to US Customs and Border Protection (CBP), it had seized thirty-one illegal gun parts shipments from China. In 2019, that number rose to seventy-eight. In 2020, it seized 5,300 illicit gun parts shipments.50

What exactly is going on?

To those who track such matters, the events were highly disturbing but also not surprising. Beijing has a long history of engaging in questionable gun sales around the world to nefarious “regimes and nonstate actors.”51 US government officials have often complained that China does not provide information that will enable officials to track the flow of Chinese arms globally, something that other countries such as the United States provide regularly.52 Likewise, China has on numerous occasions tried to smuggle weapons illegally into the United States and Canada. The intended recipients were criminal gangs in America and separatist groups in Canada.

In 1992, Tommy Fok, the son of Henry Fok, was arrested for trying to smuggle fifteen thousand AK-47s into the United States. After pleading guilty and spending eighteen months in jail awaiting trial, he was released with time served and returned to Hong Kong.53 In 1996, the Chinese companies Norinco and Poly Technologies tried to smuggle two thousand fully automatic machine guns into the Port of Oakland, California. The weapons were seized by US officials and became the largest seizure of machine guns in US history. Poly was controlled by the children of some of Beijing’s most powerful leaders, and the guns had likely been shipped by the Chinese state-owned shipping company. Senior executives in the companies were implicated and charged by the US Justice Department. The leadership of the company seemed to embrace the attempted sale. Chinese executives knew that the guns were going to be used by criminal gangs and extremist groups in the United States—but they didn’t care. As the US attorney in California put it, the act was a direct challenge to “the sovereignty of the United States.”54

The Clinton administration seemed to shrug off the provocative act, perhaps eager for closer ties and the commercial deals that would follow. “I don’t see why this needs to complicate U.S.-China relations at all,” declared State Department spokesperson Nicholas Burns.55

In the 1990s, Canadian authorities confiscated “large quantities” of Chinese-made AK-47s that had ended up in the hands of militant Native tribes, especially the Mohawks. Norinco was once again the manufacturer.56

The Chinese Communist government strictly controls the production of gun parts.57 Yet, as previously mentioned, US officials have had a hard time getting Chinese officials to shut down the manufacturers that are illegally exporting gun parts to the United States. Though there are international agreements in place to trace individual firearms, China does not generally participate in them, and US leaders have largely given them a pass. As Dr. Ted R. Bromund of the Heritage Foundation reported, “China even managed to work into the international tracing agreement a loophole that exempts it from putting serial numbers on its firearms.” He added, “When U.N.-appointed experts report uncomfortable facts about China’s arms trafficking, China gets them fired.”58

The influx of auto sear switches, suppressors, and weapons parts from China continues. In just the first quarter of 2023, officials seized 106 illegal suppressors at Dallas Fort Worth International Airport alone.59 In December 2022, US officials in Michigan indicted seven men for procuring switches from China. “These devices are an emerging threat to our communities, our children, our law enforcement officers, and anyone who stands in the path of their indiscriminate spray,” said US attorney Mark Totten.60 In 2022, the ATF announced a 500 percent increase in the confiscation of auto sear switches around the country. Cities such as St. Louis continued to devolve into war zones. In 2021, the ATF reported 66 incidents of full auto gunfire. The next year, there were 339. Well over a third occurred in St. Louis County.61

What are our leaders doing to counter this? The answer is: nothing.

No American president appears to have brought this up with Beijing in his consultations with President Xi. President Biden has pressed for gun restrictions on ordinary Americans but has never publicly discussed this problem, where criminal elements are gaining access to machine guns courtesy of Chinese manufacturers’ illegal shipments.

But the problem is not just in the White House. “With two of the top six busiest cargo airports in the country, Kentucky is on the frontlines in the fight against illegal ‘Glock switches,’” reported WHAS-TV in Louisville. Many of the devices are shipped through those cargo airports and distributed throughout the United States. But they stay in Kentucky, too. In 2022, ATF reported an 800 percent increase in the devices found in the Bluegrass State compared to 2021.62 Who knows how many others went undetected?

Yet Senator McConnell, who lives part-time in Louisville, has been silent on the subject. Holding China to account, exposing and denouncing its conduct, should be expected, but he has so far done none of those things.

On the rare occasion when American politicians have brought up the switches, they don’t mention China’s culpability or demand any accountability from Beijing. In 2021, senators Amy Klobuchar and Cory Booker wrote to Attorney General Merrick Garland to express their concerns about the devices. Did they ask to confront China to stop their clandestine flow into American cities? Did they call out the CCP for its conduct? They asked only that the DOJ “take immediate action to work with local law enforcement to prevent the use and proliferation of these devices,” which was already happening. Though China’s role as a supplier was noted, there was no mention of holding Beijing to account—or taking any action in response.63

When eleven senators introduced a bill to tighten the already tight restrictions on owning the device in the United States, there was no recourse or action proposed toward China. The bill simply recommended that the DOJ develop a strategy to deal with the explosion in the number of devices. They are already strictly illegal; the source of the problem is their production in China and distribution in the United States.64

In 2022, fourteen US states announced that they were backing a Mexican government lawsuit against American gunmakers. The lawsuit alleged that the gun manufacturers were spurring violent crime in Mexico—even though the lawsuit presented no evidence that the gun manufacturers were shipping guns illegally or that laws were being broken.65 Yet none of these states has publicly taken China to task for trafficking illegal weapons technologies that are falling into the hands of criminal gangs operating in the United States. US political leaders are more focused on going after American gun manufacturers producing a legal product for millions of Americans than cracking down on Chinese companies catering to and further weaponizing criminal gangs in the United States.

Gun control advocates focus their attention on taking away semiautomatic “assault rifles” from law-abiding citizens—supposedly to control crime. But they have been silent about China’s providing felons and criminal gangs with illegal devices that transform ordinary pistols into automatic weapons. Perhaps there is little political value in raising this issue, but it would seem to be a place where gun control advocates and Second Amendment advocates could find common ground. The question is, why does no one in Washington seem to care?

President Biden has confronted China about Chinese weapons killing Ukrainians. During a video conference call with President Xi in 2022, Biden had said: “I’m not threatening you. But if Chinese weapons are killing Ukrainians—or China is trying to unravel sanctions, the consequences for your relations with us, and the Europeans, not just with the governments but with the private sector, are going to be profound. You don’t want to do this.” But one must ask: Why has Biden never issued such a warning over fentanyl, or over weapons enhancements illegally shipped into the United States from China—both of which are killing Americans?66

Imagine if the roles were reversed: if China were being inundated with American-made products that were creating carnage in cities across the country. What if the devices were being sold openly on American ecommerce websites and shipped with deceptive labeling to felons and criminal gangs in China? And all the while, Washington was doing little to stem the flow. Would Beijing simply treat it as a “local law enforcement” issue? Would Chinese leaders be silent when meeting with US officials? Would they be silent in the media? More likely, they would aggressively challenge the US government about its conduct. If this were true, one must ask: Why would China’s leaders be more willing to stand up to America than our leaders are willing to stand up to them for America?

As with drug warfare, Beijing justifies inciting US civil unrest in general with the narrative of China’s own “Century of Humiliation.” In the nineteenth and early twentieth centuries, its propagandists argue, Western powers weakened the country by supporting factions, arming various groups, and paying off corrupt officials.67 As the historian Piers Brendon observes, the Century of Humiliation “is a period etched in acid on the pages of Chinese student textbooks today.”68 In the same way that it flipped the Opium Wars of the nineteenth century and created the Fentanyl Wars of the twenty-first century, Beijing now works to create a Century of Humiliation and weaken the United States by fomenting division by putting weapon-enhancing technologies into the hands of felons and criminal gangs, but also fueling social division on US streets. The Chinese Communist Party is also aggressively trying to tear Americans further apart by fueling division in cyberspace, as we shall see next.


Chapter 5
Magnifying Social Chaos


Black smoke curled upward from a brick building in downtown Houston, Texas, dispersing into the hot July sky. Chinese diplomats were burning documents in the building’s courtyard. When the Houston Fire Department arrived to douse the flames, the firefighters were denied entry.

Just a day earlier, the Chinese consulate on Montrose Boulevard had been ordered to close by the US State Department for activities involving espionage and theft of intellectual property.1 But that was not all; members of an elite People’s Liberation Army unit based at the consulate had been recruiting and radicalizing Americans under the guise of promoting the Black Lives Matter protests and riots that had engulfed the country.2

The callous killing of George Floyd by police officer Derek Chauvin on May 25, 2020, near Minneapolis, Minnesota, sparked peaceful protests against police brutality and involved hundreds of thousands of earnest Americans nationwide. But violent riots also ensued, justified by the idea that the United States is fundamentally flawed and institutionally racist. A 2020 Chinese military report obtained by the author reveals that Beijing sees our mounting social chaos and division as a national weakness, noting that “the intensifying political rivalry is depleting the energy of the U.S.”3

During the summer of 2020, America was ablaze. From the end of May through late July, there were 574 riots, 624 confirmed acts of arson, 97 police vehicles set on fire, more than 2,300 incidents of looting, 28 deaths, and more than 16,000 people arrested for crimes associated with protests. More than two thousand cops were injured in the rioting. In all, thirteen police officers were shot, and nine were struck by cars.4

Though the violent protests of 2020 are now history, the Chinese campaign to sow violent division in the interest of precipitating American decline remains very much alive and active. Beijing’s agents, both Chinese military officers and members of American extremist groups that pledge allegiance to the CCP, have actively worked to promote racial division, civil unrest, and violence in America—online and in the streets.

Racial diversity is one of America’s greatest strengths and a hallmark of American exceptionalism. Perhaps this is why Beijing is so intent on subverting racial harmony. When the Chinese military updated the “PLA Political Work Regulations” in 2003, they included “Three Warfares” to be used: “Public Opinion Warfare, Psychological Warfare, and Legal Warfare.”5 The Three Warfares speak to a strategy of destroying enemies from within by exploiting their problems and steering unrest within rival countries during peacetime. This is targeting the “soft underbelly” of America.

The CCP strategy of exploiting race relations is not new, even as the specific tactics have changed with technology. During the 1960s, the American civil rights movement peacefully brought together millions of Americans seeking to dismantle corrupt, discriminatory laws and practices and bring about racial reconciliation. But there were also far more radical, militant elements involved in the national debate about race relations, including the Black Panther Party. The Panthers were not reformers; they were revolutionaries. And Communist China saw them as potent allies who could further divide the United States and serve as a “revolutionary force.”

For Black Panther Party leaders such as Huey P. Newton, Communist China was their ideological home, a place they believed best represented their political ambitions. It was, after all, Chinese communism that had radicalized them. “My conversion was complete when I read the four volumes of Mao Tse-Tung to learn more about the Chinese Revolution,” Newton wrote.6

Newton and others made pilgrimages to Communist China, where they were greeted and encouraged by high-ranking Communist Party officials. They were energized by the Communist country—even if the bloody Cultural Revolution was still going on. “Everything I saw in China demonstrated that the People’s Republic is a free and liberated territory with a socialist government,” Newton wrote, apparently missing the mass incarcerations, arrests, and killing of political opponents taking place around him. Beijing even offered him political asylum during the visit. He politely declined.7

For Mao, an alliance with American black radicals made strategic sense. “We should support whatever the enemy opposes and oppose whatever the enemy supports,” he said, as a core strategic principle.8

In 1968, after the assassination of Martin Luther King, Jr., the CCP organized a protest in China, and Mao issued “a new clarion call to all the exploited and oppressed people of the United States to fight against the barbarous rule of the monopoly capitalist class.”9 Never mind that the CCP was far more aggressively oppressing its own people, minority groups especially, in its own country.

“China’s support for the black liberation struggle precedes BLM; and is rooted in the revolutionary internationalism of its founder, Mao Zedong,” wrote the academic Joe Pateman, who is sympathetic to both black radical movements and the Chinese government. Mao “provided theoretical guidance for several radical black liberation movements and figures in the USA, especially from the 1950s to early 1970s.” Mao made several statements in support of African American revolutionaries, and that spirit remains among some of the Beijing elite. In his “Statement Supporting the American Negroes in Their Just Struggle Against Racial Discrimination by US Imperialism,” he railed against the imperialist system. He explained that black Americans had a hard time voting. Never mind that there is no real free voting in China.10

Mao clearly saw racial division in the United States as an opportunity to gain a foothold of power against Washington. “The speedy development of the struggle of the American Negroes is a manifestation of sharpening class struggle and sharpening national struggle within the United States,” he declared.11 On another occasion he called the black community “an extremely powerful revolutionary force,” intimating the potential for it to be deployed for the benefit of Beijing.12

After Mao’s death in 1976, the Chinese leadership became less vocal in support of US radical black movements. That was partly because the black radical movement itself was in decline and partly because Beijing’s priorities toward the United States started to shift. Beijing was eager to strike deals with the United States to boost China’s prosperity. Even in economic cooperation, however, the Chinese never lost focus on political rivalry. Deng Xiaoping, the reformist leader who took over after Mao, told his colleagues that it was a good strategy to “hide your strength, bide your time.”13

The time came in 2013, when a series of high-profile cases, including the deaths of Trayvon Martin in Florida and Michael Brown in Ferguson, Missouri, triggered widespread protests and rioting. As millions of Americans sat glued to their TV screens and watched the protests and violence unfold, many assumed that, in each case, the people they were seeing were local activists. In fact, though Black Lives Matter (BLM), named after the #BlackLivesMatter movement that followed Martin’s death, is the organization that gets most of the media attention, activists with pro-Beijing ties did much of the heavy lifting for the violent protests that erupted.

One of the key organizers of protests in Ferguson was Montague Simmons, the leader of the Organization for Black Struggle (OBS) in St. Louis, twenty miles southeast of Ferguson. However, he later confessed that many of the people in the streets of Ferguson had not been Missouri locals; they had been brought in from out of town. As he explained during a presentation in New York, some ten thousand out-of-state activists had been brought in to participate in protests.14 Simmons also had some other interesting ties; in addition to being involved with OBS, he was reportedly a member of Liberation Road, an offshoot of a secretive pro-Beijing organization called Freedom Road Socialist Organization (FRSO).15 The left-wing author Max Elbaum wrote a definitive history of the radical movement. In it, he acknowledged that FRSO has a long history of taking “their cues from Beijing.”16

FRSO has a tight organizational structure designed to maintain both control and secrecy. “Small Units” of three to seven people meet every week. “Districts” incorporate areas involving numerous Small Units; Districts meet once a month. A national governing board maintains discipline and charts the organization’s focus.17 In 2010, the FBI raided the homes of several FRSO leaders on allegations that they were providing “material support for terrorism.” Charges were never filed.18

Beginning with Ferguson, FRSO activists played an important role in the next half decade in pushing protests toward violence. More moderate protest leaders, perhaps needing their energy, never called them out for their ties to Beijing. Instead, they readily accepted them as good-hearted comrades in arms.

Spontaneous large protests are a rarity. While a single brutal event might serve as a catalyst of people’s anger, large protests generally require organization, leadership, and planning. People need to know when and where to show up for a mass gathering to gain traction—and, in the twenty-first century, media coverage has to be arranged.

Veteran organizers such as Brian Becker stoked the flames to try to make the protests more militant. Becker, the national director of something called the ANSWER Coalition, is also a member of another secretive Beijing-tied group called the Party for Socialism and Liberation (PSL). Becker cast what was happening in Ferguson as a “rebellion” not just a protest.19 And PSL activists would play an important role in organizing protests that became violent over the next half decade.

In Ferguson, PSL was also on the streets, distributing flyers proclaiming “There can be no peace with this system! . . . The Party for Socialism and Liberation stands with those in the streets—they have every right to rebel. . . . the system is criminal . . . The cops are the real gangs.”20

In 2007, Becker had demanded that activists recognize that “it is the responsibility of all revolutionaries and progressive people to resist the imperialist offensive and offer militant political defense of the Chinese government.”21

As Becker led numerous protests in the United States condemning police brutality, he simultaneously defended China’s police brutality (“on steroids”). In 1989, the Chinese military and police gunned down thousands of peaceful protestors in what became known as the Tiananmen Square Massacre. Becker called it “the massacre that wasn’t” and vigorously defended the regime’s brutal conduct.22

Communist Chinese propaganda has highlighted Becker and his work. In one interview with Global Times headlined “China’s Socialist Goals a Source of Inspiration to Those Who Seek a Humanist Alternative: Anti-War Socialist,” Becker is quoted as declaring his deep admiration for Beijing.23 Indeed, when he was not leading violent protests in the United States on racial matters, Becker appeared on Chinese stated-owned media criticizing the United States and defending the Chinese regime. The US military buildup constituted a threat, he said. But when Beijing builds up its military, it is a purely defensive matter.24

Carl Dix is an East Coast radical who descended on Ferguson to connect the struggle to the bigger picture—in his mind—of police brutality reaching “genocidal proportions” in America.25 Dix, a cofounder and spokesman of the Revolutionary Communist Party, went to distribute fliers, calling the police officer involved in the shooting a “murdering pig” and encouraging mass civil disobedience, refusing to condemn protestors who had thrown bottles at the police. At one point, he was arrested.26 He, too, was quoted in Chinese state media.27

Dix is what one might call a professional protestor. He later moved on to organize a series of protests in New York City and led a march to Rikers Island, a jail holding many maximum-security prisoners, demanding that the facility be closed down.28 In celebration of Mao’s hundredth birthday, Dix recalled that he had been inspired to join the movement by the examples of Mao and the Black Panthers.29

Beijing seized the opportunity to criticize the United States after the Ferguson riots erupted, arguing that racism in the United States was common and American culture was in decline. China Daily opined that it was “often shocking for foreign visitors to walk into a community or a public school in the US and feel that racial segregation, which is illegal, still exists somehow in reality.”30

China’s State Council Information Office, a propaganda unit within the PRC, annually publishes a “Chronology of Human Rights Violations of the United States.” In the 2016 version of its also annual corollary, “Human Rights Record of the United States,” it claimed that there was “worsening racial discrimination” in the United States and that clashes between the police and black suspects “were reminiscent of the past racial terror of lynching.”31 Incidents of racial discrimination were not uncommon, the Chinese government said. In fact, “racial discrimination is normal in the US” and “a permanent part of the American landscape.”32 This from the regime whose treatment of the Uyghur population has been called “crimes against humanity and possibly genocide.”33

“Under the leadership of the Communist Party of China,” wrote Joe Pateman, “the Chinese state has displayed unwavering solidarity with BLM, by giving the movement extensive coverage and support in its official media and government statements.”34 Given its own egregious human rights record, Beijing’s interest in the struggles of Black Americans is not humanitarian, and it is certainly not to encourage reconciliation. Beijing sees American racial division as an opportunity to insert its influence and magnify the damage it causes. During that tumult, it saw the opportunity arise again. While the ashes of the Ferguson riots were still warm, Beijing was learning how to shape the public debate in the United States by organizing and steering protest movements. To see the pattern, it helps to consider how it has played other race cards.

In 2016, tens of thousands of Chinese Americans took to the streets in cities across America to protest the arrest and conviction of Peter Liang, a Chinese American NYPD officer who had become involved in the accidental shooting death of Akai Gurley when a bullet ricocheted off a wall. He was charged with manslaughter. Activists in the Asian American community began holding events, claiming that his arrest was an example of discrimination against Asians and alleging that he was being treated more harshly than a white police officer would be in a similar situation. Though many of the organizers were simply concerned Americans, Beijing’s hidden hand of influence may have lurked in the shadows. While many organizers dismissed perceived media suspicions that the campaign had “Chinese liaisons,” other organizers grew to believe “that some activists were bribed by the Chinese government to co-opt the campaign.”35

One organizer based in California named Sidney established himself as the “de facto General Director” of the campaign. But soon concerns emerged “that his activities were backed by China.” In Asian-American online group chats it was charged that “the initiator of the Liang campaign was invited by the Chinese Embassy to have dumplings.” Sidney denounced the claims as “absurd,” but was ultimately removed from the leadership to prevent him “and other self-appointed leaders from being used as the conduit to channel in the Chinese state’s agenda.”36

Two years later, in 2018, six to eight thousand Chinese students held a massive counterprotest in San Francisco. It turned out to be an organized propaganda stunt. They had been bussed into the city by Chinese intelligence officers likely working out of the PRC’s consulate in San Francisco. They arrived to disrupt pro-democracy and anti-CCP rallies that had been organized by Tibetans, Uyghurs, and others.37

*  *  *

The night after the world saw the nine-minute George Floyd arrest video, a crowd descended on the police precinct where the officer had worked. The precinct was vandalized, along with dozens of other buildings. Over the next three days, the precinct was set ablaze, and hundreds of businesses were looted and burned throughout the Minneapolis metropolitan area.38 In an awful confluence of Chinese influence, George Floyd had both fentanyl—and the covid virus—in his system at the time of his death.39

Over the ensuing weeks and into the summer, Americans around the country came together to protest what they had witnessed. But there were also organized efforts by radical groups to turn the protests violent. The secretive, Beijing-tied FRSO and PSL played important roles in lighting the fuse. There was also an extensive online campaign executed directly from China to heighten emotions and anger.

Less than a year earlier, in October 2019, FRSO had celebrated the seventieth anniversary of the victory of the Chinese revolution. To FRSO, the revolution meant that the Chinese people had “embarked on one of the most wondrous processes of social transformation ever known, creating a socialism with Chinese characteristics. In doing so they have changed the world as they have transformed China.” FRSO officially declared that the “‘American Century’ . . . is over now.” The future was Beijing. “Long Live the Peoples Republic of China!”40

The goal in the summer of 2020 was not just protest but violence and property destruction—with Chinese characteristics. As Jess Sundin, the wife of FRSO political secretary Steff Yorek, explained just weeks after the Minneapolis protests began, “I want to be absolutely clear as an organizer—what I did most of the last three weeks was organize rallies . . . and marches—those night demonstrations, the emptying of the Police Department, the emptying of Target and other majors stores . . . is absolutely tied to, connected to, and part of the movement.” She denied that the violence had been started by Antifa or other anarchists. It was instead organic to their protest. She was particularly pleased about the burning of the police station: “I can’t tell you the joy it brought all of us to see the Third Precinct destroyed.”41

The world joined Beijing in watching the “fire burning from across the river.”42 As its members incited violence, destruction, and division in US cities, it is no coincidence that FRSO was also lauding Beijing. “The Communist Party of China was founded with around 50 members,” it tweeted on July 1, 2020. “Through decades of struggle the Party led the revolution to victory in 1949. Today the Party leads the People’s Republic of China in building socialism.”43

Mick Kelly, a Minneapolis-based leader of FRSO with responsibility for its “international relations,” echoed Beijing’s refrain that American culture is in decline and the People’s Republic of China is ascendant.44 “Quite a few leaders of Freedom Road Socialist Organization have traveled to China, some many decades ago, and we look forward to building a closer relationship with the CPC [Communist Party of China],” he explained in an essay commemorating the hundred-year anniversary of the CCP. His essay was published by the government’s publishing house and included in a collection titled A Century of the Communist Party of China, Statements from 100 Foreign Communists. “Marxism-Leninism has done great things for the people of China,” he wrote. “It will do the same for the American people.”45

In China, party officials watch closely when social protests and riots take place in the United States, and they specifically track the role that FRSO plays. The Center for Marxist Parties in Foreign Countries of CCNU is a Wuhan-based organization that serves as an intelligence service for the CCP on events overseas and regularly reports on those involving allied movements and parties. The organization reported on its Chinese-language website that “Research members of the center provide dozens of research reports on the development of the international Communist movement to the General Office of the Central Committee of the Communist Party of China and the International Liaison Department of the Central Committee of the Communist Party of China.” (Author’s translation.) These details were omitted from the English-language website.46 The center regularly monitors FRSO’s activities. For example, the center claimed in a report that in the summer of 2020 FRSO became an umbrella for dozens of unorganized groups, including BLM.47 The center tracks and reports approvingly on FRSO activities to party officials in Beijing.48

FRSO pledges its support for the Chinese Communist Party. “Dear Comrades,” begins a message FRSO sent to the CCP in 2022 at the Twentieth National Congress of the Communist Party of China.

Freedom Road Socialist Organization congratulates the leadership of the Communist Party of China, with Comrade Xi Jinping at its core, for the great successes achieved at the 20th National Congress. . . .
Socialist China is an example to oppressed people everywhere who yearn for a better future. Again, congratulations on a successful 20th Congress. The CPC is truly a great political party that has proven its ability to do great things.
Long live the Communist Party of China!
Long live the unity between the people of China and the people of the U.S.!
With fraternal greetings.49


The violent protest model FRSO employed in Minneapolis was copied across the country. A little more than a week later, by June 8, an estimated $2 billion in property damage had been caused across the country, at least 96,000 members of the National Guard had been mobilized in thirty-four states, and two hundred cities had curfews in place.50 Some of the violence was spontaneous. But many of the violent protests included members of FRSO and PSL activists. And those radical Beijing-linked groups were just getting started.

In Jacksonville, Florida, protests became violent in late May, when police and first responder vehicles were attacked, and dozens of violent protesters were arrested. The chief of police declared it “a riot.”51 On June 6, a large crowd started gathering in the city in what was dubbed “one of the largest civil rights protests in Jacksonville history.” Certainly, most people attending wanted a peaceful protest, but a previous protest had turned violent. The Jacksonville Community Action Committee had been founded and was run by an activist named Michael Sampson. Sampson was also a member of FRSO.52

When rioting engulfed Kenosha, Wisconsin, in August 2020, FRSO was there, too, leading protests. The group even has a chapter there.53

It was the organized nature of so many of the protests that aroused suspicion. Anonymous flyers appeared around the country in places such as Rhode Island, encouraging people to engage in violent criminal activity because of the George Floyd killing. Rhode Island State Police colonel James Manni said that the FBI was trying to determine “whether it was someone from outside Rhode Island or whether it was a foreign government.” “Given the way it played out, it’s hard to believe it was not organized,” said Providence mayor Jorge Elorza.54

*  *  *

FRSO was not the only pro-Beijing group behind protest violence during the summer of 2020. Just four days after the death of George Floyd, three groups in San Francisco, Boston, and New York, all sharing the name “Chinese Progressive Association” (CPA), joined the call to protest, signing onto an open letter that told Chinese Americans to resist “assimilation into whiteness.” “In this painful moment, we ask our Asian communities to choose our shared liberation,” the letter said.55 When it came to the protests growing in 2020, CPA San Francisco leaders called for solidarity with protestors, arguing that the US “police system” was “unjust” and racial minorities needed to stick together.56

According to renowned Australian academic and author Clive Hamilton and Mareike Ohlberg of the German Marshall Fund, in their international bestseller, Hidden Hand, the CPA is “known to be a united front group.”57 CPA San Francisco, like the other CPA groups, was set up as “left wing and somewhat militant” and Maoist in its orientation.58 They have sent delegations to Beijing and generally toe the line.59

It is impossible to quantify exactly how many of the violent protests were due to the influence of CCP-linked groups. But it is clear that these Beijing-aligned groups and the CCP were cheering them on. The People’s Republic of China “has a distinctive system that blurs the lines between classical espionage, clandestine operations, and influence-seeking.”60 The United Front is a government-run umbrella organization that steers other organizations to advance the interests of the CCP around the world. As we will see, some United Front groups played an important role in stirring up protests in the United States in 2020 and to this day. President Xi calls these groups “magic weapon[s]” that will help Beijing achieve global superiority. “We must consolidate and develop the most extensive patriotic united front . . . and maximize all forces that can be united,” he explained in a speech at the Nineteenth Party Congress.61

CPA San Francisco’s leadership also has ties to other Marxist organizations. Michelle Foy, who is the finance and administration director at CPA San Francisco, is also a member of Liberation Road.

The CPA has forged ties with the Chinese Communist government while at the same time hiding its ideological leanings from the American public. CPA San Francisco leader Alex Tom organized programs to bring progressives in the United States closer to China. “We built relationships with people in the [Communist] Party,” Tom recalled. A key ally in his work was the Chinese government’s Ministry of Education. CPA San Francisco leaders also traveled to China, apparently at the government’s expense.62

Alex Tom is more open than other CPA leaders about his ties with Beijing. “China has had a very important role in funding left experiments,” he said on one occasion. “. . . And we have a relationship with the Chinese Embassy. I’ve had various conversations with them about our positioning.”63

Another founder of the CPA was Harry Wong, remembered by friends as a “communist fighter.”64 Wong opened a bookstore in San Francisco called People’s China, where he sold Chinese government and CCP literature. He was said to be “a firm believer of Mao and socialist China.”65 Among his most important agenda items was working hard to secure closer ties between Beijing and Washington—a key goal of the CCP.66 And a major focus of the CPA was establishing “China support,” meaning pushing the policy positions of the Chinese government.67

When riots erupted in the Twin Cities shortly after George Floyd’s death, a Washington, DC, activist leader named Eugene Puryear went to Minnesota to get involved. Puryear was in the middle of things, appearing on Chinese state media and talking about racism in America.68

Puryear had been organizing protests in Washington, DC, for years. He gained some fame in the movement when, in 2015, he confronted DC mayor Muriel Bowser over her plan to hire more police officers. What Bowser had thought would be a simple press conference turned into a spirited argument, “intermixed with Black Lives Matter chants” led by Puryear and his team.69 After the riots in Ferguson, Puryear helped form a group called #DCFerguson.70

Puryear is also a leader in the previously mentioned PSL.

From Minneapolis, Puryear headed to Philadelphia. Before a “massive crowd” there, he declared, “This isn’t a riot. It’s an uprising! It’s a rebellion! And successful uprisings and rebellions become REVOLUTIONS.” He stoked the narrative of oppression with comments such as “The cops draw their lineage from the slave patrols,” and he encouraged the crowd to “stay in the streets and make this country ungovernable.”71 It was “Three Warfares” messaging in its purest form.

Protesters organized by PSL at one point shut down a major road in Philadelphia. “No good pig in a racist system!” they chanted. “All power to the people! All power to the people! No power to the pig! No power to the pig!”72 Puryear later traveled the country speaking to (and on behalf of) BLM groups.73

Allegiance to the Chinese regime, not improving the lives of actual people, seems to motivate his rhetoric. When he is not denouncing hopelessly racist America, Puryear speaks and writes of the glories of the CCP. He authored a book called Shackled and Chained: Mass Incarceration in Capitalist America. In it, he condemned what he regards as widespread police brutality in the United States.74 And brutality in Communist China? He has a strangely different view about police brutality there. When the Chinese military and police descended on Tiananmen Square in 1989 and slaughtered thousands of civilians? That mass brutality was justified because those peaceful protesters were “a counterrevolutionary effort.”75

On his podcast, Puryear often pairs American racism with the predictable CCP narrative of America’s inevitable cultural decline. He dedicated one episode to addressing “Why China Will Win: Capitalism Inherently Collapses.”76 Criticisms of China’s human rights record, Puryear argues, are “warmongering propaganda.”77

Many radical activists who do not express public support of communist China are still products of Beijing’s influence on America’s streets. As Professors M. L. R. Smith and David Martin Jones from the prestigious Department of War Studies at King’s College in London noted, many of these activists are fueled by Maoist ideas, which provided “the ideological wellsprings that have inspired the growth of cultural warfare in the West.” With riots and violence, they noted “Maoism’s most fruitful influence in the West consists in its cultural and intellectual bearing on activists who do not necessarily appreciate or have any deep understanding of Mao or Maoism, but see themselves as progressive anti-imperialists, or emancipatory social justice or human rights warriors.”78

*  *  *

Whereas hundreds of thousands of Americans protested peacefully during the summer of 2020, Beijing-tied groups were among those looking for violent action. On July 3, 2020, a mob of six hundred people descended on a Denver-area police station. The protest had been organized by members of the pro-Beijing PSL. They surrounded the Aurora Police Department’s District 1 station and barricaded it for more than seven hours, preventing officers from leaving. Four PSL members were arrested and charged with inciting and engaging in a riot. The charges were later dropped by prosecutors.79

Weeks later, when locals in Denver put together a pro-police rally, PSL members showed up to disrupt the event. The PSL mob first chanted loudly—and then violence ensued. PSL’s Lillian House defended their conduct, saying that “most demonstrators did not engage in violence” and that “the majority of the crowd was simply making noise.” Nick Rogers, the president of the Denver Police Protective Association, observed that the violence had been so bad that a Denver SWAT lieutenant believed that people might have been killed had the police not been present.80

In China, officials were watching the proverbial fire burn from across the river—a fire they were surreptitiously stoking with hopes of building an inferno. Officials at the Center for Marxist Parties in Foreign Countries of CCNU were monitoring and reporting on the activities of the PSL in Denver and sharing that information with senior party officials.81 They track the organization regularly.

In October 2020, when locals in Denver had a rally in opposition to “BLM, Antifa and related Marxist associations,” leftists held a “BLM-Antifa Soup Drive,” where, some speculate, soup cans were hurled as weaponry. In a previous clash at a pro-police rally, PSL members had reportedly attacked rallygoers and even struck one event organizer with a skateboard.82

PSL was also “behind some of the largest demonstrations” in Philadelphia, according to the Philadelphia Inquirer. PSL organizers did not want reform; instead, they demanded that the police department be abolished. “How do you reform a system that is broken?” PSL organizer Mecca Bullock asked the crowd.83

Though the Philadelphia Inquirer described the role that PSL was playing in organizing violent protests, it failed to inform its readers about PSL’s close ties to Beijing or the organization’s defense of more extensive and widespread police brutality in China.

In Boston, a large crowd gathered to protest the death of a woman at the hands of the police. Leaders of the PSL pushed it further, calling the police “pigs” and leading the crowd of hundreds in chanting “No good cop in a racist system.”84 Boston-area newspapers breathlessly covered the event. Again, as with the other news outlets reporting on events organized by the PSL, they never informed their readers about the group’s foreign sympathies.85

In Madison, Wisconsin, PSL leaders called for the release of all inmates from Dane County Jail and organized “phone and email campaigns to pressure local officials.”86 They had earlier demanded that the city “abolish policing structures.” When rioters smashed businesses and looted them that summer, a local PSL leader defended them. According to PSL leader Sawyer Johnson, the destruction and theft were “rooted in grief and anger and pain and hundreds of years of oppression.” He added, in words that echoed those of Puryear and others around the country, “These young folks are not rioting; they are leaders of an uprising. They are the leaders of a rebellion.”87

There was an organized protest at the home of the local prosecutor, who was handling a case involving several looters. Protesters with a generator and speakers used a bullhorn to harass and call him “racist” in a clear effort at intimidation. Johnson had earlier called those same two looters “Black revolutionary activists.”88

Even in tiny Westville, Indiana, population just over five thousand, PSL was among groups who organized a protest demanding the release of all inmates from the Westville Correctional Facility.89

In Alaska, PSL activists showed up “at most Black Lives Matter protests.”90

*  *  *

Though Beijing-aligned left-wing groups clearly contributed their share of chaos on America’s streets, Beijing seems to have also planted fire-starters on the Right.

A man arrived in the United States in December 2014 with elite credentials, gobs of money, and a remarkable story to tell.91

Guo Wengui, aka Miles Guo, aka Miles Kwok, aka Ho Wan Kwok, said he was fed up with the Communist system and eager to expose vast corruption among the Chinese government elite. Outspoken and brash, the former member of China’s aristocracy was now willing to name names while calling for the overthrow of the Chinese Communist Party.

In China, Guo had lived in central Beijing in a lakeside estate worth some $230 million, with a separate barracks for his guards. Dining with Communist Party nobility and building lavish hotels, he had befriended Western dignitaries such as former US secretaries of state Henry Kissinger and George Shultz.92 Tony Blair, a former prime minister of Great Britain, had been a friend since 2008.93

His ties that mattered most, however, were with the much-feared Ministry of State Security (MSS), China’s foreign and domestic spy agency. Ma Jian, the vice minister, was his close ally and friend. Guo would later testify in a New York civil trial that he had “worked closely” with the MSS when he lived in China and that the ministry “occupied a whole floor in his hotel,” the Beijing Tongzhou.94

His financial trajectory in China was straight up—like a rocket—until Vice Minister Ma was arrested on bribery charges, the by-product of a factional dispute with other Chinese officials. Guo then fled to the United States.

He bought a $68 million penthouse in Manhattan’s exclusive Sherry-Netherland residential hotel with a panoramic view of Central Park. His letter of introduction to the co-op association had come from Tony Blair. “Miles is honest, forthright and has impeccable taste,” Blair wrote to the co-op board.95 The Chinese government noisily demanded that Guo be returned to China to face corruption, bribery, money-laundering, and even rape charges. Guo denied culpability. The Chinese government often makes such charges against political opponents, whether true or not.96

Guo began doing in the United States what he’d done in Beijing: making the right high-level political contacts. In 2017, he joined Mar-a-Lago, President Donald Trump’s Florida club,97 and began making public appearances. When he was scheduled for a press conference at the Hudson Institute in Washington, DC, Chinese Embassy officials tried unsuccessfully to cancel it. There was also a reported cyberattack on Hudson’s computer network prior to the event.98 The storyline—superrich CCP insider switches sides—was irresistible.

At the Hudson event in October 2017, Guo met one of the most powerful and influential voices in American politics: Steve Bannon, the head of the Trump 2016 presidential campaign, who had left his White House post as President Trump’s senior strategic advisor just a couple of months earlier.99 (Full disclosure: Bannon was a cofounder of the organization I now head, the Government Accountability Institute, and served as its chairman from 2012 to 2016.) Bannon continued to voice his public support for Trump and advocated taking a hard line against Beijing.

The two men joined forces. With Guo’s money and Bannon’s vision, they became involved in an array of media platforms and two nonprofits to spread their message, including numerous Guo media channels on YouTube and a myriad of social media accounts. According to leaked contracts, Guo signed Bannon up for at least $1 million per year for “strategic consulting services,” beginning in August 2018. Bannon also joined the board of Guo’s nonprofits the Rule of Law Society and Rule of Law Foundation.100

Bannon himself launched a podcast called War Room, which has a large and devoted audience. Guo sometimes appeared as a guest, or Bannon would tout his work on air.101

In June 2020, with a fleet of airplanes buzzing overhead carrying banners, Bannon and Guo were standing on a boat in front of the Statue of Liberty to proclaim the formation of the “Federal State of China,” a new government of sorts to bring freedom to mainland China. Bannon proclaimed Guo to be “the George Washington of the new China.” Followers of the movement would be “citizens.” The two even displayed a new blue national flag for China.102

With his media channels operating, Guo started to promote his businesses as an investment opportunity. Targeting primarily anti-Communist Chinese living around the globe, his pitch was simple: make money and bring down the CCP. Guo even claimed that those who invested with his enterprises would “get political asylum” once the federal government became aware of their motivations and efforts. There was also a cryptocurrency exchange, and even a fashion line. “Each unique G Fashion collection is an exhibition of state-of-the-art craftsmanship applied to sartorial concepts,” he declared.103 The volume of investment money Guo collected was enormous—more than $1 billion.104

But although Guo proclaimed his hostility to the CCP, some of his actions seemed designed to undermine the very movement he claimed to support. Through his media outlets, he pushed conservative-seeming critiques to the extreme. When conservatives raised questions about the effectiveness and safety of covid vaccines, the GNews website proclaimed that the vaccines were “a continuation of the biochemical war” by China. He falsely claimed that there are seventy Communist Party members on Pfizer’s board of directors.105 His views were hyperbolic forms of legitimate concerns being raised by conservatives.106

“The CCP wants to gain control of all aspects of the world, and the Jews are in their way,” Guo opined when discussing the covid vaccine. He noted that “The American economy is in Jewish hands. Many of the 3000+ fund managers on Wall Street are Jews. Vaccines hurt Jews the most. . . . The world internet is overwhelmingly in Jewish hands.”107 The stories would begin with a grain of truth—but then head off in an outlandish direction, often in ways that seemed to undermine the side Guo claimed to be supporting.

In the fall of 2020, the Hunter Biden laptop story began circulating among media outlets after it had emerged from a Delaware repair shop, and publications such as the New York Post began verifying the contents of the hard drive. But Guo’s news outlets, including GTV Media, began making fantastical and false claims about the laptop. On September 24, 2020, a GTV Media executive claimed that Chinese sources had sent the company “three hard disks” of material on Hunter Biden. That proved to be false: the material had come from the laptop left at the repair shop. But the false claim served to fuel speculation that the laptop was foreign disinformation. The laptop contained a treasure trove of suitably damning information about the Biden family’s financial dealings in China, Russia, and Ukraine, but Guo’s outlets focused on salacious and sometimes false stories. They claimed to have photos of Hunter Biden sleeping with underage girls—also false and not on the laptop.108 “[Guo] took fake photographs and claimed they came from Hunter’s laptop,” recalled Jack Maxey, a former War Room cohost who worked with Bannon and Guo on the project.109 Maxey and another colleague, Vish Burra, quit War Room because they were troubled by the deceptions and believed that Guo’s actions were distracting from the larger, more important story of Biden family corruption contained on the laptop.110

Why would Guo’s media operation work make exaggerated claims that only raised doubts about the damning Hunter Biden laptop?

A curious intersection of relationships between Guo and Hunter Biden might provide the answer. Recall that Guo’s sponsor in China was Ma Jian, the vice minister of the MSS. Well, that same Ma Jian was also a business partner with the Chinese executive who arranged Hunter Biden’s ownership stake in a Chinese government–backed private equity firm in China called BHR Partners.111 Exactly what this intersection means is not clear—but it raises some troubling possibilities.

In July 2021, yet another Guo vehicle was launched: a social media app named GETTR. Headed by senior Trump campaign advisor Jason Miller, GETTR promised to be a free speech social media platform. Some 4.5 million users signed up in the early months.112 A Chinese influence operation designed to plant pro-Beijing propaganda in the media began running accounts on both GETTR and Gab.com, another right-oriented social media site.113

The fact that Guo was financially behind GETTR was obscured. He announced that he was an advisor to the company, and Miller acknowledged that Guo was one of the company’s “international consortium of investors” through his family’s foundation.114 The level of control and direction that the Chinese billionaire had over the operation of the platform would only later become clear.

Guo, with help from Bannon, was building a powerful conservative media dynamo. But there were curious signs that did not align with his claim to be a dissident fleeing from the Chinese secret police. There was a dark, sometimes hidden part of his operation that raised serious questions about his true allegiances.

In the 1920s, the Soviets ran an intelligence effort called Operation Trust that penetrated the anti-Soviet movement in Europe by establishing a fake anti-Soviet organization called Monarchist Union of Central Russia. By ostensibly becoming a member of the opposition, the Soviets could identify and root out their most effective opponents. It was a remarkably successful operation.115

Was something similar going on with Guo? Though he spoke about his opposition to the CCP, his actions were hardly oppositional. He used his media empire to foment “mobs against other opponents of the Chinese Communist Party.”116 He released a “hit list of dissidents,” many of whom had spent decades fighting the Beijing regime, by claiming “without evidence [that] they are spies from the Chinese Communist Party (CCP).”117

In 2020, Louis Huang, a cofounder of a Chinese human rights group in Vancouver, Canada, was beaten up by two men who were reportedly sent by Guo.118

Bob Fu, a well-known Texas-based Chinese human rights leader and head of a Christian organization called ChinaAid that supports religious freedom in mainland China, was the subject of protests and physical threats by Guo’s supporters. Guo called Fu a “fake pastor” and a Chinese Communist spy.119 In eleven videos distributed on his YouTube channel, according to a lawsuit filed by Fu, Guo asked his “comrades” to “converge to Midland, Texas to find Bob Fu and kill him. This is the time to test your loyalty and ability.”120

Fu is a longtime pastor at a church in Midland and a highly respected critic of the CCP. Yet followers of Guo began appearing outside Fu’s home on October 4, 2020, passing out accusatory flyers.121 “I have no other choice but to conclude and believe that someone from the regime asked him to carry out this campaign against me and other dissidents,” Fu said.122

Guo activists gathered in the street in front of the house of a California-based anti-CCP activist for days, hurling verbal threats.123

In Princeton, New Jersey, a Guo-linked mob surrounded the home of a Chinese democracy activist and cursed at his school-age daughters. The protestors stayed outside the home for two months.124

Even Chen Guangcheng, the world-famous “barefoot lawyer,” who had a harrowing story of fleeing from the Chinese government and had long been working against the CCP, was a target of Guo.125

Though Guo proclaimed himself to be a dissident, he regaled people with stories about his friends at the Ministry of State Security. In one journalist’s trial testimony about Guo, she claimed that one “business associate” of Guo was “in charge of hunting down the Chinese dissidents” in the United States. He had mentioned the pal, Dzhang Yue, to her, and she testified that “there are several people right here in New York City who were arrested or interrogated or tortured by Mr. Dzhang.”126

Guo continued to maintain communication with “lots of high-ranking officials” from the MSS, even though he was supposedly a fugitive renegade living in the United States, according to court testimony.127 In 2017, he gave a live interview with the US government’s Voice of America about corruption in China. Right after the interview, he told a colleague that he “spoke to someone who’s [a] high-ranking official in the intelligence—in the Chinese intelligence.” Apparently, the official wasn’t upset, because Guo himself “appeared quite happy.”128

Some dissidents who met with Guo complained that he appeared more interested in “bargaining with the [Chinese] government about his properties in China” than fighting Beijing.129 That certainly seemed to be the case when Guo sat down in 2017 with senior officials from the MSS in his New York City penthouse. Liu Yanping, a deputy minister in the MSS, arrived at his home with some colleagues. Guo’s wife made and served dumplings. The conversation was likely cordial—and transactional—because some of Guo’s assets had been frozen in China.130 We know the details of the conversation because it was recorded—and Guo has admitted in a civil court case that the quotes below are accurate.

“Let’s get this thing over with,” the deputy minister said at one point. “Why have [so] many cases? Besides it’s not a big issue. I calculated your assets. After you pay the debts, you’ll still have some assets left.”

“The conditions of your capital and asset[s] are still very good,” he reassured Guo. The two discussed “solving the matters” between the CCP leadership and Guo.131

Guo’s views of the CCP seemed much more ambivalent in the presence of his visitors than his public, anti-party rhetoric. “I have never said I’m against the party, neither have I said that I love the party, but I hope I will be given a reason in the future not to go against the party. I hope one day I can close my Twitter account and go back to my normal life without speaking up in videos.”

Guo explained that his dispute was not with the CCP or President Xi but with a faction of the party that had arrested his business partner Ma Jian.132 But he also said that he wanted to work with the CCP to root out corruption within the party. “I want to report to the central committee in the spirit of supporting President Xi’s anticorruption campaign.”133 At one point, the spymaster asked Guo if they could resolve matters and if he was “still willing to make contributions to our nation.” Guo responded, “Of course, I’m very willing to do it, if conditions allow me to do so.”134 Those were strange comments by a supposed opponent of the Chinese Communist Party.

At the meeting, Guo signed a letter pledging loyalty to President Xi. He later claimed that he had made the pledge under duress.135 When the delegation finally left, he walked them out of the building.136

There are other clues indicating that Guo may not be exactly who he claims to be. Some of the people he surrounded himself with had curious ties as well; William Je, a China-based investor, has been described as Guo’s “money man.”137 But Je had the sort of political connections one would not expect from someone working with a dissident of the regime. He was a former member of the Chinese People’s Political Consultative Conference (CPPCC), an important advisory body established by the CCP. Members are screened for their political reliability. When Guo was asked during a New York civil case whether he knew Je, he initially pleaded the Fifth. He eventually admitted that, in fact, he knew Je. When asked about Je’s affiliation with the CPPCC, Guo again pleaded the Fifth.138

Je was also a member of a United Front group called the Hong Kong Chongqing Friendship Federation. United Front groups, as discussed earlier, are designed to carry out the work of the party overseas.139 It was also revealed that Je’s investment fund was another part owner of the conservative social media company GETTR.140

Why would Guo work with someone so closely wedded to the party? Why would Je associate with Guo? It was a strange partnership that seemed to make no sense.

Though Guo’s erratic attacks and messages sowed chaos on the Right and raised questions about what he was ultimately up to, the backdoor workings of the media operation raised red flags about his ties to the Chinese mainland and the CCP.

A look behind three of the Guo channels reveals that the master “recovery” email address and phone number are a Chinese email account at QQ.com and a Chinese mainland–based phone number. The QQ.com domain is run by Tencent, a Chinese media tech company closely wedded to the Beijing regime—hardly an appropriate tech partner for a dissident operation. The administrator accounts have direct links to mainland China, and administrators of two other channels work alongside mainland-based administrators. The mainland China phone number was certainly monitored by the Chinese government.141 Why on earth would a dissident television network use those as its contact email address and phone number?

And yet, officials in China were also running a sophisticated cyber campaign online against both Guo and Bannon, using bots and fake accounts to attack them.142

Meanwhile, at the social media company GETTR, Guo fired the entire cybersecurity and IT staffs and replaced them with a tech team that communicated in Chinese. It was Guo’s move, done independently of the CEO. “Jason Miller played no part in the decision, it was all Guo,” a former executive at the company told the Washington Examiner.143

Though Jason Miller was the CEO and face of the company, Guo still exerted his control. According to leaked communications, when the chief technology officer, Joe Wang, was caught in a deadline dispute between Guo and Miller, Guo asked him, “Do you obey Jason or me?”

“I obey you,” Wang wrote back.

Ken Huang, another executive at the company, piped up, “Mr. Guo, of course we all obey you.”144

In March 2023, Guo was arrested by federal officials on fraud charges, including allegations that he had bilked investors out of more than $1 billion. When authorities arrived at his 9,000-square-foot apartment, they found a fire burning inside.145 A search of his three New York City area residences found a cell phone scrambler “designed to defeat government wiretaps,” twenty-nine cell phones, seventeen computers, and forty-three USB drives. Also on the scene: gold pins with “symbols of the Chinese Communist Party.”146

Most of the investors who were ripped off were anti-Communist Chinese. Does someone in mainland China have their names? Are the data of those who used GETTR secure? Is Guo a dissident . . . or a spy? A hustler playing both sides? Or simply a con man?

“The evidence at trial does not permit the Court to decide whether Guo is, in fact, a dissident or a double agent,” US district court judge Lewis Liman wrote in a decision in a civil case involving Guo. “Others will have to determine who the true Guo is.”147 What can be determined, however, is that Guo sowed distrust and thus chaos. He financially harmed and threatened those with whom he professed to be allied, whatever his motivations were, and that had to delight Beijing.


Chapter 6
Destabilizing Democracy


It is not clear exactly when they arrived at the Chinese Consulate in Houston, Texas. A contingent of Chinese intelligence professionals from the Second Department of the People’s Liberation Army, an intelligence unit, landed in the United States sometime in the first half of 2020. They posed as academics under so-called J-1 research visas, never disclosing their affiliation with the Chinese military. Working with technicians from Huawei, a Chinese military–linked technology company, the intelligence officers were identifying and targeting Americans they hoped would get involved with at least the peaceful protests, if not the violent riots. They posted “customized” videos to TikTok instructing Americans how to organize protests and riots. In fact, PLA officers were on US soil, working to weaponize big-data technology to promote division and violence in the United States.1

In July, the US government demanded that the Houston consulate be closed, precipitating the burning of documents in the courtyard and the Chinese officials’ departure. Later, US officials spoke openly about how the consulate had been involved in stealing American technology and spying.2 But they were largely silent about the role those Chinese intel officers played in steering protests in order to foment violence. When asked about it in one forum, all that Assistant Attorney General John Demers from the DOJ’s National Security Division said was that he could not discuss the matter in detail, describing it only as a “covert foreign influence” effort.3

Why the silence? Is it because the George Floyd protests were considered sacrosanct by the political and media class? That made them a perfect target for exploitation by China.

If the PLA unit had gone undetected, how effective could it have been in stirring up further division in the United States? Were—and are—there other similar units operating undetected elsewhere in the United States?

Paul Dabrowa, an artificial intelligence expert and biohacker, testified before the Australian Senate in 2020 about the way intelligence professionals manipulate the public through social media:

The first thing to remember is that persuasion (or propaganda, a term popularised by Edward Bernays in the 1920s) need not persuade the majority of the public to be effective. It’s enough to persuade just one per cent of the population to destabilise a democracy effectively with protests, rioting and a collapse in institutional trust. So the question that really needs asking is how hard is it to radicalise one per cent of the public with modern, weaponized forms of persuasion?
The answer is dangerously easy.4


The Chinese Communist government has long been intrigued by how social media could be used to sow unrest in other countries. The Science of Military Strategy, the regularly updated manual produced by China’s military, said in the 2015 edition, “Since the beginning of the 21st century, cyberspace has been used by some countries to launch ‘color revolutions’ against other countries . . . [through] behind-the-scenes operations using social networking sites such as Twitter and Facebook as the engine, from manufacturing network public opinion to inciting social unrest.”5

The Chinese military personnel sent to Houston were probably connected to Base 311, the home of a secretive Chinese military unit named simply 61716. The unit is situated outside the city of Fuzhou in southeast China. Unit 61716 is the tip of the spear for Chinese information warfare initially against Taiwan but also the United States, with responsibilities including the implementation of the Three Warfares strategy. To review, Three Warfares adopts the approach that by using “media or public opinion warfare, psychological warfare and legal warfare,” Beijing can wear down its enemies from within, exploiting differences and divisions within countries. Little is known about this top secret base, its true structure and function; it is shrouded in mystery. But it is known that research at the facility includes a focus on “political polarization” in America.6

In 2020, as American cities burned, Beijing boldly and publicly backed the protestors, amplifying their actions and statements. “Growing Global Support for US Protests over Killing by Police,” blared China Daily on June 8.7 The newspaper had earlier published a cartoon titled “Racism Kills” depicting a police officer wearing a Ku Klux Klan hood labeled racism sitting on the back of the Statute of Liberty.8

Chinese state-owned media outlets disseminated other cartoons that were shared by the Chinese state-owned television network showing an American covid vaccine center with a young Asian standing in front. “By the way, is there also a vaccine for racism?” he asks the doctor. In another instance, Global Times published a cartoon with the Statute of Liberty holding a gun, towering over a tiny cutout figure marked “Asian” with a target on its chest.9

Back in the 1960s and early ’70s, the Chinese Communist Party worked aggressively to exploit racial differences in America by supporting black radicals such as the Black Panthers. Recently, a Chinese journalist floated the idea of renewing the public alliance that Mao had had with the Black Panther Party but with the new generation of black radicals. Chinese government officials bragged about the work that Beijing had done over the decades to support and encourage the black radical movement in the 1960s and ’70s. “Black leaders like Du Bois and Huey Newton visited China in the late 1950s and 60s,” wrote one Chinese journalist on Twitter. “Imagine Washington’s reaction if China invites BLM or Antifa leaders to Beijing today or Chinese officials meet them in DC during the ongoing protests like US official did [with Hong Kong activists].”10 Indeed, as the Washington Post acknowledged, the most vocal support for the BLM movement from Asia “came from the representatives of Beijing.”11

*  *  *

Laura Daniels, Jessi Young, and Erin Brown were furious about the racial injustice in America. All of them went on Twitter to express their views. Spencer Taggart’s Twitter account featured a photo of a white man with a beaming smile and a description of himself: “Husband, Dad & Teacher—Passions = Strategy, Vision, Christ, Family, Speaking, Consulting, & Growth.” Taggart worried about the “tearing of American society,” and said that “American society is in deep division.” His tweets were retweeted by people such as Gretchen Robinson, April Sutton, and Erica Jones, adding to the chatter in general about the inevitability of an American “civil war,” claims that “America is broken,” and predictions of “the imminent collapse of American society.”12

Similar tweets do often come from Americans concerned about the social fissures they see. But Laura Daniels, Jessi Young, Erin Brown, and Spencer Taggart and some of his retweeters were not Americans; they did not exist at all, except in the imagination of someone in China—or someone acting on behalf of Beijing. All of the accounts were fake. And there were thousands of others strategically constructed to fan the flames of division in the United States.13

For Chinese military strategists, divisions in the United States mean opportunity. After all, their goal is to “Sow discord in the enemy camp . . . to perplex, shake, divide, and soften the troops and civilians on the opposing side.”14 But they also want to do more than create division and anger; they want to erode American pride and create disgust—because while “anger drives people to the polls; disgust breaks up countries.”15

Chinese state media continue to flood the internet with messages of the decline of the United States, with its “deepening social divisions, and the worsening racism.” Indeed, it is on the “verge of collapse.”16

*  *  *

During the Cold War, the Soviets also tried to exploit racial tensions as a weapon against the United States, but they were not particularly good at it. Part of the problem was their lack of understanding of American culture. The other problem was that they were limited by their tools. They had to use flyers and forgeries in their attempt to pit Americans against one another.17 They never had a powerful tool like social media. Today, Chinese military intelligence units utilize social media as an important tool in creating political—and therefore social—divisions in the United States.18

As protests mounted across the United States in the summer of 2020, Twitter deleted an incredible 170,000 accounts linked to a Chinese government influence campaign, including accounts tweeting about George Floyd and other divisive issues. One tip-off was the fact that the tweets were overwhelmingly posted during business hours in Beijing. The organizers of the influence campaign worked to increase engagement on their tweets to “boost them to the top of Twitter’s search for specific hashtags.” Analysts said that “This allowed the campaign to effectively drown out organic activity on that hashtag for a period of time.”19

China’s president Xi had vowed to “retake the Internet battlefield.” The operation was now fully under way.20

With unrest in the United States growing, Beijing looked to build a digital fire with messages about the injustice of America and her inevitable decline. They didn’t create fake stories; they simply amplified the most radical and extreme positions that had the potential to tear at America’s social fabric. They pushed conflicting messages, supporting BLM and pro-police messages. Generally, they shared content about explosive topics that had first appeared in the New York Times or on MSNBC. “The point was not to take a side but rather to boost divisiveness by amplifying competing, emotionally-charged viewpoints.”21 Chinese officials call this tactic “borrowing mouths to speak”: amplify stories that make the point you want to make, rather than trying to make that point yourself.22

Beijing clearly saw the success Russia had had by creating fake accounts back in the 2016 election. Russian operatives had created fake BLM accounts that were so convincing that some, such as those of the fictional activist Luisa Haynes, accrued fifty thousand follows. More astonishingly, Luisa’s tweets were quoted by Time, Wired, HuffPost, and USA Today.23 Those fake Russian accounts were among the top accounts retweeted on racial justice matters. They played to both sides, left and right, working to further polarize American society. They targeted BLM and LGBTQ audiences with extreme messages and gun rights audiences on the political Right.

Even Jack Dorsey, then the CEO of Twitter, was duped by a fake Russian BLM account. “Crystal Johnson,” an account highly active in a heated social media war over racial justice and police shootings, tweeted, “Nobody is born a racist.” Dorsey retweeted it as well as another by “Crystal.”24

Beijing clearly learned from Moscow. In 2013, a Chinese official named Wu Riu wrote in a secretive military journal about how psychological warfare over social media could “subdue the enemy without fighting.” That seems like a bold claim, but the author listed several methods, including “creating information chaos” and “exaggerating the conflict of interests within the enemy camp.”25 China is now carrying out that strategy. It got off to a slow start building a covert presence on social media, but soon its fake accounts began to accumulate followers and reach “heavyweight influencers.”26

Cybersecurity firms found hundreds of accounts set up by Chinese state-linked actors that were made to look like ordinary Americans talking about a variety of controversial topics, from gun control to race relations. The campaign included accounts on Facebook, Twitter, and YouTube and had the potential to create social movements. Beyond chatter, they directed people to protest the US government’s response to covid and racial matters. The posts by this “army of fake Twitter accounts” were often shared by state media and even Chinese diplomats, exposing them to “millions of viewers.”27 If Beijing-aligned activists stirring up violence in the streets was the “ground war,” this was the “air war.”

The end goal of both was to sow panic, fear, and distrust of the American government. During the summer of 2020, with BLM protests mounting, Twitter accounts started sharing posts with the hashtag “#dcblackout” with claims that Washington, DC, was going to experience a blackout on both the internet and mobile phone networks, carried out by the federal government to control the population. The news was fake, but Chinese accounts pushed it aggressively and managed to create a brief spasm of alarm in the nation’s capital.28

In the spring and early summer of 2020, YouTube discovered and banned nearly 2,600 channels linked to Beijing. The company vowed to undertake an “ongoing investigation into coordinated influence operations linked to China.”29 The full extent of the campaign cannot be known. Though some of the networks were discovered and deleted, regarding videos specifically, “many more remain to be discovered,” warned cybersecurity officials.30

Russian state social media accounts worked in tandem with Chinese influence operations; and Chinese officials amplified Russian disinformation online, creating a psychological loop designed to exacerbate American tensions. Pro-Kremlin media outlets such as Sputnik and RT were among the top media sites retweeted by the Chinese government media accounts.31

*  *  *

Money is needed to sustain disruptive groups fanning the flames of dissent, both on the ground and online. Though having funds flow directly from Beijing to radical activists in the United States would leave blatant fingerprints, financial support can sometimes take a more circuitous route. This is in keeping with Beijing’s strategy of plausible deniability. Watching the fire burn from across the river means creating the impression that you never actually crossed the river to ignite, fuel, or stoke the conflagration.

The American billionaire Neville Roy Singham is a mysterious figure who made his fortune in part due to his ties with Communist China. Singham now lives in China and has emerged as a key funder of radical groups in the United States, including those that push violent protests in the United States and stick to a strict pro-Beijing script.

Singham grew up in Jamaica and Detroit and as a young man adopted Communist ideological views, joining the League of Revolutionary Black Workers (LRBW). From early adulthood, he had an affinity for the CCP.32 LRBW was “heavily influenced by Maoist thought,” and, as he wrote to colleagues later in life, “I have been following China since I was 14 years old. The Chinese and Cuban revolutions defined my generation’s attraction to liberation and socialism.”33

Singham attended Howard University and then, despite his Maoist views, started a software consulting business, eventually naming it Thoughtworks, based in Chicago. He also became a “strategic technical consultant” for Huawei, the Chinese military–linked tech company, beginning in 2001. It is unclear when the arrangement ended; some say in 2008, but Singham’s friends say the collaboration between Huawei and his firm continues.34 Huawei is a major contractor to the PLA, and its mission includes serving as a central component of the Chinese military’s communications infrastructure. Huawei’s opaque organizational structure hides the company’s ownership. While Huawei claims to be employee-owned, researchers scrutinizing the company have concluded that its “trade union committee” ownership stake is effectively a fig leaf for CCP control.35 Numerous countries, including Australia, New Zealand, the United Kingdom, France, Japan, and the United States, view Huawei as a national security threat.36 The exact work that Singham did as a “strategic technical consultant” to that company wedded to the Chinese military-industrial complex is not clear. Thoughtworks eventually opened an office in Beijing. In 2010, it held its Software Development Conference in China’s capital city.37

For Singham, the job was not just work; he was on a mission. He praised Venezuelan dictator Hugo Chávez, declaring that the country he ruled (with an iron fist while starving his people) was a “phenomenally democratic place.” Singham loved the Chinese model, finding it superior to America’s. “China is teaching the West that the world is better off with a dual system of both free-market adjustments and long-term planning,” he told Fortune magazine in 2008.38

But what does this have to do with sowing social unrest in the United States?

In 2017, Singham sold Thoughtworks to a London-based investment firm called Apax Partners.39 Though Apax is often described as a British investment firm, the reality is not so simple. Apax is partly owned by the Chinese government’s sovereign wealth fund, the China Investment Corporation.40 With an office in Shanghai, Apax also has considerable investments in mainland China, courtesy of its ownership structure and partnership with the Chinese government, which provides it opportunities to make favorable deals in the Communist country.41

The sale of his software consultancy to the Beijing-backed Apax was a financial boon for Singham. Some report that it made him a billionaire. There was a certain hypocrisy in the financial fortune he acquired by selling his software company. “As a socialist I believe the world should have access to the best ideas in software for free,” he had once said.42 Of course, you don’t build a personal fortune by giving your best ideas away for free.

Singham now lives in Communist China and is connected to several companies there, including Shanghai Luoweixing, in which he invested $20 million, and Gondwana Foods, into which he poured $32.5 million. He also represents a company called Shanghai Shinong Company.43 He appears to be well connected with political authorities, due to his “many contacts with the Chinese state.”44 In one email to friends, he explained that Li Bo, a well-known Chinese academic, is “a very good friend of mine here [in China].” Li works with the Guancha Syndicate, a media outlet regarded by the nonprofit organization Reporters Without Borders as a “Chinese propaganda outlet.”45 Singham’s ties to the regime are so substantial that he was reportedly invited to attend the Chinese Communist Party Congress.46

While enjoying his affluent life and connections in Beijing, Singham has poured more than $100 million into organizations driving the protest movement in the United States. According to the chief scientist at Thoughtworks, Martin Fowler, Singham sold the company so he could fund his “activist work”: radical pro–Communist Chinese causes.47

The primary vehicle is an entity he established called People’s Support Foundation, which, according to corporate records, listed $156 million in assets and no liabilities. The People’s Support Foundation has a track record of putting tens of millions of dollars into organizations with a “pro-China bias.”48

The foundation lists Singham’s love interest, Jodie Evans, as the president. They were married in 2017.49 We will see that Evans, a longtime activist and a founder of CODEPINK, works to promote the causes of the Chinese state.

Singham has pumped money in congressional races, funding Congressman Pramila Jayapal to the tune of $17,800 in campaign contributions, with thousands more to Ilhan Omar and Barbara Lee.50 Wife Jodie Evans has given tens of thousands as well.51 In addition, it is Evans who has the connections in Washington. For decades, Evans has been a major player in the nation’s capital, where she meets often with US policymakers. Evans was a close aide to California governor Jerry Brown, serving as his director of administration. In 1991, she ran his presidential campaign.52

Evans is firmly convinced that China is the future and that America is jealous of Beijing’s economic successes. “Today the U.S. elite are obviously terrified at the tremendous economic success of China,” she said, and “China is not threatening the U.S. militarily.” The real problem is the United States: “China’s success stands in the way of U.S. domination of the world.”53

CODEPINK sponsors events such as China and the Left: A Socialist Forum, designed to counter critics of Beijing on the political left in the United States.54 The Chinese military and government-run media often quote CODEPINK approvingly.55

CODEPINK launched a campaign called China Is Not Our Enemy; its supporters lobby members of Congress, arguing that the United States should take a conciliatory tone toward Beijing. Criticisms of Beijing’s harshest policies, even the internment of the Uyghurs, is not tolerated. “Our concern is that it is being used as a tool to drive the U.S.’s hybrid war on China,” she said, “instead of a human rights issue that needs to be addressed as such.” On a video podcast, Evans featured a guest who argued that the idea that Beijing is engaging in genocide is “farcical” and a “total lie.”56

CODEPINK cosigned a letter in the summer of 2021 arguing for a softer US policy toward China in the name of aiding climate progress. More than forty groups signed the letter calling for an end to the “dominant antagonistic approach” in the relationship between the United States and China.57

According to tax records, Singham’s largest financial commitment is to a New York project called The People’s Forum.58 The organization acknowledged its gratitude to Singham on Twitter, referring to him as a “Marxist comrade.”59 The two coexecutives of the People’s Forum, Claudia De La Cruz and Manolo De Los Santos, are members of the Party of Socialism and Liberation (PSL), which we met earlier.60 Recall that PSL leader Brian Becker demanded that party members offer a “militant political defense of the Chinese government.”

The People’s Forum seeks to “strengthen and unify social movements of working class and marginalized communities” and is “fostering collaboration” between what amounts to radical groups.61 The People’s Forum serves as a platform for both BLM and radical so-called anti-fascists. For example, when the PSL protestors were arrested in Denver for barricading a police department, the People’s Forum came to their defense and organized a worldwide protest.62

So, in brief, an American Marxist now living in China, who made his wealth by selling his business to an investment firm partly owned by the Chinese government, is now connected to well-known efforts to support violent protestors and other radical groups in the United States.

Singham also donates to organizations such as the Alliance for Global Justice, which has reportedly been involved in funding several Antifa groups, and sponsored trips to revolutionary sites in China for activists from the United States.63 The Alliance for Justice funds a myriad of pro-CCP groups such as Popular Resistance, which defends the Chinese government’s actions at Tiananmen Square and decries any reference by the West to the massacre as an “imperialist agenda.”64

From his perch in Communist China, Singham funds researchers and activists to defend Beijing from critics of its most heinous crimes. One of Singham’s employees is Vijay Prashad, formerly a professor at Trinity College in Hartford, Connecticut, and now a senior fellow at the Chongyang Institute for Financial Studies in China. Prashad has likewise downplayed the Uyghur genocide, saying, “The Uyghur situation, like so much else, is exaggerated in the Western press. . . . I am also not predisposed to believe the dross that appears in a Western press.”65 In another instance, Prashad went even further when he seemed to defend China’s treatment of the Uyghurs. “That’s the price that people pay,” he said in an interview. “You can’t preserve some cultural forms and alleviate or eradicate absolute poverty.”66 (Prashad maintains that he has “always been opposed to any form of colonialism and genocide.”)

Singham’s funding of Chinese propaganda has not gone unnoticed. In India, a money-laundering investigation involving the media company led the government’s Directorate of Enforcement to Singham. It argued that Singham was sending money to PPK NewsClick Studio to push a pro-Beijing narrative, with sources in the Directorate alleging that Singham was associated with the propaganda arm of the Communist Party of China.67 (Singham has denied the allegations.)

Similar claims, which Singham denies, have been made regarding his funding of media outlets in South Africa.

Singham also funds something called BreakThrough News, which includes Eugene Puryear and Brian Becker, the activists we met earlier trying to radicalize protests, as anchors.68

*  *  *

CODEPINK and Singham’s People’s Forum work closely with a “cryptic” organization called Qiao Collective to steer the American Left toward a more pro-CCP position.69 The mysterious group professes to speak for Chinese students and ethnic Chinese living in the United States but refuses to condemn human rights violations committed by the Chinese government; it uses quotation marks when referring to freedom in the United States.70

Academic scholars have tracked the Qiao Collective’s social media accounts and noted that the “most overrepresented words and emoji in the description of users following Qiao all have a connection to Communism.” They also noted the close interaction between Qiao and “Chinese state-aligned accounts” online. As they wrote, “Qiao’s funding and background is not transparent, which has led to some suspicion about their potential proximity to the PRC government.”71

What is so important about this mysterious group? The Qiao Collective draws support from “many” of the “top leadership” of the Democratic Socialists of America (DSA), a political organization with a large following (approaching one hundred thousand members in the United States) that also wields considerable political power. Prominent members of the organization include US representatives Alexandria Ocasio-Cortez, Ilhan Omar, Cori Bush, Jamaal Bowman, and others in state chambers. Senator Bernie Sanders, though not officially a member, is well regarded by the DSA and has been publicly supportive of the group’s goals.72

DSA manages to straddle the divide between being left wing and seemingly pro-Beijing while also being well positioned inside the Washington establishment. Beijing also sees the organization as useful in its goal of sowing dissension and divisiveness in the United States. The organization is unsparing in its condemnation of the US political system, regarding both the Senate and Electoral College as “undemocratic.”73 But the organization has little critical to say about the dictatorial regime in Communist China.

During the Cold War years, the old DSA was somewhat anti-Communist, particularly when it came to the Soviet Union.74 But its present-day heir has increasingly tilted pro-Beijing. In 2019, when the Chinese government banned “Hong Kong’s largest independent labor organization,” a member of DSA’s International Committee proposed putting out a statement to condemn the act. A straw poll found that by a three-to-one margin, the committee preferred to remain silent.75 The US government’s shutting down a labor union would lead to an outcry. But when the Chinese government does it, there’s no apparent concern. As one DSA member put it, “The reaction from some DSA leaders is best described as gleeful.” Some veteran activists in the DSA have noticed the pro-Beijing shift. “Within and outside DSA, many on the Left have aligned themselves with the Communist Party of China (CPC),” noted Tempest magazine.76

When the DSA released its political platform for 2021, it made clear that it resisted any efforts by the United States that might keep Beijing’s influence at bay. The DSA wants all foreign US military bases closed.77

Beijing is, of course, thrilled by the evolution of the DSA. State-controlled media describe the DSA as emerging “as the ‘New Communist Movement’ of young activists inspired by Mao Zedong in China, as the Soviet-aligned Communist Party USA, declined.”78

The fact that the Communist Party USA (CPUSA) is small and ineffective has been noted by CCP officials, who see the DSA as an imperfect substitute but an attractive one. China’s Center for Marxist Parties in Foreign Countries of CCNU regularly features domestic and foreign analysis of the DSA and notes the growing size and influence of the organization. The Wuhan-based body approvingly notes the role that both Bernie Sanders and Alexandria Ocasio-Cortez have played in swelling the DSA’s ranks.79

Beijing understands the CPUSA is not going to gain much traction anytime soon, but the DSA has power and influence. In one analysis, the Center points out that although the CPUSA and DSA are both “socialist parties,” the Communist Party has a “relatively weak foundation” and it has “undoubtedly a long way to go before it can form a broad influence in the United States.” But the Chinese government sees the DSA as a fertile ground for cooperation.80

Still, another post by the Chinese organization approvingly quotes a CPUSA official as saying that “the Democratic Party’s dominance by big capital” means that it is an “imperfect instrument” to advance Marxist goals, but “an imperfect vehicle is still a vehicle.” It mentions both Sanders and AOC as politicians who have resisted Big Capital’s hold on the party to advance socialist goals.81

The CCP delights in using the work of organizations such as the DSA for its own benefit. “Using foreign strength to propagandize China” is the idea that when foreigners make statements beneficial to Beijing, it is a particularly potent form of propaganda. As previously noted, Chinese government officials sometimes refer to it as “borrowing mouths to speak.”82 DSA leaders don’t seem to mind being dummies for this sort of political ventriloquism.

On January 10, 2023, a resolution was introduced in the House of Representatives to establish a Select Committee on the Strategic Competition Between the United States and the Chinese Communist Party. The resolution received overwhelming bipartisan support. But sixty-five members of Congress voted against it, including DSA-affiliated (or policy-aligned) representatives including Cori Bush, Pramila Jayapal, Alexandria Ocasio-Cortez, Ayanna Pressley, and Rashida Tlaib.83 Even the appearance of representing US interests in relation to China seems too much for these members.

So when the Strategic Competition Committee held its first hearings in February 2023, the event was interrupted almost immediately by members of CODEPINK, who held up signs during testimony reading china is not our enemy and stop asian hate. They were escorted from the room, but their message was clear: you are not even supposed to talk about the challenges presented by the CCP.84

Following the committee hearings and the protest, Jodi Evans sat down for an interview with the Chinese government’s Global Times. “I find very racist the way China was dealt with in the hearing and the way China is dealt with in the media,” she declared. “There is not much that is human, rational, or respectful in any of the ways that they talk about China.” She complained about “how gullible the United States electorate is” when it comes to China.85

*  *  *

Fanning the flames by Beijing continues today, well after the 2020 protests and riots ended. ULTRA MAGA BELLA Hot Babe had something to say. With 26,000 followers during the US midterm elections, she attacked Barack Obama as a “lizard person.” On the other hand, someone named Salome Cliff made clear on Twitter that Trump was “persecuting minorities.” These accounts and many others were, of course, fake.86 As the 2022 midterm elections approached, Chinese information operations began “aggressively targeting the United States” with efforts to “sow division both between the U.S. and its allies and within the U.S. political system itself.”87

The Chinese approach is better and more sophisticated than Russia’s approach—even though Russia gets most of the attention in Washington. “You might think in terms of the Russian intelligence services providing bursts of bad weather,” said Ken McCallum, the director general of MI5, Britain’s internal intelligence agency. “China is changing the climate.”88

One would think that Beijing’s ties to groups promoting violence in American cities and its online influence campaign would draw serious attention from official Washington. But its efforts have been largely ignored. During the Trump administration, officials such as Secretary of State Mike Pompeo and Director of National Intelligence John Ratcliffe spoke openly about Beijing’s influence campaigns. But most DC elected officials and appointees remained more interested in Russia’s futile efforts to sow dissent.

The brutal January 2023 killing of Tyre Nichols by five black police officers in Memphis, Tennessee, led to protests and vigils across the United States. Though many people took to the streets to lament the death of Nichols and to question why such police brutality took place, it is no surprise that the pro-Beijing PSL used it as an opportunity to push a more extreme message and even engage in acts of violence.

In Atlanta, PSL leaders “guided” protestors downtown, according to the Atlanta Journal-Constitution. They wanted the police to be defunded and the money to go to social groups instead.89 In Boston, PSL members gathered. “No good cop in a racist system,” they chanted. “No justice, no peace.”90

PSL organized nearly thirty protests across the United States, including in New York City, Detroit, Austin, Anchorage, San Francisco, San Diego, Asheville, Chicago, Philadelphia, and Rhode Island.91 The message was not reform; it was complete destruction of American police forces. “We must dismantle this (police) system and turn it upside down” was the message from PSL organizers in Boston.92 In New Haven, Connecticut, a PSL rally called to “Abolish the Police.”93

In New York City, BLM leader Walter “Hawk” Newsome led a boisterous crowd including PSL members who became violent, jumping on police cars, smashing windows, and attempting to hit police officers. “No justice, no peace, kill these killer police,” the crowd chanted. Crowd members held signs that read down with pigs and defund the nypd. “F**k peace!” said Newsome. “We ain’t never taken violence off the f**king table.”94

In Atlanta, violent protestors burned a police car. PSL was there in force.95

Plenty of Americans enabled those efforts. When activists from Beijing-allied groups such as FRSO and PSL organize protests and encourage violence, the news media cover the events but never mention the broader agenda or foreign ties of the organizations. They instead present their members as idealistic American activists. Likewise, other liberal and leftist organizations appear all too willing to work jointly with them, turning a blind eye to their deeper destructive agenda. And politicians in Washington seem to be cowed into silence, unable to isolate the organizations from the broader movement.

One of the most divisive issues in America today is the debate over trans rights. Here, too, you see the hand of these Beijing-linked organizations and financiers. For PSL, the trans movement has become a central part of the radical Marxist movement. “The revolution will not be gender-conforming,” stated one article that examined the substantial number of trans members of the PSL.96

These pro-Beijing groups see the trans movement as a powerful force to advance their pro-Beijing agenda and push to further radicalize the movement. “The unity of our movements terrifies them,” they explain. Regarding attacks on the trans movement: “These are attacks that serve the interests of the capitalist class.” Regarding linking black radical movements, the anti-police movement, and socialism: “The ability to link all of those things together is extremely, extremely dangerous to the capitalist order.”97

Beijing-based Roy Singham’s organizations have also funded and organized efforts to push the LGBTQ movement further into the American public debate via an event titled Becoming Numerous: Legacies of Queer and Trans Rebellion.98

Curiously, the trans movement in the United States has attracted the interest not only of Singham but also of Joseph Tsai, the billionaire cofounder of Alibaba. Alibaba is essentially a state-controlled entity in China. But it has made Tsai quite rich. He has poured millions of dollars into trans causes and research in the United States. In July 2021, the Joe and Clara Tsai Foundation launched the Wu Tsai Human Performance Alliance with a commitment of $220 million.99 One of the initiatives is the Wu Tsai Female Athlete Program at Boston Children’s Hospital, which serves as a Wu Tsai Human Performance Alliance “innovation hub.” The Female Athlete Program’s definition of female “includes transgender females as well as those assigned female at birth.”100 The director of the Female Athlete Program, Dr. Kathryn Ackerman, is a proponent of transgender athlete inclusion.101

Boston Children’s Hospital, which hosts the Wu Tsai–funded research, faced a backlash in 2022 over its first-of-a-kind “Center for Gender Surgery that performs mastectomies on teenagers as young as 15, as well as since-deleted wording on the hospital’s website that claimed teens as young as 17 can get vaginoplasties.”102 One of the hospital staffer’s controversial claims is that “a good portion of children do know [their gender identity] as early as seemingly from the womb.”103

Another center Tsai has funded at Stanford University is heavily involved in trans research, advocacy, and activism.104 The same institute held a book club event to promote scientist Ben Barres’s book The Autobiography of a Transgender Scientist.105

Though Singham, Tsai, and the two pro-Beijing groups push for trans rights in the United States, one place they don’t push them is in China. In that country, adults who transition live much more precarious lives because civil liberties in general are limited. The Chinese government has limited LGBTQ appearances on television and in films, arguing that the depiction of those subjects is damaging to the country. The Chinese government views LGBTQ as “an evil foreign influence that prevents young people from marrying and having children” and bans “effeminate men” on television, among other depictions that could be seen as pro-gay.106 Social media companies have shut down accounts on the LGBTQ topic. Indeed, LGBTQ groups “often don’t officially register with authorities” because they will not be approved.107

But FRSO, PSL, Singham, and Tsai have not publicly criticized the Chinese government for its conduct. Do they support LGBTQ rights or simply see them as a cynical weapon to wield and with which to divide the United States?

On November 4, 2023, three hundred thousand protesters converged in Washington to denounce Israel’s response to the brutal terrorist attacks by Hamas that had claimed fourteen hundred civilian lives almost a month earlier. The event shut down major portions of the nation’s capital and a now familiar cast of characters and interested parties where at the epicenter. Event organizers included People’s Forum, PSL, and CODEPINK, joining with Palestinian rights organizations. The massive crowd heard from Eugene Puryear and Brian Becker of the PSL, as well as Vijay Prashad and Layan Fuleihan from the People’s Forum. The crowd chanted “From the river to the sea, Palestine will be free,” a call for the complete geographical elimination of Israel. Some protestors surged toward the White House, pouring red paint on the fence around 1600 Pennsylvania Avenue.108

The Washington march was only the most visible of a drumbeat of actions taken to target Israel by these organizations that are Chinese-aligned, and sometimes funded by China-based sources.

The Anti-Defamation League (ADL) identified Beijing-tied PSL as “one of the primary organizers of dozens of anti-Israel protests across the country.” PSL members not only defended Palestinians; they also approved of the Hamas terrorist attacks on Israeli civilians. At a PSL co-sponsored protest in New York City, a speaker explained that “resistance is not terrorism.” In Anaheim, California, at a protest co-sponsored by PSL, a speaker celebrated this “moment where Hamas is taking control, they’re resisting.”109

In mid-October, two thousand protestors had taken over Copley Square in Boston to demand an end to all US aid for Israel. The crowd also chanted “From the river to the sea, Palestine will be free.” PSL was one of two organizers for the event.110

These actions taken by these groups aligned perfectly with Beijing’s policy line. Communist China has long supported the Palestinian cause, and that did not change even with the brutal terrorist attacks. China does not consider Hamas a terrorist organization. Foreign Minister Wang Yi, in the shadow of the attacks, would not condemn Hamas.111 Chinese tech giants Baidu and Alibaba even began excluding the name “Israel” from their online maps. Baidu explained this was only because Israel was such a small country, but reporters noted that Lebanon’s name did appear—even though it had half the landmass of Israel.112

When California high school students in mid-October walked out of their classrooms in solidarity with the Palestinian cause, the Chinese Progressive Association helped sponsor the event. “This is not an open-air prison,” one speaker explained of Gaza. “It is a concentration camp.”113

China-tied FRSO implicitly lauded the Hamas killing of women and children, explaining, “The Palestinian resistance is dealing a heavy blow to the Israeli apartheid state. The decades of oppression, humiliation, and callous cruelty by the occupiers of Palestine are being answered in the only language oppressors truly understand.”114

One FRSO event perhaps best illustrates how these organizations’ support for China and Hamas are intertwined. In October 2023, FRSO leadership held an event in Minneapolis to celebrate the anniversary of the Chinese revolution, and to “show what the peoples’ movements today can learn from them.” The celebration concluded with a brief but enthusiastic rally for the “Palestinian freedom fighters.”

“When I hear people calling for a complete ceasefire, I think ‘No that’s not quite right,’” said FRSO member Meredith Aby. “Because we only want one side to stop fighting.” She concluded her remarks by chanting “From the River to the Sea!,” a cry that calls for the elimination of the state of Israel. And the audience shouted back “Palestine will be free!”115

The People’s Forum, funded by China-based Roy Singham, organized protests in New York City and elsewhere, to “stand with the people of Palestine, who have the right to resist apartheid, occupation, and oppression.”116

Manolo de Los Santos, founder director of the People’s Forum (and a PSL member) echoed the views of many in his celebratory mood in the wake of what Hamas had done: “The people have broken out! The heroic resistance of the Palestinian people is an example to all revolutionary movements.” Los Santos later told National Public Radio that he would not “criticize any part of Hamas’s” brutal attack on civilians.117

Beyond protests and some outbreaks of violence, these groups also began pushing for “direct action” at “political offices, businesses, and workplaces that fund, invest, and collaborate with Israeli genocide and occupation.” Dubbed “Shut It Down for Palestine!,” the plan is to “coordinate planned disruptions” in the words of People’s Forum. Joining them was CODEPINK, PSL, and others.118

It was a remarkable replay of the violent and disruptive days of 2020 when the cause had been different—but the end results are the same: tumult, social divisiveness, and chaos. It was like fanning a small flame, and then watching the fire burn from across the river.

The United States has its dividing issues and problems—but China is happy to fan the flames. Much of that work is being done by groups that meet with CCP officials, are tracked by Chinese Communist intelligence, and receive funding from China. Devices supplied by China arm American felons and extremists with machine guns and wreak havoc in the United States.

Our leaders are silent and absent.


Part III
Hide a Dagger in a Smile
(笑里藏刀)



Chapter 7
A TikToking Bomb


“Russia will bomb Sweden,” said the voice on the TikTok video. “Why, Russia? I don’t want to die,” continued the panicked voice. Russian forces were soon going to invade, claimed another voice on a different TikTok video. Other clips parroted the threat. “Now comes the war. Prepare food and warm clothes.”1 TikTok’s algorithm, which determines what people see, made sure that those videos were popping up on the screens of young children, not adults, in Sweden. Widespread panic followed.

“My 11-year-old was extremely frightened yesterday and asked whether there was going to be a war soon,” one Swede reported. Parents described how their children were too anxious to sleep. Teenagers were calling government offices “anxious about an impending invasion.” The Swedish government’s hotline for kids was reportedly flooded with calls.2

Who planted these TikTok videos remains a mystery. But how they went viral is indisputable: the Chinese government ultimately controls TikTok and therefore its algorithms.

Regardless of who produced the videos, the psychological effects of the videos on young TikTok users were real, immediate, and profound, revealing the power of the Chinese app that has become the most popular platform in America. With just a few videos, TikTok was able to alter the psychological state of many people. And this is only one anecdote. Even a cursory review of the evidence suggests that the Chinese-built app is a perfect tool to manipulate and “weaken another country’s morale.”3

Halfway around the world in Los Angeles, doctors at UCLA are seeing a strange surge in neurological cases at their clinic. Young girls are experiencing “twitching, verbal outbursts, involuntary repetitive movements, and sounds.” In the past, the doctors reported seeing one or two such cases a year, but they are now seeing ten to fifteen cases a month.4

What is going on? Researchers call it a “mass sociogenic illness.” This is not an illness spread by a biological virus, but rather a “psychodigital” one. Some professionals call it “TikTok tics,” since the malady is a result of spending hours on TikTok, causing overstimulation, then a “nervous system disturbance” manifested in bizarre behavior.5

The United States is facing a hydra of Chinese information weapons specifically targeting our children. Unlike Cold War propaganda, videos of military parades, or glorious pictures of Chairman Mao, the new propaganda may not seem political, nor is it simply intended to persuade or misinform. It is highly sophisticated, designed to influence the brains of the younger generation, with profound effects. It is a dagger pointed at our children, hidden behind the smile of TikTok. In the Chinese Communist view, you can run from it—but you can’t hide.

The Chinese military and Communist Party officials have thought deeply and written extensively about waging “cognitive warfare” on the United States. The CCP sees apps such as TikTok, video games, and movies as powerful weapons to wage psychological warfare against the West. “Even the last refuge of the human race—the inner world of the heart—cannot avoid the attacks of psychological warfare,” they wrote in Unrestricted Warfare.6 Unfortunately, they have found willing accomplices among some of the most powerful people in American politics and entertainment. Those national leaders continue to turn a blind eye to the challenge, refusing to acknowledge what Beijing is doing.

Despite its links to the Chinese propaganda apparatus, TikTok has thrived with the help of American celebrities and thought leaders who are either ignorant or ambivalent about TikTok’s true nature. The first celebrity to sing its praises was the late-night talk show host Jimmy Fallon. “There’s a really cool app I’ve been getting into lately called TikTok,” he told millions of Americans watching his show. “Do you guys know that?” The in-studio audience sat in silence—most people watching on television likely did, too—because they had never heard of TikTok before. “If you don’t have it, download it,” he instructed. What Fallon didn’t tell his audience was that he—not The Tonight Show itself—had forged a partnership with the Chinese company and created a series of TikTok “challenges” designed to grow interest in the app. The daytime talk show host Ellen DeGeneres soon followed with an equally glowing account on her show.7 The rapper Cardi B, for a large fee, posted some videos on TikTok—to no great effect, but it did lend her name to the platform.8 None of those celebrities seemed to weigh the gravity of being used to encourage Americans to download a potential Chinese spy app. How much money they were paid is not known.

Celebrities weren’t alone. Major American institutions jumped in to work with TikTok. In 2019, for example, the NFL announced a multiyear content partnership with TikTok.9 One wonders what conversations were had besides “Show me the money!” As we will see, politicians also lined up to use it.

TikTok is an app produced and managed by a Chinese company called ByteDance. Since its introduction in 2017, it has become the most powerful and revolutionary communication platform for reaching young people around the globe. With close to a billion users all over the planet, it has penetrated the heart of America’s culture, becoming a central part of the lives of our children and young adults. The Chinese government does not permit the app in its country. There, a separate ByteDance product called Douyin is used. On its surface, TikTok is a friendly app that features silly dance videos, stunts, pranks, and lip-syncing videos. Behind the closed doors of Chinese military and intelligence services, however, we will see that officials are giddy about their ability to steer our children’s minds with TikTok and the other products China peddles to the West.

The average American using TikTok spends eighty-two minutes a day on the platform, triple the time the average user spends on Snapchat or Twitter, twice what the average user spends on Instagram or Facebook.10 TikTok’s big break came with the covid pandemic, when bored Americans of all ages, sitting in their homes during lockdowns, turned to the novel app for entertainment. (We will learn in Part IV that China pushed America toward lockdowns.) Between January and March 2020, the number of monthly active users of the app jumped by 45 percent. “An extra 13 million people got hooked on TikTok across the United States,” wrote Chris Stokel-Walker in his book TikTok Boom: China’s Dynamite App and the Superpower Race for Social Media, “enough to fill a state the size of Illinois.” In March 2020, Americans spent 134 million hours on the app. The average user opened it “at least eight times a day.”11 After the pandemic receded, most users never left the app. They were hooked—by design.

The addictive quality of TikTok is remarkable, even when compared to other apps such as Facebook or Instagram. Dopamine is a neurotransmitter that plays a significant role in human motivation. Accomplishing a task triggers dopamine, giving users a feel-good sense of fulfillment but also a craving in their brain for more of those good feelings. It is well documented that substances such as alcohol and nicotine can increase dopamine levels, even if we have not accomplished anything. Gambling can also create a dopamine high.12

TikTok is a digital dopamine supermachine.

Aware of TikTok’s addictive potential, the Chinese Communist Party (CCP) recently tasked party members to “strengthen the connection between the media and the audience, and construct channels that the masses cannot live without.” (Emphasis added.)13

And of course, TikTok fits that description.

*  *  *

In August 2013, at the Communist Party’s National Propaganda and Ideology Work Conference, President Xi explained China’s need to have more sophisticated propaganda. Innovation, he said, was in order: “[We] must meticulously and properly conduct external propaganda, innovating external propaganda methods, working hard to create new concepts, new categories and new expressions.”14 As he directed in 2016, the year before TikTok was launched, “Wherever the readers are, wherever the viewers are, that is where propaganda reports must extend their tentacles.” (Emphasis added.)15

A year later, TikTok emerged.

Though many Chinese technology companies are located in Shanghai, the country’s center of commercial power, ByteDance is comfortable in China’s capital city, the seat of Communist political power. The company is located near the massive headquarters of China’s Ministry of State Security (MSS), which is convenient given that ByteDance, while streaming billions of videos onto the screens of our children’s telephones via TikTok, is also spearheading an artificial intelligence infrastructure project run by the Chinese intelligence service.16

ByteDance is not just a participant in but also a cofounder of the Beijing Academy of Artificial Intelligence, created in November 2018—months after TikTok was launched—by the government along with two of China’s top universities.17 The academy is headed by a former ByteDance senior executive and falls within China’s civilian-military fusion, which means whatever technologies it develops will be applied to the Chinese military.18 This could help explain that although ByteDance has offices around the world, it keeps the vast majority of the software engineering operations in its Beijing headquarters.19

Like any other enterprise in China, ByteDance has a Communist Party committee inside the company that imposes party discipline. At ByteDance, the party committee happens to be headed by the firm’s editor in chief, who, as the title implies, helps control who sees what in the company’s feeds around the world. Members of the committee gather regularly to study speeches by Chairman Xi and “pledge to follow the party in technological innovation.”20 “This arrangement helps the party, which also means the state, to monitor what happens in private companies,” said Professor Feng Xiang of Tsinghua University. “In return [they] can claim some kind of help from the government.”21 In short, ByteDance is not simply an entertainment company; it is wedded to the Chinese Communist Party military-intelligence-industrial complex.

The genius of TikTok lies in its algorithm’s ability to push highly addictive, personalized content. It determines what the eyes of America’s children see, and thus how their brains are conditioned. Because every TikTok feed is unique, there is no way of knowing what each person is seeing. That gives the app tremendous stealth power to shape or distort public opinion, the specifics of which are untraceable, at least by us.22

TikTok gives the user few choices about views; those decisions are made largely by the algorithm. Whereas Facebook and Twitter allow you to pick who and what to “friend” or “follow” to determine what information you are fed, TikTok chooses for you. According to the Chinese Propaganda Ministry, the algorithm that powers TikTok has the same source code as apps offered in mainland China that are used to control and monitor the domestic population.23 “TikTok’s algorithmic design makes it an ideal tool for disseminating CCP propaganda,” said law professor David Sloss.24

The powerful algorithm, designed to keep audiences glued to their phones, is not only a company secret—it is also a state secret. The Chinese government has designated it as a “national security asset.”25

ByteDance AI engineers partnered with researchers from Peking University to craft the algorithm.26 Peking University is one of the most elite institutions in China. Its four major military research laboratories make sure that work done at the school is integrated into the Chinese military-industrial complex.27

To addict users, the TikTok algorithm gathers enormous amounts of information about them to craft a detailed profile of who they are. “When you gaze into TikTok, TikTok gazes into you,” said Eugene Wei, a Silicon Valley investor and engineer who has worked as a product chief at Amazon and Flipboard.28

The all-seeing eye of TikTok censors and controls political content. Leaked “moderation” documents from TikTok justify the company’s removal of content about Hong Kong, Tibet, and Tiananmen Square due to “real-world harm,” and therefore moderators mark such content and ban it from feeds.29 (In response to reporting on these documents, TikTok claimed that the guidelines were no longer or had never been in use.) The company can censor or “disappear” both users and videos or create them through “‘shadow accounts’ operated by company employees posing as regular users” to push desired content.30

Just as the company punishes users who might express solidarity with those being oppressed by the Chinese government, some users suspect that it rewards those who support the CCP. One TikTok user in Texas posted a clip playing China’s national anthem and called President Xi “my president.” The number of his fans spiked from two thousand to nearly ninety thousand.31 (ByteDance denies that TikTok rewards pro-China content.)

ByteDance censors articles critical of the Chinese government and the Communist Party in its subsidiaries around the world.32 That a Chinese-owned company would censor political stories is hardly surprising. Less well understood is how TikTok’s algorithm can be “tuned” to distribute information that can move public opinion on a level of informational control with societal impact. This tuning can allow the app to be used for “data weaponization.”33

Exhibit A: the constant video feed. If the algorithm is as purposeful as it seems to be, it is certain that users receive persistent messaging concomitant with CCP goals. It has long been recognized that repetition is a key component in persuasion and psychological influence.34

Paul Dabrowa is an artificial intelligence expert in Australia and cofounder of an AI firm. He previously founded a company to commercialize technology developed for the National Aviation and Space Administration (NASA) and has studied propaganda and persuasion as part of his academic work. During testimony before the Australian Senate, he explained that the TikTok AI “has the capacity to create a user-specific profile of individuals’ fears and anxieties, learning which stimuli are likely to trigger desired responses and behaviours. It could then utilise addictive principles and implement stimuli that compel young adults to spend hours scrolling on their phone, purchase products, or join political movements.”35

The fact that Dabrowa mentioned young adults and the incidents from Sweden to Los Angeles involve teenagers is not a coincidence. Exhibit B: from its earliest days, TikTok has focused on getting direct access to this demographic—purposely bypassing parental involvement or even awareness.

ByteDance has positioned TikTok as a “parent-free” platform for young people and has marketed it as such—“A playful space for underage users,” according to three scholars in their study of the company.36 Unlike Instagram, Facebook, or Twitter, “nosy” parents or adults cannot monitor their children’s feed.37 Naturally this appeals to kids, even very young users: one-third of Americans on TikTok could be under the age of fourteen.38 So the Chinese-state actor ByteDance, through TikTok, is influencing the emotions and perceptions of our children and grandchildren, not simply in the passing way troubling videos alarmed children in Sweden but on a consistent, daily basis—over years. Said Dabrowa, “Over time, in the same way that a cat can be taught to play the piano, your child can be subconsciously taught to associate positive emotions with whatever TikTok desires, all the while shielded from parental oversight.”39

The CCP and the military have done a lot of strategizing about how best to accomplish this level of control. They recognize that it must be highly personalized—“Precision communication”—to work best. It is “1 key for 1 lock,” meaning that to persuade a group, they need to make their propaganda messaging unique to each member of that group.40

Chinese military officials have big dreams for using not only apps like TikTok but also video games and Hollywood films to manipulate the attitudes of young people in the Western world. This is not hypothetical. They are quite clear about their goal of changing American society to conform to their image. Don’t take my word for it. Read what key Chinese strategists have written in restricted military journals.

Colonel Dai Xu is a professor at the People’s Liberation Army (PLA) National Defense University (PLA-NDU), China’s most important military academy. And like the Ministry of State Security, PLA-NDU is near ByteDance headquarters in Beijing.41 Dai wrote that the real battle between the United States and China is “information-driven mental warfare” and compared apps such as TikTok and social media platforms to a “modern day Trojan Horse.” The internet, he said, is a “deformed domain shaped by the interweaving of people’s minds and the main form of power competition between nations.”42

Another leading Chinese PLA strategist, Zeng Huafeng of the National University of Defense Technology (NUDT), wrote of a cognitive, or mind, war on the United States, and proposed how to defeat us without firing a shot. NUDT works with ByteDance on national artificial intelligence projects involving the Chinese military.43 Zeng defines the “cognitive space” as “the area in which feelings, perception, understanding, beliefs, and values exist” and argues that this is where the battle can be won. To that end, he said, Beijing must use “information and popular spiritual and cultural products as weapons to influence people’s psychology, will, attitude, behavior and even change the ideology, values, cultural traditions and social systems.” According to Zeng, these cultural tools, including apps, video games, and films, should be used to “target individuals, groups, countries, and even people around the world.”

Stop and contemplate what these two prominent strategists in China are saying about the “cultural products” we invite into our homes and minds: they are to be used to steer people’s psychology and change their values and cultural traditions. Zeng argues that Beijing can win “mind superiority” through:

	“Perception manipulation” via propaganda, by changing how people look at the present

	“Cutting off historical memory” by warping their views of their own country’s past so people will be open to changing their values 

	“Changing the paradigm of thinking” by targeting people to change the way they view problems and thereby changing their beliefs

	“Deconstructing symbols,” by getting people to reject certain traditional symbols and thereby modifying a nation’s identity44



But here is the kicker: “The ultimate goal is to manipulate a country’s values and achieve strategic goals without an actual overt military battle.” (Emphasis added.)45 Sun Tzu could not have said it better.

Manipulating values? Warping people’s views of their country’s past to change their values? Modifying a nation’s identity? (Does this sound familiar?)

The key, these and other strategists believe, is to be intentional but not too overt. Chinese propaganda experts call it “subconscious messaging.”46 Listen to how they advocate for a soft touch to influence young people in the West to “conceal” their real message:

With regard to Western audiences, we need to conscientiously filter the content of communication, finding more points of resonance and common ground . . . even in the case of positive propaganda we also need to be adept at “softening” the content. For example, using stories to convey things, “translating” viewpoints into stories, and concealing them in stories, . . . we should adopt open and emotional methods.47


Propaganda is most effective when it “can be directed to ‘impressible persons,’” they write.48 The best way to do this is not with blatant political messages but with entertainment. “Entertainment is the main motivation for Generation Z content consumption,” said Peng Zhengang, the deputy director of the Propaganda Department. By better understanding those they mean to propagandize, the CCP can “explore effective communication strategies and paths, [and] improve the ability to set agendas.”49

Strategically, it is important for propaganda to be stealthy, slipping insidiously past targets, who will ideally not even know they are being targeted. As Chinese military officers put it, using AI and algorithms to drive apps such as TikTok enables them to reach “different audiences and make even more international audiences see our PLA reporting and think that they chose the content.” (Emphasis added.)50

Chinese propagandists also recognize that young Western people may easily discern and discredit themes or messages from one source but not when that theme or message comes from many sources. They compare this phenomenon to “multiple voices in a choir. Each communication subject sings its own melody.” The key is to simulate a community—a peer group—as TikTok does. “Content control is becoming more important,” said analyst Liu Ying, noting that “emotional incitement . . . can affect public opinion more than facts and truth.”51

Emotional content offers a powerful mechanism to mask propaganda. A Chinese government-funded study of “digital propaganda and opinion manipulation in social media platforms” explained that “emotional content can easily lead the audience to have the illusion of ‘independent thinking’ and attribute irrational emotions to ‘righteous indignation’ or ‘empathy,’ which intensifies the value of delusion.”52

What message will that chorus sing? Its members speak freely among themselves of their motive. Their goal is to “strengthen the overseas promotion of the Communist Party of China and guide the international community to form the correct [view of the Communist Party and of China],” Shen Haixiong, a deputy minister and senior propagandist, observed.53

Propaganda requires continuous messaging to be effective, hence the constant video stream that is the hallmark of TikTok.54 One PLA propaganda journal stated, “Younger PLA propagandists increasingly realize the popularity of short videos online, and TikTok is the best example of this so far.”55

This online propaganda is a “highly concealed propaganda method” noted a Chinese government study on online manipulation, and as a result “its effect can far exceed traditional propaganda.” They argue it is so powerful that “it can even affect the social stability and political security of a target country or region.”56

For Chinese propagandists, TikTok is also perfect because it represents what they call “computational propaganda.” The recommendation algorithm subverts “the traditional news information content selection and distribution model,” providing the CCP with information control. The algorithm “guides users’; cognition to be gradually strengthened in the repeated information push, so that public opinion can be promoted.”

The evidence is clear: Chinese psychological warfare strategists have Americans, particularly young Americans, in their crosshairs. They believe that not only are young people easier to influence but the effects of the propaganda messaging are longer lasting.57 The Chinese government is devoting serious amounts of resources to understanding how to manipulate young users. The Communist government recently opened an external propaganda office to target Generation Z audiences overseas.58

Chinese propagandists also see social media tools such as TikTok as a way to sway elections in the United States and around the world. One official wrote that Beijing should “exploit big data analysis, AI processes, bots and astroturfing, grasp the different personalities of voters and realize large-scale guidance of public opinion and changing their [political] orientation.”59

“The crumbling of a regime always starts in the realm of ideas,” declares a Chinese military textbook discussing the need to use online media to win the propaganda war. “Political upheaval and the toppling of a regime could occur in a single night. But changing the way people think is a long-term process. Once the front lines of human thought have been broken through, other defensive lines also become hard to defend.” The book goes on, “The battle for ‘mind control’ happens on a smokeless battlefield. It happens inside the domain of ideology. Whoever controls this battlefield can win hearts. They will have the initiative throughout the competition and combat.” The authors even quote President Xi: “When it comes to combat in the ideology domain, we don’t have any room for compromise or retreat. We must achieve total victory.”60

*  *  *

“Building a community is very similar to running a country,” said Alex Zhu, the onetime CEO of TikTok. “In the early stage, building a community from scratch is like you just discovered a new land. You give it a new name, and if you want to build an economy you want to build population and you want people to migrate to your country.”61

Digital utopia or dystopia?

TikTok says that this effort is all about allowing its audience to “experience new perspectives and ideas.” But exactly who drives these perspectives and ideas?62 More than 130 Communist Party members hold management positions at ByteDance.63 And when the company hires content reviewers, it gives priority to CCP members.64 Furthermore, ByteDance populates senior management positions with people who have previously served in the Chinese propaganda apparatus as members of state-run media organizations, which fall under the direct authority of the Chinese Communist Party. More than twenty such veterans have senior responsibilities as company directors, presiding over entire departments. More than sixty appear to have remained in the employment of Chinese state media while working for ByteDance. At least three hundred employees have ties to Chinese state media.

This might explain why TikTok encourages creators on the platform to push “positive energy,” a phrase adopted by President Xi of China when discussing pushing a positive message about Communist China.65

The chairman of ByteDance China is Zhang Lidong, widely considered the second most important person in the company after ByteDance’s founder, Zhang Yiming. Zhang Lidong worked as a reporter and editor in chief at a state-run newspaper.66

The ByteDance director of government affairs previously worked for People’s Daily, the central paper of the Chinese Communist Party. On a LinkedIn profile, the person describes their work at the paper as having “analyz[ed] the reading habits of Internet audiences and the identity characteristics of mainstream party media audiences.” Further, they claimed that “‘without violating the party’s propaganda policy, [they] actively carr[ied] out special news planning’ with local government offices.”67

Chen Lin, the vice president for products at ByteDance, oversees tweaking the company’s algorithm to refine what people see across all company products. At an April 2018 ByteDance Communist Party Committee meeting, he explained that the apps should not just give the users what they want but also “highlight socialist core values.”68

An editorial director for ByteDance simultaneously serves on the editorial board of the China News Service, which is controlled by the United Front Work Department of the CCP. She is also on the board of a publication called China Weekly, which is run by the Central Committee of the Communist Youth League.

In yet another instance, an international operations manager at ByteDance is reportedly also the “chief editor for international news” at a website called Beijing Time. Beijing Time, according to its own website, “builds a media communication platform for Beijing’s patriotism education base for the Beijing Municipal Party Committee Propaganda Department.”

A total of twenty-four employees at ByteDance and TikTok previously worked at People’s Daily, the official mouthpiece of the CCP. ByteDance has a senior executive whose job is to coordinate with the Chinese state media (i.e., the propaganda apparatus) so that they work effectively together. The deputy general manager of ByteDance is “responsible for the formulation of the cooperation strategy between the company and the central [state] media” and “cooperate[s] with partners in content planning, data mining, product interaction, business, etc.”69

Clearly, the digital land where America’s children frolic is a Chinese state version of The Truman Show.

Beginning in early 2023, ByteDance executives started exerting even greater control over TikTok as high-level executives from ByteDance started taking increasing responsibility and control for TikTok’s operation. The moves concerned some US-based TikTok employees who complained to US managers to no avail.70

Beyond the troubling ties of the senior executives running ByteDance is the fact that the company is required by law to be a component of the Communist Party’s propaganda agenda. In December 2019, new internet censorship rules issued by the government tightened restrictions on “‘negative’ content” and required media companies such as ByteDance to promote posts that reflect “Xi Jinping Thought” and “core socialist values” as well as increase the “international influence of Chinese culture.” The new law requires social media companies to “ensure that the algorithms undergirding their apps promote CCP propaganda.”71

The founder of ByteDance, Zhang Yiming, presents himself as just an entrepreneur, insisting that he is not a Communist Party member and maintaining that his company would never turn over information to the Communist Chinese government. “Even if we get such a request,” he said, “it is impossible” for us to comply.72

However, Zhang must know that the CCP is in charge. He ran a humor app in China that got into trouble with the government for its bawdy, off-color jokes. He was quick to fall in line. “I earnestly apologise to regulatory authorities, and to our users and colleagues,” he wrote in an online statement reminiscent of the self-denunciation confessions that were common during the Maoist era of China. “Since receiving the notice yesterday from regulatory authorities, I have been filled with remorse and guilt, entirely unable to sleep. . . . Our product took the wrong path, and content appeared that was incommensurate with socialist core values, that did not properly implement public opinion guidance—and I am personally responsible for the punishments we have received.” He went on to say that the problems with the service were a result of “a weak [understanding and implementation of] the ‘four consciousnesses’ [of Xi Jinping].” He pledged that going forward, for his companies, including ByteDance and TikTok, “technology must be led by the socialist core value system.” And he promised “further deepening cooperation with authoritative [official Party] media, elevating distribution of authoritative media content, ensuring that authoritative [official Party] media voices are broadcast to strength.”73

He also noted that it is important to “integrate the right values into technology and products,” as defined, of course, by the Communist Party.74

Chinese government propaganda outlets work seamlessly on TikTok’s platform. MediaLinks TV, a DC-based Chinese subsidiary, runs several accounts on TikTok for the Chinese government. But these accounts are not identified as such by TikTok. In the months before the November 2022 midterm elections, one account called NewsToks (@newstokss), ran dozens of videos attacking American politicians, mostly Republicans. “[Senator Ted] Cruz, [Texas Governor Greg] Abbott Don’t Care About Us,” ran the title of one video. [Senator Marco] Rubio Has Done Absolutely Nothing,” blared another. One video questioned Joe Biden’s campaign promises and suggested that he was manipulating voters. The accounts received 8.3 million views on TikTok.

Eight million views on TikTok is the tip of the iceberg—a glimpse of China’s state propaganda apparatus working below the surface to influence and divide Americans, in this case during an election. The accounts also ran polemics on abortion, guns, and racism.75

TikTok can boost whomever or whatever it wants on its platform, anonymously. For the former Chinese state media executives who populate the leadership of ByteDance, this is the tactic known as “borrowing mouths to speak.” As the former editor in chief of China Daily allowed in 2016, “We have always attached great importance to ‘borrowing a mouth to speak’ and used international friends to carry out foreign propaganda.”76

Chinese psychological warfare specialists have a special interest in “borrowing mouths to speak” to young Americans. Liu Liming, writing for the Chinese military’s psychological warfare publication, recommended that Beijing should “actively cultivate a group of media outlets and think tanks with small audiences that are ‘grey’ and peddle falsehoods, and establish a database of negative topics and conspiracy theories” to thwart one’s “adversary, with a special focus on targeting younger Western audiences’ distrust of mainstream media, politicians, and even values.”77

ByteDance desperately wants Americans to believe that it is not a Chinese company. In 2020 (updated in 2021), TikTok distributed a memo within the company entitled “TikTok Master Messaging,” concerning public relations with the American media. First: “Emphasise TikTok as a brand/platform.” Next: “Downplay the parent company ByteDance” to “downplay the China association.”

In 2021, the company circulated employee guidance to address questions about “China/ByteDance Ownership.” “TikTok is a global company,” the spin claimed, obscuring Chinese control. “The app is only for users aged 13 and over, according to our terms and conditions,” the memo stated, obscuring the reality that a full third of the platform’s users could be fourteen or younger. “Therefore, in relation to our users, we may speak of young people, but not of children.” (Emphasis added.)78

*  *  *

College sophomore Kate Fields described the effect of TikTok on an entire generation: “I get stuck in a rut of scrolling for hours through things like TikTok. When I go to complete a task that takes longer than a few seconds, I can’t make myself do it because I no longer have the patience to achieve the task.”79

TikTok is severely damaging the cognitive abilities of America’s youth. The phenomenon is known as “TikTok brain.” A stunning 50 percent of TikTok users say that watching longer videos, such as movies, now feels stressful. Focusing on reading a book or doing homework has become harder.80 Heavy TikTok users develop addiction signs: nervousness, irritability, anxiousness, and severe sadness when deprived of the app.81

“The app provides an endless stream of emotional nudges, which can be hard to recognize and really impact users in the long run,” argued Marc Faddoul, a codirector of the digital rights group Tracking Exposed. He warned that heavy use “can have a serious impact on your mental health.”82

TikTok can also warp a person’s sense of time. “We flick through the videos one after the other one after the other,” said Lazaros Gonidis, a researcher at the University of Kent in Great Britain. “And then without realizing, we have spent an hour or two, instead of spending 10 minutes.” But because of its addictive nature, “when they’re doing something else that prevents them from using TikTok—let’s say they’re stuck in class, and they have to listen to a teacher talking for an hour—it may seem to them longer and more boring than it actually is.”83

TikTok users are finding it increasingly difficult to concentrate; for young people this is a particularly troubling problem since their prefrontal cortex, the part of the brain responsible for attention, memory, and impulse control, is still developing until the age of twenty-five.84

“I have seen firsthand how TikTok’s appeal can turn to significant and potentially deadly mental health problems in our youth,” said the clinical psychologist Alan Blotcky.85 TikTok can also reportedly influence the personalities of heavy users, promoting narcissism.86

TikTok has also been linked to mass events of youth vandalism and other antisocial behaviors. A “devious licks” challenge prompted San Francisco area public schools to shut bathrooms across the city because it was encouraging rampant vandalism.87 In rural South Dakota and other locations, people following a “TikTok challenge” loosened the lug nuts on car wheels, a dangerous act that could lead to tires falling off.88 Then there was the “skull-breaker challenge,” which resulted in serious head injuries.89

Because TikTok is hyperpersonalized—no feed is the same—the platform can magnify US social divisions. Indeed, TikTok’s feed may be the worst for providing divisive content.90 It has become a useful avenue for groups looking to encourage violent attacks within the United States. Because the algorithm shows content from accounts that users may not even follow, this could aid extremists in evading TikTok’s modest content moderation efforts. For example, during the riots of 2020, TikTok’s algorithm spread videos explaining “how to sabotage railroad tracks; methods to interfere with the U.S. National Guard during riots” and even “how to access the White House through tunnels.”91

The problem of social media’s effects on the human mind extends beyond TikTok, of course, and includes Facebook and other platforms. What makes TikTok different is the control the app has over its users. Facebook and Twitter allow control of the user’s feed and a choice of what and who are seen—not so with TikTok. Most videos a user sees are posted by unknown people but selected for that user by the algorithm. And TikTok is not interested in allowing independent academic researchers to study the effects of its app on its users. Facebook and Twitter have cooperated with academic researchers. But when Professor Filippo Menczer of Indiana University proposed collaboration on research into TikTok, he was told, “Absolutely not.” “At least with Facebook and Twitter, there is some level of transparency but, in the case of TikTok, we have no clue,” Professor Menczer said. “Without resources, without being able to access data, we don’t know who gets suspended, what content gets taken down, whether they act on reports or what the criteria are. It’s completely opaque, and we cannot independently assess anything.”92 In other words, this Chinese government–linked firm is saying “Trust us.” A stunning array of people in Washington seem prepared to do just that.

Beijing is aware of the psychological and emotional problems caused by TikTok. That is precisely why the version of TikTok offered in China is very different from the version people see in the United States and the rest of the world. In China, TikTok is called Douyin; the differences are more than just the name.

If TikTok is mental cotton candy, the Chinese version is “spinach.” Douyin and TikTok are similar in their design and share a common algorithm. But Douyin features a large library of videos addressing educational topics as well as content related to professional life. The algorithm discourages these on TikTok in the United States.93

“In [China’s] version of TikTok [Douyin], if you’re under 14 years old, they show you science experiments you can do at home, museum exhibits, patriotism videos and educational videos,” said Tristan Harris, a cofounder of the Center for Humane Technology and a former design ethicist at Google. “And they also limit it to only 40 minutes per day. Now they don’t ship that version of TikTok to the rest of the world. So it’s almost like they recognize that technology’s influencing kids’ development, and they make their domestic version a spinach version of TikTok, while they ship the opium version to the rest of the world.”94

The talk show host Joe Rogan is characteristically even more blunt in his assessment. “China’s version of TikTok celebrates academic achievements and athletic achievements. . . . What are we doing on TikTok? Kids are f**king dancing. They’re screaming about veganism and how blue their hair is.”95

Not only does this have psychological effects, but it also warps the aspirations of young people in America in the long term. Harris pointed out that in surveys of preteens in the United States and China, American kids say that their “most aspirational career” is to be a “[social media] influencer.” In China it’s to be an astronaut. “Again, you allow those two societies to play out for a few generations, I can tell you what your world is going to look like,” he warned.96

It’s not just professionals like Harris who notice the stark differences. Consumers who operate on both platforms notice it, too. “My Tik tok feed (South East Asia) is filled with teenagers doing stupid things,” said Jiawen Cheong from Singapore. “My Dou yin feed is filled with self-improvement, photography, travel, calligraphy, life hacks, trivia, interesting new products, and of course, cute dog/cat videos.”97

The fact that dumbed-down content rules in America and the rest of the world but in China the content is educational is by strategic design. “Any content that improves personal skills and contributes to overall growth in everyone’s life can be regarded as ‘pan knowledge’ content” in China, and therefore gets a boost, noted one Chinese digital advertising company. This type of material accounts “for 20 percent of the total broadcast volume on Douyin.” The US version has much more emphasis on songs and entertainment.98 As a result, “educational content is one of the most viewed categories of Douyin videos,” says Creators Network, a platform for social media content creators. “As opposed to the more comedy-focused content that TikTok users trend [in the United States].”99

The Chinese government has decreed that it wants restrictions on how long children can be on Douyin in its country, and ByteDance has been “particularly aggressive” in responding to the government’s requests. The solution: blackout hours. So the app is closed in China between 10:00 p.m. and 6:00 a.m.; it has built-in breaks; the company also adds a five-second pause between videos and inserts messages such as “Put down the phone”; and, as allowed, time limits are enforced.100

*  *  *

“Delete TikTok now,” read the message from the supersecretive hacking organization known as Anonymous; “if you know someone that is using it, explain to them that it is essentially malware operated by the Chinese government running a massive spying operation.”101 Anonymous has gone after the KKK and the Russian government, along with corrupt businesses and governments.102 As for TikTok, Anonymous knows how much data it gathers from its users, including address books and photos from telephones on which the app is installed.103 It collects an “abnormal” amount of information, “as much as half a megabyte—or 125 pages of typed data—in less than 10 seconds.” And “researchers have also discovered that TikTok was accessing the contents of smartphone clipboards—where users might paste sensitive information like passwords—every few seconds, which one Israeli researcher calls ‘very concerning and very rare.’”104

Beyond the data on users’ phones, TikTok collects their “faceprints” and “voiceprints.” That means it can catalog the unique resonance, intonation, rhythm, and pacing of a user’s voice. It also captures a user’s visual “faceprint,” meaning that it collects digitally recorded representations of your face.105 Notably, the broad collection of much of this data “has nothing to do with the actual function” of the app, according to German IT experts. ByteDance has also “built back doors” and “spy functions” to enable the massive, secretive collection of data.106 That data makes it easier to manipulate you—without your knowledge. Chinese researchers in the study about digital propaganda and opinion manipulation say that the collected data allows propaganda to be targeted “so as to guide the attitude and opinions of the audience.”107

The company claims that it keeps them on servers in the United States or Singapore and uses them only to give users a better experience on TikTok. But BuzzFeed News obtained audio recordings of internal meetings at TikTok revealing that American user data were regularly being accessed by the company’s engineers in China. “‘Everything is seen in China,’ said a member of TikTok’s Trust and Safety department in a September 2021 meeting.”108

Australian senator James Paterson confirmed that Australian user data, despite also being stored in the United States and Singapore, was accessible in mainland China.109

TikTok likes to make a big deal of having moved its company servers to Texas and Singapore; they are no longer physically located in mainland China. But the geographic location doesn’t matter because the data can still be accessed from mainland China. And in fact, TikTok makes clear to anyone using the app that it has the right to share data with other parts of its corporate group, and that means ByteDance in China.110

The problem goes beyond TikTok. China’s TCL Technology produces television sets for companies such as Walmart, Best Buy, Costco, and Target. The Ellen DeGeneres Show and the Call of Duty video game series each count it as a corporate sponsor and partner. Never mind that in 2020, it was revealed by the US Department of Homeland Security that the company had “incorporated backdoors into all of its TV sets exposing users to cyber breaches and data exfiltration.” The company could hack the data as Americans were in their living rooms and surveil them, sending their images and conversations to China. When the breach was exposed, TCL claimed that it had fixed the problem with a patch—without notifying anyone. (Trust us, they said.) Meanwhile, neither of TCL’s partners—The Ellen DeGeneres Show or Call of Duty—seemed to care. “This is a full-on back door,” said one researcher. “If they want to, they could switch the TV on or off, turn the camera and mic on or off. They have full access.”111

In the summer of 2020, concerns over TikTok came to a head when the Trump administration declared TikTok to be a national security threat. The White House issued an executive order to force the sale of TikTok to an American company. The order pinpointed the problem: “TikTok automatically captures vast swaths of information from its users, including Internet and other network activity information such as location data and browsing and search histories.”112 The Trump administration was not alone in its concerns. In a rare show of bipartisanship, Senator Chuck Schumer of New York and Senator Tom Cotton of Arkansas requested a national security review of TikTok before Trump issued his executive order, arguing that the app represented “a potential counter-intelligence threat.”113

As a result of these concerns, in 2020 the US military, Wells Fargo, the state government of Nebraska, and others banned their employees from having TikTok on their work phones, and many more have since done so.114

Big American investors in TikTok’s parent company, ByteDance, began meeting with Trump officials to try to prevent the forced sale—but the meetings appeared to go nowhere.115 There was clear movement in Washington toward action on TikTok—but then it ground to a halt.

Chinese propaganda officials were confident that the TikTok ban would go nowhere. As one official confidently explained in a military journal, “Since 2020, the subtle changes in Sino-US relations and the activity of TikTok have made the United States unable to stop it, anxious and dependent on it.”116

In early June 2021, newly elected president Joe Biden rescinded Trump’s TikTok order to force a sale and replaced it with an open-ended order calling for greater investigation.117 In Washington, sometimes the best way to avoid action is to commit to studying the problem. Biden’s hesitancy was intriguing. Just months earlier, during the height of the 2020 election, the Biden campaign had demanded that all staff members remove TikTok from their phones, citing security concerns.118 If he thought it was such a security risk for his staff, why wouldn’t he want to protect the American people?

Biden’s executive order to study TikTok would drag out settling an official American policy for years and buy ByteDance critical time. No doubt, one of the big reasons for Biden’s retreat from the forced sale was the array of powerful American investors who had an ownership stake in ByteDance and also happened to be big donors to the Biden campaign and the Democratic Party.119 Firms such as Sequoia Capital, KKR, General Atlantic, and the Carlyle Group own large stakes in ByteDance. The earliest US investor was the Susquehanna International Group, a “secretive” investment firm based near Philadelphia. “Susquehanna is like a black hole,” one financial professional told the Wall Street Journal. “There’s no light that escapes.”120 A forced sale would be potentially disastrous for these investors; they clearly wish to maintain their profitable status quo.121

Susquehanna has a sizable stake in ByteDance, about 15 percent. The head of Susquehanna, Jeff Yass, personally owns about 7 percent of the company. Yass is a heavy giver to libertarian and conservative causes, especially the Club for Growth, which supports limited government. Since 2010 Yass has contributed some $61 million to the organization. Club for Growth has come out against a ban on TikTok. Yass has also supported libertarian politicians like Senator Rand Paul of Kentucky, donating some $24 million of his political action committees and campaigns since 2015. Senator Paul strongly opposes a ban on TikTok.122

Sequoia, the fabulously successful tech investment firm with offices in both California and China, was also an early investor in ByteDance. Sequoia China is estimated to own a 10 percent stake in the company. Sequoia has significant ties in China, with a large office in Beijing. Neil Shen, who founded Sequoia China, has connections to the Chinese government, serving as a member of the National Committee of the Chinese People’s Political Consultative Conference. Sequoia China also employed the daughter of a CCP Politburo member.123 Sequoia has political connections in Washington, too. Its senior policy director served as a member of President Biden’s transition team. And Chairman Michael Moritz, a partner at the firm, gave millions to Democratic Party–linked PACs such as American Bridge 21st Century (AB PAC) and the Lincoln Project, which helped get Biden elected.124

Other large financial firms also have ties to ByteDance. In 2019, the Chinese company received a $1.3 billion loan from a consortium led by Morgan Stanley, Goldman Sachs, Bank of China, and China Merchants Bank’s Wing Lung Bank.125 The Carlyle Group, another politically connected investment firm, bought a $150 million stake in ByteDance in 2020. The firm’s cofounder David Rubenstein is a close ally of President Biden, and the first family has made numerous visits to Rubenstein’s expansive Nantucket mansion.126

These American financiers, and others, became aggressive lobbyists for ByteDance. “Yiming always knew that having an ally in the U.S. was necessary,” one executive told the Australian Financial Review.127

While financial backers were meeting with US officials to protect their interests in ByteDance, and celebrities continued to push the app with no questions asked, ByteDance hired an army of lobbyists to work the corridors of official Washington.

Though many people might be hesitant about representing a Chinese company intent on spy craft and producing propaganda aimed at American kids, plenty on both sides of the aisle in the nation’s capital are happy to take their money. Many of those on the payroll of ByteDance and its US subsidiary, TikTok, have serious government experience. Of the forty lobbyists ByteDance hired in 2022, only four had not been in government service. The list included at least two former US senators and at least two former members of the House of Representatives.128

Senate majority leader Chuck Schumer’s former trade counsel, Stacy Ettinger, was part of a lobbying team hired by ByteDance. So, too, were former aides to House speaker Kevin McCarthy and former House speaker Nancy Pelosi. ByteDance also brought on a former top aide to Al Gore and a former assistant secretary of commerce in the George W. Bush administration.129 This strategy might as well be christened “No lobbyist left behind.”

Perhaps the most effective TikTok lobbyist was David Urban, a key player in Trump’s 2016 win in Pennsylvania. After the campaign, Urban was rumored to be in consideration for White House chief of staff.130 Instead of joining the administration, he continued to work as a lobbyist. In 2020, he served as an advisor to the Trump reelection campaign.

Urban had experience lobbying for suspicious Chinese firms. He worked on behalf of ZTE, a Chinese tech firm that was investigated by the US Justice Department on a myriad of issues.131 The firm had been fined more than $1 billion for evading the US trade sanctions against Iran and North Korea. In April 2018, the administration announced new measures effectively blocking US companies from selling equipment to ZTE—a crippling blow to the company.132

TikTok and its lobbyists tried to obscure the details of their lobbying efforts. A Chinese company or its American affiliate must file a disclosure report under the Foreign Agents Registration Act (FARA). This is required of anyone lobbying on behalf of a foreign government or company, which TikTok certainly is. FARA reports are far more detailed than regular lobbying disclosures. Filing under FARA requires much greater transparency about with whom the lobbyists meet, what journalists they may be trying to influence, and publicity campaigns they are funding. But TikTok’s lobbyists did not file under FARA.

“It’s time TikTok lobbyists register as foreign agents,” declared Senator Marsha Blackburn of Tennessee. When other Chinese companies such as Hikvision failed to file under FARA, the Department of Justice went after them.133 The Biden Department of Justice has had nothing to say in the case of TikTok.

Beyond the lobbyists, there are American officials who are “advising” ByteDance and TikTok in various capacities. David Plouffe, Barack Obama’s campaign manager for his successful 2008 presidential run and later a senior advisor to President Obama, signed on to help TikTok CEO Shou Zi Chew interact with members of Congress on Capitol Hill. So, too, did Jim Messina, Obama’s 2012 campaign manager and later deputy White House chief of staff. Tony Sayegh, a senior advisor to the Trump White House, got involved in the effort because he worked for one of ByteDance’s investors.134 In 2020, Vishal Disawar worked for Joe Biden’s presidential campaign as the digital organizing platforms director. TikTok later hired him as its global program manager to focus on “integrity issues related to misinformation, elections, and impersonation for all content types including user generated content and state affiliated media.”135 It also hired Isabelle Frances Wright, who had previously worked for Jim Messina, to be TikTok’s global election integrity policy lead.136 One of TikTok’s communication directors is a former communications director for Congressman Adam Schiff of California.137

To date, neither the Biden administration nor the US Congress has done anything of substance to address this threat aimed squarely at our children. In 2022, a law was passed to ban the app on US government phones;138 several states including Florida, Wisconsin, South Dakota, North Carolina, and others have banned TikTok on state government phones because of privacy and security concerns.139 But what about our young people?

Years of inaction by our political leaders stand in sharp contrast to the actions of other governments with fewer resources than our own. For example, when the obvious threats from TikTok first emerged in the public debate, the government of India was quick to ban the app completely. TikTok was “prejudicial to [the] sovereignty and integrity of India, defence of India, security of state and public order,” it declared. TikTok lost two hundred million users overnight.140

The move was widely seen as necessary in the world’s most populous democracy. “Deep penetration of Chinese platforms in an open democracy like India makes its future election processes vulnerable to outside interference and manipulation,” one digital industry analyst observed.141

In the United States, our ability to defend ourselves and our children from this obvious threat has been paralyzed. Major American financiers want to protect their investments. Major and minor celebrities are eager for the revenue they can generate on the platform. Some political advisors see an advantage to be gained by staying on the app—despite its dangers. “Right now TikTok can be a valuable weapon,” said Bradley Beychok, a cofounder of the political action committee American Bridge 21st Century, “especially since Republicans have run away from it for political reasons. You wouldn’t want a tool like that to be taken off the shelf.” As one Democratic consultant told the Wall Street Journal, “Especially among Gen Z voters, it is the dominant platform. If we’re going to turn out young voters . . . we’ve got to have things they actually like and do.” Banning the device before the 2024 election would be “politically insane.”142

During the 2022 midterm elections, the Democratic Party made a concerted effort to court TikTok influencers for its get-out-the-vote effort. The influencers met with party officials who provided them with details about the midterm election battleground map and even outlined key congressional districts they hoped to sway. They even provided “effective messaging strategies.” The DNC paid some of them retainers for meeting with politicians in Washington, including former president Barack Obama.143

American politicians fear a backlash not only from Beijing but also from young voters who are hooked on the app. “It would be the most unpopular thing Congress has done in decades to somehow ban TikTok,” GOP strategist Eric Wilson told the Journal. “I don’t think given the average age of members of Congress that they understand how engaging TikTok is as a news source.”144 Given what we know about the CCP’s propaganda efforts on the platform, this reality should compel immediate action by US policymakers.

Congresswoman Alexandria Ocasio-Cortez came out against banning TikTok, declaring that it “doesn’t feel right” in part because other social media companies collect data, too.145 She never addressed the fact that because TikTok is controlled by the Chinese state, it represents a very different challenge than that of an American tech company. She also expressed no concerns about the propaganda and social manipulation aspects of the platform. Later it was revealed that the Hispanic Caucus Foundation, where she sits on the Advisory Council, received a $150,000 contribution from ByteDance. And a TikTok lobbyist sat on the organization’s board of directors.146

Congressman Adam Schiff lamely advises his own children to be “careful about your private data if you use TikTok on your phone” because it “may not be secure.” But he opposes a ban and has himself embraced TikTok, even during his tenure as a member of the sensitive House Intelligence Committee, despite ample warnings from the American intelligence community about the threat that it represents and his advice to his own children.147 During the 2022 midterm elections, Schiff requested a meeting with executives from the Chinese-owned company to discuss their approach to controlling “election disinformation.” What he had in mind was domestic, not Chinese, disinformation.148

California governor Gavin Newsom has expressed no concerns about TikTok and has embraced the platform as a tool to spread his political messages. For security purposes, President Biden banned the use of TikTok on federal devices and more than thirty states have done the same. Newsom remains a prolific user of the platform, not only for political messaging but also videos of his family participating in TikTok stunts.149

In Washington, conscientious leaders on both sides of the aisle continue to ring alarm bells—even if actions to address the problem go nowhere. President Trump first raised the issue. Republican senators Marsha Blackburn, Tom Cotton, Marco Rubio, and Rick Scott have demanded that aggressive action be taken.150 On the Democratic side, Senator Chuck Schumer has pushed for a detailed national security review.

Senator Mark Warner, a Democrat from Virginia, who was a tech entrepreneur before he went into politics, warned, “If your kids are on TikTok . . . the ability for China to have undue influence is, I think, a much greater challenge and a much more immediate threat than any kind of actual, armed conflict.” As he noted, “The level of code in TikTok is exponentially higher, for example, than the lines of code in Facebook.” The app can never be “fully safe” while that code is controlled in China.151

The Chinese leadership is vigorously fighting to defend TikTok from being banned in the United States because they know what a valuable tool it is. “The one who wins the platform wins the world,” said Professor Shi Anbin, a propaganda analyst at the elite Tsinghua University. The fact that the app is under attack in the United States “fully demonstrates that whoever can attract young people will control the future.”152

TikTok is only one app. ByteDance has created another called CapCut that enables content creators to produce videos. The Biden White House used the app to create catchy videos of President Joe Biden and former president Barack Obama in March 2023, even though ByteDance’s TikTok is officially banned from White House devices.153


Chapter 8
Digital Entertainment


The enormous video game market presents another opportunity for Chinese companies to use “cultural products,” as Chinese psychological warfare experts call them, to target Americans. Like TikTok, video games can be highly addictive conveyor belts of propaganda that also collect enormous amounts of user information. They are designed to mimic slot machines by offering a variable reward system that feeds the brain’s desire for rewards. Twenty years ago, the largest video game companies in the world were in the United States, Japan, and Europe. Now China owns many of them.

In March 2021, ByteDance acquired Shanghai Moonton Technology, a studio that owns Mobile Legends: Bang Bang, a popular mobile phone game.1

One of the biggest players in the world gaming market is Tencent, a technology behemoth in China that was started with seed money from the Chinese intelligence services. Tencent, when it’s not designing video games, works with the Chinese military to enhance its artificial intelligence (AI) capabilities in warfare. It owns the biggest and most successful video game companies in the world. Beginning in 2011, it made a big push into the US gaming market by acquiring a stake in Activision Blizzard (in 2022 Tencent tried to sell it to Microsoft, but the sale was blocked on antitrust grounds by the federal government). Tencent also bought Riot Games and Epic Games, among others.

Tencent has invested in more than eight hundred firms, including “Activision Blizzard, Ubisoft, PUBG Studios parent company Krafton, PlatinumGames, FromSoftware and Marvelous Inc.”2 Tencent’s international video game push comes with the active support of the Chinese government.3

Riot Games, which is 100 percent owned by Tencent, is best known for League of Legends, which is played by tens of millions of Americans every year. The company’s terms of service allow it to transfer data to whomever they want. They also make clear that the company complies with local laws—which in the case of China means sharing those data with the government whenever it wants to.4 China’s 2017 Cybersecurity Law requires companies such as TikTok and Tencent to store their China-generated data on Chinese government–owned servers. Any data transferred from the United States are also open to control by Beijing.5

Tencent also owns 40 percent of US-based Epic Games, the producer of Fortnite, which, as of 2020, was the most played video game in the world.6 Epic Games is a private company controlled by Tim Sweeney, the company’s founder. Sweeney said that Tencent does not have access to player data, but there is no disclosure requirement because the company is not publicly traded. Epic Games’ terms of service, however, include a statement that the company has no liability for any form of data transfer to other parties, including foreign governments.7 “Epic Games has a history of data security violations,” wrote the data security specialist Aynne Kokas.8

Epic Games pays dozens of celebrities such as John Cena, LeBron James, Ariana Grande, and Bruno Mars large fees to incorporate their likenesses into their games.9

Tencent also owns a majority stake in Supercell, the producer of Clash of Clans.10

As with TikTok, the people who are playing these games are in general young: 60 percent of the people playing Fortnite are eighteen to twenty-four years old. These platforms are about more than game play; they have become communication forums where players connect socially. Fortnite has even hosted live concerts, during which people interact with fellow gamers.11 Chinese companies’ domination of the video game market translates into access to and influence over young people.

“China has several ways it can take its ideals to the world through games, and build a new kind of global power,” warned Abishur Prakash, a cofounder of the Center for Innovating the Future.12

“Communication determines influence,” reads one CCP textbook on propaganda. “Whoever has advanced means of communication and strong communication ability will be able to spread cultural concepts and values widely.”13

Vey-Sern Ling, a senior analyst at Bloomberg Intelligence, believes that Chinese games have so deeply penetrated American culture that there is little chance they will ever be banned. “I doubt there is the political willpower to keep [American] kids from their LoL [League of Legends], Fortnite or Brawl Stars,” he said.14

There is also the problem of data. The data threat posed by video games might be even greater than for TikTok. Gamers must usually provide their real names and payment information to the Chinese companies. They might also have to include a date of birth. If they chat with other players, they generate voice samples that can be stored and used for “deep fakes” that can fool their friends and family.15

What the Chinese government might do with these data is unclear, but the possibilities are troubling. Data are needed for algorithms and AI to work effectively—the more data, the better. “Tencent is well-positioned to contribute Chinese AI tools for military use because of the vast scale of its data-gathering practices, which enhance its AI expertise,” wrote Kokas.16

Showa American Story is a popular role-playing video game starring Choko, a teenage gun-toting hero. The game is designed and produced by NEKCOM, based in Wuhan, China, and is set in the United States, which has become “an unofficial colony of Japanese economics and culture.” In an interview with the Chinese nationalist website Guancha Syndicate, NEKCOM founder Luo Xiangyu noted the fact that the game is told from a “unique Chinese perspective,” which is also in line with the CCP’s propaganda goals. “We wanted to do something that was centered on the popular culture of the 1980s with a lot of American and Japanese culture,” he said. “But we wanted to approach it from our own Chinese perspective.” This means that the game is told through “the Chinese interpretation of other subjects.” The game is widely played in the United States on PlayStation 4 and the online gaming service Steam. Guancha News declared in a headline, “Chinese Team Develops Game About ‘Japanese Culture Colonizing America’: Telling the Chinese Story Well Does Not Necessarily Mean Telling Chinese Stories.”17

The CCP sees video games as “national cultural exports” that can “create high-quality national style games to tell the Chinese story well and spread the voice of China well.”18 In one section of a cadet handbook on “The Role and Mission of External Propaganda Work,” the party says that to “tell a good Chinese story” is the first step of effective propaganda work. To be clear, what it means by the phrase is, in its own words, “why Marxism ‘works,’ [and] why socialism with Chinese characteristics is ‘good.’” It also means praising “the CCP’s governance of the country.”19 To that end, the CCP runs game forums in China attended by all the major video game producers to discuss how to enhance their propaganda work inside video games. These events are organized by something called the China Audio-Video and Digital Publishing Association, which is tied to the Central Propaganda Department of the Communist Party.20

The CCP is counting on video games to influence young people in the United States and elsewhere. “Video games [are] one form of media that the party recognizes is highly attractive to young audiences in China, but particularly overseas,” wrote Devin Thorne, an analyst at the Insikt Group. “And the question that we see work units under the Central Propaganda Department actively researching is how to disseminate Chinese culture—as curated by the party, obviously—and Chinese policies into video games.”21

Genshin Impact is a fantasy role-playing game produced in Shanghai, China. The game is enormously popular with teens in the United States, ranking in the top ten on Apple Store downloads of adventure games.22 The company behind the game is miHoYo, which boasts a CCP Party Committee. “The propaganda value that has been highlighted in party state media in relation to Genshin Impact’s popularity overseas is that it’s transmitting Chinese culture, particularly traditional Chinese culture,” Thorne said. “It’s sort of packaging that in a very fun and engaging way that’s going to draw audiences in.”23

Like TikTok, Chinese video game companies are at the beck and call of the Chinese government and intelligence services.


Chapter 9
The People’s Republic of Hollywood


The Chinese Communist Party Propaganda Department has a foothold of influence in the United States not only through TikTok and video games but also through Hollywood, the quintessentially American industry.

Pretty much every major Hollywood studio now has coproduction and investor relationships with—and is therefore influenced by—Chinese companies. This includes some of the biggest names in entertainment. Huayi Brothers Media, Perfect World Pictures, and TIK Films “appear to be the primary conduits with which the PRC is funneling money and influencing the content that appears in the films that result from these co-productions.” They have deals with famous Hollywood studios such as Universal Pictures, the Tyler Perry Company, Summit Entertainment, Miramax, New Line Cinema, DreamWorks, Lionsgate, Legendary Pictures, Warner Brothers, Amblin Entertainment, Team Downey, Apatow Productions, and more.1 Some of these companies, such as Lionsgate, have numerous deals with several Chinese companies. Paramount has eight such deals in place.2

Coproduction deals mean that the Chinese companies involved help finance the high cost of big Hollywood film productions and help distribute the films in China. These coproduction deals also make the entire production legally accountable to the Central Propaganda Department of the CCP, meaning that the CCP assumes the right to determine what is included in a film and what is not and, more subtly, the inclusion of messaging designed to advance the interests of the Party.3

Some Hollywood executives and stars seem especially willing to embrace Beijing’s messaging. Take, for example, the Russo brothers, Joe and Anthony, who have directed some of the biggest hits in recent years, including Captain America: The Winter Soldier, Captain America: Civil War, Avengers: Infinity War, and Avengers: Endgame. Subversive political themes abound in their Hollywood blockbusters. “We’re not interested in a blindly patriotic interpretation of the character [Captain America],” noted Joe Russo. “We’re much more interested in a deconstructed, subversive interpretation of the character. You can’t have a character called Captain America without examining what that means.”4 Captain America: The Winter Soldier, was called by one reviewer a critique of “the post-Snowden US landscape of state surveillance and counter-terrorist overreach.”5

Though critical of the United States as a surveillance state, the Russo brothers miss the irony of going into business with the biggest surveillance state on the planet: China. When Beijing decided to make a nationalistic action movie called Wolf Warrior 2, the brothers were happy to help it increase the quality of the film. Wolf Warrior 2 charts the success of a heroic Chinese military officer who takes on evil Western mercenaries. One promo poster for the film showed the hero giving the middle finger with a patch that read i fight for china in English. The tagline below read, “Anyone who offends China, no matter how remote, must be exterminated.”6 The film idealizes the CCP and the Chinese government. Some have compared it to Rambo, but this is not accurate.7 Though Rambo was patriotic in terms of its love of country, it was also highly critical of the US government and American bureaucrats. Some of John Rambo’s biggest battles were with his own government. The same cannot be said of Wolf Warrior 2, which only praises the Chinese government (specifically, its positive work in Africa as compared to the United States’ failures) and also pushes foreign policy such as the Belt and Road Initiative.8 Indeed, the film elevates Chinese government bureaucrats to superhero status. No wonder Chinese embassies held screenings with receptions for the film.9

The Russo brothers provided advice on the film and introduced the Chinese director “to some of our relationships in the business, like a stunt team.” They also arranged “a bunch of meetings . . . with some of the top-tier visual effects houses in the U.S.”10 and lined up the American actor Frank Grillo to play the villain in the film. According to Grillo, the Russo brothers’ involvement helps make Chinese propaganda films competitive in global markets.11

The Russo brothers set up a film company in Los Angeles called AGBO, which they described as a “progressive film studio.”12 In 2018, AGBO received a $250 million investment from one of China’s largest film companies.13 They also set up a start-up studio with offices in Los Angeles and Beijing called Anthem & Song in what the Hollywood Reporter called “a hush-hush deal.” The plan was for the brothers to produce Chinese-language films.14 The brothers explained that they were turning to the Chinese film business because there is “no independent scene” in the United States anymore. The Chinese film industry is, of course, far less independent than the industry in the United States.15

Few people in Hollywood are willing to go quite as far as the Russo brothers, but others such as Steven Spielberg and Jeffrey Katzenberg are happy to do cofinancing deals with Chinese companies, which means that their films are subject to the scrutiny of the CCP Propaganda Department. Katzenberg wields enormous power not only in Hollywood but in Washington, DC, as well. He recently pledged that he would provide “all the resources” needed for Joe Biden to win reelection in 2024. And he has the resources to do it.16

Beijing casts a longer shadow on Hollywood productions than you might think. Of the one hundred highest-grossing movies released between 2014 and 2018, forty-one had Chinese investors.17 Particularly popular are the science fiction and action genres, which allow the films to construct new, dystopian worlds that speculate about societal demise.18

Films are ideal for spreading propaganda because audiences expect to be entertained and thus let their guard down. Big blockbusters such as Mortal Engines, Transformers: Age of Extinction, and Pacific Rim: Uprising were all produced by American studios and financed with Chinese money. Many of the main characters are Chinese. In Pacific Rim, a California pilot named Jake is living a “hedonistic” lifestyle in the Golden State, when he is arrested early in the film. To avoid jail time, he agrees to travel to China to train pilots. As the story progresses, he learns that his selfishness is the problem and that he feels fulfilled by contributing to the defense of the Pacific Rim.19

Ethnic Tibetans are not so welcome in these films. When Marvel began work on the superhero movie Doctor Strange, they changed one of the central characters to avoid offending Beijing. The Ancient One, who was Tibetan in the comic books, was changed to Celtic. One of the film’s writers later admitted that they had removed Tibetans from the film to avoid crossing the Chinese government.20

Hollywood blockbusters coproduced by Chinese companies and intended for release in the Chinese market also have far fewer dark-skinned stars than those released solely in the United States, including a lot of Hollywood blockbusters. According to a study conducted by professors at the Johns Hopkins Carey Business School, “Chinese society’s aesthetic preference for lighter skin can be linked to the more frequent casting of pale-skinned stars in films targeting the Chinese market.”21

The content of films is changing, too, with the plotlines often involving American characters being aided by technologically or intellectually superior Chinese characters. In films such as The Martian, starring Matt Damon, a stranded American astronaut is rescued by the Chinese government courtesy of a top secret rocket booster technology that it provides to NASA.22 In The Meg, a main character is a Chinese marine biologist who draws upon her knowledge of sharks to deal with the massive creature. Both films were, of course, coproduced with China.23

Perhaps the easiest way to illustrate the escalation of CCP themes injected into storylines is to track the evolution of the children’s films Kung Fu Panda, Kung Fu Panda 2, and Kung Fu Panda 3. The first Kung Fu Panda was made by Katzenberg’s DreamWorks Animation without financing from Beijing. It depicts a martial arts bear named Po who worries whether he can rise to the challenge of the kung fu legends. He eventually believes in himself as an individual and defeats the enemy. In Kung Fu Panda 2, the story continues as a mentor helps Po find his unique strength and peace to vanquish the enemy—despite the enemy’s superior technology.

But the film became less of an irreverent comedy and offered a “reverent tribute to Chinese culture.” At the time, DreamWorks announced plans to construct a $330 million studio near Shanghai. Katzenberg sat down with Yu Zhengsheng, the chief of the Shanghai CCP, who encouraged him to produce “cultural products” that would help China’s image. The new studio would, of course, be majority owned by DreamWorks’ Chinese partners.24

Kung Fu Panda 3, cofinanced by China, has a very different message. Po no longer focuses on himself as an individual but instead focuses on the collective, encouraging the villagers to take up arms in an animated “people’s war” against the antagonist. In short, collective Eastern values slowly replace the more individualistic Western values throughout the course of the series.25

In 2019, DreamWorks released another animated film called Abominable, about a group of teenagers trying to save a Yeti. The film, which was cofinanced by China’s Pearl Studio, featured a map of China that included the Communist government’s territorial claims in the South China Sea, which didn’t even figure into the plot. The so-called nine-dash line makes territories claimed by Vietnam, China, Taiwan, and the Philippines strictly Chinese territory.26 Some might wonder: Does the fact that this territorial claim is mentioned in a children’s film matter? Gregory Poling, the director of the Asia Maritime Transparency Initiative, believes that it does. “If you do slap a nine-dash line on say DreamWorks movies that get localized and distributed around the world, it does I think send a subtle message that (the) default world view should be that the nine-dash line is real and legitimate,” he said.27

In 2020, Pearl and DreamWorks partnered on another children’s animation project, Over the Moon. The film is a paean to Chinese technological prowess; the main character expounds extensively on an advanced high-speed rail system being built by the government.28

Steven Spielberg has also become cozy with Beijing over the years. In 2016, he allowed Alibaba—which we have seen is largely state-controlled—to buy a stake in his company, Amblin Entertainment.29 Necessarily, his company works closely with state censors to ensure that his films meet with their approval. Spielberg was not always so willing to play ball with Beijing. In 2008, he ducked out of a project connected with the Beijing Olympics because he was concerned about the Chinese government’s involvement with human rights violations in Darfur.30 How times change.

The Walt Disney Company’s 2020 remake of Mulan was coproduced by the China Film Co-production Corporation, and the Central Propaganda Department had to approve the script.31

The politics of producing children’s entertainment is enormous in China. The film Despicable Me 2 was denied distribution in China because, it was rumored, the minions too closely resembled former CCP secretary general Jiang Zemin.32 (Chinese authorities denied the rumors, insisting that the film had not been submitted for censorship approval.)

Films cofinanced with Chinese production companies show a consistent pro-Beijing tilt.

In 2016’s The Great Wall, starring Matt Damon and Willem Dafoe and produced by Legendary Pictures and Universal Pictures, European travelers on the Silk Road flee behind the Great Wall of China after suffering a brutal attack by a monster. They end up fighting alongside Chinese soldiers to defeat the beast. In a central scene from the film, one of the Europeans sits down with a Chinese commander, and they discuss their lives. The Chinese commander notes that although the Europeans are mercenaries fighting for money, she—with great moral superiority—is fighting for the safety of her people.33 The film, which was directed by the Chinese government’s “officially ordained filmmaker,” was produced by a Chinese studio, whose parent company’s chairman explained in 2016 that part of his role in life was expanding China’s “soft power” around the world through film.34

The World War II epic movie Midway, starring Woody Harrelson and Nick Jonas, among others, was produced by Summit Entertainment with funding from China. Although a story about the US Navy’s victory over the Japanese Navy in the decisive battle in 1942, the film goes out of its way to add a subplot that is not about the naval battle but highlights how much China suffered during the Second World War, with ample mention of how it helped defeat Japan. Chinese state media noted that the funding had given China a bigger role in the action film.35

The zombie blockbuster World War Z, starring Brad Pitt, was a global hit. Produced by Paramount Pictures, its plot was changed by studio executives to avoid upsetting Beijing. In one scene, the main characters believe that the virus that is causing people to turn into zombies originated in China. The scene was cut.36

In the film Skiptrace, starring Johnny Knoxville and Jackie Chan and distributed by Saban Films, an American witnesses a murder in China and is tracked down by a Chinese detective named Benny to testify at the murder trial. The American is depicted as a selfish “lowlife,” while Benny is a completely honorable man. The American eventually realizes that Benny has his priorities straight and follows his example.37

In the remake of The Karate Kid, starring Jaden Smith as Dre, the main character at first finds himself in a decaying, dirty, and dangerous Detroit. But when he and his mother move to Beijing, they find it safe, clean, and orderly. The mother refers to China as a “magical place” that offers a better life than Detroit does. The film, produced by Will Smith, might have been called The Karate Kid, but since karate comes from Japan, in this film Dre learns kung fu, which comes from China.38

The film Looper, starring Emily Blunt and Bruce Willis and produced by TriStar Pictures, is set in 2044. The main character works and is paid in silver, but he cashes the money in for yuan, the currency of the People’s Republic of China. At one point, he meets a time traveler who tells him, “I’m from the future . . . you should go to China.” The film contrasts Kansas City with Shanghai, with the Chinese city clearly being superior.39

Universal Studios’ The Mummy: Tomb of the Dragon Emperor, was coproduced by a Chinese film company, which meant changing the script. The producers cut from the script the imperialistic ambitions of the story’s villain, a resurrected Han emperor, because apparently emperors were not imperialistic. (Huh?) “I could see how if you had a certain mindset you could misinterpret” the script, explained director Rob Cohen in defending the move.40

Transformers: Age of Extinction, starring Mark Wahlberg and produced by Paramount Pictures, fits the same pattern, with senior Chinese government officials coming off as results oriented and capable. In contrast, American officials are bumbling and generally incompetent. Like the others mentioned here, the film was cofinanced by Chinese companies.41 It’s part of a pattern in many of these coproduced films: “morally compromised or outright corrupt Americans” are defeated by Chinese heroes. In Transformers, an evil American, played by Stanley Tucci, is defeated by a Chinese woman named Su Yeming, who is working alongside Wahlberg.42 The film is “a splendidly patriotic film,” noted one reviewer in Variety, “if you happen to be Chinese.”43

“These films implicitly endorse a view of China as benign, and to some extent even weaken the positional superiority of the U.S. vis-à-vis China, which, more than just being a passive victim of American folly, [China] assumes an active role in helping to right American-led wrongs,” noted the scholar Chris Homewood.44


Part IV
Loot a Burning House
(趁火打劫)



Chapter 10
Social Engineering a Pandemic


In New York, refrigerator and freezer trucks arrived at hospitals empty, to be loaded up with dead bodies. The trucks would eventually head to crematoriums for the bodies to be burned.1 In 2020, death and the fear of death were everywhere. In Houston, Texas, twenty-eight-year-old Dr. Adeline Fagan worked overtime trying to save lives. Like thousands of other frontline workers, she treated covid patients without wearing necessary personal protective equipment (PPE). She contracted covid and died.2 It was not just a US problem; for most of 2020–2021, the virus cast a huge, ominous shadow over the entire planet. Millions of people died, and billions of people’s lives were disrupted. It was the most disruptive global event since World War II.

The Chinese Communist Party (CCP) stands at the center of this pandemic. When the house began to burn because of the virus, the CCP took actions that amounted to looting the house while the world was fighting the fire. In some ways, our political class participated in the looting. And since those events, it has completely failed to hold Beijing accountable.

CCP leaders were quite clear that they saw the pandemic as an opportunity. Li Shenming, a deputy director of the Twelfth National People’s Congress, wrote in the summer of 2020 about the pandemic, “Given the complicated international situation, the international struggles are entering an age of unrestricted warfare waged in all fields, directions and dimensions.” (Emphasis added.) He explained that “it is China, in the final analysis, that is in control of this important period of strategic opportunity for development.” The virus was “deeply revealing the decadent and declining nature of the capitalist system and values in the US. . . . The key lies in which country can outlast the other.”3

Whether the virus emerged from a lab leak, which seems very likely, or was simply a natural occurrence, as some people continue to insist, Beijing manipulated the world. It conducted policies and actions that maximized the damage the virus would inflict. That in and of itself constitutes a bioweapon attack.

China also used the virus to advance its authoritarian system of government in the United States and democratic societies around the world. The pandemic brought what US Supreme Court justice Neil Gorsuch called “the greatest intrusion on civil liberties in the peacetime history of this country.”4 In short, Beijing manipulated the world’s leaders into taking draconian measures to respond to the virus.

Yet our political leaders have overwhelmingly remained silent in the grim aftermath of the pandemic, having been outmaneuvered by Beijing. It would be as if, after the Pearl Harbor attack, our leaders had decided to go on as if nothing had happened. Only the death toll from covid has been far higher.

Exactly when the covid story begins is itself a mystery. In the fall of 2019, mounting evidence, largely concealed from the world, suggested that something was not right in Wuhan, China. In “late Summer and early Fall 2019,” satellites detected a surge in the number of people in hospitals in Wuhan; the hospital parking lots were closer to capacity than usual, according to researchers at Boston University, Harvard Medical School, and Boston Children’s Hospital. At the same time, searches for the terms “cough” and “diarrhea” in Wuhan jumped on Baidu, China’s largest search engine. Cough and diarrhea are, of course, symptoms of covid.5

On September 12, 2019, the Wuhan Institute of Virology (WIV), which was conducting extensive research on viruses, quietly removed from the internet a database of 22,000 virus samples and their sequences that had previously been open access to scientists around the world.6

In October of that year, the International Military Sports Council Military World Games opened in Wuhan, with thousands of military athletes from around the globe participating. Some were stunned to find Wuhan a “ghost town,” in the words of an athlete from Luxembourg.7 Scores of athletes later reported getting seriously ill while at the games. One Canadian athlete recounted, “This was a city of 15 million people that was in lockdown. It was strange, but we were told this was to make it easy for the Games’ participants to get around. [I got] very sick 12 days after we arrived, with fever, chills, vomiting, insomnia. . . . On our flight to come home . . . 60 Canadian athletes on the flight were put in isolation (at the back of the plane) for the 12-hour flight.”8

By November 2019, three researchers from the WIV, all of whom had been working on coronavirus research, visited the hospital with symptoms consistent with what later became known as covid-19.9

The South China Morning Post later reported that internal Chinese documents claimed that the first covid-19 case had occurred somewhere near Wuhan on November 17. After that, up to five new cases had been reported per day through mid-December.10

By December 2019, people were becoming seriously ill in the United States and Europe. Blood samples taken from sick patients at the time and later retested confirmed that they had had covid-19.11

By the end of January 2020, the Chinese government blocked flights from Wuhan to the rest of China but allowed flights to leave it for the rest of the world.12 Wuhan Tianhe International Airport had direct international flights to New York, San Francisco, Milan, Paris, Rome, Tokyo, Hamburg, Dubai, and many other international destinations.13

Perhaps someone in the United States should have noticed all of this. Chinese officials must have known by late December the lethality of what they had on their hands: a very dangerous and highly contagious disease. But Chinese laboratories “were ordered to stop further testing, destroy samples, and suppress the news to the fullest extent possible.”14

The Chinese government not only made a critical decision to lie to the rest of the world but moved to corner the market on masks and other protective gear necessary to fight the virus. Beijing’s policies maximized the damage covid-19 inflicted on the West. If Chinese authorities had declared a health emergency at the end of December, the global pandemic could have been slowed. In December, according to official figures, there were just a few hundred patients in Wuhan. By January 12, the number of cases exceeded fifteen thousand.15

Dr. Anthony Fauci, at the time the director of the National Institute of Allergy and Infectious Diseases (NIAID), said he learned about the outbreak in China on December 31, 2019, or in the “first couple of days” of January 2020.16 Chinese officials reassured the world that the virus was not transmissible from human to human—something it now appears they knew was a lie.

Dr. Robert Redfield, then the director of the Centers for Disease Control and Prevention (CDC), received a phone call on January 3, 2020. It was his Chinese counterpart, Dr. George Fu Gao. Gao told Redfield that people had been getting sick after exposure to the virus at the wet market in Wuhan and no human-to-human transmission was taking place. A few days later, Gao admitted to Redfield that many cases were emerging that were not connected to the market.17 Aware of the WIV and hoping to rule it out as a possible source, Redfield offered to send specialists to help investigate. Chinese officials didn’t respond.

Also on January 3, China’s National Health Commission ordered Chinese biolabs to destroy all samples of the virus, SARS-CoV-2, including those they had obtained from people already infected. Beijing also refused repeated requests from the World Health Organization (WHO) to give it access to the laboratory logs at WIV.18

Beijing aggressively silenced anyone in the country who talked openly about the virus. By January 1, eight people had been investigated by the police for spreading rumors about the disease, including medical doctors. In all, 254 people would be charged with the crime of spreading rumors in the first week of January 2020.19

At the same time, Chinese imports of critical PPE surged. According to a Department of Homeland Security internal intelligence memo obtained by the author, in the first month of 2020, Chinese imports of surgical face masks jumped by an astonishing 278 percent, imports of surgical gowns increased by a whopping 72 percent, and imports of surgical gloves climbed 32 percent.20

At the same time, China’s exports of such critical medical supplies dropped like rocks into a pond. The export of surgical gloves and face masks plunged by half (48 percent each), and that of surgical gowns fell even further (71 percent); exports of intubation kits (56 percent), medical ventilators (45 percent), thermometers (53 percent), and cotton balls and swabs (58 percent) also dramatically declined.21 If the American house is about to burn, Chinese officials must have thought, we may want to buy up all their fire hoses.

Beijing then worked to manipulate the trade data to obscure its actions. As the Department of Homeland Security stated in that internal intelligence memo, “In its communications, China intentionally concealed its trade activity by publicly denying it has ever imposed an export ban on masks and other medical supplies, combining its publicly released January and February trade figures to likely conceal the details of its import and export of medical supplies, and delayed release of key trade data, according to information from local press and a commercial trade data provider.”22

On January 14, 2020, Chinese officials reaffirmed the lie that human-to-human transmission wasn’t a danger. The WHO tweeted the same.23

On January 19, a thirty-five-year-old man showed up at a clinic in Snohomish County, Washington, just north of Seattle, with a fever and a cough. He had just returned from Wuhan. The following day, the CDC confirmed that he had the virus later known as covid-19, the first known case in the United States. Four days later, a woman in a Chicago hospital suffering from pneumonia became the second US-diagnosed case.24

PPE supplies were already pouring into China, a head start the country had obtained by lying to the world. On January 22, the WHO tried to pass a declaration of a Public Health Emergency of International Concern (PHEIC) to prepare the world for what was coming, but China blocked it. On January 30, the WHO voted again; China again tried to block the declaration but failed.25

Beyond the usual import methods, Beijing quietly activated a clandestine global network to procure masks and other supplies and send them to China. Thousands of United Front groups began aggressively buying critical supplies off retail store shelves in the countries where they lived, including the United States, Europe, Australia, and elsewhere, and shipping them to China. In Australia, the Border Force reported intercepting five “massive” shipments headed for China of “medical supplies, including masks and other personal protective equipment,” that had been collected by United Front groups in Australia. That occurred just as Australia had begun scrambling for scarce masks.26 In Canada, a Chinese businessman with possible ties to a money-laundering operation sent his private jet back to China with a load of PPE supplies. The Chinese news agency Xinhua even praised the Chinese patriots “from dozens of countries on five continents [who] joined this invisible battle . . . they travelled day and night and raced against time to send back batches of scarce supplies to the motherland.”27

In Japan, United Front groups gathered “520,000 masks in three days.” The same was happening around the world from Toronto to Nairobi, from Buenos Aires to Milan. Canadian member of Parliament Erin O’Toole even went public with the report that Canadian intelligence believed that “United Front groups in Canada helped Beijing stockpile coronavirus safety supplies.”28 He was one of the few leaders who did.

At the end of January, as the world began reacting to the reality of the global threat, China managed to import some twenty million respirators and surgical masks in twenty-four hours.29 At first, the Western world, oblivious to what was going on, generously sent China supplies. The European Union shipped nearly sixty tons of medical supplies to China, much of it from national strategic stockpiles. Beijing even asked that the supplies be shipped discreetly, lest it be somehow publicly embarrassed. “By contrast, when the pandemic arrived in Europe, the Chinese government made a big show of offering ‘aid’ to Europe—much of which actually came with a price tag.”30 By the end of February 2020, a stunning two billion masks had been shipped to China.31

In Washington, President Trump publicly thanked Beijing for its effort to “contain the Coronavirus,” adding “on behalf of the American People, I want to thank President Xi!”32 The Trump administration, apparently oblivious to the Chinese buying spree of critical medical supplies, transported seventeen tons of medical supplies to China in February and committed a total of $100 million to the effort.33

Later, US intelligence figured out what Beijing had been doing and spelled it out in a report titled “New Analytic Technique Indicates China Likely Hid Severity of COVID-19 from the International Community While It Stockpiled Medical Supplies”: “We assess the Chinese Government intentionally concealed the severity of COVID-19 from the international community in early January while it stockpiled medical supplies by both increasing imports and decreasing exports,” wrote Homeland Security intelligence analysts in that May 2020 memo. “We further assess the Chinese Government attempted to hide its actions by denying there were export restrictions and obfuscating and delaying provision of its trade data.”34

At first, Dr. Fauci calmly reassured Americans that “This [virus] is not a major threat to the people of the United States and this is not something that the citizens of the United States right now should be worried about.” Even after China admitted that the disease was transferrable from human to human, Fauci saw minimal risk for the United States. The Wuhan virus was “a very, very low risk to the United States,” he said in a January 26, 2020, radio interview. He resisted the idea of a travel ban, telling US senators that restricting travelers from China was not a good idea. Redfield, he said, supported that position.35 Within a matter of weeks, he moved from not supporting international travel restrictions to supporting a national stay-at-home-order.36

Rewind to October 31, 2019, when the Central Committee of the Chinese Communist Party gathered in the Great Hall of the People in Beijing. President Xi, in his remarks, envisioned a great clash coming between China and the West. The competition in political systems “is the most fundamental competition among countries,” he wrote in a message published in China’s top political journal, Qiushi. He exhorted the Propaganda Department to be prepared to “tell the good story about China’s system at home and overseas. Constantly strengthen the persuasiveness and appeal of China’s state system and state governance system.” These systems, he emphasized, are “fundamentally based on Marxist principles.”37

The global pandemic that soon followed hardly dampened that propaganda goal. With covid raging in China and moving to the shores of the United States, President Xi published a statement declaring that the Chinese government, rather than retreating in the face of the virus, would “exploit the pandemic” as a chance to expand Beijing’s power on the global stage. He used a phrase that he would later repeat to leaders around the world: “We are promoting the concept of a Community of Common Destiny for All Mankind.”38

What did he mean by that? It sounded friendly enough—idealistic, even unifying. But according to Chinese government officials, Xi’s “idea of a Community of Common Destiny for All Mankind is a reflection of Marxist theory of the collective with a modern spirit.” It means a “singular human collective,” a twenty-first-century version of the “unified international proletariat.”39

Xi saw an opportunity to weaponize the pandemic to advance China’s ideological agenda. When the virus started to slam the United States, an occasion to advance Beijing’s cause presented itself. In part, that was because of the equipment shortage that Beijing had helped engineer. It was the perfect moment to foist the Chinese form of governance onto the rest of the world.40

That Chinese form of governance was less than friendly in response to the pandemic: a brutal, police-enforced lockdown was enacted. Some people were forcibly locked in their homes with metal bars. Violators of the lockdown were publicly chained to metal posts.41 Before the 2020 pandemic, forced lockdowns were widely seen in the West as being ineffective, damaging, even draconian. In 2017, in fact, the Centers for Disease Control and Prevention had issued guidelines for a “very high severity” pandemic, which they defined as one akin to the Spanish flu. The guidelines called for “voluntary home isolation of ill persons.” (Emphasis added.) The “CDC might recommend voluntary home quarantine of exposed household members in areas where novel influenza virus circulates,” it wrote. But it was voluntary, not mandatory. And it was voluntary for those who were ill. The CDC did not call for a forced lockdown for the general population during a pandemic.42

It had long been accepted that lockdowns and the severe disruptions they caused sabotaged the fight against pandemics. Dr. Donald Henderson, who was responsible for eradicating smallpox, explained to colleagues in 2006, “Experience has shown that communities faced with epidemics or other adverse events respond best and with the least anxiety when the normal social functioning of the community is least disrupted.” Indeed, he and his colleagues went on, “There are no historical observations or scientific studies that support the confinement by quarantine of groups of possibly infected people for extended periods in order to slow the spread of influenza.” He even cited a WHO working group that had concluded that “forced isolation and quarantine are ineffective and impractical.” And given all that, “The negative consequences of large-scale quarantine are so extreme . . . that this mitigation measure should be eliminated from serious consideration.”43

In contrast, lockdowns have long been enforced in China. While a quarantine requires the sick to stay at home, a lockdown requires everyone to stay at home. The practice has been common in China going back centuries.44

In the crucial days of the spring of 2020, American and European leaders abandoned its own medical wisdom and imitated the authoritarian policies of the Chinese police state. Within weeks, they imposed forced lockdowns throughout the Western world. Beijing lauded their doing so as an endorsement of its repressive measures.

What happened?

Beijing’s hand loomed large in laying the groundwork for US leaders to embrace the Chinese model of keeping people in their homes.

In February 2020, the Imperial College in London issued a stunning report that received massive media attention. It sent many Western leaders into a panic. A research team led by Professor Neil Ferguson of Imperial College London used a computer model informed by flawed Chinese data to predict that two million–plus Americans and five hundred thousand British would die of covid—unless something drastic was done. The stunning report received massive media attention. Later, the former chief scientist for the European Centre for Disease Prevention and Control, Johan Giesecke, called Ferguson’s model “the most influential scientific paper” he could recall. He also called it “one of the most wrong.”45

In March 2020, Ferguson and his researchers at Imperial College London issued another bombshell report: China’s brutal lockdowns were halting the virus! According to the report, China had “no new confirmed cases” of covid-19 transmitted from person to person—ostensibly because of the police-state lockdown. “This is an indication that the social distancing measures enacted in China have led to control of COVID-19,” the research team claimed.46 Ferguson concluded that the only “viable option” for Britain (and the world) was to follow was the model of “suppression” (like that being used in China).47 But that conclusion was, in fact, flawed, given that it was based on unreliable data provided by the Chinese government.

The newspaper headlines shook world leaders and their advisors. President Trump was briefed in the White House on Ferguson’s findings—reportedly, they “changed” his “demeanor.”48 Western political leaders quickly looked to imitate repressive China. What no one seemed to notice at the time was the curious ties that Imperial College London enjoyed with Beijing and Chinese involvement with the studies.

In October 2015, Imperial College London welcomed a very special visitor. Chinese leader Xi Jinping was on his only visit to London since he had achieved the party leadership, and among the few stops on his itinerary was a visit to that institution of higher learning. College president Alice Gast welcomed Xi with a glowing speech that celebrated Imperial College London’s close work with the Chinese government. “Imperial College London strives to be just that, China’s best academic partner in the west. . . . As China’s top research partner in the UK, Imperial’s academics and students benefit from collaboration on a daily basis,” she told President Xi and the crowd in attendance. Interestingly, one of the areas of collaboration was “public health.”49

Imperial College London was in rarefied company. The relationship continued, and in 2018, it was one of only two European colleges (none in the United States) to sign a “strategic academic cooperation agreement” with China’s most elite college, Tsinghua University in Beijing.50 Indeed, Imperial College also was the site of two major research centers that were sponsored by Chinese military-linked companies, whose work could “advance China’s military ambitions.” They were shut down by the British government in 2022.51 When Ferguson and his team, which included Chinese researchers, put together their bombshell reports, they relied on data from Beijing.52 Chinese misinformation embedded in those apocalyptic reports played to human fears, causing Western leaders to imitate the repressive Chinese state and forcibly lock their societies down.

Ferguson’s reports were not the only vectors of deadly disinformation Beijing used to push Americans toward lockdowns. At about the same time that he released his reports, Dr. Clifford Lane, an assistant to Dr. Fauci, was dispatched to China as part of a WHO group investigating the virus.53 Not surprisingly, the trip was choreographed by the CCP, which controlled what the delegation could see and to whom they could speak. As the delegation traveled between meetings and events, Western members of the team sat on one bus, Chinese doctors on the other. It was Lane’s first trip to China, so he had no experience dealing with Chinese government officials or the CCP.54

Lane returned with an assessment of how China was handling the virus. “When we got there, the outbreak was already coming under control in China,” he wrote to Fauci in an email, naively believing what CCP officials had told him. “The measures they put in place appear to be working. I think that they felt there were lessons learned they wanted to share with the rest of the world.”55

How absurd are the Chinese numbers when it comes to reported covid cases? China, with 1.4 billion people, continually reported cases and death rates that compared more than favorably with those of much smaller, more remote countries.56 The country of ground zero, no less.

Lane also reinforced what the Ferguson team had said and what Beijing wanted the world to believe: “From what I saw in China, we may have to go to as extreme a degree of social distancing to help bring our outbreak under control.”57

Lane took the Chinese officials’ word for the situation. In turn, so did Fauci. “Cliff went to China, and we wanted to find out what was going on there to see if there could be any lessons learned from what they were doing compared to what we’re doing,” he later testified under oath.58 Interestingly, Lane never made it to Wuhan. Instead, he met with Chinese officials in Beijing and accepted their data and conclusion that “well-regimented” actions (mandatory lockdowns) were necessary.59

Chinese government officials, with their own political agenda, shaped Fauci’s policy direction. On February 28, Fauci had written in the New England Journal of Medicine that the effects of covid “may ultimately be more akin to those of a severe seasonal influenza.”60 On March 9, he calmly advised that healthy people could go on cruise ships.61 Less than a week later, he endorsed the idea of a national shutdown.62

On February 25, 2020, Donald McNeil, then a science and health writer at the New York Times, wrote Fauci an email comparing the Chinese and American responses to the virus:

In China, we in the media tend to report the horrors and the lockdown and the government’s early lies. . . .
But the truth is that a lot of average Chinese behaved incredibly heroically in the face of the virus: 25,000 doctors and nurses went into Wuhan to help, knowing they might die. Average people gave up their stockpiles of masks so they could be shipped to Wuhan. Neighborhood committees brought food to thousands of little old ladies and checked on them every day, even as they asked them to stay behind their doors for fear of infection.
Meanwhile, in America, people tend to act like selfish pigs interested only in saving themselves. How can I hoard a mask? Where’s my vaccine?


Clearly, McNeil’s characterization of American’s selfishness in contrast with Chinese heroics suggests a narrative with an agenda. And Fauci didn’t appear to object to McNeil’s characterization.

“You make some very good points, Donald,” Fauci responded.63

Even before the United States, Italy fell into line with the authoritarian lockdown rhetoric. The leftist government in charge at the beginning of the pandemic had a history of cooperating with the Chinese Communist Party. In 2019, the Italian government had become the first G7 nation to join Beijing in the controversial Belt and Road Initiative.64

Italy’s minister of health, Roberto Speranza, was a member of the left-wing Article One party. He later published a book titled Perché guariremo: Dai giorni più duri a una nuova idea di salute (Why We Will Heal: From the Hardest Days to a New Idea of Health) in October 2020, describing how lockdowns could be used to implement far-left ideas in the government: “I believe that, after so many years going against the wind, there is a possibility of reconstructing a cultural hegemony on a new basis.” He also praised China for its covid response—and had no criticism of Beijing’s handling of the virus. Indeed, he labeled China a “great protagonist” of our time.65

Once Italy announced forced lockdowns, Communist China was happy to offer guidance on how to implement repressive measures. On March 12, 2020, Chinese experts arrived in the country to help the government with the crackdown. “There are still too many people and behaviors on the street to improve,” they instructed Italian officials.66 Ninety percent of the country was closed by the third week in March. But the number of covid-19 cases kept rising.67

Italy now became the model for other Western countries, including the United States. If Italy could do it—why couldn’t we?

The Trump administration issued guidelines for social distancing and encouraged people not to gather in groups. But with our federal system, it was up to state governors whether they wanted to implement forced closures. America’s largest state, California, became the first to enact a mandatory statewide stay-at-home order.

In California, the lockdowns took on a strong-man pose. Authorities not only closed outdoor trails, they filled skate parks with sand. Sheriff’s deputies in Los Angeles County even arrested a young man in Malibu for paddle boarding in the ocean.68

The next day Illinois followed suit. New York then announced a series of extreme measures, limited only because of a feud between Governor Andrew Cuomo and New York City mayor Bill de Blasio.69 The rapid pace with which the United States abandoned its own protocols and embraced Beijing’s model was remarkable. Even Professor Ferguson, who had gotten the ball rolling with his doomsday reports, was stunned by how quickly the United States slid into repressive measures. “I think people’s sense of what is possible in terms of control changed quite dramatically between January and March,” he said later. “. . . It’s a communist one-party state, we said. We couldn’t get away with that in Europe, we thought. . . . And then Italy did it. And we realised we could. . . . If China had not done it, the year would have been very different.”70

A debate ensued in the United States about the constitutionality of mandates and enforcement—and whether they even worked. Beijing tried to tip the scales in favor of lockdowns. Chinese state media mocked those who disagreed with lockdowns as advocating “wash your hands” to prevent the spread of the virus. Twitter deleted some 170,000 accounts linked to Chinese bot campaigns, but many accounts continued to push propaganda meant to shame.71

South Dakota governor Kristi Noem closed schools for the remainder of the year but did not issue a stay-at-home order or close businesses. She was subjected to an online harassment campaign as a result. Other governors faced similar attacks that used similar enough language to have been driven by Chinese bots.72 The Chinese government even bought ads on Facebook in praise of its response to the virus, without the usual disclaimer that Facebook requires of political and government-backed content.73

The fact that the Chinese authorities would invest money and effort in the United States regarding China’s virus response is telling. It suggests that they saw enormous political value in American imitation of their tyrannical measures. In their narrative to the world, authoritarianism became the surest way to live; freedom, the fastest way to die. Steven Mosher quoted the editor of the CCP’s Global Times: “Chinese government has adopted scientific and effective control measures. Loose political system of the U.S. allows more than 3,000 people [to] die of pandemic every day.”74

The narrative worked. Officials around the United States began to adopt the Chinese practice of lockdowns and their enforcement through surveillance of the population. A Chinese drone company with deep ties to the Chinese military “graciously” donated a hundred drones to the United States as “disaster relief” to fight covid. Forty-three law enforcement agencies in twenty-two states received the drones, allowing them to monitor citizens to ensure that they complied with stay-at-home orders.

In Elizabeth, New Jersey, officials received five drones from China and used them to “Help combat people not following social distancing.” The drones flew around the city and played messages from the mayor telling people to stay home. Local citizens were taken aback at the move. “We are trying to save lives, not be Big Brother,” wrote the police department on Twitter. A major portion of the drones went to one state—California.75

In the city of Chula Vista, just outside San Diego, the police department rigged two drones with speakers and night vision cameras. “If we need to cover a large area to get an announcement out, or if there were a crowd somewhere that we needed to disperse—we could do it without getting police officers involved,” explained a city police captain. The police department also planned to use the drones to inform the homeless population about covid.76 Exactly how effective it would be to sneak up on an unsuspecting homeless person with a drone and chat at them through a loudspeaker was not mentioned.

Along with the lockdowns and the government-sponsored drones designed to monitor people, snitch lines were established for people to report their neighbors.77 Students who failed to self-quarantine after returning to campus lost their housing money. Students could anonymously report fellow students who violated covid safety policies.78

The transition to Chinese-style lockdowns in the United States was facilitated by prominent US media outlets, which uncritically accepted China’s claim that it had conquered covid by the early spring of 2020. Interestingly, media outlets have a history of skepticism regarding US government officials but accepted Communist officials in China at their word.

In March 2020, the Washington Post opined that “China’s epidemic statistics suggest that its efforts have been effective.”79

In August 2020, the New Yorker ran a piece titled “How China Controlled the Coronavirus.”80 Geremie Barmé, the Australian sinologist who coined the term “Great Firewall,” compared the reporting to that of Walter Duranty, the infamous New York Times reporter who covered up Stalin’s Ukrainian genocide.81

In November 2020, the esteemed British medical journal the Lancet ran a story about “China’s successful control of COVID-19.”82

In November 2020, the Washington Post claimed, “The U.S. has absolutely no control over the coronavirus. China is on top of the tiniest risks.”83 Around the same time, the New York Times reported, “U.S. says virus can’t be controlled. China aims to prove it wrong.”84

Of course, the world eventually discovered the obvious: China had not controlled the virus; it had covered it up and controlled the narrative.

From the earliest days of the pandemic, Beijing controlled the media message. On February 3, President Xi directed the Chinese media to report the country’s response as “heroic.” Three hundred government-paid reporters were sent to Wuhan and surrounding areas to “provide strong public opinion support.”85 Ordinary Chinese people who attempted to tell the world the truth were silenced. For example, Fang Bin, a businessman, disappeared on February 9 after releasing a video of corpses piling up behind a Wuhan hospital.86

By mid-March, reporters from the New York Times, the Wall Street Journal, and the Washington Post were expelled from the country.87

Western media amplified voices with curious pro-Beijing links uncritically. A key member of Britain’s Scientific Advisory Group for Emergencies (SAGE) was Susan Michie. “Test, trace, and isolate system, border controls are really essential . . . social distancing . . . wearing face masks . . . We’ll need to keep these going in the long term . . . I think forever,” she declared. Michie was a fixture not only in the British media but also on CNN, breathlessly commenting on the need for Americans to get with the program and support government recommendations.88 Michie, it should be noted, is not a microbiologist or medical expert but a behavioral scientist.89

Beyond her association with SAGE, Michie had another affiliation: she is a member of the tiny pro-Beijing Communist Party of Britain. In fact, she has been affiliated with the party for more than forty years. The Communist Party of Britain enjoys “fraternal” ties with the CCP in Beijing. When asked by a British reporter whether her political relationships influenced her views, she responded, “I’ve come on your program as a scientist . . . you don’t ask other scientists about politics. So I’m very happy to speak about science which is what my job is, and to limit it to that.”90

CNN never asked her about her political affiliations.

Lockdowns in the United States quickly became subject to political manipulation and control. As reported by CNN, hundreds of health care professionals wrote a letter supporting the Black Lives Matters protestors gathering in large numbers, which went against social distancing and lockdown rules. But they added, “This should not be confused with a permissive stance on all gatherings, particularly protests against stay-home orders. Those actions not only oppose public health interventions but are also rooted in white nationalism.”91 They never explained why rejecting lockdowns was a racist matter. Lockdowns enabled a chosen few—almost always Democrats—to exert control not only over people’s daily habits but over who had the right to speak out. It was straight out of George Orwell’s Animal Farm, except that in this case: All free speech is equal, but some free speech is more equal than others.

In Germany, the Federal Ministry of the Interior issued a paper that was widely influential in propelling the West toward lockdowns, calling for measures that were “preventive and repressive in nature” to control covid.92 Among the paper’s authors were German scholars with close ties to China, some of whom openly supported China’s policies to control its own population. One of the authors, Otto Kölbl, had taught at a Chinese university and was researching “socioeconomic development in China.” If that sounds innocent enough, his views were not. On his blog he described Hong Kong as “parasitic” because of its capitalist characteristics and praised the Chinese Communist Party for how it governed Tibet.93 Another author was Maximilian Mayer, who taught at several universities in China and was a research fellow at Renmin University. Mayer had previously been supportive of China’s policies when it came to both foreign and energy policy.94

China also foisted on the United States and the world other measures that they claimed would help contain the spread of the virus and save lives—but had the opposite effect. Chinese officials explained in the early months of 2020 that perhaps the most effective way to treat severe covid patients was to put them on ventilators. It was “Chinese expert consensus” that ventilators should be the “first choice” for patients facing moderate or severe respiratory problems.95 This led to panic buying in the United States, most famously epitomized by New York governor Andrew Cuomo. Short of ventilators, he gave an angry press conference on March 24, 2020, when the federal government only sent him four hundred. “What am I going to do with 400 ventilators when I need 30,000?”96 China graciously stepped in and donated one thousand to New York City.

In the White House, Jared Kushner led an effort to procure one hundred thousand ventilators from domestic manufacturers in one hundred days.97

But the advice from China that set off the scramble and panic in the United States was not only wrong—it was dead wrong. Doctors in New York City and elsewhere quickly realized that ventilators did more harm than good. Studies showed that older patients put on ventilators had a 97.2 percent mortality rate. It is estimated that putting people on ventilators killed thousands of COVID patients in the United States.98

Throughout 2020, masks and other equipment were exceedingly hard to find in the United States, having been hoarded by Beijing. American health care workers, if they could find them at all, were using single-use masks for days in a row. Some medical professionals in other high-risk groups went without new masks for months. Some stitched together their own out of scraps of fabric. Many, such as Dr. Fagan in Houston, mentioned at the beginning of this chapter, died after exposure to covid due to a lack of on-the-job protection. In May 2021, the New York Times reported that more than thirty-six hundred first responders had died in the battle against the virus because of the lack of safety equipment.99 Beyond masks, when it came to other personal protective equipment, the problem was “severe” in US nursing homes and added to the death count there.100 Even as late as September 2020, 42 percent of nurses said they were still experiencing shortages of basic equipment.101 Since early in the pandemic, the lack of equipment “endanger[ed] health workers worldwide,” reported the WHO.102

Given the desperate demand, Beijing had leverage. It did not respond by donating supplies as the United States, Europe, and other countries had done for China in January. Instead, they sold the supplies back. More than 99 percent of China’s 2020 exports of medical personal protective equipment were sold, not donated.103

Just as Beijing’s media have been happy to report about machine guns on American streets without revealing that Chinese firms produce the auto sear switches that modified them, now, having worked to corner the market on medical supplies before alerting the world to the lethal virus it had unleashed, Beijing used the shortage of supplies as a symbol of American failure. Chinese media mocked the shortage of medical supplies as “a farce” and watched US government agencies in “a catfight for supplies.”104

In early April, California governor Gavin Newsom proudly announced on national television that he had signed a $1 billion contract with a Chinese company to provide masks and other medical equipment for California health care workers. The contract was with BYD, a Chinese company with no experience in producing medical gear. However, among other things, it did build guidance systems for the Chinese military’s missile program. BYD also had a history of hiring lobbyists to secure no-bid contracts—as was this one. When the contract terms were finally made public, it included heavily inflated prices. And when the masks arrived, federal inspectors rejected them for being subpar and unsafe.105 None of this seemed to have bothered Newsom. When he traveled to China in October 2023, he visited a BYD factory, praising their products.

In April 2020, the British government crowed that it had secured three hundred ventilators from China. The ventilators were unloaded at a ceremony at a military air base in England. “I’d like to thank the Chinese government for their support in securing that capacity,” said Michael Gove, a senior British government official. But British doctors who took delivery of the ventilators soon after warned that using them would cause “significant patient harm, including death.” They were of poor quality and unusual design that the experienced doctors did not recognize.106

Dutch officials found that tens of thousands of masks procured from China were substandard. Spain and Turkey received tens of thousands of testing kits that didn’t work. In Slovakia 1.2 million antibody tests imported from China were deemed worthless. They should “just be thrown straight into the Danube,” declared the prime minister. Beijing generally responded to those problems by condemning those nations’ ingratitude. As a condition of receiving the supplies, government officials were required to “publicly thank China in return for the shipments.”107

Beijing’s leverage of supplies was extremely helpful in tamping down the growing debate over the virus’s origins and criticism of the way the CCP had deceived the world.

According to Secretary of State Mike Pompeo, President Xi told President Trump that “continued calls for accountability would jeopardize America’s ability to receive PPE shipped from China.” When Pompeo went public with his concerns about the virus’s origins and the ensuing cover-up, Beijing complained—and Trump listened. “Shut the hell up for a while,” the president reportedly told Pompeo.108

Trump was generally deferential to Beijing throughout the crisis, knowing that it had him at a disadvantage. For all his public bluster about the “China virus” and “kung flu,” he privately told White House aides that if he were tougher on Chinese officials, they would be less forthcoming with information. So he remained uncharacteristically reticent in the face of Beijing’s outrageous conduct.109

When other US officials challenged Beijing’s conduct, the Xinhua News Agency claimed that China could cut off pharmaceutical supplies and plunge the United States into a “mighty sea of coronavirus.”110

Chinese analysts saw the medical supply shortage as a means of fostering the growth of socialism in the United States. “The rich or famous have easy access to testing amid dire shortages of testing kits,” reported Zhang Tengjun from the prestigious China Institute of International Studies, which advises the senior leadership of the Chinese Communist Party. “The continuous exposure of this phenomenon aroused the anger of the people and became the ideological basis for a new wave of democratic socialism [in the United States].”111

Beijing pushed the line further, arguing that lockdowns and suppressing civil rights in the United States were all about preserving rights. “When it comes to human rights,” Chinese officials explained, “China prioritizes the right to live.” It’s not clear that government mandates of any kind saved lives. We do know that they made human suffering worse. One study by a lockdown opponent, a Danish professor, Christian Bjørnskov, looked at twenty-four European countries and found that “severe lockdown policies have not been associated with lower mortality.”112

Another study by public policy scholars at the RAND Corporation and University of Southern California found that government closures and stay-at-home orders did not lower the death rate in either states or countries.113

Staying home caused a whole host of terrible outcomes. Half of cancer patients reportedly skipped their chemotherapy sessions. Organ transplant surgeries involving living donors dropped by 85 percent. Severe child abuse cases jumped by 35 percent. Suicide attempts by teenage girls skyrocketed some 50 percent.114 Not to mention the dramatic negative effects the lockdowns had on education and low-wage workers.115

Some advocates of the lockdowns argued that they were important to calm citizens; that they would lessen public anxiety.116 But studies demonstrated that they had the opposite effect, creating more fear. The primary driver of fear for many people became the simple fact that their governments had instituted lockdowns. “We found that people judge the severity of the COVID-19 threat based on the fact the government imposed a lockdown—in other words, they thought ‘it must be bad if government’s taking such drastic measures,’” reported one academic study.117

Lockdown advocates did not seem to worry so much about Americans’ anxiety but rather the fact that they were not anxious enough. In late August 2020, Anthony Fauci told members of the White House Coronavirus Task Force that average Americans were not afraid enough. “They need to be more afraid,” he said.118

Fear tactics pushed by Beijing drove our political leaders to seek solutions from Beijing. The American people were looking to their leaders for guidance—our leaders were looking to the CCP.

Beijing sought to prevail over, not work with, the United States. Beyond its obfuscation of data about the virus and cornering of medical supplies, it actively worked to undermine US efforts to come up with medical treatments for the virus. Covid vaccines are now the subject of serious debate—about their ultimate effectiveness and, for many patients, their serious side effects. But in the early months of the covid outbreak, there was an earnest search for a solution. In early 2020, several biomedical research laboratories in the United States working on vaccine research were subject to online attacks.

Why would a foreign actor do such a thing? The FBI cybercrime section quickly identified the source of the malicious attacks as two Chinese nationals. They were no ordinary Chinese citizens. According to the Justice Department indictment, they carried out their work for Chinese intelligence under the cover of the Chinese Institute of International Studies, a known cover organization for Chinese spies. The two operatives targeted US facilities researching covid-19 vaccines or other solutions. Indeed, the attacks seemed precisely timed. In late January, the cyberattackers searched for vulnerabilities in a Maryland biotech firm that had announced less than a week earlier that it was researching a potential covid vaccine. A couple of days later, they went after a Massachusetts biotech firm researching a possible medical solution to covid. On February 1, they targeted a California biotech firm that had announced just a day earlier that it was working on a vaccine.119

Senator Rick Scott of Florida said that the Senate Armed Services Committee saw evidence that Beijing was attempting to sabotage America’s vaccine development.120 He alleged that they were not simply attempts to steal information but efforts to disrupt, or even destroy, research efforts designed to fight the scourge. The two Chinese nationals were indicted by the US Justice Department in 2020. Predictably, they have not been extradited by China to the United States.

Other Chinese government–affiliated hackers managed to steal $20 million in covid relief funds from the US government by setting up fake Small Business Administration loans and unemployment insurance funds in more than a dozen states. The US Secret Service considers the group behind the attacks, APT 41, to be a “Chinese state-sponsored, cyberthreat group.”121


Chapter 11
A Cover-Up for China and Themselves


Why, of all the places on the planet, did Wuhan, China, become the epicenter of the global pandemic? From the earliest days of the crisis, some of America’s most powerful health-care officials asked this question in private conversations.

Some of the answers raised serious concerns. Virologist Ian Lipkin from Columbia University warned Fauci in an email just weeks after the virus began, “Given the scale of the bat [coronavirus] research pursued there—that is to say at the institute in Wuhan—and the site of the emergence of the first human cases, we have a nightmare of circumstantial evidence to assess.”1

Fauci acknowledged that understanding the exact origin of the virus was important: “The purpose of trying to determine the origin of an outbreak is to see what you can do, looking forward, to prevent it from happening again.”2 He was also very concerned about blaming China for the virus. He wrote in an email to a colleague about “Wild—wild speculations and accusations, you know, blaming the Chinese and talking about their [having released the virus] deliberately or accidentally—which certainly is a possibility.”3 His subsequent public talking points would lean much more on calling things “wild speculations” with very little mention of “certainly a possibility.”

On another occasion, he said of correspondence with Jeremy Farrar, then the director of the United Kingdom’s Wellcome Trust, that “he was afraid that people would be speculating and blaming people, blaming the Chinese, and—and that only will increase tensions and reduce cooperation.”4 Of course, Beijing was not really cooperating at all; it was hoarding supplies, lying about the number of cases, and hiding other data about the virus.

Fauci’s lack of interest in the virus’s origins seems to have been directly related to the concern that it would reveal China’s culpability. On April 12, 2020, he received a long email from a colleague (name redacted) pointing to China’s extreme lockdown measures and its fudging of the number of covid cases. Robert Redfield, the director of the Centers for Disease Control and Prevention, was copied. Fauci was not interested in discussing Beijing’s responsibility. He responded, “Thank you for your note. . . . I can only say that I (and I am sure that Bob Redfield feels the same way) prefer to look forward and not assign blame or fault.”5

This is the head of an organization that funded research in Wuhan to predict how the next coronavirus could start. However, when the Wuhan virus did emerge, he quickly lost interest in determining its origins.

Dr. Francis Collins, the director of the National Institutes of Health, shared Fauci’s desire to protect China. He argued for settling the debate over the origins of covid and defeating the “voices of conspiracy” about a lab leak or a deliberate release because it was necessary to maintain “international harmony.”6 Another scientist, Dr. Ron Fouchier, was likewise concerned that further debate on the issue of the nature of covid would “do unnecessary harm to science in general and science in China in particular.”7

Dr. Andrew Rambaut, who worked with other scientists to dispel arguments about a Chinese lab leak, was even more blunt. “Given the shit show that would happen if anyone serious accused the Chinese of even accidental release,” he wrote to his colleagues, “my feeling is we should say that given there is no evidence of a specifically engineered virus, we cannot possibly distinguish between natural evolution and escape so we are content with ascribing it to natural process.”8

The irony here is that some scholars in China believed that the virus resulted from a lab leak; they didn’t see the truth as harming Chinese science. Two Chinese researchers working in Wuhan at the time—one at the School of Biology and Biological Engineering at the South China University of Technology, the other at the Wuhan University of Science and Technology—investigated. They were blunt in their views, noting that the theory that the virus had spread from a bat being sold at a food market did not make sense and the market did not even sell bats. They quickly identified the research laboratories as the most likely place the virus originated from. They concluded, “The killer coronavirus probably originated from a laboratory in Wuhan. . . . Regulations may be taken to relocate these laboratories far away from city center and other densely populated places.”9

The researchers were correct: an investigation by the Wuhan Center for Disease Control and Prevention in February confirmed that the so-called wet market did not even sell bats.10

The United States’ appointed bureaucratic scientists seemed strangely determined to ally themselves with the CCP narrative—not with independent Chinese scientists. Collins was particularly interested in seeing the “naturally occurring virus” line become the conventional view. He emailed Fauci on April 14, 2020, asking, “Wondering if there is something NIH can do to help us put down this very destructive conspiracy [about an intentional release] with what seems to be growing momentum.” Copied on the email was the U.S. National Institute of Allergy and Infectious Diseases (NIAID) deputy director Clifford Lane.11

Peter Daszak is the president of the EcoHealth Alliance, a nonprofit organization that works with local researchers around the world. The alliance served as a conduit to fund controversial research in China and other parts of the world. The US government, including Fauci’s institute, funded the group. Daszak then sent those federal dollars to research laboratories around the world, including the Wuhan Institute of Virology. He was eager to steer discussions away from a possible lab leak for the benefit of his Chinese grant recipients. He signaled to the National Academies of Sciences, Engineering, and Medicine (NASEM), the Chinese Academy of Science, and others his ongoing discussion with colleagues to steer the debate away from a lab leak. “We discussed ways we could frame a future topic that would allow us to talk about some important issues around the ‘natural history’ of SARS-CoV-2, that might also be comfortable for our Chinese colleagues,” he wrote.12

Daszak insisted that the virus had been naturally transferred from bats to humans. But in 2019, Daszak, Shi Zhengli (aka the Bat Lady), and others had released a report of a study in which they had taken blood samples of some 1,500 people between 2015 and 2017. They’d wanted to see whether people who lived or worked around bat caves might get coronavirus from bats. Would the disease transfer from bats to people? They had concluded that “this study suggests that bat coronavirus spillover is a rare event.”13

After the emergence of covid-19, Daszak ignored his own report and offered a new narrative. “We can safely estimate that between one and seven million people are infected with bat coronaviruses each year,” he wrote in June 2020. “Ignore the conspiracy theories: scientists know COVID-19 wasn’t created in a lab.”14

In July 2020, the WHO organized a committee to study the virus’s origins. The US government submitted several respected names, including that of an epidemiologist from the CDC, for the committee. The WHO rejected the nominations; the only US representative would be Peter Daszak. The WHO investigation was more of a bureaucratic cover-up than a scientific investigation. The purpose and scope of the WHO investigation was “to identify the zoonotic source of the virus.” In other words, the scientists would not even be going to take a serious look at the prospects of a lab leak.15

The WHO panel concluded by assessing the probabilities of the origin of the disease. They declared that the wet market scenario was “possible to likely” (even though no bats were sold at the market). Comically, they declared it “possible” that the virus could have been transmitted “through frozen food.” A lab leak? That was “extremely unlikely.”16

In early February, high-ranking public health officials tried to shut down the debate. A group of virologists published a letter in the Lancet on February 19, 2020. “We stand together to strongly condemn conspiracy theories suggesting that COVID-19 does not have a natural origin,” they wrote. They declared that scientists “overwhelmingly conclude that this coronavirus originated in wildlife” and called on the public to stand with their Chinese colleagues fighting the disease. The letter was odd because it never really addressed the question of a natural virus escaping from the lab.17 It purposely conflated every wild “conspiracy” with the simple idea of a worker making a tragic mistake.

The effort was organized by Fauci in a series of telephone calls and teleconferences. Fauci assembled a team to counter claims of a lab leak, and he curiously excluded from the conversation the head of the Centers for Disease Control (CDC) Robert Redfield, who happened to be a virologist. (Fauci is an immunologist.) Why would Fauci exclude him from these planning meetings? According to Redfield it was precisely because he believed that the lab leak was a possibility—and Fauci did not want that part of the conversation.18

Three days later, Fauci was at the White House for a press briefing of the Coronavirus Task Force. A reporter stood up and asked, “I wanted to ask Dr. Fauci. Can you address the suggestions or concerns that the virus was somehow manmade, possibly came out of a laboratory in China?”19 Fauci responded by referring to the letter in the Lancet. “There was a study, recently, that we could make available to you, where a group of highly qualified evolutionary virologists looked at the sequences there and the sequences in bats as they evolve, and the mutations that it took to get to the point where it is now is totally consistent with the genome of the species from an animal to a human.”20

He hoped that would settle the matter and take the heat off his colleagues in China. But the letter was hardly pure science. Its author was Daszak, who had also signed it. Though the letter stated that those signing it had “no competing interests,” Daszak did.21

According to emails obtained through the Freedom of Information Act, Daszak tried to cover up his role in the letter. Under an email with the subject line “No need for you to sign the ‘Statement’ Ralph!!” Daszak wrote to University of North Carolina professor Ralph Baric, who had worked with Wuhan lab researchers on coronavirus gain-of-function research: “you, me and him should not sign this statement, so it has some distance from us and therefore doesn’t work in a counterproductive way. We’ll then put it out in a way that doesn’t link it back to our collaboration so we maximize an independent voice.”

Baric concurred, “Otherwise it looks self-serving and we lose impact.”

Ultimately, Baric did not sign the letter, but Daszak did. When you scan the list of those who signed it, EcoHealth had employed or funded at least six of them.22

When the World Health Organization and the Lancet each established a committee to investigate the origin of the coronavirus, Daszak ended up on both. He was extensively quoted by Vox and other publications that attacked the lab leak theory. Hardly anyone seemed to notice his conflict of interest. When Jamie Metzl, a scholar who sat on the WHO’s expert advisory committee on human genome editing, noticed, he wrote a letter to Lancet editor in chief Richard Horton mentioning the conflict. “I am not at all suggesting that he did anything wrong,” Metzl wrote, “just that one of the possible origin stories includes him.” The editor never wrote back.23

According to Daszak’s emails, he seems to have drafted the letter at the request of the Wuhan lab. “You should know,” he wrote to colleagues, asking them to sign the letter, “that the conspiracy theorists have been very active, targeting our collaborators with some extremely unpleasant web pages in China, and some have now received death threats to themselves and their families. They have asked for any show of support we can give them.” (Emphasis added.)24

Many who had expressed concerns about a possible lab leak had quickly rejected the idea without much change in the evidence. Why? Robert Redfield, the head of the CDC at the time, later said, “You have to question why someone flips his position within 72 hours and then gets a huge grant later. . . . Don’t think they flipped their position without someone influencing them. . . . I think they flipped because it was in their personal interest.”

As Senator Rand Paul wrote, both “Andersen and Daszak, by pliantly doing Fauci’s dirty work, would ultimately be rewarded with millions of dollars in NIH grants just months after they led the public battle to discredit the notion that the virus might have originated in a lab.”25

More than a year later, many of those who had signed the letter seemed to soften their previous emphatic—yet unverified—claim that the coronavirus transmission had not been caused by a lab leak. Sticking to their guns, but in a far less intrepid manner, they admitted, “Opinions, however, are neither data nor conclusions.” Of course, the letter had served its purpose of steering the debate at a crucial moment.26

After his manipulations, Daszak was confident that his actions had deterred the Trump White House from exploring the matter of a lab leak. “I don’t think this committee will be getting into the lab release or bioengineering hypothesis again any time soon—White House seems to be satisfied with the earlier meeting, paper in Nature and general comments within [the] scientific community,” he wrote to Ralph Baric.27

Daszak also made excuses for his Chinese colleagues, who were deleting files and denying Western scholars access to sequences of the virus. “As you know, a lot of this work has been conducted with EcoHealth Alliance. . . . We do basically know what’s in those databases,” he explained, supporting his Chinese colleagues’ hiding things from their counterparts in the West. In essence, he claimed to know what was in the data Chinese scientists had made unavailable, proclaiming “Nothing to see here!”28

In April, Peter Daszak emailed colleagues explaining that it was important that Chinese genome data about the virus not be released to the public. He offered no scientific reason to suppress the information; in fact, there wasn’t one. Instead, his warning was about the “unwelcome attention” that would result.29

EcoHealth Alliance also resisted turning over its research to the US government—even though the federal government funded some of it. The NIH sent a letter demanding that it provide a sample of the sequenced coronavirus. Daszak responded by writing a protest letter attacking the government’s request. “We don’t want to hand those over to conspiracy theorists for them to publish and ruin and make a mockery of,” he told Nature magazine in an interview.30 For all of his involvement in the cover-up, Daszak was never asked by Congress to testify.

Fauci, Collins, and Daszak effectively covered for their Chinese colleagues in Wuhan, perhaps motivated by their naive belief that they were simply participating in a scientific endeavor. But the Wuhan Institute of Virology has an active Chinese Communist Party Committee. Researchers at the lab not only have their official duties, but many of them serve on Communist Party Propaganda Committees with names such as “[Communist] Party Branch of Research Center for Emerging Infectious Disease.”31

Why is there a party committee at a research laboratory?

In fact, even the lab’s Committee for Discipline Inspection exists for the “implementation of the party’s line, policy, party discipline, relevant laws and regulations, and the institute’s rules and regulations.”32

Dr. Yuan Zhiming, the lab manager until late 2019, was a senior Communist Party official. Dr. Wang Yanyi, the director of the lab, in a 2021 New Year’s speech pledged to “effectively play the role of a battle fortress of grassroots party organizations.”33

Were US officials really so naive as to believe them? Or was their subterfuge in part because the research might implicate them?

*  *  *

On February 23, 2016, Peter Daszak sat with a group of health experts to discuss the possibility of a new pandemic. He described to the audience the work being done in China to alter bat viruses. That event—chilling in retrospect—was captured on C-SPAN. “So we sequence the spike protein . . . then we—well, I didn’t do this work, but my colleagues in China did . . . you insert the spike proteins [into the backbone of the bat virus] . . . [and] you end up with a small number of viruses that really look like killers.”34

Daszak was referring to something often called gain-of-function research, which seeks to alter viruses to make them more lethal, ostensibly to prepare for possible future outbreaks. Researchers are essentially creating pathogens that don’t exist in nature, like the bat virus engineering he described as having been performed at Wuhan. Dr. Fauci was generally supportive of gain-of-function research.35 Critics consider it to be a dangerous game.

Researchers such as Professor Richard Ebright of Rutgers University thought the gain-of-function approach was dangerous. It was, he said, like “looking for a gas leak with a lighted match.”36 “The only impact of this work is the creation, in a lab, of a new, non-natural risk.”

When researchers at the Wuhan lab helped create a version of covid from bats and placed them in mice, Harvard epidemiologist Marc Lipsitch was very concerned. This new creation brings “a unique risk that a laboratory accident could spark a pandemic, killing millions.”37

“Really look like killers.” Indeed.

Daszak was personally very familiar with the research at Wuhan. Beginning in 2005, Shi “Bat Lady” Zhengli and Daszak had together “led dozens of expeditions to caves full of bats, to collect samples and analyze them.” Beyond joint research, Daszak and EcoHealth had been pouring money into Wuhan for years specifically for research on bat viruses.38 As a result of that research, in 2017, Wuhan researchers had created a coronavirus that could infect humans. The research had been funded by Fauci’s NIAID, the United States Agency for International Development, and the Chinese government.39

Who was monitoring those projects? Not the NIH, which, astonishingly, allowed EcoHealth Alliance to create its own oversight procedures on gain-of-function research in China.40

The research lab in Wuhan had been built by China under false pretenses. Originally conceived as a joint French-Chinese project, the French had helped construct the facility and fifty French researchers had been supposed to go to Wuhan to conduct research with their Chinese counterparts. That had never happened. And much of the construction, which was supposed to have been done by French firms, had been done by a company linked to the Chinese military. Once construction was completed, China took over the project.

“I am giving up the co-presidency of the BSL-4 because it is a Chinese tool,” declared the French billionaire Alain Mérieux, who had participated in the lab’s development. “It belongs to them even though it was developed with the technical assistance of France.” French and American intelligence had long expressed concerns that the project would benefit the Chinese military. With the French now effectively excluded from the lab, no one was left to monitor its research.41 The US State Department later declared that the lab had been engaging in “classified research . . . on behalf of the Chinese military since at least 2017.” That is, shortly after the French had left.42

Another mystery: the lab was built with French assistance to accommodate 250 researchers. But there were only 38 researchers listed there.43

Beijing’s secretive military goals for the lab did not deter Fauci, Collins, and other members of the US scientific establishment from funding work at the lab. There were even unusual secrecy provisions. For example, the memorandum of understanding (MOU) between the Wuhan lab and the Galveston National Laboratory in Texas required that each lab delete “secret files” upon the request of the other. In other words, if the Wuhan lab wanted something deleted, the Galveston lab had to delete it, too. And the definition of “secret” or “confidential” information was broad. “All cooperation and exchange documents, details and materials shall be treated as confidential info by the parties,” the MOU read. The Galveston lab is a maximum-containment laboratory “focused on the study of highly infectious diseases and the development of medical countermeasures.”44

There was also plenty of history when it came to virus leaks. In 2004, a SARS virus escaped from a Chinese lab, infecting eleven people. The lab was shut down, and the staff of two hundred had to be put into isolation.45 In December 2019, there was a lab accident at another Chinese lab, this time the Lanzhou Veterinary Research Institute. Sixty-five lab workers were infected with brucellosis.46

In 2018, the US State Department expressed concerns about safety issues at the Wuhan lab. Officials who visited Wuhan sent cables back to Washington noting “a serious shortage of appropriately trained technicians and investigators needed to safely operate this high-containment laboratory.”47

In the months before the 2019 outbreak, Chinese officials admitted that safety shortcuts were being taken at labs like the one in Wuhan. The director of the Wuhan lab at the time, Yuan Zhiming, complained, “The maintenance cost is generally neglected; several high-level BSLs have insufficient operational funds for routine yet vital processes. Due to the limited resources, some BSL-3 laboratories run on extremely minimal operational cost or in some cases none at all.” He was also concerned about the lack of biosafety engineers to help run the labs.48

Daszak’s work with the Chinese lab was particularly dangerous. Among the more troubling research projects EcoHealth funded was a 2015 project by Shi Zhengli of the Wuhan lab and the University of North Carolina epidemiologist Ralph Baric. The resulting research paper proved “that the spike protein of a novel coronavirus could infect human cells.” It was a stunning revelation. The authors themselves realized just how dangerous their findings were, writing, “scientific review panels may deem similar studies . . . too risky to pursue.” The study was supposed to alert the world of “a potential risk of SARS-CoV re-emergence from viruses currently circulating in bat populations.”49

During the early days of the 2020 pandemic, Fauci held a private meeting with Baric but later denied really knowing him. According to Fauci’s private calendar, on February 11, 2020, at 2:30 p.m., he had scheduled a “meeting with Dr. Ralph Baric.” No one else was listed. But Fauci, when asked under oath in a civil case, was evasive about even knowing Baric. “I know of him,” he said. “I wouldn’t say I know him. I’m not sure. I may have met him at a meeting or not.”50

We may never know if the coronaviruses the lab developed were also for military use. However, the Journal of Defense Studies reported in 2015, “China is capable of developing, producing and weaponizing, on the whole, some 40 anti-human pathogens and toxins either intact or genetically upgraded, if not largely engineered.” The report also noted, “The PLA has been able to mask a potent, self-sustained biotechnological system for the research, development and production of biological weapons within civilian entities.”51 Of course, in the case of Wuhan, that scenario was at least in part made possible by the PLA-associated builder.52

That same year, James Clapper, then the director of national intelligence under President Obama, listed bioengineered pandemics as one of the biggest threats to national security in a report called “Worldwide Threat Assessment of the US Intelligence Committee” prepared for the Senate Armed Services Committee.53

China has expressed interest in the prospects of using biological weapons. “Modern biotechnology development is gradually showing strong signs characteristic of an offensive capability,” declared Zhang Shibo, a retired general and former president of China’s National Defense University. In 2017, the Chinese military’s handbook The Science of Military Strategy included a new section on biology and mentioned using biological weapons for “specific ethnic genetic attacks.”54

The notion of biological weapons runs deep in Chinese military thinking. In Unrestricted Warfare, the authors discuss how “man-made earthquakes, tsunamis, weather disasters, or subsonic wave and new biological and chemical weapons all constitute new concept weapons, and that they have tremendous differences with what we normally speak of as weapons.” One of the most popular works in Chinese historical fiction is The Romance of the Three Kingdoms, in which the hero sells his rival poisoned grain to a create famine. Once the rival is weakened, he invades the rival and takes control.55

The Wuhan Institute of Virology has always insisted that it is focused on disease prevention. Unfortunately, that is what biological weapons researchers always say. The Soviets’ Biopreparat, for example, claimed that its focus was to develop influenza preparedness. In fact, it was a bioweapons program.56

The ties between the military and the Wuhan lab are extensive.57 In 2015, researchers at Wuhan and China’s Air Force Medical University produced a chilling essay titled “The Unnatural Origin of SARS and New Species of Man-Made Viruses as Genetic Bioweapons.” The authors included eighteen military scientists and weapons experts. The paper was startling in its conclusion: coronaviruses could be “artificially manipulated into an emerging human disease virus, then weaponised and unleashed in a way never seen before.” They went further to predict that engineered viruses would lead to a “new era of genetic weapons.” They even questioned whether such an attack with such a bioweapon could cause the “enemy’s medical system to collapse.” One of the paper’s authors had worked extensively with WIV researchers, including coauthorship of twelve scientific papers.58

Yet when the virus emerged on the global stage and questions were raised about the possibility of a lab leak, Shi “Bat Lady” Zhengli became unglued. On February 2, 2020, she posted on WeChat, “I, Shi Zhengli, guarantee on my life that it has nothing to do with our lab. May I offer some advice to those people who believe and spread bad media rumors: shut your dirty mouths.”59

The documented activities of other Chinese researchers validate suspicions about Chinese bioweapons programs. For example, in July 2019, two Chinese-born scientists were escorted out of Canada’s National Microbiology Laboratory. It was reported that they had covertly smuggled samples of Ebola and other deadly viruses back to China. Observers noted that those deadly diseases did not pose a health threat to China.60 Why did they want samples?

Shortly after the virus began to spread in January 2020, a PLA major general named Chen Wei was deployed to the Wuhan lab and took control.61 Chen is an expert in biological weapons.62

Other elements of covid-19 made some scholars suspect that there might have been a lab origin. Scientists found that the covid virus’s spike protein “binds the strongest” to human ACE2 receptors. That was surprising to researchers because a virus that starts in an animal and then jumps to humans “typically exhibits the highest affinity initially for its original host species.”63 But that did not appear to be the case here; the SARS-CoV-2 virus was extremely contagious to humans—far more than any other discovered in the past. The virus that slammed the planet in 2020 binds to human hosts at least ten times as tightly as other coronaviruses.64 The SARS virus that first appeared in 2002, for example, infected fewer than ten thousand people.65 The MERS virus in 2012 infected fewer than three thousand people.66 The new virus that appeared in 2019 set off a global pandemic that infected hundreds of millions of people.67

Shockingly, in March 2018, researchers at EcoHealth Alliance, the Wuhan Institute of Virology, and the University of North Carolina, where Professor Baric taught, submitted a proposal to the secretive Pentagon research funding agency DARPA. In the proposal, they described their plans to perform gain-of-function experiments on a highly contagious SARS-related bat coronavirus in China. The proposal called for inserting furin cleavage sites into spike proteins of the virus, making it more infectious to humans. But DARPA rejected the proposal because it would involve gain-of-function experiments.68

According to acting NIH director Lawrence Tabak, EcoHealth had funded gain-of-function experiments in 2018 on the very same pathogens listed in the DARPA proposal. The experiments had been conducted at the Wuhan lab in 2018–2019 and administered by Fauci’s NIAID as part of a project called “Understanding the Risk of Bat Coronavirus Emergence.”69

It is a strange coincidence that less than a year later, a virus strikingly similar to the one described in the proposal to DARPA emerged in the city of Wuhan.70

Those who insist that the virus was completely natural and not altered in a lab argue that if the virus had been modified in a lab, they would have noticed “modification markers.” And they have not seen any. But as early as 2005, American researchers were able to genetically modify coronaviruses without leaving any trace. Researchers at the WIV were able to do the same as early as 2016.71

Prominent international medical professionals said they had been afraid to raise questions about the lab leak. Some people consider Jeremy Farrar to be Great Britain’s version of Anthony Fauci. A former professor at Oxford and director of the Wellcome Trust, he is now the chief scientist at the WHO. When the virus emerged on the world stage in late January, he was concerned by what he read. “In the last week of January 2020,” he recounted, “I saw email chatter from scientists in the US suggesting the virus looked almost engineered to infect human cells. These were credible scientists proposing an incredible, and terrifying, possibility of either an accidental leak from a laboratory or a deliberate release. . . . It seemed a huge coincidence for a coronavirus to crop up in Wuhan, a city with a superlab.” By his own account, Farrar acquired a burner phone, held “clandestine meetings,” and had to keep difficult secrets. He contacted Anthony Fauci. They agreed “that a bunch of specialists needed to urgently look into it.”72 Apparently, they later dropped the idea.

“A bunch of specialists” never seriously took a “look into it.” Why was there no serious investigation? Because powerful forces did not want an investigation.

We may never know where covid originated, and official Washington made sure of that. Thomas DiNanno, a senior State Department official, said that they were “warned not to pursue an investigation into the origin of COVID-19” for fear that they would “open a can of worms.”73

Dr. Robert Redfield, the former director of the CDC, said he received death threats from peers after sharing his belief that the virus had escaped from a lab. One colleague said in an email that he should “wither and die.” Others accused him of being racially insensitive—as if that had anything to do with the facts being discussed. Of the ordeal, he said, “I expected it from politicians. I didn’t expect it from science.”74

Alina Chan, a molecular biologist at the Broad Institute of MIT and Harvard University, has been outspoken about the need for further investigation of the lab leak theory. She looked at the early sequences of the virus and noticed that there was “very little evidence of mutation.” Why did that matter? Because if the virus had jumped from animals to humans, as the wet market theory claimed, there should have been numerous visible adaptations.75 But Chan, who is of Singaporean descent, has been accused of being a “race traitor” for pushing for more investigation.76

Other scientists were intimidated by the political implications of getting into the debate. “I suspect that this might even have led a part of the American scientific community to avoid addressing the question,” said Professor Jacques van Helden of Aix-Marseille Université in France, “because expressing the possibility that the virus would result from a lab leak would have been perceived as support for Trump.”77

Politics had infected medical science; believing that the virus emerged from a lab leak somehow meant you were supporting Trump or at least helping him in the 2020 presidential campaign.

Dr. David Asher, who ran the State Department’s inquiry into the origin of covid, ran into stiff opposition. He discovered that “there is a huge-gain-of-function bureaucracy” in Washington.78

Matthew Pottinger, a former deputy national security advisor, noticed that there was a strong lobby of those within the federal government who did not want to look at the lab leak theory—who were, in fact, “predisposed” to its impossibility—because they were “conflicted,” which “played a profound role in muddying the waters and contaminating the shot at having an impartial inquiry.”79 Those bureaucrats wanted to kill any investigation because they feared it could blow back on them, given their involvement with the research. Indeed, in December 2020, when US officials gathered at the State Department to hash out what to say about the Wuhan lab and the possibility of a leak, the director of the State Department’s Office of the Biological Policy Staff in the Bureau of International Security and Nonproliferation, Christopher Park, told them not to make any statements that could “point to the U.S. government’s own role in gain-of-function research.” Park had personal reasons to avoid an international discussion about a lab leak; he had played a role in lifting the US government moratorium on funding gain-of-function research in 2017. DiNanno felt the concerns expressed “smelled like a cover-up, and I wasn’t going to be part of it.”80

It smelled like a cover-up because it was a cover-up. After the 9/11 attacks, the US government assembled a 9/11 Commission to figure out what had happened. Approximately three thousand Americans tragically died on 9/11.81 Covid killed many, many more. Yet we have never had an accounting.

Dr. David Relman of the Stanford University School of Medicine called for a 9/11-like commission to be established concerning the origins of covid. But Fauci and others in the scientific bureaucratic establishment had no interest in doing so. “With every passing day and week, the kinds of information that might prove helpful will have a tendency to dissipate and disappear,” said Dr. Relman.82 Of course, no formal commission has yet been established.

In late 2020, the US State Department under Secretary Mike Pompeo launched an investigation into the origins of the virus. After Joe Biden was inaugurated as president, he quietly shut it down. When his termination of the investigation became public, President Biden covered himself by asking for an intelligence review by US intelligence agencies. The results were inconclusive, as most people had expected they would be.83

Congressional leaders have said for several years that they support further investigation, something that is clearly within their power. Congressman Adam Schiff, then the chairman of the House Intelligence Committee, said repeatedly in 2020, 2021, and 2022 that he supports further investigation. That body would be a natural place in which to conduct it. But no hearings have been held, nor was an investigation conducted until 2023, after Republicans claimed the majority in the House of Representatives.84

In March 2021, members of Congress sent a list of questions to the National Institutes of Health requesting information and documents about how covid-19 had started and how US taxpayer funds might have been used to support research at the Wuhan Institute of Virology. The NIH responded two months later but did not provide any of the documents that had been requested. Its response letter blandly declared that it believed there should be continued investigation into the virus’s origins.85

Great Britain’s prestigious medical publication the Lancet established a commission to develop “lessons for the future from the COVID-19 pandemic.” The resulting report praised China for its “zero-COVID strategy” and cooperation, mentioning neither the country’s cover-up of covid, censorship of doctors, nor destruction of covid samples.86 Commission member Professor Jeffrey Sachs of Columbia University had dismissed the charges of genocide in Xinjiang province as “unjustified” and complained that the United States had a “false narrative” about both Russia and China.87 Others, such as the South African epidemiologist Salim Abdool Karim, had scolded about “finger pointing” on the origin of the pandemic. China’s Ministry of Foreign Affairs and the state press happily quoted him on the subject.88 Other members of the commission included two Chinese academics and Susan Michie.89

Even after the pandemic had largely passed, Fauci continued to praise Beijing’s response. In a 2021 panel discussion at the University of Edinburgh, he sat next to China’s Dr. Zhong Nanshan, often referred to as “China’s Fauci.” Zhong explained that the lockdowns had worked and that covid had been defeated because of the repressive measures. He argued that his country had demonstrated the best response to the virus, while the United States’ response had been somewhat less scientific. Fauci agreed with Dr. Zhong and seemed to endorse the “scientific” repression in China, saying he would “underscore everything that Professor Zhong said.”90

Just a few months after President Biden shut down the State Department’s investigation into the origins of covid, President Xi stood before a massive parade to mark the hundredth anniversary of the founding of the Chinese Communist Party. Thousands of soldiers streamed into Beijing’s Tiananmen Square, where President Xi treated them to a rollicking speech. But embedded in the oration was a direct threat: nations who bully China will face “broken heads and bloodshed in front of the iron Great Wall of the 1.4 billion Chinese people.”91


Conclusion


My research for this book has focused on actions that Beijing is taking that directly result in American casualties and the lack of concerted foreign policy response to those actions that has been typical of our leaders. Some of this may simply be due to lack of exposure to the evidence on these matters. My hope is that this book will open some eyes to the seriousness of this situation. But for many of our leaders, the benefits of personal enrichment, whether from direct financial gain or simply from not rocking the boat, outweigh the risks of challenging what is being done to our country. A growing number may even align ideologically with Marxism with Chinese characteristics and welcome the destruction that China’s actions—and our inaction—have wrought.

What Beijing is doing has all the elements of a war: physical casualties (from fentanyl, illegal gun enhancements, and covid manipulation), mental casualties of indoctrination (from TikTok, Hollywood), and a clearly defined objective: the undermining and defeat of the United States. That is because it is a war—an unrestricted war that has redefined the weapons and battlefields.

Beyond the scope of this book, Beijing clearly also engages in a myriad of other actions that demonstrate a disregard for US sovereignty. In light of what I have presented here, that disregard becomes especially serious. Evidence abounds of cases on US soil of secret Chinese police stations and harassment of Chinese dissidents, the buying of farmland and other real estate assets, including near military bases, rampant corporate technology espionage and theft, the collection of Americans’ identity data, K–12 school influence, and proxy lobbying to work around the Foreign Agents Registration Act, among other questionable activities. Constructive responses within the federal government and specific states have to some extent been undertaken by law enforcement personnel, journalists, and political leaders. Yet such responses have met with political resistance, such as when the Department of Justice recently challenged a Florida law restricting Chinese land ownership near military installations as unconstitutional.1 For whom, exactly, is the DOJ working?

The scattershot and often partisan response of our country’s leaders speaks not only to a range of motivations on their part but also to a division in perception about the long-range intentions of Beijing toward us. We must establish a bipartisan consensus on whether Beijing’s intentions are benign, as expressed by the wishful American corporate model of “win-win,” or malign. My research for this book has led me to conclude unequivocally that Beijing has demonstrated malign intent and practices toward the United States. This unpleasant truth offers the only foundation upon which US policy toward the CCP should rest. It is necessary to craft a solid strategy to defend ourselves and hold to account both Beijing and those who are willing to do its bidding.

As of this writing, there are some early signs of hope: the House of Representatives has recently passed the Stop Chinese Fentanyl Act of 2023, which would impose sanctions on Chinese entities producing, selling, distributing, or financing synthetic opioids or precursors to tackle the production of fentanyl at its source, according to Representative Andy Barr, the bill’s main sponsor. Cosponsor Blaine Luetkemeyer stated the obvious: “Make no mistake—there’s no fentanyl crisis without the CCP.”2 Bipartisan work on the issue in both the House and the Senate has been encouraging, even as the Biden administration’s policies have not. But even if this bill becomes a law, will it be enforced? Or will present and future presidential administrations fail to use this tool because they are reluctant to call out Beijing?

Some people may hope that the challenges presented by Beijing will simply go away. They cite the problems that China faces, from demographic problems to governmental controls that place a premium on political control over economic growth. But will these problems make Beijing less aggressive or more desperate? History is unkind to those who hope that such problems will fix themselves. Moreover, what should be said to the families who have lost loved ones due to Beijing’s existing aggressions?

We are well beyond the 1960s la-la land mantra of “Suppose they gave a war and nobody came?”3 The only people who haven’t shown up are the ones who should be defending us.
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