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To my son Alan, who told everyone in his class that his mom was writing a book about platforms.
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Introduction

How does China regulate its Big Tech? Far from being of interest only to academics, this is a trillion-dollar question with profound implications for Chinese businesses and international investors. Indeed, China is the only country to have succeeded in fostering tech giants that can rival those of the United States. Companies such as Alibaba, Tencent, ByteDance, Meituan, and Pinduoduo are among the world’s top 10 largest internet firms in terms of market capitalization.1 In 2017, Tencent overtook Meta (then called Facebook) to become the world’s fifth largest publicly traded company.2 China is also home to the largest unicorns (privately held startups worth over USD 1 billion) in the world. In 2020, the country boasted 227 unicorns, second only to the United States with 233.3 Of the world’s top 10 unicorns in 2020, 6 came from China, with 4 Chinese companies topping the chart. For years, Chinese regulatory authorities have adopted a very lax and tolerant stance toward regulating its Big Tech, with the goal of cultivating tech titans capable of outperforming their foreign rivals.

However, starting in October 2020, against the political backdrop of President Xi Jinping’s “common prosperity” campaign, Beijing has unleashed a seemingly unrelenting blizzard of regulatory measures against Chinese tech firms in areas ranging from antitrust to data and labor. This massive regulatory campaign started with the sudden debacle of Ant Group’s initial public offering (IPO) and has since spread like wildfire, affecting a wide range of industries—from fintech and e-commerce to social media, food delivery, ride-hailing, and even tutoring. In 2021, China’s antitrust authority imposed a combined fine of USD 3.3 billion on Alibaba, the nation’s largest e-commerce company, and Meituan, its largest food-delivery company. That same year, the ride-hailing behemoth Didi found itself subject to a surprise cybersecurity review two days after its IPO listing in New York. Tencent, owner of the ubiquitous messaging app WeChat, also saw some of its mergers restricted or blocked. By March 2022, Chinese tech giants had suffered an extraordinary USD 2 trillion loss in value from their peak in early 2021, with shares of major tech firms such as Alibaba, Meituan, and Didi slumping more than 50 percent.4 Alarmed by these developments, and seeking to stave off further political pressure, Chinese tech bosses and digital giants are now funneling vast sums of money into socially beneficial projects and charities.5

China’s tech crackdown has also alarmed the White House. As the rising Asian economic superpower reorients its Big Tech firms toward developing more hardcore, cutting-edge technologies to stay competitive with the United States, profound questions have been raised about the future of the US–China tech rivalry. Will Chinese national champions such as Tencent and Alibaba, which thrive on producing video games and selling clothes online, be able to help China close the technological gap with the United States? What might the future hold for Chinese tech firms eager to access the US capital market? At the time of writing, Chinese firms seeking to list in the United States are struggling to overcome strict cross-border data-transfer rules recently imposed by the Chinese government. A prominent example is Didi, which delisted from the United States—vividly illustrating the intensity of the pressure exerted on domestic firms by China’s cyber watchdog. In light of these developments, it is unsurprising that Chinese Big Tech regulation has garnered intense attention from the media, the business community, and academia. There is, however, no established consensus on how to interpret these trends. Two primary views have surfaced in response to the government’s recent tech crackdown, representing critics and proponents of China’s regulatory initiatives.

Critics of China’s regulatory campaign have mostly traced its underlying impetus to the politics of the Chinese Communist Party (CCP), in particular the internal power struggle leading up to the 20th CCP Congress and the CCP’s broader ambition to assert unbridled and pervasive control over Chinese society.6 Such critics are also alarmed by the common prosperity campaign, whose central ethos calls for a more equal distribution of wealth. They see China’s recent regulatory actions as an attempt to roll back decades-long market reforms and restore the country’s socialist roots, thereby fulfilling Mao Zedong’s ultimate vision.7 Although some critics acknowledge the existence of sound regulatory logic underpinning the new measures, they remain skeptical about the underlying motivation of the crackdown.8 China experts Barry Naughton and Jude Blanchette underscore that China’s income inequality is hardly a new issue, and regulatory gaps that exacerbate these disparities have existed for years.9 Pointing to the upcoming 20th CCP Congress as a determining factor, they suggest that the launch of this sudden and multifaceted legal campaign against tech firms was primarily driven by the desire of the Xi administration to give its cadres an opportunity “to demonstrate their loyalty and competence.”10 Overall, these critics cast a bleak outlook not only for China’s tech sector, but for its economy as a whole, warning that the crackdown is driving China into the unknown and will strangle its greatest source of economic dynamism.11

On the other hand, another group of observers views Chinese regulation in a more favorable light, viewing the latest measures as China’s attempt to “catch up” with the West by correcting the excesses of capital expansion.12 Thinkers in this camp believe that the Chinese government has been more responsive than its Western counterparts in curbing tech monopolies and their exploitation of the public.13 Indeed, the ongoing digital transformation of the world’s societies and economies is posing unprecedented challenges for mankind: although innovation generally enhances productivity growth and social mobility, it has also become a source of income and wealth inequality.14 In the United States, superstar tech firms such as Google, Amazon, Meta, Apple, and Microsoft have so pervasively invaded multiple sectors and product lines that they have discouraged other firms from entering the market, thus foreclosing potential avenues for innovation.15 The fact that yesterday’s innovations can entrench today’s incumbents demonstrates the power that tech giants have in deterring new entrants, thereby undermining productivity growth and social mobility in the long run.16 Such market dominance is particularly worrying as there is increasing evidence that big businesses are capturing Western governments, making it ever more difficult to push forward reforms.17 Prominent economists, including Raghuram Rajan and Luigi Zingales, now call for protecting capitalism from the capitalists.18 This, however, is far from easy. As Katharina Pistor observes in The Code of Capital, the ultra-rich are adept at leveraging the highly complex legal codes of different jurisdictions to create, preserve, and pass on their wealth.19 The level of complexity in the interplay of state law and private legal ordering has led her to question whether the current form of global capitalism has become ungovernable.20 Similarly, David Ellwood, a Harvard economist, points out that even though many solutions have been proposed in the West, they all “stumble on both the question of whether they can ever be achieved politically and whether the scale and speed of the changes are sufficient to achieve real changes in inequality.”21

Both of the above viewpoints—that is, both critics and supporters of China’s recent wave of tech regulation—have their merits. However, neither viewpoint is complete. Critics are correct that the harsh regulatory crackdown has afforded the government a much greater regulatory arsenal, thus strengthening its grip over the tech sector. Critics also have good reasons to be concerned about the common prosperity campaign, which could curb entrepreneurial spirits and sap business confidence. But supporters are also rightly concerned about income inequality. China’s transformation from a poor country into the world’s second-largest economy brought a dramatic increase in its level of inequality.22 As China enters its own “Gilded Age,” to borrow a term originally used to describe the late-nineteenth-century United States, inequality is becoming a worrying trend.23 China’s Gini coefficient, a measure of income inequality, has been hovering around 0.46 to 0.49 for decades, which is above the 0.40 red line for inequality.24 In 2015, those with incomes in the top 10 percent of China’s earners accounted for approximately 41 percent of the total national income, while the top 1 percent accounted for around 14 percent, according to a study by Thomas Piketty and co-authors.25 Inequality in China is now worse than in Europe and is fast approaching the level seen in the United States.26 Indeed, China’s wealth gap seems only to have widened in recent years, with the wealthiest 1 percent of Chinese people holding 30 percent of the country’s wealth in 2020.27

The Chinese tech boom has deepened the chasm between rich and poor in China.28 Encouraged by a lax regulatory environment, Chinese tech firms have enjoyed rapid growth in the past two decades. In the wake of the Covid-19 outbreak, these platforms have surged into ever greater prominence, and their influence now pervades many aspects of people’s daily lives. Tech firms leverage the vast amount of data collected from their consumers and employ smart algorithms in order to extract more surplus from Chinese consumers. At the same time, Chinese tech giants have taken advantage of cheap labor to aggressively expand their businesses. In addition to leveraging their monopoly positions to exploit consumers, large online platforms can also behave like monopsonies—that is, a single buyer dominating the demand for goods or services—by exploiting their suppliers, contractors, and employees. Top executives and engineers in Chinese Big Tech are rewarded with generous paychecks and lucrative options, while the vast population of frontline workers, including delivery workers and ride-hailing drivers, earn little.

In their book Combating Inequality, prominent economists Oliver Blanchard and Dani Rodrik categorize economic policies aimed at targeting income inequality into three types, according to the stage of the economy they target.29 Some policies focus on the preproduction stage by shaping the endowments with which people enter the workforce (e.g., education, health, and financial-access policies). Some policies focus on the production stage by affecting the composition and organization of production, as well as the bargaining power of those with claims on outputs, including workers, shareholders, managers, and suppliers. The third kind of policy focuses on the postproduction stage, which involves the redistribution of income and wealth. China’s wide-ranging efforts to fight income inequality via the common prosperity campaign do seem to correspond to these various policy types.

Viewed in this light, the seemingly random policies that the Chinese government has ushered in since 2020 are all connected by a common desire to combat inequality. For instance, China’s shutdown of the online tutoring industry focuses on the preproduction stage by narrowing the education gap between the rich and the poor. The myriad laws and regulations that were introduced to regulate the tech sector focus on the production stage by rebalancing the bargaining power of tech firms and online platform participants, respectively. The property-tax reforms that were to be introduced in some Chinese cities, the crackdown on tax evasion by live-streaming celebrities, as well as the political and media pressures on tech bosses to donate, all belong to the postproduction phase of redistributing wealth.

Moreover, critics of China’s regulatory campaign tend to downplay the market chaos that has been the result of technological transformation. There is plenty of evidence, as I will demonstrate in Part II (Chapters 4–6) of this book, that the Chinese platform economy has grown to be very unruly, and the country faces a strong need to regulate. These serious regulatory issues, which arise from long-standing conflicts between the platforms and their users, have been growing ever more severely over time as Chinese platforms grow. In fact, both Washington and Brussels have long voiced strong criticisms over the undue influence of major tech companies over their economies and societies, and Beijing is actually a late-comer in joining a global push to regulate Big Tech.

Critics who attribute China’s recent reforms to political jockeying within the CCP have also questioned the timing of the regulatory campaign, given that many of the problems it claims to address have existed for a long time.30 In doing so, they appear to overlook the crucial role the regulatory agencies have played in such reforms, notwithstanding the fact that they are the ones in charge of the day-to-day implementation of policies from the top policymakers. As self-interested rational actors, regulators have an incentive to maximize their own bureaucratic interests, which are not necessarily aligned with the wishes of their superiors. In fact, the severity of the regulatory problems arising from the platform economy partly stems from bureaucratic inertia, which has contributed to a near absence of regulatory intervention in many areas in the past. Critics also fail to realize the randomness in Chinese regulation, or, as Nassim Taleb puts it, “Black Swan events.”31 Above all, they fail to appreciate the importance of a tipping point that can trigger a dramatic reversal in Chinese platform regulation, as I will further explain in Chapter 2.

Some critics have suggested that China should have used progressive taxation and social welfare to mitigate inequality.32 But such critics appear to underestimate the difficulties of taxing China’s ultra-rich. Like the United States, China already imposes a progressive income tax, with the top bracket subject to a tax of up to 45 percent of their income. However, personal income tax only contributes about 6.5 percent of China’s total tax revenue and is mostly borne by the middle class.33 Because they earn most of their income through investments, many of China’s ultra-rich are hardly affected by income taxes.34 Although reforming this tax system could potentially improve equality, it presents significant political hurdles.35 At present, the Chinese government relies heavily on indirect taxes, such as the value-added tax, rather than direct taxation in the form of personal income tax.36 As Changdong Zhang observes, increases in direct taxation can increase citizens’ tax consciousness, which could in turn generate social discontent and hurt the legitimacy of the CCP.37 Moreover, many of China’s ultra-rich hold the vast majority of their wealth not as individuals, but rather through offshore entities located in tax havens.38 Unless the offshore entities distribute wealth to the tech bosses and their families, these assets are technically not subject to Chinese taxes. Even when such distributions occur, it is difficult for China to police overseas transactions that are processed by foreign banks. In this respect, China is in a weaker regulatory position than the United States, which has more leverage to regulate the overseas income of its own citizens. Given the dollar’s preeminent and dominant position in the global financial system, international banks are very mindful of their compliance duties relating to US tax law, since failing to do so risks incurring US sanctions.

Notwithstanding all these weaknesses in the arguments of the critics, the staunch supporters of China’s regulatory measures are overly optimistic and fail to consider two fundamental challenges to Chinese regulation. First, advocates of regulation appear to assume that Chinese policymakers are infallible. Yet human beings are prone to making errors, and personalities can change over time. A case in point is the series of policy mistakes that Chairman Mao made after 1948, which led the country into disastrous calamities. To provide the necessary safeguards for making the top leadership more reliable and responsible, institutional constraints are crucial to prevent excessive concentration of power. Andrew Nathan, a renowned political scientist, has attributed the resilience of the Chinese authoritarian regime to four formal and informal rules: the peaceful, orderly transition of leadership; an increasing emphasis on meritocracies over factional considerations; increasing agency autonomy; and growing citizen participation in political processes.39 These institutional safeguards have, however, been waning in the past decade.40 Instead of an institutionalized collective leadership, there has been an increasing emphasis on ideological discipline and a growing consolidation of power in President Xi since 2012.41 In 2018, China abolished the constitutional term limits for presidents and vice presidents, representing a radical break from previous norms. Small leadership groups, comprising the country’s most powerful leaders, have increased in number over recent years. Although these groups have advantages in terms of their ability to coordinate agency action, cut through bureaucratic roadblocks, and bypass entrenched interests, their proliferation is also shrinking the autonomy of individual agencies.42 Meanwhile, tightened control of media discourse, pervasive censorship of the internet, and a more aggressive purge of activists have left citizens with fewer opportunities to voice grievances.43 As Susan Shirk observes, Chinese regulatory governance has returned to more personalistic ruling under the leadership of President Xi.44

The other challenge to Chinese regulation stems from the execution of policies by administrative agencies. Agencies’ execution is never perfect and their performance is notoriously difficult to observe. Although a regulatory agency can tout the number of cases it has brought and the number of fines it has levied, these quantitative measures are often poor indicators of quality. The Chinese government has long recognized this problem and, in response to it, created the Administrative Litigation Law, which has served as an avenue for citizens to challenge the government since 1989. However, this law lacked teeth, and many plaintiffs relying on it have been known to withdraw their lawsuits without going to trial.45 In 2014, the Administrative Litigation Law was amended by the Chinese government, making it much easier for ordinary citizens to win in their legal challenges against government authorities.46 Yet such increased judicial constraints on agency performance are limited in scope and have not yet affected those high-stakes cases decided by large central ministries wielding pervasive policy control over large businesses.47 Indeed, despite improvements in administrative law, businesses in China remain reluctant to publicly confront governmental agencies or challenge them in court.48 This has bolstered Chinese regulatory agencies, which place greater emphasis on substantive rather than procedural justice.49 A good example can be found in the recent regulatory crackdown. When Alibaba received a hefty fine of USD 2.8 billion from the State Administration for Market Regulation (SAMR), the firm did not appeal but rather expressed gratitude to the authority and vowed to improve compliance. Without proper checks and balances, the Chinese approach to regulation raises serious concerns about agency overreach, heightening suspicions about selective enforcement and political targeting, and casting doubts upon the legitimacy of administrative actions.

I.1. The Dynamic Pyramid Model

In a departure from the above two competing viewpoints, I introduce a new analytical framework, termed the “dynamic pyramid model,” to elucidate China’s distinct regulatory system. As the title of this book suggests, there is a remarkable resemblance between Chinese regulation and a “pyramid on high wire” circus act, in which a team of acrobats form a human pyramid while navigating a tightrope. High-wire walking in itself is a highly risky act. With their feet touching a thin wire while dangling over the ledge, performers need to carefully maintain their balance, usually with a long balancing pole, as they move forward. As the wire tends to rotate, each step along the wire could cause it to spin, disrupting the performer’s balance.50 The “pyramid on high wire” act further amplifies the challenge, as it requires a group of performers to maintain their balance while synchronizing their moves. Even a small tumble by any performer can cause the entire pyramid to collapse, making this act one of the most perilous and suspenseful acts in a circus.

Chinese regulation shares three striking similarities with the “pyramid on high wire” act in terms of hierarchy, volatility, and fragility. Specifically, hierarchy illustrates the structure of the regulatory institutions, volatility underscores the erratic nature of the regulatory process, and fragility characterizes the outcome of these regulations. These three features also interact with each other through various channels, forming a complex network via multiple feedback loops, as will be illustrated in Figure I.2 later in this Introduction. Each of these three features, as well as the interactions among them, are highlighted below and further discussed throughout the entire book. Although this book primarily focuses on the intricacies of Chinese tech policy, the dynamic pyramid model has wider applications and could potentially shed light on a range of regulatory actions within China, as will be explored in greater depth in Chapter 3. Indeed, China’s unprecedented tech crackdown between 2020 and 2022 may have taken the world by surprise, yet it fits perfectly within the long-standing patterns in Chinese regulatory governance. I should also clarify at the outset that my focus on “tech” in this book primarily encompasses consumer tech businesses, as opposed to those that involve hardware components such as semiconductors.

I.1.1. Hierarchy

Hierarchy is the first and foremost feature of the dynamic pyramid model. The policymaking process involves interactions between actors from four tiers of the Chinese society, including the top leaders, the regulatory agencies, the firms, and platform participants. This four-tier hierarchy creates a complicated, multilayer principal–agent problem.

At the apex of the hierarchy is the Politburo Standing Committee of the CCP, hereinafter referred to as China’s top leadership, which enjoys the highest authority and wields tremendous power. At the same time, the top leadership lacks the expertise to make concrete decisions and has limited time to devote to specific regulatory issues. It thus delegates most of its decision-making power to regulatory agencies, which are filled with technocrats. Chinese regulatory agencies are nested within every level of China’s vast bureaucratic machine, and they derive their legitimacy from the delegation of power by the central authority.51 Because officials are evaluated through a top-down nomenklatura process, the whole bureaucracy is organized based on an upward accountability system.52 Xueguang Zhou, a renowned China expert, has characterized China’s bureaucratic system as an extremely “tightly coupled” system in that all local governments are coordinated by the same chain of command under the leadership of the central government.53 Chinese regulators thus need to carefully tread the lines laid down by the top when carrying out their enforcement duties. The information asymmetry between the top leaders and the bureaucrats leads to a familiar agency problem in that the latter have incentives to maximize their bureaucratic interests at the expense of their superiors. The potential misalignment of interests between the top leaders and the agencies thus forms the first layer of the principal–agent relationship in Chinese regulation.

Meanwhile, Chinese tech firms are not on an equal footing with regulators due to the strong power imbalances between government and businesses in China. Although companies can theoretically challenge government actions in court, few choose to do so.54 Instead, businesses under investigation tend to exhibit an unusual level of cooperation with regulators.55 At the same time, there exists an information asymmetry between regulators and firms when it comes to understanding tensions arising from tech platforms. Due to their capacity constraints and their lack of access to the internal operations of platform systems, regulators cannot possibly identify or monitor every tension that might arise. Instead, most governance functions are delegated to the platform itself, which plays the role of quasi-regulator, as will be elaborated in Chapter 7. However, what is good for the platforms is not always good for society as a whole. Firms can behave in a way that deviates from the ideal of a benevolent social planner to maximize their own interests. This then forms the second layer of the principal–agent relationship.

At the bottom of the hierarchy are the platform participants. These typically include customers, merchants, drivers, delivery workers, contractors, and employees. Platform participants are not restricted to only those who engage willingly; they also include those who interact with the platforms involuntarily. This is attributed to the operation of platforms potentially generating negative externalities, thereby affecting third parties unassociated with the platform. For example, pedestrians might unwittingly become platform participants if involved in traffic accidents caused by a gig worker’s speed driving during deliveries, as will be illustrated in Chapter 6. In the meantime, tech companies create the rules that determine access to platforms, allocate wealth among participants, regulate content and activities, enforce penalties for violations of platform rules, and arbitrage disputes that arise from the platform. As Shoshana Zuboff, the author of “Surveillance Capitalism,” encapsulates, “platforms are the government we didn’t elect.”56 However, platforms also encounter significant constraints when acting in this quasi-governmental capacity. The legitimacy of their centralized model of governance is called into question when platforms, particularly those wielding monopoly power, exert considerable influence over people’s lives. Such issues have come to the fore in recent public debates, exemplified by Facebook’s challenges in regulating hate speech and other damaging content. As I will delve into in Chapter 8 of this book, many large online platforms, threatened by potential governmental regulation, are gradually decentralizing their governance by transferring some responsibilities to their platform participants. This creates a third tier in the principal–agent relationship. Figure I.1 illustrates the relationship among these four key actors involved in the regulatory process.



[image: image]

Figure I.1. The hierarchy of Chinese platform regulation.



I.1.2. Volatility

The second feature of the dynamic pyramid model is that Chinese regulation tends to be volatile, often characterized by cycles of regulatory tightening and easing. The instability of Chinese regulation is derived from three major sources.

First, the Chinese top leadership has a very complex utility function and needs to deftly navigate ever-changing societal and economic landscape to maintain its legitimacy, as will be further elaborated in Chapter 1. As the supreme leader in China’s regulatory polity, the top leadership obtains its legitimacy from three primary sources—growth, stability, and nationalism. But these three sources of legitimacy are not always consistent with each other. For instance, economic growth can lead to market chaos, which threatens social stability. Heavy-handed state intervention can weaken the confidence of Chinese entrepreneurs, which in turn stifles investment and growth. Overemphasis on techno-nationalism risks discouraging foreign investment in the domestic tech industry, which could adversely affect technological growth and development. Strong government intervention to foster critical technologies could also lead to the misallocation of resources and could curb market incentives to develop other sectors. Similar to the acrobats on the high wire, the Chinese leadership thus needs to constantly balance potentially competing interests and objectives and must try to meet demands from various interest groups in the society. Indeed, Sebastian Heilmann and Elizabeth Perry have described Chinese policymaking as “guerrilla-style” adaptive governance rooted in the revolutionary times of the CCP.57

The second source of volatility within the Chinese regulatory system stems from the near absence of checks and balances, an inherent feature of the hierarchical regulatory structure. While the adaptability of Chinese policymakers allows them to react very quickly, their agility can also introduce further volatility into the regulatory system. The absence of formal checks and balances gives Chinese policymakers and regulators wide latitude to intervene. This enables the top leadership to quickly mobilize various bureaucratic departments to tackle regulatory problems. Meanwhile, the overwhelming power of the Chinese government means that few Chinese businesses will dare to challenge a powerful agency in court; instead, they exhibit unusual levels of cooperation with government authorities and readily accede to the latter’s demands. In the absence of strong institutional constraints, agencies are able to move forward swiftly, which also entails a grave risk of administrative abuse and overreach. Indeed, as systems-theory expert Donella Meadows reminds us, quick reactions often introduce more volatility into systems, particularly when decision-makers’ haste causes them to overreact, requiring ever more drastic actions to reverse the resulting impact.58

The third source of volatility derives from an inefficient information-transmission system. As the Chinese leadership needs to constantly balance different interests and objectives during policymaking, it is vital for them to receive accurate and timely feedback about policy implementation. However, China’s hierarchical regulatory system tends to impede the free flow of information to decision-makers, making the system more prone to failures. Hayek’s well-known argument favoring decentralization over centralized systems as a more effective method of integrating knowledge to resolve social issues still resonates in the Chinese context.59 Since local authorities are much closer to the information sources, they are better situated to take prompt action to solve problems arising in their jurisdictions. However, since Xi Jinping’s ascendency, decision-making in China has become notably centralized and tightly coupled. This consolidation of power at the top deprives local authorities and agencies of both the incentives and autonomy necessary to tackle vexing regulatory issues; instead, they prefer to wait for clear instructions from above. When local authorities receive clear policy signals from above, however, they tend to overact in order to demonstrate loyalty to the top. In either scenario, the agencies have strong incentives to hold back information from the top leaders.

Furthermore, in a highly charged political environment, agencies are averse to revealing bad news which might challenge the policy decisions of top leaders. As such, the top leadership may be too complacent or myopic to realize the long-term side effects of its policy initiatives. This information deficit at the top is further exacerbated by the suppression of public information in an autocratic system, making it exceedingly challenging for disempowered citizens to voice their concerns. These factors collectively contribute to delayed government responses. As will be demonstrated in Chapter 3 of the book, by the time top leaders intervene, regulatory problems have usually become very entrenched and severe, meaning that any attempt at reversal can cause significant volatility in the system.

The instability of the market then touches a sensitive nerve of the Chinese top leadership, causing it to quickly reverse course by offering to ease regulation. However, as regulatory agencies ease their oversight, the market descends into chaos again, introducing fresh regulatory challenges that could cause even more instability in the Chinese market. The Chinese adage “loosening causes chaos, tightening up causes death” (一放就乱, 一抓就死) aptly encapsulates the volatility inherent in China’s regulatory cycle. This constant state of flux places Chinese regulatory authorities in an unending cycle of crisis management.

I.1.3. Fragility

The third striking characteristic of the dynamic pyramid model is the fragility manifested in regulatory outcomes. I propose evaluating policy intervention resilience through two dimensions: side effects and information lag. Side effects, or unintended consequences, denote the undesirable outcomes inadvertently resulting from governmental regulation. Greater side effects naturally lead to increased resistance toward a given regulatory measure. It’s important to clarify that the severity of a side effect is not an absolute measure, but rather is assessed relative to the benefits of the corresponding regulation. As such, a regulation may lead to considerable side effects, but these can be deemed minor if the benefits derived from the regulation vastly overshadow the costs.

Information lag, or delayed awareness, refers to the interval between the implementation of a regulatory measure and the recognition of its side effects by top leadership. Several factors can contribute to this lag. For instance, side effects may not manifest immediately but gradually develop into long-term systemic issues. Consequently, there is a delay between the introduction of a regulation and the emergence of its side effects. Inefficiency in information transmission also plays a crucial role in information lag. It may be challenging to gather accurate data due to either an initial lack of relevant information or because the available data are “noisy,” obfuscating the actual impact. Notably, side effects and information lag are also correlated. Everything else being equal, a prolonged information lag tends to result in larger side effects. Ultimately, the more pronounced the side effects and the longer the information delay, the more challenging it becomes to reverse course and alleviate risks, thereby generating significant unintended outcomes that undermine the original intent of regulation.

Meanwhile, hierarchy and volatility, the other two major features of the dynamic pyramid model, tend to engender fragility in regulatory outcomes. Despite the pyramidal model’s unique advantage of resource mobilization for swift intervention, it can quickly become a liability in our complex, interconnected world. Measures initially intended to correct market failures can bring about enormous consequences that may not have been fully contemplated by regulators. This is particularly the problem in China given the prevalence of administrative overreach and the near absence of institutional constraints on administrative action. As a result, unforeseen consequences can easily result from well-intentioned but excessive government interventions. The hierarchical and tightly coupled system further impedes efficient information transmission when it’s most needed, leading to prolonged information lag. Coupled with these information lags, the potent side effects of such regulations can precipitate severe and potentially irreparable damage.

Meanwhile, the volatility in regulatory policies can dampen investor confidence and undermine entrepreneurial spirit. Sudden policy changes can sow confusion and incite panic among both Chinese citizens and global investors. This turmoil is amplified by the opacity in law enforcement and the absence of regulatory checks and balances, causing policy shocks to potentially trigger significant repercussions in both domestic and international financial markets. Indeed, a dramatic reversal of regulatory approach can create uncertainty for investors who might misinterpret or overreact to these policy adjustments in China. This propensity for risk aversion can further amplify the side effects. As we will discuss further in Chapter 3, applying a remedy to address one problem can often provoke further problems, leaving Chinese policymakers playing a constant game of “whack-a-mole” as they try to manage ongoing crises.

Not only do hierarchy and volatility induce fragility, but fragility, in turn, can reinforce both hierarchy and volatility. First, fragile regulatory outcomes may fuel additional volatility, subsequently leading to further fragility. In the aftermath of a regulatory crisis, private businesses become more susceptible to regulatory shocks, thereby rendering any regulatory intervention potentially more disruptive in the market. While mass mobilization can aid the government in managing immediate crises, capricious and unpredictable policies undermine its credibility. Consequently, even if top leadership vows to ease stringent regulations, trust in state–business relations may not fully recover. Investors, having endured unexpected severe crackdowns, will demand a significantly higher risk premium to invest in the Chinese market. Hence, even small regulatory changes could provoke overreactions, further escalating market volatility and fragility.

Second, fragile regulatory outcomes can strengthen the hierarchy in the regulatory process, thereby creating more volatility and potentially more fragility. The retreat of the private sector in the wake of regulatory crises creates opportunities for the state sector to expand, reinforcing the hierarchy within the Chinese regulatory system, as will be demonstrated in Chapter 10. Indeed, though law enforcement campaigns may be temporary, they can catalyze lasting institutional changes, often typified by new laws with stronger legal sanctions, increased agency budgets, and expanded enforcement capacity, all of which enhance the administrative state. This expanded administrative state can foster powerful interest groups that may manipulate or withhold information to further their bureaucratic objectives, as illustrated in Chapters 3 and Chapter 9. Moreover, the suppression of private businesses creates more opportunities for the state to invest and expand, further strengthening state control. Thus, when the next crisis calls for strong state intervention, there is an even greater likelihood of agency overreach and administrative abuse. Consequently, Chinese regulatory governance becomes trapped in a self-perpetuating cycle of increasing fragility. Figure I.2 visually depicts the interconnection between these three major features of the dynamic model of regulation.
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Figure I.2. The dynamic pyramid model of regulation.



In conclusion, a complex network of feedback loops exists within the dynamic pyramid model, interlinking hierarchy, volatility, and fragility. First, the hierarchical regulatory structure can directly influence volatility in regulatory outcomes. Three main contributors to volatility in China’s regulatory process—the complex utility function of the top leadership, the absence of checks and balances, and inefficient information transmission—all stem from the top-down nature of policymaking.

Second, hierarchy and volatility can jointly contribute to fragility in regulatory outcomes. The absence of institutional constraints often magnifies the unintended consequences, while the inefficient information transmission exacerbates the time lag within the regulatory hierarchy. Additionally, the unpredictable nature of Chinese regulatory policy can provoke overreaction from businesses and investors, creating a strong aversion toward the Chinese market that could further amplify the side effects.

Third, the fragility in regulatory outcomes can reciprocally impact both volatility and hierarchy. As a regulatory crisis weakens the private sector, businesses and investors grow increasingly risk-averse and sensitive to regulatory changes, thereby inducing greater volatility in future regulatory actions. Additionally, the retreat of the private sector creates more opportunities for the advancement of the administrative state, further reinforcing the hierarchical structure. This dynamic pyramid model thus predicts a direct correlation between hierarchy, volatility, and fragility. The more tightly coupled the regulatory hierarchy, the more volatile the regulatory process will become, pointing toward an increase in fragility. Thus, even if the Chinese authorities can survive the current crisis, their ability to weather future crises can deteriorate over time.

I.2. A Road Map

This book consists of four parts.

Part I, encompassing Chapters 1 through 3, lays down the analytical framework. Chapter 1 delineates the hierarchy within the Chinese regulatory process by introducing its principal actors: the top leadership, the regulators, the firms, and the platform participants. Each of these actors possesses a complex utility function. The top leadership displays considerable adaptability, skillfully balancing conflicting interests and objectives to sustain its legitimacy. Chinese regulators, on the other hand, vie relentlessly for expanded influence while simultaneously striving to sidestep political risks linked with contradicting Beijing’s initiatives. This dichotomy often results in agencies either taking minimal action or overextending their reach. Chinese firms, meanwhile, demonstrate remarkable flexibility and acumen to thrive within China’s unique institutional landscape. As for the platform participants, their grievances often remain unexpressed, or when articulated are often muted due to censorship and suppression.

Chapter 2 delves deeper into volatility, the second fundamental characteristic of the dynamic pyramid model of regulation. It explores the interactions between the major players and the resulting feedback loops to understand the dramatic regulatory swing as exemplified by the recent tech crackdown. Chapter 3 shifts focus to fragility, the third salient feature of the dynamic pyramid model of regulation. This chapter employs this model to analyze the dynamic complexity in the most critical policy challenges that have confronted the Chinese leadership in recent years. These include China’s Covid-control measures, the energy crisis, the property crackdown, and the one-child policy. Through the analysis of the side effects and information lag during these regulatory interventions, the chapter illustrates how the dynamic pyramid model of regulation tends to culminate in fragile regulatory outcomes. Additionally, this chapter examines China’s decentralized policy experiments undertaken by local governments, which have been lauded as the key contributor to the resilience of Chinese policymaking. Regrettably, in recent years, the more centralized and personalistic decision-making has replaced local reforms, contributing to increased fragilities in regulatory outcomes.

Part II, encompassing Chapters 4 through 6, applies the dynamic pyramid model to explain three major areas of regulation that have been affecting the Chinese tech sector: antitrust, data, and labor regulation. After diving deeply into each area, I find a strikingly similar pattern of enforcement dynamics: regulation was initially quite lax until Chinese regulators suddenly turned up the heat in late 2020. Although enforcement intensity has subsided since early 2022, Chinese authorities set up chilling precedents and promulgated new rules that are expected to leave long-lasting impacts on the tech industry. Moreover, in each of these areas of law, the Chinese tech firms are not the only ones at fault. The challenges in tech regulation are often exacerbated by the weak institutional environment and the government’s abusive practices or inactions. As such, even with perfect regulation, it will be insufficient to provide enhanced protection for Chinese citizens and businesses.

Despite these overarching similarities, there exist variances among these enforcement areas. First, central enforcement agencies typically respond more promptly and decisively to Beijing’s directives compared to local courts. As highlighted in Chapters 4 and 5, central enforcement agencies seize the initiative, undertaking aggressive actions to further their bureaucratic interests. This starkly contrasts with the responses from local courts, which tend to be symbolic, lacking substantial changes, as evidenced by my empirical evaluation of judicial decisions in labor cases in Chapter 6. Second, agencies with expansive enforcement mandates generally give more thoughtful consideration to the economic implications of their actions compared to those with narrower purviews. For example, labor regulators in China, entrusted with both labor policy formulation and job creation, typically exercise restraint in enforcement to avert drastic actions that could adversely impact employment. Conversely, data regulators, whose mandates are primarily concerned with data security and information control, have instituted sweeping regulatory measures, often without fully considering their economic consequences.

Part III, encompassing Chapters 7 and 8, examines how Chinese tech firms self-regulate in the shadow of the dynamic pyramid model of regulation. Chapter 7 addresses the limits of public regulation and explores how Chinese tech firms act as quasi-regulators of their own platforms in practice. Contrary to the common perception of the predatory nature of Chinese state intervention, Part III reveals the tremendous judicial resources that have been invested to prop up the digital economy. In fact, the Chinese judiciary and online platforms could be more accurately described as having closely co-regulated to create a credible enforcement system for online platforms. This stands in a sharp contrast to Part II, where Chinese regulators often act in a predatory nature by advancing their bureaucratic interests at the expense of the firms. Here the participation of the Chinese judiciary in the regulatory process actually proves beneficial to the growth of the platform economy. Inasmuch as the Chinese state extends vital judicial support for private internet businesses, it demonstrates another important facet of public regulation—the “helping hand,” in that the government is intimately involved in promoting business activities.

Chapter 8 studies an intriguing phenomenon of how Chinese online platforms are increasingly decentralizing their governance to enhance the efficiency and legitimacy of their decision-making. Using the innovative dispute-resolution schemes recently adopted by leading Chinese online platforms as examples, this chapter illustrates how Chinese tech firms have attempted to use crowd-sourcing mechanisms to increase user participation and improve due process. These legal innovations have significantly improved the efficiency of dispute resolution. They also help platforms enhance their legitimacy by diffusing tensions while proactively shaping the policy debate. Compared with their Western peers, Chinese online platforms have a greater incentive to delegate their authority to platform participants to stave off unfavorable regulation. Hence arises the key dichotomy in platform regulation: the more authoritarian the state regulation is, the more democratic the platform’s self-regulation will be. Volatile and unpredictable public regulation can therefore incentivize online platforms to commit to more transparent and engaged self-regulation.

Part IV, encompassing Chapters 9 through 11, assesses the impact of the tech crackdown and examines the path forward. Chapter 9 delves into the evolving legal landscapes of the United States and the European Union concerning antitrust, data, and labor regulation. This comparative analysis reveals that China is, in fact, a late arrival in reigning in Big Tech, with many of its regulatory measures mirroring those of its Western counterparts. The understanding of global regulatory trends also sheds light on the future direction of Chinese legal developments. First, there is regulatory interdependence between nations. For instance, in response to the trend of aggressive assertions of data sovereignty in Western jurisdictions, China has increasingly used data outflow control as a negotiation tool with other countries. Second, the global drive to regulate Big Tech could exert strong spillover effects in China. Dynamic legal developments overseas could provide persuasive arguments for interest groups to push for more stringent regulation, despite the easing of tech regulation since early 2022.

Chapter 10 assesses the impact of China’s great reversal in regulating its platform economy. This chapter shows that a significant repercussion of the regulatory crackdown has been the retreat of the private sector and the rise of the administrative state. Over the past few years, Chinese Big Tech firms have strategically withdrawn from non-core operational areas and have undertaken massive restructuring in a bid to alleviate Beijing’s concerns about their widespread influence. While many of these actions were driven by valid regulatory concerns, the crackdown has resulted in substantial unintended consequences without significantly enhancing competition or facilitating new sector entries. Simultaneously, the state sector has benefited by acquiring more strategic stakes and gaining more leverage in directing investment flows toward cutting-edged technologies.

Chapter 11 looks ahead, providing cautious predictions about the future of tech governance in China. As China rallies societal efforts to foster the advancement of cutting-edge technologies, it raises a profound question regarding the future trajectory of Chinese tech regulation. To navigate this issue, we probe into China’s recent foray into regulating the rapidly growing sphere of generative artificial intelligence (AI). Applying the dynamic pyramid model of regulation, this chapter scrutinizes the motives and conduct of the key players involved in the regulatory process. It proposes that the Chinese government is unlikely to adopt a stringent stance that could obstruct the progression of its AI industry. Instead, it predicts that regulatory attention will primarily concentrate on information and content control, aiming to mitigate threats to societal and political stability. Consequently, even though the Cyberspace Administration of China is introducing seemingly strict and comprehensive measures to regulate generative AI, they actually afford Chinese tech companies significant leeway to innovate and prosper within the sector.


Part I

Analytical Framework

This Part, consisting of Chapters 1–3, establishes the analytical framework by elaborating on the three unique features of China's dynamic pyramid model of regulation: hierarchy, volatility, and fragility. Chapter 1 elucidates the hierarchical structure of the Chinese regulatory system, introducing its primary actors: the top leadership, regulators, firms, and platform participants. Chapter 2 delves into the volatility of China's regulatory process by examining the interactions between these major players and the resulting feedback loops, using the recent tech crackdown as a detailed case study. Chapter 3 examines the consequences of Chinese regulation by explaining its tendency to yield fragile policy outcome, as evidenced by the significant policy challenges that have confronted the Chinese leadership in recent years.



1

Hierarchy

The dynamic pyramid model is inspired by systems thinking, which sees our world as a highly interconnected and dynamic system. As Donella Meadows explains, a system is not just a random set of things, but rather an interconnected set of elements that is coherently organized for a particular purpose.1 Examples that Meadows gives include our digestive system, a football team, a school, a city, an animal, a tree, a forest, and a corporation, all of which have interconnected elements that achieve a specific purpose. I similarly view a country’s regulatory governance as a system in that it comprises multiple players who are interconnected via the society’s formal and informal rules. In the case of tech regulation, the regulatory system consists of four major players: the top leaders that sit at the apex of Chinese political hierarchy; the regulators overseeing a particular industry sector; the tech firms subject to regulation; and the various platform participants at the bottom of the hierarchy.

Given the constant interactions and feedback among these four major players, Chinese regulatory governance is inherently complex; a major goal of the dynamic pyramid model is to unravel this complexity and clarify the intricacies of the regulatory process.2 Indeed, the fluid regulatory outcomes that we observe on the surface are not the result of the actions of a single actor’s, but rather stem from the interaction among multiple actors with complicated utility functions and simultaneously overlapping and conflicting interests, as well as from the accompanying feedback loops. As such, how information flows through these different tiers of actors becomes an overarching factor affecting the efficiency of this governance model, a topic I will discuss further in Chapter 2.

It is also important to note that while the dynamic pyramid model emphasizes the four major players in the tech regulation process, there may not always be four players involved in each policy context. Additionally, the Chinese regulatory system is embedded in a larger social and political system, with many other domestic and international elements that can potentially affect regulatory outcomes. In this chapter I will explain in detail the incentives and behavior of each of these four major players in the model.

1.1. Top Leadership

The contemporary Chinese leadership derives its legitimacy primarily from three main sources: growth, social stability, and nationalism.3 These three goals are not necessarily consistent with each other, and in some circumstances may well undercut each other. Indeed, governing a large country like China is a daunting task, and the Chinese Communist Party (CCP) needs to constantly balance competing interests and objectives stemming from these three sources of legitimacy. This demands a high degree of adaptability from the top leadership. As Andrew Nathan once observed: “the authoritarian regime must perform constantly like a team of acrobats on a high wire, staving off all crises while keeping its act flawlessly together.”4

To begin with, economic growth is crucial for the performance legitimacy of the CCP. However, after decades of double-digit GDP growth, there is increasing evidence that aggregate growth matters less for the CCP’s performance legitimacy than the growth for individual citizens.5 Bruce Dickson, a renowned political scientist, found that neither the level of per capita GDP growth nor the rate of total GDP growth increases trust and support for the CCP.6 Instead, those individuals who have seen their incomes increase in recent years and are optimistic about such growth prospects are more likely to support the regime.7 This led him to conclude that slower economic growth is not necessarily a threat to public support as long as the prospect of increased individual income continues to exist. Dickson’s analysis helps explain the growing emphasis on “common prosperity” by the top leadership. Although growth is the prerequisite for prosperity, the emphasis on common prosperity also shows that the government is shifting its priority from creating wealth to redistributing wealth.

The second main pillar of the CCP’s performance legitimacy is stability. Economic growth tends to bring about market disorder, which pushes society toward more government intervention and stronger state control.8 Yet state control is not always benign, and can easily be abused. As a result, countries need to make a delicate trade-off between the two goals of controlling market disorder and restraining the abuse of state intervention.9 The rapid growth of the Chinese platform economy has brought about market chaos that is spiraling into a series of social and economic crises. As we will see in Chapters 4–8, consumer fraud, monopolistic practices, infringements of consumer privacy, and unfair exploitation of workers and employees are rampant in China. Unfortunately, the existing regulatory framework appears inadequate for dealing with issues arising from the new economy. What also worries Chinese policymakers is that Big Tech companies have the power to sway public opinion by commanding the attention of a large population of Chinese citizens. Concurrently, large and powerful platform businesses also have the incentive and ability to lobby and capture the regulators. This partly explains the CCP’s strong urge to regulate the platform economy. The rise of the Chinese regulatory state, however, has not been accompanied by strong institutional checks on agency performance. As the Chinese regulatory authorities acquire more responsiveness capacity, their capacity for repressiveness increases simultaneously.10

The last pillar of the CCP’s performance legitimacy is nationalism.11 Research has long identified a close link between patriotic sentiments and regime support.12 When the CCP rose to power in 1949, it vowed to end the “century of national humiliation” inflicted on China by Western powers and portrayed itself as the only modern Chinese political party with the power to stand up to foreign aggression.13 President Xi Jinping’s call for a great rejuvenation of the Chinese nation is aimed at instilling pride in the shared identity of the Chinese people. In recent years, however, aggressive US sanctions and restrictions on Chinese tech firms such as Huawei and ZTE have exposed China’s vulnerability in the global technological supply chain. These incidents were a wake-up call for the Chinese leadership, which has since placed greater emphasis on technological self-sufficiency. US economic sanctions have also generated a “sputnik moment” for China, spurring a wave of Chinese investment in foundational science and technologies to close the technological gap with the United States.14

In the meantime, these three sources of legitimacy are not always consistent with each other. For instance, economic growth can lead to market chaos, thereby undermining social stability. Heavy-handed state intervention can weaken the confidence of Chinese entrepreneurs, which in turn stifles investment and growth. Overemphasis on techno-nationalism risks discouraging foreign investment in the domestic tech industry, which could adversely affect technological growth and development. Strong government intervention to foster critical technologies could also lead to the misallocation of resources and could curb market incentives to develop other sectors.

In recent years, falling GDP growth and slowing economic achievement in China appear to have incentivized the CCP leadership to seek legitimacy in other ways. These include beefing up nationalistic achievements and imposing stricter social controls and surveillance to ensure stability in recent years. Similar to the acrobats on the high wire, the Chinese leadership thus needs to constantly balance potentially competing interests and objectives and try to meet demands from various interest groups in the society. Indeed, Sebastian Heilmann and Elizabeth Perry have described Chinese policymaking as “guerrilla-style” adaptive governance rooted in the revolutionary times of the CCP.15 They attributed the resilience of the CCP ruling to its adaptability, which enables it to effectively meet challenges in changing times.16

1.2. Regulators

While policies from the top leadership tend to capture most of the attention, it is the regulators that are doing most of the work since they are in charge of implementing the day-to-day enforcement of the law. Understanding the bureaucratic politics within these agencies is therefore crucial for us to understand the regulatory outcomes. To begin, China has a vast bureaucracy. The official organizational chart reveals that the Chinese bureaucracy is divided into a central government, including the State Council and various ministries, and local governments, including provinces, cities, counties, and townships. In practice, however, both central ministries and the local governments are subordinate to the top leadership in Beijing.17 Using a principal–agent model, Yasheng Huang divides the Chinese bureaucracy into two levels. The “control level” consists of the Politburo and State Council, which sit at the top of China’s political hierarchy, while the “controlled level” comprises various ministerial and local agencies.

The logic behind this division is twofold: first, the agencies at the control level decide who runs the agencies at the controlled level; second, the preference divergence is sharpest between these two levels.18 Each of the ministries has well-defined functions and each of the provinces has its own territorial interests. Accordingly, these distinct actors often pursue their own interests at the expense of the interests of the system as a whole.19 Moreover, each of the ministries and provinces has relative autonomy in managing its own affairs, including the control of its own personnel. Since 1984, the CCP has allowed the control level to appoint only the top-level officials at the controlled level (i.e., ministers and provincial heads).20 In other words, according to this so-called one-rank-down nomenklatura system, the appointments to all but the top-level positions are controlled from within the controlled level.

At the central level, China has 45 ministerial-level agencies, institutions, and organizations in charge of various aspects of the social, economic, and political governance of the country. Based on the data I have gathered from public sources (which do not include those relating to foreign policies and security), the largest ministries include the National Development and Reform Commission (NDRC), with 1,029 staff members; the China Banking and Insurance Regulatory Commission (CBIRC), with 925; the Ministry of Commerce (MOFCOM), with 905; the General Administration of Customs, with 847; the State Administration for Market Regulation (SAMR), with 805; the People’s Bank of China (PBOC), with 779; the Ministry of Industry and Information Technology (MIIT), with 731; the Ministry of Finance, with 698; the Ministry of Natural Resources, with 691; and the Ministry of Transport (MOT), with 664.21 Given that the staff quota is a crucial administrative resource for a ministry, staffing numbers represent a useful proxy to gauge a given ministry’s political clout.

As many Chinese scholars have observed, power is very fragmented within the Chinese bureaucracy.22 While each regulatory agency is responsible for overseeing a specific area, their regulatory functions frequently overlap. In the most recent round of the law-enforcement campaign against Big Tech, at least 14 central ministries joined the Supreme People’s Court and a number of other CCP and social organizations in helping to devise new legislative proposals and implement policy guidance from above (see Appendix 1.1). In the area of antitrust, the main authority in charge is the SAMR. But this agency is not completely independent, and other agencies such as the NDRC and the MIIT can also interfere with its policymaking.23 In the area of fintech regulation, the two major financial regulators, the PBOC and the CBIRC, are concurrently involved. In the area of data regulation, the Cyberspace Administration of China (CAC) is the main agency coordinating enforcement among several central ministries including the MIIT, the Public Security Bureau (PSB), and the SAMR, as well as a vast array of sector regulators.24 In the area of labor regulation, a patchwork of central authorities are involved, including the Ministry of Human Resources and Social Security (MOHRSS), the MOT, the Ministry of Emergency Management (MEM), the State Post Bureau (SPB), the Supreme People’s Court (SPC), and the All-China Federation of Trade Unions (ACFTU).



Appendix 1.1 Central Ministries and Other Organizations in Charge of Platform Regulation




	Bureaucratic Status
	Name of Organization
	Functions & Responsibilities
	Areas of Regulation





	Central Ministry
	General Office of the State Council of the People’s Republic of China
	Preparing meetings of the State Council, assisting the State Council leadership in reviewing or drafting official State Council documents, studying and reviewing issues between governments at all levels and departments of the State Council, and making recommendations to the State Council leadership.
	Overseas listing



	Central Ministry
	State Administration for Market Regulation (SAMR)
	Comprehensive supervision and management of the market and unified registration of market entities, unified enforcement of antitrust, and supervision and management of product quality.
	Antitrust, Data, Labour



	Central Ministry
	National Development and Reform Commission (NDRC)
	Formulating and organizing the implementation of planning for national economic and social development, reforming and opening up the economic system, drafting relevant laws and regulations, and promoting the implementation of sustainable development strategies and innovation-driven development strategies.
	Antitrust, Data, Labour



	Central Ministry
	China Banking and Insurance Regulatory Commission (CBIRC)
	Supervising and managing the banking and insurance sectors nationwide and conducting systematic studies on their open management, participating in the drafting of relevant laws and regulations, and formulating rules for the prudential regulation, and conducting supervision of the banking and insurance sectors.
	Fintech, Data



	Central Ministry
	People’s Bank of China (PBOC)
	Formulating and implementing monetary policy and credit policy, formulating plans for the reform, opening up, and development of the financial sector, supervising financial markets, formulating and implementing exchange-rate policy, issuing the RMB, and managing the State Treasury.
	Fintech, Data



	Central Ministry
	Ministry of Commerce (MOFCOM)
	Formulating strategic plans for national finance and taxation, drafting relevant laws and regulations, drafting the central financial budget and final accounts, supervising the central financial expenditure, and auditing the budget and accounts of the state capital and the national social insurance fund.
	Data, Labour



	Central Ministry
	Cyberspace Administration of China (CAC)
	Implementing Internet information-dissemination guidelines and policies, strengthening internet information-content management, approving and supervising network news businesses, and investigating and dealing with illegal and non-compliant websites.
	Data



	Central Ministry
	Ministry of Industry and Information Technology (MIIT)
	Studying and proposing industrial-development strategies; formulating industry planning and industrial policies and organizing their implementation; directing the formulation of technical regulations and industry standards for industry; and approving fixed-asset investment projects in industry, communications, and information technology.
	Data, Antitrust



	Central Ministry
	Ministry of Public Security (MPS)
	Undertaking functions including counter-espionage, intelligence gathering, and maintaining political and overseas security.
	Data



	Central Ministry
	Ministry of Transport (MOT)
	Planning and coordinating the integrated transport system; guiding the planning and management of transport hubs; and supervising the implementation of industry planning, policies, and standards for highways, waterways, and civil aviation.
	Labour



	Central Ministry
	Ministry of Emergency Management (MEM)
	Organizing the preparation of overall national emergency plans and planning, guiding the work of all regions and departments in responding to emergencies, promoting the construction of emergency plan systems and plan exercises, and building disaster prevention and relief systems.
	Labour



	Central Ministry
	Ministry of Human Resources and Social Security (MOHRSS)
	Formulating human-resources and social-security policy-development plans, promoting employment, establishing a multi-level social security system in urban and rural areas, and formulating income policies for personnel in institutions.
	Labour



	Central Ministry
	Ministry of Education (MOE)
	Formulating guidelines for educational reform and development, teaching requirements and relevant laws and regulations, and guidelines for national language and writing work.
	Online tutoring



	Central Ministry
	China Securities Regulatory Commission (CSRC)
	Managing the securities and futures markets; formulating relevant policies, laws and regulations; and regulating listed companies, securities, and futures exchanges, as well as the issuance of shares and overseas listings of domestic enterprises.
	Overseas listing



	Vice Presidential Status
	Supreme People’s Court (SPC)
	Hearing certain types of cases, formulating judicial interpretations, supervising the trials of local people’s courts at all levels and of specialized people’s courts, and managing the judicial administration of the courts nationwide.
	Labour



	Vice Ministry
	State Post Bureau (SPB)
	Overseeing the national postal industry as well as national postal enterprises, formulating postal-industry development strategies and policies and drafting relevant laws and regulations, and managing the postal market.
	Labour



	Equivalent to Central Ministry
	Central Propaganda Department (CCPPD)
	Overseeing ideological and press work nationwide; guiding national theoretical research; directing public opinion; planning overall ideological and political tasks; and censoring national press, publishing, television, and film.
	Labour



	Social organization under CCP Leadership
	All-China Federation of Trade Unions (ACFTU)
	Leading local trade unions and industrial unions, conducting investigations and studies on major issues relating to the legitimate rights and interests of workers, formulating relevant laws and regulations, and assisting trade-union leaders at all levels.
	Labour



	Central Ministry
	State Taxation Administration (STA)
	Drafting and implementing tax laws and regulations, making tax-policy recommendations, collecting taxes, and organizing and implementing reforms to the tax collection and management system.
	Tax







The above division of labor and organizational setup is roughly replicated at the local level. In the area of antitrust, a number of SAMR’s provincial agencies such as those in Jiangsu, Zhejiang, and Shanghai have been quite active in antitrust enforcement. In the areas of data regulation, local authorities including those in Shanghai and Shenzhen have both rolled out new data legislation governing their local regions. Local governments and courts have been the dominant players behind the enforcement of Chinese labor regulations. For instance, wealthy regions such as Zhejiang and Guangdong were the first to initiate experiments to improve insurance protections for gig workers. Each of the relevant enforcement frameworks in data, antitrust, and labor regulation will be elaborated upon in Chapters 4 through 6.

This power fragmentation has given rise to relentless competition among Chinese regulators vying for policy control.25 In China, policy control is a crucial asset because it enables regulatory authorities to gain political support from their patronage networks and increases rent-seeking opportunities. The more control an agency has over an important policy area, the more likely it is that the agency can capitalize on its control to accumulate administrative merit, thus paving the way for the agency head to rise to the top level of the CCP hierarchy. In these ways, Chinese regulators are naturally inclined toward maximizing their bureaucratic interests within their specific scope of responsibility. The prioritization of these bureaucratic interests also helps explain why regulators tend to focus on short-term and narrow objectives without necessarily considering their broader implications for the whole society.

And yet, paradoxically, while Chinese regulators have significant incentives to expand their turf, they also have a strong incentive to do little, in an attempt to avoid political risk, particularly when they are concerned that their regulatory actions might contravene central initiatives. Since President Xi came into power, his administration has significantly tightened control over the bureaucratic apparatus. The Xi administration also invigorated ideological training and imposed stricter disciplinary measures over government officials.26 In line with this trend, government officials have faced greater pressures to demonstrate loyalty and adherence to the top Chinese leadership in recent years. Since 2012, the Xi government has also launched a massive anti-corruption crackdown that is unprecedented in terms of its scale and scope. Over the past decade, the Central Commission for Discipline Inspection, the CCP’s anti-graft agency, has investigated 4 million cadres, including 500 senior officials, and has expelled 900,000 of them from the CCP.27 Studies have shown that the chilling effects of the anti-corruption campaign has contributed to bureaucratic slack.28 With officials struggling to figure out how to please their bosses, reluctance to implement new initiatives and facilitate policy implementation has permeated the regulatory apparatus. “Lazy governance” became commonplace as officials opted to do as little as possible in order to avoid blame and punishment.29 “Not hoping for merit, just avoiding risk” has become a popular survival strategy among Chinese bureaucrats.30

At the same time, when agencies receive clear signals about policy tightening from the top leadership, they subsequently try to actively display their loyalty to the top leadership by taking swift legislative and enforcement actions. Due to the power imbalance between businesses and the state in China, administrative authorities are seldom challenged publicly and thus are subject to little judicial scrutiny. Ambitious administrative authorities tend to overreach in order to obtain more political credits, which can be cashed in for more policy control. Paradoxically, this dynamic has meant that Chinese officials either do too little or too much, in what amounts to a dramatic regulatory pendulum swing.

1.3. Firms

Like most businesses, Chinese tech firms have a simple goal—increase their market shares by gaining more user attention and then boost their profits. In order to survive and even thrive in China, Chinese tech firms have learned to be very flexible. Many of them adapt to China’s weak institutional environment through three major survival strategies: regulatory arbitrage, “fake it till you make it,” and crony capitalism, each of which is elaborated below.

1.3.1. Regulatory Arbitrage

Regulatory arbitrage is a practice whereby firms try to circumvent unfavorable laws by exploiting legal loopholes. Chinese tech firms are very adept at regulatory arbitrage by innovating at a very rapid speed to take advantage of the gaps in existing regulations. This phenomenon is certainly not unique to Chinese firms—Elizabeth Pollman and Jordan Barry have shown that US tech firms such as Uber and Airbnb have resided in legal gray areas and have engaged in aggressive lobbying to change the law.31 Although Chinese tech firms do not necessarily aim to change the law, they have similarly adopted an “invest first and get approval later” strategy. As many of their products or services seem not to fit neatly into the frameworks of existing regulation, it is not entirely clear which regulator is in charge of overseeing the problems they create. The bureaucratic inertia we observe in the Chinese context thus further contributes to a regulatory vacuum. Because timing is crucial for tech firms to capture the market, it is extremely important for Chinese tech firms to gain first-mover advantage by entering the market and becoming the market leader. They can then start lobbying the government for its support and endorsement the moment their businesses start to expand and grow. Even when tech firms take the initiative without gaining the necessary approval from the government, their legal violations will not cause significant disruption to their businesses as long as the resultant legal penalties are manageable.

The Chinese fintech sector offers excellent examples of this strategy. Alipay, one of the two major online payment platforms in China, provides consumer-to-merchant money transfers on its e-commerce platform. It also provides escrow services for Taobao consumers, only releasing payments to sellers after buyers receive the goods they have ordered. This important innovation has facilitated Taobao’s exponential growth by resolving the intrinsic mistrust between the transacting parties. However, before Alipay’s arrival, third-party payment had been a legal gray area in China. Jack Ma, the platform’s founder, was even prepared to go to jail for launching this service.32 But Ma’s gamble paid off. Alipay became widely popular and ultimately won the endorsement of the regulators. In 2010, the PBOC issued administrative measures on non-financial payment services and their implementation, thus retroactively recognizing the legal status of online payment platforms such as Alipay.33 The following year, Alipay obtained a payment business license as one of the first non-financial institutions to conduct payment operations.34

Yu’e Bao, an online money-market fund introduced by Alibaba in 2013, offers another example. Yu’e Bao allowed Alipay customers to deposit the money left in their accounts to earn interest rates higher than those offered by banks.35 It soon became China’s largest online market fund, one whose explosive growth surprised industry participants and stimulated new entrants from other tech firms such as Baidu and Tencent.36 Although Chinese financial regulators were under pressure to impose regulatory restrictions on Yu’e Bao, it wasn’t until 2017 that the PBOC started to impose limits to regulate the fund.37 In effect, the central bank was supporting the growth of Yu’e Bao during its early days as a means of pushing forward financial-market liberalization.38

1.3.2. “Fake It Till You Make It”

The second important survival strategy for Chinese firms is “fake it till you make it.” This refers to a business culture in which entrepreneurs pretend to be successful until they can finally provide proof of actual success. To be sure, Silicon Valley is full of “fake it till you make it” stories, as epitomized by the conviction of Elizabeth Holmes, the founder of the bogus blood-testing startup Theranos.39 Fraud is much more prevalent in China, however, due to its weak legal institutions, a point I will further illustrate in Chapters 7 and 8.

Consider the example of Taobao, China’s largest e-commerce retailer. Just as other online retailers have done, Taobao set up a reputation mechanism, allowing customers to post reviews of their purchases. Unfortunately, fake promotional reviews are extremely common in China.40 In 2014, an executive at Alibaba disclosed that 17 percent of all merchants on Taobao had forged close to 500 million transactions, adding that these were only the “tip of the iceberg” and that there were tens of thousands of people in China contributing to fake sales online.41 Certain estimates indicate that 80 percent of Taobao sellers have committed trust fraud at some stage of their business operations.42 The pervasiveness of this problem has led to situations in which top sellers feel they have no choice but to use fake promotional reviews in order to defend themselves and maintain their rankings.43

Chinese e-commerce platforms are also notorious for selling counterfeit products. China’s massive copycat industry has been incredibly quick at churning out shanzhai products—that is, products that typically imitate the visual appearance and function of leading luxury fashion brands as well as high-end electronic products.44 A recent well-known example of a platform selling shanzhai products is Pinduoduo, which has been heavily criticized in the Chinese media for hawking low-price knockoffs resembling well-known brands. Days after Pinduoduo listed on the Nasdaq stock exchange in 2018, the SAMR, China’s market-supervision watchdog, announced probes into the firm amid reports of rampant counterfeits on its website.45 Huang Zheng, the platform’s founder and CEO, responded by saying that his firm had stepped up its efforts to tackle the sale of counterfeit products, but also stressed that shanzhai products should not be confused with counterfeits.46

1.3.3. Crony Capitalism

As a result of their regulatory arbitrage and “fake it till you make it” strategies, Chinese businesses are particularly vulnerable to regulatory attacks.47 This inherent insecurity has driven them to seek political protection. Although China’s legal institutions have significantly improved since the country embarked on market reforms, formal institutional protection for private firms remains weak. The World Bank’s index of Doing Business Indicators ranked China near the bottom in terms of the ease of starting a business.48 Nevertheless, private businesses have been able to flourish in China despite poor legal-institutional protection. Economists have attributed this paradox to the prevalence of informal institutions, which they call “special deals,” facilitated by local political leaders.49 Chong-En Bai, Chang-Tai Hsieh, and Michael Song have shown that local governments possess tremendous administrative capacity, which enables them to give a “helping hand” to favored firms, for instance in the form of an exemption from regulation.50 Local regulators have an enormous incentive to provide such “special deals,” given that the support of local champions can form part of their administrative merit, while also allowing officials to extract more rent from favored firms.51

Such “special deals” are observed not only among local officials, but also among senior leaders in Beijing.52 One common form of crony capitalism can be seen in the way in which Chinese businesses share ownership stakes with the so-called princelings and state-owned enterprises (SOEs).53 Because princelings have strong personal connections with the top leadership while SOEs enjoy high bureaucratic status, both can act as political intermediaries more easily able to provide Chinese firms with opportunities to lobby for favorable government policies. In fact, many princelings who work in private equity or venture capital are offered the opportunity to invest in tech firms at an early stage, thus allowing them to reap bonanzas when the firms become public.54 As Lulu Chen, a veteran journalist covering Chinese tech, wrote in her new book Influence Empire: “Tech has been a goldmine, especially in the mobile internet, for a plethora of the princelings operating within China’s political apparatus. Venture capital firms actually make a point of hiring those luminaries to amass political clout.”55 Investments by these political intermediaries offer an important form of protection for Chinese tech firms. Since any harsh regulatory interventions into the activities of tech firms will negatively impact investments made by political intermediaries, the regulatory authorities tend to be more reluctant to act against them, especially in the absence of a strong and clear policy signal from the top. As one official put it, regulating Chinese internet businesses is like poking a hornet’s nest as “every company has a powerful investor who has powerful allies even higher up.”56 This “ownership-sharing scheme” effectively aligns the interests of Chinese tech firms with those of the political elites who can exert influence on the bureaucracy.

Ant Group, China’s largest fintech giant, offers a notable example of this trend. According to reports, one reason why the CCP leadership decided to suspend Ant’s initial public offering (IPO) was growing unease regarding the firm’s complex ownership structure.57 An investigation by the central government revealed that a group of well-connected Chinese political elite entities had invested in Ant, as had China’s national pension fund and several large state-owned banks and investment companies.58 Alibaba is another example. When Alibaba first went public in 2014, the New York Times ran a sensational report about investment from Chinese political elites in the e-commerce giant.59 As one analyst put it: “It would take, at this point, a seismic effort to topple an Alibaba. They’ve got so many different allies across so many different ministries.”60

1.4. Platform Participants

Generally speaking, platform participants do not play a prominent role in China’s regulatory process. Because many of the transactions that occur online only involve small-value claims, consumers generally do not find it worthwhile to make formal complaints to public institutions such as administrative agencies or courts.61 As Van Loo succinctly observes: “for these [small-value transactional disputes], unlike in contexts typically studied, the corporation is the closest thing to a courthouse that most consumers will encounter.”62 As I will further elaborate in Chapters 4 and 5, most platform participants rely very heavily on a platform’s internal dispute-resolution process to settle their conflicts, thus making the platform a quasi-regulator.

When high-stakes disputes between platforms and their participants arise, the latter have a strong incentive to speak out about their grievances. However, widespread censorship and suppression of human rights make it extremely difficult for platform participants to voice dissent. As a result, they need to cry out their grievances or make violent protests for their claims to be noticed and heard by the regulators.63 Interestingly, platform participants in China often do not resort to formal public institutions, but rather protest through informal institutions. For instance, when Taobao raised the access fees for its online merchants in 2013, thousands of merchants protested by sabotaging and paralyzing Taobao’s online review mechanism. This attracted attention from the regulator, who eventually intervened and resolved the matter in favor of the merchants, an incident I will discuss further in Chapter 8. The victory of the Taobao merchants was, however, a rare success. Very often, the collective actions of platform participants are suppressed in China due to tight and pervasive censorship and intolerance of civic organizations. As will be illustrated in Chapter 6, delivery drivers have in the past organized unions or strikes in order to collectively negotiate with the tech giants or enhance their bargaining position.64 And yet, local governments have been known to crack down on such efforts for fear of social instability.65 The suppression of protests from informal labor unions has made it even harder for delivery workers to voice grievances. Some helpless delivery workers have resorted to extreme measures. In early 2021, a delivery worker set himself on fire after a dispatch agency employed by the food-delivery platform Ele.me refused to pay him his wages because he switched to another platform.66 This tragic news went viral on social media, further fueling public discontent with delivery platforms. It should be noted that platform workers in Western countries have also faced hurdles in their attempts to challenge platform practices. However, as compared with their counterparts in China, civic associations and activists in the West have generally been more successful in pushing for institutional changes to regulate businesses.67

Pervasive censorship notwithstanding, the top Chinese leadership is responsive to public demands and allows limited political participation.68 This is primarily due to the following factors: first, the top leadership needs to collect information from its citizens in order to curb agency problems;69 second, as scholars have found, only specific kinds of dissent can threaten the survival of the authoritarian regime.70 As such, the central government limits its censoring of politically sensitive information, which can in fact help the government stay responsive to public discontent before it erupts into crises.71 In fact, Chinese regulatory authorities may tolerate or even provoke nationalistic sentiments in order to rally popular support and enhance the legitimacy of its regulatory actions.72 To be sure, the Chinese leadership recognizes that nationalism is a double-edged sword that can also reveal the weakness of the regime and might pose a threat to political and social stability.73 The top Chinese leadership must therefore strike a delicate balance between allowing public grievances to be aired while suppressing those that might be viewed as a threat to its rule.

1.5. Summary

This chapter began by introducing the four major actors in the dynamic pyramid model: the top leadership, the regulators, the firms, and the platform participants. The top leadership has a complicated utility function. In order to stay in power, they need to maintain their performance legitimacy derived from three main sources: economic growth, social stability, and national cohesion. These objectives often undercut each other and thus the top leaders need to constantly balance different interests and objectives in the society. Chinese regulators, on the other hand, are nested within a vast bureaucracy where power is highly fragmented. While agencies are in a relentless competition for policy control, they are also extremely risk-averse. Until agencies receive clear signals from the top leadership, they avoid taking drastic enforcement actions that might be deemed contradictory to the central policy initiatives. However, once these agencies are mobilized to take action, they tend to overreach. This results in a paradoxical phenomenon that regulators either do very little, or do too much.

In the face of harsh regulatory crackdowns, Chinese firms have appeared much more obedient than their Western counterparts. However, they are far from being passive actors. In order to adapt to China’s unique institutional environment plagued by endemic fraud and corruption, Chinese tech firms have relied upon three main strategies to survive and thrive in the Chinese market: regulatory arbitrage, “fake it till you make it,” and crony capitalism. Platform participants typically don’t express their grievances as most online disputes involve only low-value claims. However, when embroiled in high-stake disputes with a platform or other participants, their voices tend to be stifled due to censorship and suppression. That said, Chinese regulators can tolerate or even provoke nationalistic sentiments in order to bolster their own legitimacy. In the next chapter, we will explore how the interactions between these major actors and the accompanying feedback loops can lead to extreme volatility in the regulation of Chinese Big Tech.
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Volatility

In Chapter 1, I introduced the four major players in the dynamic pyramid model. I argued that Chinese tech regulation should be viewed as a complex system involving dynamic interactions between and among four players from different tiers of the Chinese polity. This chapter will delve further into these interactions. I will show that changes in one player’s behavior can immediately affect how other actors in the system behave, thus creating a chain reaction. A reaction of this kind need not solely impact the targeted industry, but can also have strong ripple effects across many other parts of the economy. A feedback loop is formed when the player who first initiates the action receives information regarding its action that might cause it to change or adjust its behavior. Such changes in how actors behave give rise to the volatility that is the focus of this chapter.

Indeed, the dynamic pyramid model of regulation is inherently unstable, with its volatility stemming from three major sources. The first source of volatility derives from the complex utility function of the top leadership, whose performance legitimacy hinges upon their achievements in three dimensions: economic growth, social stability, and national cohesion. While each of these three goals is vital for their legitimacy, the top leadership will often need to strike a delicate balance between and among them. High economic growth could lead to market chaos that threatens social stability. Harsh government intervention to curb market disorder, on the other hand, can undermine investor sentiments and curb economic growth. Similarly, strong emphasis on national cohesion can deter foreign investment, and nationalism can threaten social stability. Consequently, the top Chinese leadership will need to constantly adapt their goals according to the changing political and economic circumstances.

The second source of volatility is the absence of institutional checks and balances in China’s regulatory system. During a severe regulatory crisis, Chinese policymakers mobilize the country’s vast bureaucracy to tackle a particular regulatory challenge. Without strong institutional safeguards, regulatory agencies are able to move forward quickly. But quick and unconstrained agency intervention often comes with a grave risk of administrative abuse. Although informal institutions can eventually counteract agency overreach, as I will explain below, the overreaction of an agency already results in a dramatic policy swing, which means that a course correction could introduce further volatility in the system.

The third source of volatility arises from the inefficient information transmission within the regulatory hierarchy. The top leadership, despite possessing supreme power, remains distant from the sources of emerging problems. As such, Chinese leaders will need to rely on the information passed on from the bureaucracy before making decisions. As discussed in Chapter 1, in a highly politically charged environment, bureaucrats are extremely risk-averse and try to err on the side of caution by doing as little as possible when the policy signal is unclear. As soon as they receive clear signals from above, they tend to act zealously to demonstrate their loyalty to the top. This results in a paradoxical phenomenon that sees bureaucrats either do very little or do too much. In either case, bureaucrats have the strong incentive to delay or distort the information, creating noisy feedback. The suppression of public grievances in China further aggravates the information deficit at the top, causing the top leaders to become too complacent with their policy decisions. By the time the top leaders realize their policy missteps, the existing problem has often already loomed into a crisis. The top leadership must then intervene rapidly, sending strong signals of either policy tightening or loosening, which introduces dramatic policy swings.

The tech crackdown in China, which extended from late 2020 to early 2022, provides an excellent example of the volatility inherent in the dynamic pyramid model of Chinese regulatory governance.

2.1. Phase One: Lax Regulation

As Avinash Dixit is fond of reminding us, the law is never complete, as it cannot possibly anticipate all contingencies.1 This is particularly the case for disruptive technologies such as online platforms, which have grown so rapidly that existing rules and regulations often fail to cover their innovative products or services.2 Moreover, when a new product or service is introduced into the market, it takes time for industry participants and regulators to understand and assess its impact. Human beings are cognitively limited when it comes to foreseeing and estimating the risks that new products and services bring, and regulators often remain unaware of minor problems until they become serious. Even when regulators do become aware of problems, it takes time for the legislature and law-enforcement agencies to formulate a unified and coherent response.

This lag in the regulation of online platforms is certainly not unique to China; other countries, including the United States and those in Europe, are similarly ramping up scrutiny over their tech giants. Nevertheless, the unique structure of Chinese regulation makes a distinct contribution to lax enforcement during the early stages of online platform development. After decades of double-digit growth, the Chinese economy has gradually slowed down since 2008. The government thus needs to identify new economic drivers to jump-start the economy. The emergence of major online platforms was seen as an important means for China to upgrade its traditional manufacturing and service industries, and, for this reason, the central government was very supportive of innovation and entrepreneurship early on.

In 2015, the State Council promoted the “Internet Plus” initiative, a five-year plan to upgrade the traditional manufacturing and service industries by integrating them with big data, cloud computing, and other “internet of things” technologies.3 The State Council also released five guidelines for implementing the initiative, detailing policy support in various areas such as cross-border e-commerce, commerce circulation, rural e-commerce, innovation, and entrepreneurship.4 For three consecutive years between 2018 and 2020, the annual government reports by the State Council advocated a “tolerant and cautious” approach in regulating the Chinese platform economy.

Given the hierarchical nature of Chinese regulation, it is not surprising that various central ministries and local governments quickly followed up with concrete guidelines to implement the “Internet Plus” initiative.5 The Ministry of Commerce, for example, first formulated various action plans in 2015.6 Sector regulators ranging from the Ministry of Agriculture to the People’s Bank of China (PBOC) were also busy promoting this initiative in their relevant sectors.7 In the following year, the National Development and Reform Commission (NDRC) announced a three-year plan for building an application market for artificial intelligence that would be worth over RMB 100 billion.8 The Chinese tax department further offered preferential tax schemes to encourage mass entrepreneurship and innovation.9 In July 2017, eight Chinese ministries jointly issued a guiding opinion to promote the sharing economy, laying down comprehensive measures for market access, regulatory supervision, and the creation of a nurturing environment.10 Meanwhile, local governments responded to Beijing’s call by issuing measures accelerating the development of e-commerce.11 Local governments also ran pilot programs to explore the implementation of the “Internet Plus” initiative in various sectors such as logistics, social security, healthcare, and other government services.12 During this period, government-sponsored incubators for start-ups mushroomed in large cities such as Beijing and Shenzhen.13 These government efforts created a very supportive and favorable policy environment for Chinese tech firms. When Premier Li Keqiang addressed the Summer Davos Forum in 2017, he touted “an accommodating and prudent regulatory approach toward new industries, new business forms, and models” that, he argued, had facilitated the healthy development of China’s tech companies.14

Meanwhile, Chinese tech firms are very adept and know how to take advantage of a favorable policy environment to lobby for political support. These firms exert influence over the political process through two main channels. The first is through the use of formal institutional channels such as those accessible through party membership or other legislative and consultative conferences.15 For instance, Jack Ma, the founder of Alibaba and Ant Group, has been a Chinese Communist Party (CCP) member since the 1980s.16 Some tech entrepreneurs serve in the National People’s Congress (NPC), China’s top legislative body, or in the Political Consultative Conference, the top advisory body (the two bodies are known collectively as the “two sessions”). Top executives from large Chinese tech firms have actively participated in the “two sessions” and have submitted proposals for the digital economy.17 Pony Ma, the CEO and founder of Tencent, has reportedly submitted over 50 proposals to the NPC during the past decade.18 Commentators note, however, that these proposals serve more “as gestures of fealty to the Communist government than as real policy initiatives,” mainly because the NPC is a toothless rubber-stamp parliament.19 Other scholars have suggested that legislative membership signals a tech company’s political capital, thus helping it receive preferential treatment and fend off property appropriation by the government bureaucracy.20

The second channel through which Chinese tech firms exert political influence is via informal institutions. In Chapter 1, I noted how Chinese tech firms rely on political elites or SOE partners—essentially, political intermediaries—to exert influence over the regulatory process. Tech firms also resort to former government officials or academics, who are either hired as in-house staff or are engaged or sponsored through academic or research organizations. As this type of intermediary mainly facilitates information exchange between firms and regulators, I call them “information intermediaries.” In the past few years, several of China’s largest tech firms, including Tencent, Alibaba, ByteDance, Didi Chuxing, and Meituan, have poached former regulatory officials and offered them generous payouts.21 Seeing little prospect for career advancement in their departments, many officials either move to positions in research centers or government-relations departments at Chinese tech giants.22 Chinese academics, many of whom advise government departments in drafting new laws or provide expert opinions for investigations, also play a very important role in facilitating this process.23 Given the lack of transparency in China’s legislative and enforcement processes, it is critically important for Chinese tech firms to have access to valuable information so they can gain first-mover advantage in shaping their responses to new policy developments.24 Because information intermediaries are also legal experts in their relevant policy areas, they can help Chinese tech firms lobby against unfavorable legislative changes and obtain favorable treatment during ongoing investigations. However, it is also well known that this revolving door can distort the incentives of regulators, resulting in regulatory capture.25

Given the policy endorsement from the top leadership and the aggressive lobbying from the tech firms, Chinese regulators are disincentivized from taking an aggressive stance to tackle problems in the tech sector. Consequently, even though tensions were building up between the platforms and their participants, the regulators were slow to report this information to the top leadership. Meanwhile, public grievances tend to be dampened by censorship and crackdowns stemming from local governments and regulators. The slow information transmission from both the regulators and the public contributes to an information deficit at the top echelon of China’s leadership. Figure 2.1 presents the dynamics among the major actors.
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Figure 2.1. Lax regulation.



2.2. Phase Two: Harsh Crackdown

Favorable government initiatives and lax regulation initially created a very supportive and favorable policy environment for Chinese tech firms. Armed with troves of data, deep coffers, and an influence that spans the lives of millions of people, the Chinese internet giants have enjoyed exponential growth in the past decade. During the same period, however, regulatory tensions began to surface and attract public attention. Serious cases involving personal safety, as well as financial-stability issues capable of threatening the social harmony, started to appear soon after the introduction of new platform products and services. Given the outsized influence of Big Tech, even a seemingly small probability of operational failure can generate strong regulatory repercussions. Take Didi Chuxing, for example. In 2015, Didi launched Shunfengche, a “hitchhiking” service that matched car owners willing to offer a free ride with those needing a lift.26 Within a few years, problems started to emerge when a few female passengers using the Shunfengche service were raped and murdered by their drivers.27 Although these incidents were low-probability events, they triggered a massive public uproar, leading Didi to shut down the Shunfengche service.28 Regulators from various major cities also tightened their oversight, ordering Didi to overhaul its screening mechanisms for drivers and improve safety protections for passengers.29 Another example is the series of scandals that erupted in the peer-to-peer (P2P) industry. In 2015, Ezubao, one of China’s largest P2P lenders, was found to have been engaging in a Ponzi scheme.30 As of January 2016, Ezubao had defrauded over 900,000 users who lost almost RMB 50 billion.31 Angry protests erupted in 34 Chinese cities in response to the scandal.32 The collapse of Ezubao generated a domino effect, with 50 percent of the P2P platforms being identified as “problematic” on the basis of serious operational difficulties in 2016.33 A series of subsequent regulatory crackdowns gave rise to another wave of scandals and defaults in 2018.34 By late 2020, the Chinese banking regulators had all but shut down the P2P platforms.35

Meanwhile, Chinese regulators have grown increasingly wary of the potential for moral hazard associated with platform operation. Because online platforms serve as intermediaries connecting buyers and sellers, it is often not entirely clear what their legal responsibilities are with respect to conflicts arising from their platforms. As a result, online platforms have an incentive to engage in excessively risky transactions without bearing any liabilities. Consider an example from the food delivery industry. Two of China’s leading food-delivery companies, Meituan and Ele.me, have been criticized for using smart algorithms to set up routes and impose tight deadlines on delivery drivers, resulting in many traffic accidents.36 As most of these drivers are crowdsourced couriers rather than full-time employees, they cannot receive social-security benefits or compensation for work-related injuries.37 The absence of formal legal protection for drivers has resulted in many labor disputes, some of which escalated into strikes.38 In one tragic instance, a driver who was unable to receive compensation protested by setting himself on fire.39 Incidents of this kind generated a public outcry, leading to considerable debate in China about the liabilities of online platforms. Another example stems from the world of micro-lending, a popular financial service introduced by Chinese fintech companies. Ant Group, China’s largest fintech company, partnered with Chinese state-owned banks to extend microloans to hundreds of millions of small businesses and individuals.40 According to Ant’s IPO filing, banks were responsible for extending almost 98 percent of the loans.41 The fact that Ant bore almost none of the risk of default generated concerns that it might engage in excessively risky lending. Indeed, it was discovered that Ant had employed deceptive tactics to encourage spending on Taobao by providing convenient borrowing to young students through its micro-lending channels.42

Finally, the Chinese digital economy has become highly concentrated, giving rise to a whole host of antitrust and competition issues. In the past few years, Tencent and Alibaba have become China’s most formidable competitors, operating like a duopoly in the Chinese digital economy.43 Tencent is a mega entertainment firm with strong market positions that span social media, music, and gaming. Alibaba is a conglomerate with its core business in e-commerce but also invests heavily in social media, entertainment, logistics, and cloud computing. Each of these two tech giants owns a few super-apps—that is, highly popular apps that are not only used by vast user populations, but which also provide access to countless “mini-programs” that can be launched instantly.44 Over the years, the intense rivalry between Alibaba and Tencent has carved up China’s tech sector into two competing ecosystems, each side blocking users from sharing content to the other’s ecosystem, as I will further elaborate in Chapter 6.45 For instance, users of WeChat couldn’t open a link to a product from Taobao, and had to copy and paste the URL into a browser to access the content. Taobao, on the other hand, does not allow Tencent’s WeChat Pay as a payment service. Because of the lack of interoperability between these two ecosystems, most new start-ups have no choice but to join either the Alibaba or the Tencent camp in order to survive.46 Seeking to further entrench their own dominant positions, leading e-commerce firms such as Alibaba and Meituan have also imposed restrictive conditions to force merchants to stay on their platforms.

2.2.1. The Tipping Point

Although regulatory tensions in the tech sector had been building up for many years, they did not tip the balance between innovation and regulation until mid-2020. The State Council’s annual work report, released in May of that year, continued to emphasize applying a “cautious and tolerant” approach in regulating the platform economy.47 That autumn, however, one random, unforeseen event directly triggered a dramatic reversal of China’s regulatory approach. On October 24, 2020, Jack Ma made a highly controversial speech at the Bund Financial summit in Shanghai. Ma scathingly criticized Chinese financial regulation, chiding state banks for operating with a “pawn shop” mentality.48 He also referred to the Basel Accords, a set of agreements on banking regulation issued by the Basel Committee on Banking supervision, as a “club for the elderly.”49 On November 3, 2020, the Shanghai Stock Exchange halted Ant’s IPO, citing changes in the regulatory environment.50 From this point on, the balance was tipped decisively toward increased regulation. But how did Jack Ma’s speech and Ant’s mega-IPO, which would have brought China tremendous pride, become the tipping point for regulating the Chinese platform economy?

Similar to other Chinese tech firms, Ant is well adapted to the nation’s weak institutions and knows how to navigate a complex regulatory environment and grow its business in legal gray areas. Since its establishment in 2014, Ant has created many new financial products in microlending, insurance, and wealth management, none of which seems to fall within existing regulatory frameworks. Although almost 90 percent of Ant’s revenue is derived from financial services, the firm has been trying hard to maintain its label as a technology company.51 Doing so has allowed Ant to seek arbitrage among different regulatory authorities and find room to grow and expand very quickly. For example, Ant saw a good opportunity when the Trump administration threatened to delist many Chinese companies from the US stock exchanges.52 To lure Chinese tech firms to trade back home, China launched the Technology and Innovation Board (the “STAR market”), a new Chinese technology stock market similar to the Nasdaq.53 Knowing that Ant’s IPO debut could give the STAR market a significant boost, the China Securities Regulatory Commission fast-tracked the listing process for the firm.54 Ant’s IPO was highly oversubscribed, granting the firm a high valuation as a technology company rather than as a bank.55

However, Ant’s cunning tech-firm pitch directly clashed with the regulatory mission of the PBOC. Unlike other regulatory authorities, which tend to bear few consequences from their regulatory failures, the PBOC, as the lender of last resort, needs to bear the residual risk of bailing out troubled banks.56 Concerned about the potential for moral hazards, the PBOC has long been pressing for legislation to regulate Ant as a financial holding company. In 2018, the central bank was already drafting a proposal to increase regulation of fintech companies via stricter capital-reserve requirements and risk-management rules.57 During the summer of 2020, the PBOC issued a spate of regulations, guidelines, and notices to try to curb excessive risk stemming from digital finance.58 Even after Ant filed for its IPO, the PBOC issued draft guidelines indicating that it would regulate Ant and other fintech companies as financial holding companies.59 During Ant’s IPO process, the PBOC and other financial regulators grew more alarmed, as Ant’s high valuation as a tech firm, as opposed to a bank, stoked fears of a bubble.60 Viewed in this context, Jack Ma’s controversial speech in Shanghai appears to have been the entrepreneur’s final attempt at lobbying for favorable regulatory treatment in anticipation of tightening regulation of his business.

Ma’s speech backfired, however, as it violated the taboo against directly challenging the authority and legitimacy of existing financial regulations. As explained in Chapter 1, all of China’s central ministries and local governments ultimately derive their legitimacy from the delegation of power by the top leadership in Beijing.61 Determined to defend their own bureaucratic interests, the financial regulators went out of their way to wage a regulatory war against the fintech giant. A few days after Jack Ma’s controversial speech in Shanghai, Finance News, a newspaper affiliated with the PBOC, published three days of commentaries rebutting Ma’s Shanghai speech point by point.62 The fact that the PBOC took such a high-profile approach also demonstrates the resolution and determination of the central bank in its efforts to rein in Ant Group. As such, it provides strong evidence that the direct trigger of the law-enforcement campaign was the mounting regulatory tension between Ant Group and the financial regulators, and not merely the loose lips of a billionaire. After all, it was those very tensions that Ma chafed against in his speech.

Beyond their media campaign, the Chinese financial regulators also reported this matter to President Xi Jinping, who gave instructions to halt Ant’s IPO.63 On October 31, 2020, the Financial Stability and Development Committee headed by Liu He decided that all kinds of financial activities and similar businesses should be regulated in the same way, thus clearing a path for regulators to tighten their scrutiny of Ant.64 This message was further reiterated by the Politburo on December 11, 2020, when it declared “strengthening antitrust regulation and preventing the disorderly expansion of capital” to be a work priority.65 Although the top leaders place a strong emphasis on growth, they are very sensitive to any perceived risk to financial stability. In recent years, the Chinese financial regulators have grown increasingly wary of opaque ownership structures and the regulatory arbitrage that non-financial institutions engage in when they provide financial services.66 It was in this context that, amid the financial fallout from the bankruptcy and demise of HNA Group and Anbang Insurance Corp. Co., respectively, as well as the rampant fraud that erupted in the world of P2P lending, the central leadership implemented a series of organizational shake-ups to exercise comprehensive oversight.67

After the debacle of Ant Group’s IPO, the Chinese central leadership initiated a massive law-enforcement campaign, mobilizing various legislative and administrative resources as well as propaganda to tighten regulation over Chinese tech firms. Such campaigns, a tactic employed by the CCP across diverse legal realms such as crime, anti-corruption measures, environmental conservation, and financial regulation, have historical origins dating back to the revolutionary period.68 During this era, mass mobilization, or yundong, was an integral facet of Mao’s governance strategy.69 Although mass campaigns have largely vanished after Mao, the Chinese government continues to employ campaign techniques, for instance by mobilizing grassroots party networks along with propaganda blitzes intended to enlist mass support.70 Once regulators from different ministries had received a clear signal from the top leadership to tighten oversight over the tech sector, they had a strong incentive to demonstrate their loyalty by taking an aggressive stance in regulating these firms. Much as they had done in previous law-enforcement campaigns, the Chinese regulators hastily introduced a myriad of laws and regulations and imposed swift and severe legal sanctions on the domestic tech firms.71

While public grievances tend to be suppressed, when the pendulum swings the other way, regulators tend to tolerate or even provoke them in order to enhance the legitimacy of their actions, as mentioned in Chapter 1. A couple of weeks after Jack Ma made his controversial speech in Shanghai, the PBOC published three commentaries that elaborated on the systemic financial risks posed by Ant and other fintech companies.72 These commentaries also chided Ant for branding itself as a technology company, an action they saw as the company’s attempt to seek regulatory arbitrage—as well as one that let them encourage wanton consumption among young students, collect excessive amounts of consumer data, and infringe on personal privacy.73 In response, the authors called for tightened control of market access, enhancement of consumer and data protections, and general regulatory improvement.74 These three commentaries presented a strong rebuttal to Jack Ma’s speech; in having them published, it would appear that the PBOC seized the first-mover advantage in shaping the public narrative about the case. However, this was not the only action taken to rally public support. Soon enough, an explosion of negative coverage about Jack Ma and Ant’s business also started to emerge on Chinese social media. Mr. Ma, who used to be revered as a successful national hero, was now portrayed as a “villain” and a “bloodsucking ghost.”75 Ant Group, which had been providing small loans to consumers and small businesses, was now seen as a “loan shark” in disguise.76 The turn of popular opinion against Jack Ma and Ant helped top leaders cultivate mass support to further advance the common prosperity initiative. Meanwhile, Chinese tech firms continued to lobby the regulators for lenient treatment, all the while reorienting their businesses to adapt to the new policy initiatives from the top leadership.77 Figure 2.2 presents the dynamics among the four major actors as described above.
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Figure 2.2. Harsh crackdown.



2.2.2. Agency Overreach

Once the regulatory pendulum swings from lax to harsh, the dynamic pyramid model of regulation strongly tends toward agency overreach. First, in contrast to the bureaucratic inertia during the first stage of lax regulation, government authorities now have a strong incentive to take aggressive action. As noted in Chapter 1, the top leaders are generalists and do not necessarily possess expertise in every area of governance. As such, they only set out broad and vague initiatives, while the agencies need to formulate detailed plans to implement them. The agencies therefore still enjoy significant discretion over execution. In the face of uncertainty about the exact preferences of the top leadership, agencies prefer taking a tough stance as a demonstration of loyalty to those at the top. In fact, if any agencies fail to act at this point, their inaction is likely to be perceived as incompetence or even regulatory capture.

The overnight suspension of the private tutoring industry is one such example. In recent years, after-school tutoring has flourished in China due to the severe academic pressures facing Chinese children and the scarcity of public resources to address them. This phenomenon worried Chinese policymakers, who believed that the high cost of education and excessive competition could deter anxious parents from having more children—an important priority for an aging China struggling with population decline.78 According to a report in The Wall Street Journal, the crackdown began when President Xi issued brief instructions to the Ministry of Education to reform the country’s private tutoring businesses.79 The education officials first responded by drafting plans that included new limits on tutoring for children, but this plan was dismissed by President Xi as “too soft.”80 In response, the Ministry not only significantly tightened the limits, but took the extreme step of mandating that all private education businesses be registered as nonprofits. Just like that, the USD 100 billion private tutoring industry was wiped out overnight, triggering a brutal sell-off of Chinese education companies listed overseas.81

Second, during an intense law-enforcement campaign, administrative enforcement agencies often engage in significant rivalry with each other. At such times, power fragmentation in the Chinese bureaucracy incentivizes agencies to take a tough stance not only as an expansion strategy to increase their bureaucratic turf, but also as a survival strategy to preempt the encroachment of others on their own turf. The competition between two regulators, the SAMR (China’s market watchdog) and the MIIT (China’s telecom sector regulator), offers us a glimpse into such inter-agency tensions. As will be further elaborated in Chapter 4, Tencent and Alibaba have each created their own ecosystem, providing companies within their systems with convenient access to their super-apps WeChat, Taobao, and Alipay. But each has also restricted access to its rival’s apps, creating an interoperability issue that imposes high barriers to entry for smaller rivals. During the summer of 2021, the MIIT initiated a six-month rectification program aimed at tackling a whole host of consumer-protection and unfair-competition violations, including the interoperability issues.82 Although the MIIT lacks the power to enforce China’s Anti-Monopoly Law, it can rely on its own departmental guidelines to request that firms rectify their behavior. As interoperability is a form of exclusionary conduct in violation of China’s antitrust law, the MIIT’s aggressive intervention indirectly encroached upon the turf of China’s antitrust watchdog, the SAMR.83

Third, aggressive intervention in the industry could further expand rent-seeking opportunities for officials working at enforcement agencies, as well as enhance their career opportunities upon leaving their government jobs. Given the high stakes involved, tech companies have strong incentives to lobby regulators, which creates lucrative rent-seeking opportunities not only for agency officials, but also for a large network of information intermediaries, including former regulators, think tanks, academics, and lawyers who can play a role exerting their influence on the process. As Wentong Zheng has observed, officials have incentives to increase the market demand for their services when they exit the government.84 In the enforcement setting, this may result in more enforcement actions, broadened jurisdictional reach, and higher penalties.85 In the rule-making setting, this may result in expanded legislative authority, more flexible standards, and a preference for complex rather than simple rules. The actions taken by regulators during the latest wave of crackdowns appear to bear out Zheng’s thesis, as agencies imposed record fines on Chinese tech firms while actively churning out new rules and regulations to expand the scope of their enforcement.

Fourth, although in theory Chinese administrative law gives businesses and citizens the opportunity to challenge agency actions, in practice few choose to do so, as they perceive that the costs would exceed the benefits of winning. Because agencies face little institutional resistance from targeted businesses, they enjoy almost unbridled discretion in enforcing the law. As I elaborate in my book Chinese Antitrust Exceptionalism, Chinese regulatory authorities have a variety of legal and extralegal tools at their disposal to pressure firms to accede to their demands.86 Any firm that is deemed uncooperative could face retaliation in the form of higher penalties and fines. At the same time, those firms that readily yield to agency demands are rewarded with lower penalties or even immunity. Meanwhile, Chinese agencies are adept at strategically leveraging the media to advance their policy objectives. All media outlets, including official state media and commercial media outlets, are subject to tight control by the Chinese government. In the past, Chinese antitrust regulators have been observed to employ a strategy of inflicting reputational damage on firms by exposing them to negative publicity.87 This puts significant pressure on firms to conform, especially when their stock prices suffer dramatic losses as a result of officially sanctioned naming and shaming.

The antitrust investigation against Alibaba serves as an excellent example of these varied forms of pressure. On Christmas Eve, 2020, the SAMR announced on its website that it had launched an investigation into Alibaba’s business practices. Only 10 minutes after the announcement, the People’s Daily published a long commentary endorsing the investigation. This commentary, which appears to have been prepared in advance, was seemingly designed to secure first-mover advantage and shape public perception of the case.88 The SAMR’s one-sentence announcement caused huge panic among investors. Alibaba’s stock price tumbled more than 13 percent in one day, wiping out almost USD 100 billion of its market capitalization.89 Although there was nothing wrong about the SAMR announcing an imminent investigation on its website, the Alibaba case marked the first time the agency had done so. In fact, the SAMR had always kept a very low profile in investigating cases precisely because it feared damaging stock prices. The timing of the announcement was planned well in advance, with the Christmas holiday break giving the agency room to moderate the market reaction if its statement were felt to be too harsh. The need for moderation might explain why the agency released positive news on the Sunday before the next trading day, stating that it had completed evidence gathering and mentioning that the firm had been very cooperative during the process.90 The same announcement strategy was also used in the SAMR’s investigation of Meituan, China’s largest food-delivery platform.

The SAMR was, however, not the only agency to adopt such a media strategy. On July 2, 2021, China’s Cyberspace Administration (CAC) announced on its website that it had launched a cybersecurity review into Didi Chuxing, China’s largest ride-hailing company. As the CAC had only established the cybersecurity measures a year prior, there were minimal public disclosures or precedents about such reviews at the time of the announcement. The CAC’s surprise announcement, which came just two days after Didi’s IPO debut in New York, appeared to be a deliberate attempt by the agency to inflict reputational damage on the ride-hailing company. A few months earlier, Didi had reportedly received a warning from the agency to postpone its IPO in the United States in order to undertake a thorough self-examination of cybersecurity risks associated with its service. However, Didi failed to heed the agency’s advice and rushed ahead to complete its IPO at lightning speed. The market reacted very badly to the agency announcement, causing Didi’s stock to plummet more than 10 percent in one day.91

Unlike US tech firms which actively challenge regulators in the United States and Europe, Chinese tech firms appear much more obedient throughout the regulatory process. Both Alibaba and Meituan accepted the record fines imposed by the SAMR without making any appeal and vowed their dedication to achieving compliance. As for Didi, the firm that initially defied the CAC’s order against listing in New York, it eventually moved to delist from the United States to assuage the concerns of the regulators.

2.3. Phase Three: Regulatory Easing

As shown above, Chinese regulation can lead to extreme scenarios that swing from very lax regulation during the first stage to very strict regulation during the second stage. At the same time, regulation is also a constant learning process, with each actor absorbing feedback from the system. This leads me to the third stage, in which agency overreach can be moderated, especially after the top leadership receives strong negative feedback about the consequences of its policies. Indeed, despite the lack of formal institutional constraints on agency power, informal institutions in Chinese regulation can counteract agency overreach.

Let’s start with the tech firms. Even though none of the Chinese tech firms dared to publicly challenge the antitrust agency’s actions, they actively resorted to informal methods, such as internal lobbying, to exert influence over the agency. Given the high stakes involved, firms are ready to invest significant resources into counteracting agency overreach. Because the Chinese regulatory process is very opaque, intermediaries who are in close proximity to the agency become important information brokers. Chinese academics and think tanks, as well as some organizations affiliated with agencies, are often closely involved with providing advice and consultation about the legislative and enforcement process. Such actors become highly sought-after information brokers who can help Chinese tech firms influence regulatory outcomes. Indeed, many tech groups had already lured ex-regulators to serve on their in-house teams, even before the crackdown began.92 With the increasingly challenging regulatory environment, these struggling Chinese tech firms seem even more determined to tempt government officials working at the relevant regulatory authorities with incredibly lucrative pay packages.93 As reported by Bloomberg, in some instances these have approached almost half a million dollars, dwarfing the standard civil servant salary by almost 60-fold.94

In fact, Chinese tech companies appeared successful in fending off some unfavorable legislative proposals in some instances, even amidst the enforcement campaign.95 One such example is the draft antitrust enforcement guidelines proposed by the SAMR in November 2020.96 The guidelines included several provisions which could have reduced the burden of proof that the antitrust regulator must meet when establishing the dominance of an online platform. This would have made it much easier for the agency to prosecute firms.97 For instance, the draft guidelines allowed regulators to avoid defining the relevant market in difficult cases.98 The draft also indicated that the possession of data can be used as a consideration in deciding whether a platform constitutes an essential facility.99 However, the final version of the guidelines removed all of these controversial provisions, added many potential business justifications to be taken into account when considering claims of abusive conduct, and gave more room for tech firms to defend themselves when subject to antitrust scrutiny.100

The second type of informal constraint on agency overreach lies in the fragmentation of administrative power, a distinct feature of China’s vast bureaucracy. As explained in the previous chapter, each Chinese ministry is allocated specific functions, corresponding to various aspects of the nation’s regulatory governance. However, the division of labor is not always clear, and there are often several agencies with overlapping responsibilities overseeing a particular sector. Such power fragmentation acts as an informal system of checks and balances among Chinese agencies. For example, aggressive agency intervention in the tech sector can cause economic and financial turmoil, which adversely affects the parochial interests of financial regulators. In early July 2021, the CAC’s sudden inspection of Didi Chuxing two days after its debut on the New York Stock Exchange spooked international investors.101 Later that month, the Ministry of Education’s decision to turn swaths of booming after-school tutoring firms into nonprofits and ban them from raising foreign capital further shocked international investors, triggering a massive sell-off of Chinese stocks. In response to these stock routs, the China Securities Regulatory Commission (CSRC) hastily arranged a meeting with international bankers in an attempt to calm the market. The securities regulator assured investors that those earlier regulatory actions were sector-specific and that China still welcomed foreign investment.102 The CSRC’s move was perfectly aligned with the agency’s primary responsibility of overseeing the stock market and ensuring its stability.

Meanwhile, local authorities are more mindful than their central counterparts about the consequences of their policies, despite their need to respond to top-down initiatives through enforcement measures. Officials in local governments are generalists and need to balance different priorities in running the local economy. Intensive regulatory intervention may undermine the competitiveness of local businesses, which could in turn reduce regional GDP and cause massive unemployment. However, it is not just concern about the potential impact on the economy that constrains local authorities and prevents them from taking a very aggressive stance in tackling regulatory problems. Because they need to please two bosses simultaneously—the top leadership in Beijing and the local government—local regulatory agencies must maintain an extremely delicate balance in trying to respond to central policy mandates without causing significant local disruption.

The most important countervailing force against agency overreach, however, is the top leadership. As discussed earlier, the regulatory pendulum swings from lax to strict once top leaders become informed about the severity of regulatory issues and then mobilize the entire bureaucratic machine in response to them. However, when top leaders receive strong negative feedback about the resulting policy consequences, the pendulum can swing back again. As noted in Chapter 1, the top leaders are very adaptable and need to balance different sources of legitimacy. Ambitious and well-intentioned regulatory reforms often have the potential to bring severe economic consequences, creating a downturn that can endanger the legitimacy of the top leadership.103

Toward the end of 2021, Chinese policymakers became alarmed by a sharp slowdown of economic growth—the result of market reactions to a combination of different policy measures including tech regulation, stringent Covid measures, and the property crackdown instigated by Beijing. Battered by successive regulatory attacks, most Chinese tech firms were starting to lay off workers.104 Video-streaming companies such as iQiyi, Kuaishou, and ByteDance, ride-hailing companies such as Didi, as well as after-school tutoring businesses, all underwent massive restructuring and had laid off employees.105 Both Alibaba and Tencent announced large-scale layoffs in March 2022, with Alibaba estimated to have cut more than 15 percent of its workforce that year, or about 39,000 staff, and Tencent cutting staff in its video-gaming, search, and cloud units by 10–15 percent.106 During this economic downturn, Chinese policymakers faced tremendous pressures to deregulate in order to stabilize the economy and increase employment. Indeed, although “common prosperity” is heralded as an important priority, this egalitarian goal is built upon the premise of prosperity.

Russia’s invasion of Ukraine in early 2022 created further uncertainties for the outlook of Chinese tech stocks. International investors, whose sentiments were already fragile after months of negative news about Chinese tech regulation, grew increasingly wary that Chinese companies could be subject to sanctions due to China’s close ties with Russia. Thus, when some Chinese companies were placed on a provisional list for delisting from US stock exchanges in mid-March, it triggered a massive sell-off across Chinese stocks. On March 15, 2022, the Hang Seng China Enterprises Index, which tracks Chinese stocks listed in Hong Kong, plummeted more than 6 percent, worse than it had during the 2008 financial crisis.107 Meanwhile, the Nasdaq Golden Dragon China Index, which tracks Chinese stocks listed on Nasdaq, saw more than USD 1 trillion worth of value wiped out from its peak the previous year.108

This relentless sell-off of Chinese stocks in overseas equities markets evoked memories of the 2008 crash during the financial recession and touched a sensitive nerve for Chinese policymakers. The top leadership responded quickly. On March 16, the day after the massive sell-off of Chinese stocks, Vice Premier Liu He held an emergency meeting of the State Council, sending the strongest signal since late 2020 of its intention to rally support for Chinese stocks. In addition to pledging to introduce market-friendly policies to reassure investors, Liu also called on various government departments to better coordinate their policies with the financial regulators and avoid introducing measures that might cause the market to shrink.109 Liu also vowed to increase the transparency and predictability of platform regulation, thereby suggesting that agencies should return to their routine enforcement. The Hang Seng Tech Index jumped 22 percent on the day of that meeting, with Alibaba and Tencent bouncing back more than 20 percent before the closing bell.110 With these announcements, the unprecedented law-enforcement campaign against Big Tech, which had lasted for almost 18 months, ended abruptly. After the State Council’s meeting, various ministries convened internal meetings to pass down the central directive. In June 2022, Chinese data regulators finally concluded their yearlong investigation into Didi, while China’s National Press and Public Administration approved 60 video-game titles that had previously been condemned as “spiritual opium” for Chinese youth. These proactive moves sent a further strong signal to the market that the regulatory tightening was easing.111 The regulatory pendulum swung again, and China’s tech regulation officially entered its third stage (see Figure 2.3).
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Figure 2.3. Regulatory easing.



2.4. Summary

In this chapter, I have explained how a dynamic pyramid model of regulation can lead to extreme volatility, using the 2020–2022 tech crackdown as a detailed case study. At first, the top Chinese leadership provided strong policy support for entrepreneurship and innovation as a way to upgrade and boost the Chinese economy. Domestic tech firms took advantage of this loose policy environment and aggressively lobbied for support from the top leadership and regulators—the latter of whom, fearful of contravening the national economic agenda, were predisposed against taking tough action. The result of this bureaucratic inertia was a very light-touch regulatory environment, which proved conducive to the growth of China’s domestic tech giants. However, agency inaction and tolerance also allowed tensions to build up, thus further exacerbating regulatory problems. Information about these issues flowed very slowly to the top leaders, who often became aware of them only when they erupted into social or economic crises.

As soon as the top leaders became informed of the severity of these problems, the pendulum of regulation swung back toward harshness. In swift order, the top leaders mobilized all of their considerable administrative resources for stringent regulation of the tech sector. Bureaucratic mobilizations of this kind often trigger cascading effects, as all of the relevant agencies flock to respond to the top leaders’ call. Without strong institutional safeguards, the resulting agency actions easily lead to overreach, giving rise to unintended effects that hurt business growth and affect unemployment. In the most recent case, the slowdown of the Chinese economy and the massive sell-off of Chinese stocks during the regulatory crackdown quickly exerted great pressure on the top leaders to relax their policies. Eager to eliminate the threats to their legitimacy that come with economic and financial turmoil, the top leaders vowed to calm the market by ending the law-enforcement campaign. And so, the regulatory pendulum swung once again. Chinese tech regulation then entered a third phase, with agencies unwinding some of their previous measures and returning to routine enforcement.


3

Fragility

In the preceding chapters, we delved into the hierarchy and volatility in Chinese tech regulation. This chapter pivots to the discussion of fragility, the third main characteristic of the dynamic pyramid model of regulation. As proposed in the Introduction, the resilience of a regulatory policy can be assessed through two dimensions: side effects and information lag. The greater the side effects, the more policy resistance there is. The longer the information lag, the more costly it is for decision-makers to revert course. Table 3.1 outlines the consequences associated with four potential scenarios of regulation.



Table 3.1. Consequences of Regulation
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Scenario I (minor side effects and short lag): This scenario represents the ideal conditions for regulation. Here, the regulatory policy produces minimal side effects, and top leaders can promptly receive feedback and adjust accordingly.

Scenario II (minor side effects and long lag): Regulation also works well in this scenario. Although it takes a long time for top leaders to realize that their policy is leading to unintended side effects, those effects are rather minor.

Scenario III (strong side effects and short lag): In this case, the regulation becomes fragile due to the major negative side effects of the policy. However, the regulation retains some resilience, as top leaders can quickly access feedback and instigate corrective measures.

Scenario IV (strong side effects and long lag): This is the scenario where regulation is at its most vulnerable. The detrimental effects of the policy, combined with a significant lag in the top leaders’ awareness of these problems, can lead to irreparable damage.

Unfortunately, the dynamic pyramid model of regulation is inherently fragile, primarily due to its tendency for inducing substantial side effects and, at times, long information lag. This vulnerability is closely linked to the hierarchy and volatility, the other two important features of the model. Specifically, the absence of institutional checks and balances, a defining trait of China’s hierarchical regulatory structure, often leads to agency overreach. Hence, when policymakers eventually decide to intervene, they may inadvertently trigger a cascade of unintended consequences. Simultaneously, inefficiencies in the information transmission system exacerbate the information lag, potentially amplifying the side effects. Volatility can render investors hyper-responsive to perceived negative news, thereby further amplifying any unintended consequences.

To elucidate these dynamics, I will employ the dynamic pyramid model to unpack the intricate complexity of four severe policy challenges that the Chinese leadership has faced in recent years: China’s Covid control, the energy crisis, the property-market crackdown, and the one-child policy. In the past, numerous observers have voiced concerns over the various policy crises confronting Chinese leadership, with some prognosticating the collapse of the regime.1 And yet, time and time again, China has demonstrated remarkable resilience in navigating the multifaceted challenges posed by these crises. As detailed in the ensuing discussion, the top Chinese leadership has managed to do so due to the relatively short information lags, enabling policymakers to quickly alter their course when necessary. Nevertheless, sometimes side effects are so strong that even a dramatic policy U-turn is not sufficient to get the crisis under control. In the worst-case scenario, the intervention comes so late that the problematic policy results in irreparable damage.

3.1. China’s Covid Control

In late December 2019, health professionals in Wuhan identified an unknown infectious disease and called for a rapid response to what would later become known as Covid-19.2 Similar to what we observed with China’s tech regulation, the initial policy response to the Covid outbreak was so lax as to be almost nonexistent. Residents in Wuhan did not receive any warning about the disease, and large social gatherings continued to be held without any precautions such as mask wearing or social-distancing measures being taken.3 On one occasion, over 10,000 families gathered together for a banquet in Wuhan, sharing dishes to celebrate the forthcoming Chinese New Year.4

To be fair, Covid-19 was a new disease and it took a while for health experts to understand it and make proper judgments about how to respond. There was even initial confusion among experts about whether the disease could be spread between humans.5 Human cognitive limitations were thus an important factor that contributed to delaying an effective policy response; other countries, including the United States, experienced similar problems.6 Nevertheless, in the Chinese context, this delay was further exacerbated by the hierarchical feature of the dynamic pyramid model of regulation. Specifically, there are three major players in the regulatory process of Covid control: the top leadership, the government authorities in charge of pandemic control, and the general public. Consistent with the prediction of this model, information transmission between and among these players was initially very slow. Local authorities, including hospital management, health officials, and local government leaders, suppressed relevant information for weeks.7 Given the lack of certainty about the contagiousness of the disease, local officials were concerned that aggressive intervention at an early stage would cause public panic, particularly when the disease’s initial discovery coincided with the then-annual meetings of the local legislature and the Chinese New Year travel season.8

Local authorities in Wuhan accordingly took a two-pronged strategy to protect their own bureaucratic interests. First, they covered up information from the bottom by punishing whistleblowers and censoring social media.9 A group of doctors who warned their friends and colleagues about the disease were reprimanded by the police and forced to admit wrongdoing in spreading rumors.10 After a number of frontline doctors were infected, it became an open secret among Wuhan health professionals that the disease was contagious.11 However, they were afraid to make this information public, as it contradicted the local authorities’ official line that the disease’s ability to spread between humans was yet to be determined.12 To be sure, since the outbreak of SARS in 2002, China has significantly improved its reporting mechanism for contagious diseases; the reporting time from grassroots health workers to the China Center for Disease Control and Prevention (China CDC) has been shortened from 15 days to a mere 4 hours. Unfortunately, local officials in Wuhan intercepted the upward flow of information, requiring administrative approval from experts or health officials before grassroots workers could report confirmed cases to the China CDC.13

Second, the local authorities in Hubei, the province of which Wuhan is the capital, reported the matter to higher levels of government and refrained from taking any action until they had received clear instructions from above.14 These local agencies seemed to believe they wouldn’t be punished for this delay, since it wasn’t within their control. Indeed, if the Hubei officials had taken drastic measures that ended up contravening the direction taken by the top policymakers, their careers could have been in jeopardy. From their standpoint, the safest approach was to leave the decision-making to the top. In the face of a public-health crisis, local authorities and health professionals found themselves lacking the autonomy to make crucial decisions.15 As Stanford’s Zhou Xueguang, a renowned expert in Chinese bureaucracy, has put it: “at the frontline of the outbreak, political considerations took precedence over professional judgment, to override professional authority and stifle professional voice [sic].”16

The initially lax stance taken by the Wuhan authorities led to severe unintended consequences. Within a couple of weeks, the disease had spread throughout the country, and, subsequently, to the rest of the world. Upon being informed of the severity of the matter, the top Chinese leadership immediately mobilized all administrative resources and, in late January 2020, imposed draconian lockdown measures. These belatedly decisive actions echo the “volatility” feature of Chinese regulation, with China’s Covid control entering into the second phase. As it turned out, the lockdowns were highly effective. While the rest of the world struggled to control the Covid outbreak, China almost eliminated the disease within its borders. Within a few months, Chinese factories had resumed operations, and the daily lives of Chinese citizens had almost returned to normal. Although the lockdowns were very costly, there was a wide consensus that the benefits outweighed the costs, since China was able to keep its total number of infections and deaths at an extremely low level.17 Despite initial cover-ups by local authorities, the top leaders salvaged the situation, albeit at huge cost, by controlling the pandemic effectively via mass mobilization and draconian lockdowns.

At the same time, the ongoing health crisis facing China is also highly dynamic: what has worked in the past might not work in the future. As Covid-19 mutated to become more contagious and less deadly, countries around the world rapidly adjusted their strategies. When Omicron, another more transmissible but less deadly variant, began to emerge, the increasing costs of China’s zero-Covid strategy became apparent.18 While the shift from lax to strict was relatively easy, returning from strict to lax proved more difficult. This is not to deny that opening up China entails significant health concerns. Omicron is highly contagious and has the potential to cause a very high death toll in a country of China’s size, particularly in the many cities whose healthcare capacity is severely lacking. At the same time, however, politics appears to be an important factor in maintaining China’s zero-Covid strategy. China’s government touted its initial successful control of Covid-19 as an example of the superiority of the Chinese regime in contrast to the chaos and mismanagement in other, especially Western, countries. As soon as local infections began to drop in 2020, China began touting the “China solution” for tackling the virus to other countries in need of support.19 The zero-Covid policy then became a signature policy of the Chinese top leadership, which helped bolster its legitimacy among its people. Accordingly, when some local officials suggested relaxing the zero-Covid strategy, their proposals were immediately dismissed by the top leadership.20 A Politburo meeting presided over by President Xi in May 2022 pledged to resolutely adhere to the zero-Covid policy.21 Responding to this signal, local officials doubled down on strict quarantine measures. It thus appears that, in some ways, China has become a victim of its own success.

In the run-up to the 20th Party Congress, there were growing anxieties and frustrations from the general public who were fed up with the government’s strict lockdowns.22 Although many had expected a loosening of the pandemic restrictions by the end of the Party Congress, little changed after President Xi secured his third term. In mid-October 2022, harsh pandemic restrictions and precarious living conditions for migrant workers in a Foxconn factory in Zhengzhou drove hundreds of thousands to flee the factory campus. This mass exodus of workers paralyzed the operation of Foxconn’s assembly line for Apple, creating a massive disruption of its operation. Foxconn’s founder Terry Gou reportedly submitted a letter to the Chinese leadership, urging the government to dismantle the Covid restrictions and warning that strict lockdowns would threaten China’s position in global supply chains.23 Then in late November, a deadly fire occurred in a Xinjiang apartment block which sparked a national outcry over the Covid-control measures. News of fatalities caused by the fire triggered an eruption of angry protests in major Chinese cities, alarming the top Chinese leadership. As the economic and political crises loomed, the Chinese leadership took a dramatic U-turn, scrapping almost all Covid restrictions in early December.24 The dizzying policy whiplash of China’s Covid control perfectly fits into the volatile policy cycle as elaborated in Chapter 2.

China’s Covid policy vividly illustrates the fragility of the dynamic pyramid model of regulatory governance. Although forced quarantine and strict lockdowns were able to temporarily subdue the outbreak, they had severely infringed upon personal liberty and caused massive disruption to the economy. At the same time, the abrupt loosening of Covid restrictions without well-thought-out preparation triggered a panic among the Chinese public, paralyzed the public healthcare system, and caused a high death toll among Chinese elderly.25 Although the Chinese economy experienced a sharp rebound after the government’s abandonment of its zero-Covid policy, the government’s Covid-control policy has done irreparable damage to the Chinese society. The government’s policy missteps significantly undermined investor confidence and curbed entrepreneurial spirits, while the leadership’s failure to plan for an orderly Covid exit severely eroded public trust in the government.26 In addition to strong side effects, the information transmission between the key players during the regulatory process of the Covid control has been highly inefficient. During the first phase, cover-ups by the local authorities created a lag that prevented the top leadership from realizing the seriousness of the problem. In the second phase, regulators were slow to report the dire consequences resulting from the continuation of the zero-Covid policy, causing the complacency seen among the top leadership. By the time the top leadership fully realized the severity of the problem, the situation had become so bad that a gradualist approach with a Covid exit had become almost impossible.27 The government’s mishandling of the zero-Covid policy has left indelible scars on both the Chinese economy and society. In fact, this crisis has catalyzed an exodus of wealth from the country. Numerous affluent individuals, disillusioned by the government’s handling of the pandemic, have chosen to “vote with their feet” by moving overseas.28

3.2. The 2021 Energy Crisis

In late September 2021, several northeastern Chinese provinces experienced severe electricity outages. These failures, stemming from a shortage of coal, soon spread to 20 provinces and regions, disrupting industry production as well as the daily lives of ordinary Chinese households.29 Given that China is the world’s factory, its energy crisis threatened to throw the global supply chain into massive disorder.30 This nationwide power cut came as a shock to many industry observers. How did China, the world’s largest coal producer, descend into power rationing?

A variety of factors contributed to China’s coal shortage. China is heavily dependent on coal, which accounts for 56 percent of its energy production.31 In recent years, the central government in Beijing has set ambitious targets to lower energy consumption and increase energy efficiency. Speaking virtually to the UN General Assembly, President Xi pledged that China would hit peak coal consumption by 2030 and reach carbon neutrality by 2060.32 This top-down initiative was quickly passed down to various levels of the Chinese bureaucracy, echoing the “hierarchy” feature of the dynamic pyramid model. There followed a nationwide effort to reduce overcapacity, forcing the closure of many small and dirty coal mines.33 Several major coal-producing provinces, including Shaanxi, Inner Mongolia, and Shanxi, then imposed strict administrative caps on coal output, resulting in miners producing at less than full capacity.34 Meanwhile, the central government set a goal to reduce energy consumption per unit of GDP by 3 percent in 2021 and by 14 percent from 2021 to 2025, all while reducing carbon emissions by 18 percent per unit of GDP during the same period.35 However, a third of China’s provinces failed to meet this dual target in the first half of 2021. Local authorities then took aggressive measures, including power rationing, to meet Beijing’s carbon-reduction targets.36

Besides agency overreach, a variety of external and internal factors further exacerbated the energy shortage. In early 2020, the CCP initiated a sweeping anti-corruption campaign in Inner Mongolia to punish coal-related corruption going back as far as two decades. This retroactive probe, which has since been applied to the entire country, has had the effect of deterring coal producers from overproducing in hopes of avoiding anti-corruption investigations. Furthermore, in 2020, China’s Criminal Law was amended to impose tougher sanctions (including potential imprisonment) for violations of safety standards in mining-related accidents.37 The prospect of heightened punishment further deterred mining companies from boosting coal supplies in response to a supply shortage, as they feared incurring potential criminal liabilities.38 An additional source of pressure came from the significant surge in demand for Chinese exports amid the global pandemic recovery over the summer of 2021, which led to increased energy consumption. Meanwhile, energy prices skyrocketed in overseas markets. To make matters worse, Australia was banned from shipping its coal to China due to diplomatic disputes.

When power companies reduced their output as a result of higher coal prices, the impact was immediately felt across China. This sent a strong feedback signal to the top leaders, who called upon various authorities to intervene immediately. The Chinese top leadership immediately shifted priorities from the long-term target of reducing carbon emissions to the more urgent necessity of meeting the energy demand from China’s industries and households. In response to the energy crisis, the National Development and Reform Commission (NDRC), the country’s economic planner and price regulator, relaxed its control of electricity prices and ordered power companies to secure energy supplies at all costs.39 Notably, the NDRC initially didn’t allow electricity price hikes, the coal shortage notwithstanding. Indeed, at the beginning of 2020, the NDRC introduced a mechanism to control electricity prices; this granted provincial authorities limited discretion to raise the price of electricity by 10 percent from a fixed starting point.40 Under these circumstances, power companies were reluctant to produce more electricity as the surge of coal prices cut into their profit margins.

The NDRC then coordinated efforts by local governments to relax its previous strict enforcement of environmental standards by reviving old and dirty coal mines to boost the production of coal supplies.41 Inner Mongolia, which had previously shut down many coal mines, got approval to expand 72 coal mines in October 2020.42 The Chinese tax authority provided special incentives to allow coal-fired power plants to defer tax payments, thus alleviating their financial difficulties.43 Banks were encouraged to prioritize lending to qualified mines and power plants in order to boost the supply of coal and electricity.44 Meanwhile, the Chinese government allowed a small increase in imports of Australian coal.45 Within a few weeks, the energy crisis was abated.46 Such abrupt reversal of the energy policy echoes the “volatility” feature of the dynamic pyramid model of regulation as discussed in Chapter 2.

China’s 2021 energy crisis is also a perfect illustration of the complex dynamics of the dynamic pyramid model of regulation. The nation’s top leaders were very adaptable in that they were able to quickly dial back their ambitious energy policy in the face of a serious power crunch that affected the livelihoods of a large portion of the population and caused significant damage to the Chinese economy. Central ministries and local governments guarded their parochial interests by first rationing power to meet Beijing’s emission targets and then curbing coal production to avoid anti-corruption probes. Once they received clear instructions from the top to boost energy supplies, officials from various ministries and sub-national governments then took extraordinary measures to boost production. Power companies and coal miners were very flexible and acute as they deftly adapted to the changing regulatory environment. Meanwhile, public grievances were kept tightly under control by the government during this process.

The energy crisis also demonstrates how important it is for us to adopt systems thinking when analyzing Chinese regulatory governance. The energy crisis is a result not only of energy policies (such as the Xi administration’s carbon-reduction initiatives), but also of a wide range of seemingly unrelated policy measures, including anti-corruption measures, criminal-law amendments, the global pandemic recovery, and the Australia–China diplomatic row. Examining the impact of these factors reveals the interdependence of the global economic system, as a small change in one area can be amplified and felt in other areas. Indeed, few would have anticipated that an obscure amendment to the criminal law aimed at increasing punishments for safety-standard violations would create the strong ripple effects on coal supplies witnessed during the energy crisis.

Just like China’s Covid control, China’s energy policy results in strong side effects—the initially ambitious carbon-emission targets and subsequent agency overreach directly contributed to China’s most severe electricity shortage in decades. Fortunately, the information lag in this instance was relatively short; the top policymakers soon felt the impact of their decisions, prompting them to quickly reverse course and take extraordinary efforts to boost the coal supply. Despite the severe economic toll caused by the energy crunch, the problem was alleviated within just two months. Yet the resumption of the energy supply did not merely come at the expense of China’s environmental progress; the rush to increase coal output also worried industry executives, who warned that it could lead to dangerous practices that might cost lives.47 Those concerns would eventually become reality. In the first two months of 2022, 29 miners died in accidents, nearly doubling the number from the previous year.48 As fatalities go up, the regulatory pendulum could swing again, thereby further challenging China’s energy security.

3.3. The Property Crackdown

In early December 2021, Evergrande, China’s second largest property developer, officially declared it was in default. As the world’s most indebted property firm, Evergrande has a liability of more than USD 300 billion on its balance sheet. It also has nearly 800 projects under construction in more than 200 cities across China and may still need to deliver as many as 1.6 million properties to homebuyers. The firm also owed hundreds of billions to its employees, contractors, and suppliers. There is a wide consensus that Evergrande’s dramatic collapse was directly triggered by Beijing’s tightening policies in the property sector.

These policies date back to 2016, when President Xi commented, during the Nineteenth Party Congress, that “houses are for living in, not for speculation.” Following this strong call from President Xi, government ministries and local authorities introduced a series of tough measures to cool down the housing market.49 This quick bureaucratic response recalls the “hierarchy” feature of dynamic pyramid model of regulation. The most stringent measures were rolled out in 2020, when the central government introduced the so-called three-red-lines policy to curb perilous borrowing by property firms.50 Under this policy, property developers have to ensure a liability-to-asset ratio of less than 70 percent, a net gearing ratio of less than 100 percent, and a cash-to-short-term debt ratio of at least one. If a company passes all three tests, it can increase its debt by a maximum of 15 percent in the next year. Companies that fail to stay within these limits are restricted from borrowing more money.

Evergrande crossed all three red lines, triggering a liquidity crisis that eventually led to its insolvency. But the dynamic complexity in Chinese regulation reminds us that Evergrande didn’t fail solely because of Beijing’s tightening policies. The firm’s reckless expansion over the years also sowed the seeds of its subsequent downfall. Evergrande saw a huge opportunity in China’s rapidly expanding housing market, in which soaring house prices were fueling speculative activity and increasing market demand. The firm then resorted to high-debt and high-leverage tactics to expand its business empire, which already spanned real estate, entertainment, football, and even electric vehicles. In addition, Evergrande was one of the most active Chinese property developers in the global bond market, offering lucrative yields to international junk-bond investors. After Beijing initiated a massive deleveraging campaign in 2016, traditional funds became less accessible for property developers.

Evergrande’s next move in its quest to fund its ambitions for greater expansion was a turn to supply-chain finance. The company first tapped into its customers by requesting advance payments to make pre-sales of unfinished apartments. Meanwhile, it significantly expanded its borrowing from suppliers and contractors and requested an extension of payment terms. These short-term loans from suppliers are not technically classified as debts in China and thus evade the strict scrutiny of regulators. A considerable number of these loans were further packaged into asset-backed securities and sold to investors. At the same time, Evergrande was also leaning heavily on its employees to purchase its wealth-management products. When Chinese financial regulators eventually noticed the serious risks associated with these loans, Evergrande was already on the brink of bankruptcy, leaving a vast network of employees, suppliers, homebuyers, and customers in severe financial distress.51

Local governments were also complicit in facilitating the wild growth of companies like Evergrande. Land sales have been a major source of local-government revenue. In 2020, 59.8 percent of property-sales revenue went to the government.52 During the same year, revenues from land transfers and special taxes on real estate together accounted for 37.6 percent of local-government revenue.53 These figures have also increased over the years.54 Between 2012 and 2020, land transfers and special real-estate taxes increased from 20 percent and 27.1 percent of government revenue to 30.4 percent and 37.6 percent, respectively. Evergrande also partnered with local governments to sell houses and build factories and theme parks.55 Despite the repeated financial red flags, local governments turned a blind eye to the risks and kept critics at bay.56 The inaction and tolerance of local governments are a further illustration of the parochialism of Chinese regulators.

Yet Evergrande is not alone. Similar high-leverage problems exist in many other Chinese developers, with the result that the Evergrande crisis was merely the first to send shockwaves across the country’s property sector. Data shows that 343 developers, most of them small real-estate enterprises, declared bankruptcy nationwide in 2021.57 Meanwhile, an increasing number of major developers, including Yango, Kaisa Group, Sinic Holdings, Fantasia, and Modern Land, have declared defaults since 2021.58 The real-estate downturn has directly contributed to a slowdown of the Chinese economy not seen in decades. In 2021, the Chinese property market accounted for an estimated quarter of China’s GDP, and nearly 70 percent of Chinese household wealth is invested in property.59 A pullback in mortgage lending and a dramatic drop in property sales dragged down the pace of investment spending.60 Consequently, the global growth forecasts for China have been cut to below 5 percent in 2022.61

These spillover effects on the economy are creating strong resistance to the central government’s tightening policies. In the face of enormous financial distress in the property sector and damage to the economy, Chinese policymakers had no choice but to gradually loosen up some measures. In doing so, however, the top leadership also faced an acute dilemma. Over the past two decades, the Chinese government has conducted several rounds of policy tightening over its property sector. In fact, prior to 2017, the tightening policies all gave rise to an anomaly, namely, “more regulation, higher house prices.” This anomaly was due to the central government’s wavering between economic growth and house-price control as its primary aim.62 Developers and home buyers continued with their investments, as they believed that the central government would eventually loosen up its policy, given the strong backlash such measures could generate for the rest of the economy.

To appear more credible this time, the Chinese government needed to impose tougher measures without pulling back too quickly, as they had done before. But this was easier said than done, given the heavy toll the property crisis had taken on the Chinese economy. Toward the end of 2021, the central government started to roll out fiscal policies to stabilize economic growth and support businesses in making infrastructure investments “appropriately.”63 Around the same time, the People’s Bank of China (PBOC) started to loosen up its monetary policy to inject liquidity into the financial system.64 Concurrently, the government relaxed the three-red-lines policy, giving developers more leeway to finance their loans, buy out distressed developers, and survive.65 Thus, in January 2022, several large developers received notice from the Chinese government that merger-and-acquisition loans could be excluded from their declared debt level and also that they could increase their debt level by 5 percent.66 In April 2022, more than 60 municipal governments loosened home-buying restrictions.67 In the following months, the China Securities Regulatory Commission vowed to support easier financing for property firms, while the PBOC cut the interest rate for mortgages for first-time home buyers.68 In early 2023, China reportedly dialed back the stringent three-red-lines policy in order to restore market confidence to shore up the ailing Chinese economy.69

China’s crackdown on the property sector fits neatly into a typical Chinese regulatory cycle of “loosening causes chaos, tightening up causes death,” further demonstrating the volatility and fragility of the dynamic pyramid model of regulation. Chinese policymakers have clear legitimate reasons to curb speculation in the property market and reduce the economy’s reliance on this sector. However, they also face imminent threats of an economic slowdown and social unrest as a result of the crackdown. The complexity and interdependence of the various components of the property supply chain have created severe challenges for China to tackle deep structural and economic reforms. Beijing is carefully balancing all of these interests, which explains why its policy has remained very nimble. At the same time, Beijing’s agility has also made the Chinese government less credible in its commitment to cooling down the property sector.

3.4. The One-Child Policy

China first announced its one-child policy in 1980. Widely viewed as one of the world’s most radical experiments in demographic control, this controversial household birth quota remained in effect for almost 35 years. The dynamic pyramid model of regulation can help us understand the dynamic complexity in China’s birth-control policy, as well as the reasons for its persistence.

The one-child policy was adopted against a backdrop of political transition after the death of Chairman Mao and the removal of the Gang of Four.70 After experiencing years of political chaos and economic calamity during the Cultural Revolution, the post-Mao leadership saw economic growth and development as its first priority for re-establishing political legitimacy.71 One particularly strong advocate for such policies was Deng Xiaoping, who saw population control as a method of raising GDP per capita in China.72 When Deng assumed power in 1978, he and other top leaders decided to vigorously pursue this aim.73 The top Chinese leaders believed that birth-control policies—a notable departure from the policies pursued under the previous administration—were essential for economic growth and the improvement of living standards in China.74 That said, although there was growing recognition among the top leaders that a birth-control policy was essential for achieving China’s modernization drive, there was disagreement regarding its ideal speed and scope.75 It was in the midst of these disputes that Song Jiang, a military scientist at China’s Ministry of National Defense, predicted doom unless the country took decisive and drastic birth-control measures.76 Jiang’s neo-Malthusian warning about an uncontrollable population explosion that would threaten the survival of the Chinese people was instrumental in persuading senior leaders to adopt a strict one-child policy.77 Song’s alarming study also enhanced the legitimacy of the top leaders’ decision, an important factor in gaining mass public support for the policy.78

As a top-down initiative, the one-child policy was quickly put into effect across China. The central government set demographic targets and guidelines, and delegated their implementation to local governments.79 Because GDP per capita is viewed as an important criterion in evaluating the performance of a CCP cadre, local Chinese officials saw control of population size as an important task in meeting their political and economic objectives.80 In 1991, the central government made family-planning targets a direct responsibility of local governments.81 As the policy directives made their way down through the layers of local government, those in charge of implementation at the grassroots level felt sharp pressure to meet their targets.82 The local government’s faithful execution of the mandates from the central government illustrates the hierarchical feature of the dynamic pyramid model. Unsurprisingly, strict implementation of the policy inflicted enormous trauma and pain on Chinese families, with violent abuse frequently used to achieve birth-control targets.83 Yet the mass suffering of Chinese families was seldom heard.84

In retrospect, many scholars have questioned the effectiveness of the one-child policy. China has indeed experienced sharp declines in fertility since the 1970s, yet some scholars argue that China’s fertility rate would have declined even without the drastic policy.85 Such critics have instead pointed to increased socioeconomic development as a crucial factor in China’s demographic slowdown.86 Meanwhile, some scholars have held the middle ground, noting that while the one-child policy may have accelerated the trend, economic development played the more decisive and fundamental role in China’s fertility decline, in a pattern similar to what has been observed in other countries.87 Whatever its role in the decline in fertility, the one-child policy brought about severe unintended consequences. Mandatory birth control is a fundamental violation of human rights, and has caused irreparable harm to many families and individuals.88 The policy has also led to many social problems, including an imbalanced sex ratio as many Chinese couples prefer to have boys rather than girls.89 Furthermore, China now faces an acute problem with its aging population. Yong Cai recently predicted that China’s elderly will increase to 30 percent or more of the total population in the near future.90 This disproportion not only creates a huge burden for society, but also for those in China’s working class, who need to support their parents despite having no siblings.91

Meanwhile, China achieved astounding economic growth during the period in which the one-child policy came into effect, with GDP per capita more than quadrupling between 1980 and 1994, an outcome that far exceeded the initial goal set by Deng Xiaoping.92 Given that increasing GDP per capita was an important motivation behind the adoption of the one-child policy and economic performance far exceeded expectations, it is puzzling why China had to wait until 2015 to retract the policy.93 Indeed, experts have suggested that this retraction came at least a decade too late.94 The inefficiency information transmission in the regulatory hierarchy was an important factor holding back China’s reversal of the policy. Thirty-five years of enforcing the strict quota fostered a vast bureaucracy in charge of birth control: the National Population and Family Planning Commission. The Commission was a nationwide administrative organization that commanded vast resources and half a million employees, along with another six million workers who helped with implementation.95 As the Commission’s agenda grew bigger and bigger over the years, officials working there eventually became one of the strongest interest groups opposing changes to the one-child policy.96

Spokesmen from the Commission often touted how the one-child policy helped China avert 400 million births, which they posited as a key contributor to the nation’s economic boom and success.97 Demographic experts sharply contested such estimates, deriding them as false and misleading.98 Starting in the early 2000s, scholars from leading Chinese population-research institutions collectively and actively appealed to Chinese policymakers to relax or end the one-child policy.99 In 1990, the reported fertility rate was 2.3. This dropped to 1.2 by the year 2000, according to the official population census. As the policy was not always implemented strictly, some experts disputed this official statistic, arguing that the stated figure was too low to be true, and that a large number of out-of-plan births had gone underreported.100 This controversy among experts generated a great deal of noise that hindered understanding of the true fertility situation in China. Meanwhile, with its own bureaucratic interests at stake, the Family Planning Commission started to conceal the precipitous population decline—a paradoxical endeavor given that reducing fertility was, in principle, its main objective. By comparing the official statistics with school registration and other measures, experts found that the Commission’s estimates were inflated by an average of 25 percent.101 In 2004, an academic advocacy group submitted years of field-study findings about the worrying decline of fertility rates to the Commission and other government authorities. The experts had hoped that their findings would support the creation of experimental zones in which couples would be allowed to have two children.102 But the Commission rejected this proposal, reaffirming the official doctrines that the one-child policy was critical to maintaining a low fertility rate in China, and that a low fertility rate was crucial for economic growth.103

In addition to stoking debate over China’s actual fertility rate, the Family Planning Commission took advantage of the controversy surrounding remedial measures to hold on to the one-child policy. Over the years, the Commission enlisted support from conservative scholars who supported a gradual approach to reforming the policy.104 One such scholar was Huo Zhenwu, a leading professor of demography from Renmin University. Huo served on the expert committee of the Family Planning Commission, which frequently commissioned him to conduct studies on the one-child policy.105 In 2014, Huo and his students published an influential study predicting that the Chinese population would have increased by more than 160 million within four years if the one-child policy had been replaced with a two-child policy in 2012.106 In reality, in the four years after China relaxed the one-child policy in 2016, the Chinese population only increased by less than 65 million, about 40 percent of Huo’s estimate. Although other Chinese experts fiercely disputed its findings, the study by Huo’s team provided support and legitimacy for the Commission’s decision to postpone introducing the two-child policy.107

The one-child policy represents the worst form of the dynamic pyramid model of regulation, in that it has resulted in strong negative side effects with a very long information lag. By the time the authorities finally decided to relax birth-control measures, it was too late. In 2016, the Chinese government started allowing couples to have two children. However, the fertility rate of Chinese women dropped to 1.3 in 2020, far below the replacement level of 2.1 needed for a stable population.108 In 2021, concerns about an aging population and a shrinking labor force led the government to further relax its birth-control measures by allowing each couple to have three children. But experts are not optimistic that this will be effective in preventing a further population decline.109

3.5. Reflections

As illustrated above, the dynamic pyramid model of regulation is inherently unstable and creates significant volatility. Similar to its regulation of the tech sector, China’s efforts at Covid control and at addressing the property crisis were both characterized in their initial stages by tolerance and inaction at the sub-national level. After this lax regulation created huge social and economic chaos, the central government took drastic action and imposed strict regulations. The birth-control and energy crises, on the other hand, went in the other direction; namely, from strict to lax regulation, as they both originated from top-down measures to improve economic or environmental conditions for the Chinese population. Both policies created strong unintended consequences, however, eventually forcing the central government to unwind its measures.

A common theme across the examples above is that forceful and well-intentioned intervention to correct social ills can create strong side effects, giving rise to additional severe challenges for Chinese policymakers. Whether Chinese policymakers are able to quickly adapt and reorient their policies depends heavily on the information lag. This is extremely important, as accurate and timely information helps policymakers better weigh the costs and benefits of their policies. The top leaders felt the pains of the energy crisis almost immediately and boosted coal supplies to alleviate the electricity shortage. In the case of Covid control, however, the top leaders appeared to receive inadequate feedback on its policies, hence becoming too complacent to realize the disastrous impact on the society and the heavy toll it took on the Chinese economy. The one-child policy represents the worst example of information lag as it took Chinese policymakers decades to realize the severe side effects of their policy. One important contributing factor for the delay came from the difficulties in understanding China’s true fertility rate—a source of fierce debate among experts. Meanwhile, the Commission in charge of overseeing the one-child policy created significant noise by supporting misleading research from conservative academics and disseminating misinformation about China’s demographic realities.

One key takeaway from the above policy crises is that policymakers should learn to minimize the side effects of their policies as much as possible. Given that side effects cannot be anticipated in advance, one strategy for predicting the impact of radical policy changes is to take incremental steps via gradual experimentation. As Deng Xiaoping famously said, “cross the river by touching the stones.” There are great benefits to this approach, which allows policymakers to observe the consequences of a small-scale operation and understand the side effects that could result from a larger-scale application. This mode of policymaking is similar to the development of a drug or vaccine, which likewise needs to go through several phases of trials in order for scientists to observe the impact of a particular treatment. Just as important as controlling side effects is getting timely and accurate information about the impact of a policy experiment. As the cases of the Covid control and the one-child policy illustrate, a dynamic pyramid model of regulation is fatal in circumstances where policymakers are not able to receive quick feedback. By the time they realize the severity of a given problem, it is usually far too late to address it, making reversing the situation extremely costly. In the following discussion, I will turn to China’s strategy of policy experimentation, which has often been credited as the key factor that contributes to the resilience of Chinese policymaking during marketization reforms.110

3.6. Decentralized Policy Experimentation

Many historians and economists have pointed to decentralized policy innovations, which tap into local knowledge and mobilize bottom-up initiatives, as the key reason for China’s phenomenal economic success.111 Isabella Weber, who delved into the historical record on China’s debate on marketization, found that the country avoided the shock therapy adopted by many post-Communist countries and instead gradually relaxed its price controls.112 In addition to price liberalization, the creation of China’s special economic zones, the privatization of SOEs, the creation of the stock markets, and the reforms of rural health systems and land management were all initiated via policy experimentation.113 In fact, the CCP has a long tradition of policy experimentation which dates back to its revolutionary period.114 Scholars have traced the influence of John Dewey, who delivered a significant series of lectures in China in the 1920s to Chinese intellectuals and activists, including the founders of the Party.115 Mao attended Dewey’s lecture in Shanghai and a number of academic works have since found a direct link between Mao’s pragmatic writings and Dewey’s advocacy for learning through practical experience.116 In a related vein, Harvard’s Elizabeth Perry has also argued that the experience of China’s revolutionary past has actually furthered China’s successful market reforms.117

Typically, a decentralized experiment unfolds in three stages. The process commences when local officials carry out spontaneous experiments backed by higher authorities to solve a pressing problem in their respective jurisdictions.118 Local-government officials have a strong incentive to engage in policy innovations because reforms not only help them advance their political careers, but also expand their rent-seeking opportunities.119 The second step involves higher-level policymakers identifying successful projects and then cautiously broadening them into wider-scale operations. During this stage of the process, local governments that engaged in policy experiments need to regularly report their progress to high-level government bodies, who then send inspectors on a regular basis to conduct official evaluations.120 In the third step, after thorough testing in real-life administrative environments, successful policies are implemented nationwide via legislation.121 One famous example of a decentralized policy experiment is the rural de-collectivization experiment initiated by 18 farmers from the small village of Xiaogang in Anhui province—an experiment that was later hailed as a model and replicated all over China.122

It is important to bear in mind that there are two distinct types of policy experiments: decentralized and top-down. The former originates from the experience of local authorities tackling pressing problems in their regions, and the latter derives from policy initiatives from the top leadership. While the former type of experiment played an instrumental role during the marketization of the Chinese economy, the latter type has had a mixed track record. In fact, some of the top-down policy experiments imposed during ideologically and politically charged periods resulted in epic failures. The Great Leap Forward, a radical industrialization campaign initiated by Mao in the late 1950s, is one such example. At its core, that campaign sought to achieve rapid economic growth and encourage regional competition so that China could catch up with and overtake Great Britain within 15 years. In order to achieve this ambitious goal, a large population of peasants abandoned farming and moved to urban areas to boost industrial output. The campaign led to the worst man-made famine in history, with an estimated 30 million people having died in excess of the normal mortality rate.123

But why do these two types of policy experiments lead to drastically different outcomes? Top-down policy experiments are more likely to lead to agency overreach than decentralized ones because lower-level officials have strong incentives to take radical and excessive measures to implement the top officials’ initiatives, without regard for potential consequences. In an empirical study, James Kung and Shuo Chen explored the variation of mortality rates among different provinces during the Great Leap Forward and identified a link between the career incentives of officials and mortality rates.124 Specifically, they found that provinces where provincial leaders could see greater prospects for promotion were more likely to take drastic actions to signal commitment to the Great Leap Forward movement, resulting in a higher death toll.

Furthermore, top-down policy experiments are more likely to result in slower information transmission from the bottom to the top, because local officials have strong incentives to conceal the negative consequences of experiments in order to display fealty to their superiors’ initiatives. Driven by the desire to meet their performance targets based on the cadre evaluation system, local officials in China also tend to distort information about their work achievements.125 While local officials have similar incentives to inflate their performance with respect to decentralized experiments, these policies are usually subject to more robust supervision and checks before they are transplanted to other areas. Indeed, it sometimes takes years or decades for a local policy experiment to make it into national legislation. One such example is China’s Bankruptcy Law, which took a total of 23 years to make it into law, starting from an early experiment with the insolvency of Chinese state-owned enterprises in 1984, and followed by many experimental regulations tested in controversial policy areas including cities, industries, and companies.126

In contrast, top-down policy experiments lack this process of trial and error. During the Great Leap Forward, local officials inflated local grain-output numbers, which further encouraged Mao’s plan and misled the central government into setting excessive procurement targets. These information distortions were exacerbated by the purge of Peng Dehuai, who criticized Mao’s radical plan. Discouraged from revealing the truth, lower-level officials continued to cover up and conceal the situation, despite precipitous drops in grain output and increasing death tolls.127 It wasn’t until two years later that the central government became informed and started famine-relief efforts.128 Scholars have identified information distortion as the critical factor that resulted in this long information lag.129 After learning bitter lessons from the Great Leap Forward, the Chinese government took countermeasures to bypass lower-level officials and go directly to the providers of raw data in an attempt to avoid information distortion.130 The effectiveness of such bypassing strategies is limited, however, and information distortion remains a serious and ongoing concern for Chinese policymakers.131

While decentralized policy experiments have better prospects for improving regulation, local authorities still need political support and endorsement from the central authorities before they can launch incremental reform. In her book How China Escaped the Poverty Trap, Yuen Yuen Ang relates a vivid analogy employed by a local official, who described the Chinese bureaucracy as a “stack of briquettes”—a block of coal dust used for cooking in China—and noted how air needs to flow through it from top to bottom.132 In recent years, however, the flow of “air” seems to be waning. In contrast to his predecessors Deng Xiaoping and Jiang Zemin, President Xi Jinping has preferred to use centralized decision-making from a small group of top leaders and trusted advisors.133 As was discussed in Chapter 1, Beijing’s tightening control over the bureaucratic apparatus has created a strong aversion among government officials to engage in risky policy innovations. Instead, the Xi administration’s extensive anti-corruption campaign and efforts to enforce intra-party discipline have contributed to lazy governance in China, where local officials try to avoid mistakes by doing less. Sebastien Heilmann has observed widespread misgivings in many party organs and government bodies about decentralized experiments and their associated political risks.134 Barry Naughton similarly observed a pattern of excess caution regarding policy responsibilities among lower-level officials.135

Nassim Taleb and Gregory Treverton have astutely highlighted that while centralization reduces deviation from the norm, it magnifies the consequences of those deviations that do arise.136 This is due to the concentration of disruption it creates, leading to increased systemic risks.137 As observed by Heilmann, a number of central policies imposed during the period from 2014 to 2016—including fiscal reform, stock-market regulation, and internet security—prompted very negative market reactions and drew heavy criticism from local governments, leading to their eventual withdrawal.138 Heilmann further attributed the “more impulsive or even aggressive style of decision-making” in China’s foreign and security policy to Xi’s leadership style.139 Consequently, China’s simultaneous increase in personalistic and centralized decision-making and a decrease in decentralized policy experimentation have further contributed to fragility in Chinese regulatory governance.

3.7. Summary

This chapter has introduced a framework for us to assess the consequences of regulation, highlighting two important determinants that affect the resilience of China’s regulatory governance: side effects and information lag. In short, the greater the side effects, the more resistance there will be to a particular policy; and the longer the information lag, the greater the damage a policy can do, making it potentially more difficult to remedy the situation. To be sure, the dynamic pyramid model of regulation has clear strengths when policy side effects are minor compared to the benefits. More often than not, however, Chinese regulation leads to undesirable outcomes when a regulatory policy creates serious unintended consequences. Indeed, Chinese regulation is most fragile when there is a long lag before top policymakers realize the scale and magnitude of side effects. To illustrate my assessment framework, I looked at four vexing policy challenges facing the Chinese leadership—China’s Covid policy, the energy crisis, the property crackdown, and the one-child policy—to explain the fragilities of the dynamic pyramid model of regulation. This then led me into a discussion about how policymakers can better reduce side effects and information lags during policymaking. I noted that China’s successful marketization reforms were built upon a series of decentralized policy experiments by local governments, whose incentives for doing such experiments have dwindled in recent years with Xi’s increasingly heavy-handed approach toward bureaucratic control. As a consequence, centralized decision-making has replaced local reforms, contributing to more fragilities in Chinese regulation.

The evolution of China’s governance approach as described above thus raises an important question about the prospects for regulation in the tech sector. Given the volatility in Chinese tech regulation, how resilient will China’s tech policies be? To answer this question in detail, the following chapters proceed via three steps. First, I will apply the dynamic pyramid model to analyze how Chinese tech firms have been regulated in different areas of law, including antitrust, data, and labor regulation. Then I will examine how these tech firms conduct self-regulation in the shadow of an increasingly tightened regulatory environment. I will also compare the developments in major jurisdictions such as the United States and the European Union to help readers better gauge the future direction of Chinese reforms. I will leave the most important question in assessing the impact of the Chinese tech regulation to Chapter 10.


Part II

Platform Regulation

In this part, spanning chapters 4–6, I apply the dynamic pyramid model to expound upon the three major pillar of Chinese tech regulation: antitrust, data, and labor regulation. In each of these chapters, I first investigate the major challenges faced by regulators in their respective areas, highlighting how a fragile institutional environment, coupled with the government’s abusive practices or inaction, often exacerbate these issues. I then closely examine the incentives and behaviors of the four major actors involved in the regulatory process, explaining how their interactions have culminated in the regulatory cycles Chinese tech firms have experienced. Looking ahead, I offer some predictions regarding the future trajectory of enforcement in each respective area.



4

Antitrust Regulation

China promulgated the Anti-Monopoly Law (AML), its first modern and comprehensive antitrust law, in 2007. Much like antitrust laws in other jurisdictions, such as the European Union and the United States, China’s AML comes with high-powered sanctions and has great potential to deter abusive practices. Since the AML became effective in 2008, however, the law has mostly been applied to foreign multinational firms rather than to the country’s state-owned behemoths or domestic tech giants.1 Indeed, despite the fact that complaints about the anti-competitive practices of Chinese tech giants emerged long before the AML was adopted, it wasn’t until 2020 that these firms came under the close scrutiny of China’s antitrust law.

Indeed, antitrust enforcement was a major stick wielded by the Chinese government to bring its Big Tech firms into line during the law enforcement campaign, as described in Chapter 2. Between late 2020 and the end of 2021, the State Administration for Market Regulation (SAMR), China’s main antitrust enforcer, hastily adopted tough antitrust guidelines targeting the platform economy, proactively vetted a large number of previously un-scrutinized merger transactions, and quickly initiated several high-profile antitrust cases against firms such as Alibaba, Tencent, and Meituan. The antitrust bureau at the SAMR emerged as a clear winner from this regulatory campaign, not least because it was elevated to vice-ministerial status, a change that enabled it to significantly expand its personnel and budget. Moreover, the SAMR has also conveniently leveraged its antitrust powers to strengthen its policy control in other areas of market regulation, thus further solidifying its status as a “super regulator.”

In the following discussion, I will first delve into the regulatory challenges in the Chinese consumer tech sector, which has witnessed both a high concentration of market power and frenetic competition between major tech firms. I will then apply the dynamic pyramid model to analyze the incentives and behavior of each of the four major actors in the antitrust regulatory process, thereby elucidating the dramatic swing of the regulatory pendulum between 2020 and 2021. Since regulation started to ease in early 2022, I will conclude with an analysis and forecast of the future enforcement trend.

4.1. Regulatory Challenges

For years, the Chinese tech sector has been a “Wild West” with little government intervention, and this has allowed for the unruly growth of tech titans. This competitive landscape is attributed to three primary factors that have presented significant regulatory challenges in the consumer tech sector, each of which will be elaborated below.

4.1.1. The Great Firewall

The Chinese government’s efforts to filter out foreign content in the name of maintaining social order and safeguarding national security were, ironically enough, the first regulatory challenge. Since 1998, China has operated the world’s most extensive and technologically advanced internet filtering system, widely known as the “Great Firewall,” to censor online content. Although China is not unique in controlling information within its border, the scale and sophistication of its operation are unprecedented. A 2020 study shows that China’s Great Firewall blocks around 311,000 domains.2 An estimated 50,000 people have been employed to enforce such censorship.3 By blocking “unwelcome websites” to protect the country’s internet from undue Western influence, the Great Firewall acts like a non-tariff trade barrier that has largely shut out competition from some of the Chinese firms’ most formidable rivals, notably Google, Meta, and Twitter. Although some US businesses, such as Microsoft’s Bing, continue to operate in China, they have only limited access given their need to adapt to the country’s increasingly tight censorship requirements. Home-grown tech firms quickly filled the void by gaining economies of scale within the domestic market, without needing to expand overseas. The result is that China has created its own parallel universe of consumer internet businesses: there is Didi instead of Uber; WeChat instead of WhatsApp, Facebook, and PayPal; Meituan and Ele.me instead of Deliveroo; and Youku instead of YouTube.

Google’s unexpected exit from China in 2010 offers a prime example. The search giant entered the Chinese market in 2006 and provided censored search results in compliance with the Chinese government. At that time, Google was engaged in a fearsome rivalry with Baidu, China’s home-grown search engine. The two firms constituted a duopoly in China’s internet-search market, with Google possessing 33 percent market share and Baidu 64 percent in 2009.4 In 2009, Google believed it was hit by a sophisticated and targeted cyber-attack launched from China on its corporate infrastructure. In light of the attack and further government censorship, Google went into negotiations with Beijing about how it might operate without censorship in China.5 When these negotiations failed, Google moved its searching server to Hong Kong. In the months following Google’s exit, Baidu’s profits doubled, its market share soared, and it quickly became the dominant search engine in China.6

To be sure, the lack of foreign competition is not the only reason why Chinese tech firms thrive. Chinese tech firms are very good at so-called micro-innovation, wherein they adapt products or services to the local market. In 2004, Microsoft decided to expand its MSN services, an instant-messaging product, in China. Within two years, Tencent’s QQ outcompeted MSN, largely because the former’s small and nimble operation offered a competitive advantage over the latter’s protracted and bureaucratic internal decision-making process.7 Another example is Alibaba, which took on and vanquished fearsome US rivals such as eBay. Many commentators have credited Taobao’s success to its ability to adapt to the Chinese market, particularly its strategy of enabling direct communication between merchants and consumers and its ability to leverage communities to develop mutual trust among online users.8 As Jack Ma famously said: “eBay is a shark of the sea, but a crocodile can beat a shark in the Yangtze River.”9 Indeed, even in those areas where the Great Firewall has limited foreign entry, the absence of foreign competition can only partially account for the success of domestic firms. Baidu, for example, outcompeted Google before the latter’s exit because its various business strategies more effectively catered to the interests of Chinese consumers.10 That said, there is little doubt that Google’s exit was an important gift to Baidu and other Chinese rivals. Even though Baidu’s market share has been eroded in recent years by other domestic competitors such as Sogou, no other foreign rival penetrated the Chinese market as effectively as Google.11 Indeed, Microsoft’s Bing is now the only foreign search engine available in the country, with a mere 2 percent market share.12

4.1.2. Disorderly Expansion

The regulatory challenge was the frenetic expansion of leading Chinese tech firms such as Alibaba and Tencent in the platform economy, which enabled them to build partnerships and exert influence over a wide array of internet-based products and services. Such disorderly expansion was also partly facilitated by the inaction of the antitrust authorities when it came to intervening in anti-competitive mergers, as will be further elaborated later. Within the past decade, the in-house investment teams at Chinese Big Tech firms have grown to be on par with leading venture-capital powerhouses in China.13 As of the end of 2021, Tencent and Alibaba had made more than 1,180 and 706 investments, respectively.14 Tencent alone had invested in at least 160 companies that later became unicorns and 70 companies that went public as of January 2020.15 Even in the midst of a tech crackdown in 2021, Tencent and Alibaba snapped up 250 and 75 companies, respectively.16 Chinese tech giants’ aggressive investments have significantly dwarfed those of their American peers. Based on their public filings, Alibaba and Tencent spent between 80 and 100 percent of their revenue on investing between 2014 and 2019, whereas the largest five US Big Tech firms, GAMAM (Google, Amazon, Meta, Apple, and Microsoft) invested only 30 to 66 percent of their revenue.17

Through these active acquisitions and investments, Alibaba and Tencent have extended their tentacles into almost every aspect of people’s lives in China. Among the top 10 most widely used apps in China in 2021 (based on active user numbers), 7 were owned by Alibaba and Tencent, while the rest were owned by Baidu and ByteDance.18 Among the top 30 apps in China, 70 percent were either owned by or affiliated with Alibaba or Tencent. Indeed, these two tech giants have together or separately invested in many top players in China’s consumer tech sector. These include Didi Chuxing, with almost 80 percent market share in the ride-hailing business; Meituan and Ele.me, with a combined 98 percent market share in the food-delivery business; Taobao, JD.com, and Pinduoduo, with a combined market share of 84 percent in e-commerce; and Alipay and WeChat Pay, with over 90 percent market share in the third-party mobile payment market.19 Not surprisingly, Tencent and Alibaba are often dubbed the “duopoly” that dominates China’s technology landscape.

On the other hand, these two Big Tech firms have different investment styles: Alibaba prefers to purchase controlling stakes and maintain control in businesses, while Tencent is usually content to hold minority ownership in an attempt to form alliances or acquire technologies.20 Nonetheless, the investment strategies of both firms are driven not just by short-term profits, but more importantly by competition. As Zhaohui Li, Tencent’s investment executive has put it, “a project that has strategic value will eventually bring financial value.”21 Li considers the strategic value of an investment as consisting of three major aspects: first, the ability to help enhance the core competitiveness of Tencent; second, the ability to coordinate and integrate with Tencent’s businesses; and last but not least, the ability to help Tencent enter into new and promising areas of products and services.22 Through investing, Tencent is strengthening its own core competence as an ultimate connector that links everything with the internet, while preemptively tackling threats from emerging rivals by investing in them at an early stage.

Given the two firms’ pervasive influence over Chinese internet businesses, smaller rival companies have often felt they have no choice but to accept their investment.23 To be sure, having Alibaba or Tencent as an investor is very appealing for smaller firms for two important reasons: capital and traffic. First, the deep coffers of these two tech titans are an important source of financing for smaller start-ups. Second, investment from Alibaba or Tencent enables startups to better integrate with the two firms’ “super-apps,” which can rapidly channel gargantuan traffic to these smaller companies.

Generally speaking, super-apps are large integrated ecosystems that enable users to access a wide variety of services within their walled gardens. Tencent’s WeChat, an instant-messaging app used by 90 percent of the Chinese population, is a quintessential example. Since its launch, WeChat has pushed beyond being a simple messaging app by introducing various social-media functions, by encouraging user-generated content such as public accounts from individuals and companies, by launching mini-programs that enable users to access a wide range of services without downloading separate apps, and by adding WeChat Pay, which allows users to conveniently pay for goods and services accessed within the app.24 This strategic expansion has enabled WeChat to grow into an all-purpose platform on which Chinese internet users spend, on average, a fifth of their time.25 Ant Group’s Alipay is another example. The third-party mobile payment tool affiliated with Alibaba is used by more than 900 million Chinese people and offers numerous mini-programs for users.26 However, investments from these two tech giants can deprive small start-ups of their freedom, leaving their founders with little choice but to run their businesses in a way that serves the strategic interests of the tech giants.27 Over the years, through the alliances they have created with the hundreds of firms in which they invested, Alibaba and Tencent have each created a massive ecosystem with strong network effects, effectively carving the Chinese consumer internet space into two separate “walled gardens.”

In addition to these investments across different sectors, Alibaba and Tencent also hold common ownership in several sectors. For instance, Tencent has invested deeply in gaming and the music industry. The firm owns 47 percent of Huya28 and 38 percent of Douyu,29 China’s two largest live-streaming gaming firms with a combined market share of more than 80 percent.30 Alibaba has also holds common ownership in major logistics firms, including Cainiao Network, YTO Express, RRS Supply Chain, Best Inc., ZTO Express, STO Express, Yunda Express, and Singapore Post.31 Publicly available data suggest that the combined market share of YTO Express, Best Inc., ZTO Express, STO Express, and Yunda Express exceeded 73 percent of the express delivery market in 2020.32 Recent economic literature has suggested that common ownership could soften competition and facilitate collusion among firms in the common owner’s portfolio.33

In the United States, the overlapping interests of financial investors in a wide range of industries such as airlines, banking, aluminum, soft drinks, and mobile phones have been viewed as an additional source of market power for these investors.34 And there has been an ongoing intense debate as to how to limit the anti-competitive power by these institutional investors.35 One can find a similar case in China. Sequoia Capital, a large venture-capital firm, is the largest investor in Chinese consumer internet businesses. As of the end of 2020, the firm had invested in 339 Chinese tech firms, including the largest players, such as Alibaba, JD.com, Pinduoduo, Meituan, Didi, and ByteDance.36 One of Sequoia’s distinctive investment strategies is to bet simultaneously on several players competing in the same sector, and then push for their consolidation at the right moment.37 According to Chinese media, Sequoia was reportedly one of the investors that pushed forward the tie-ups between the largest players in the e-commerce sector, including the mergers of Meituan and Dianping, Uber China and Didi, and VShop and Lefenghui.38

4.1.3. Unruly Competition

With Alibaba and Tencent becoming the twin pillars dominating China’s tech landscape, the cutthroat competition between them and other rivals has given rise over the years to a wide range of antitrust issues. The first major issue is that of interoperability, as leading Chinese tech firms carefully guard their traffic by blocking competitors from accessing their ecosystems. One of the earliest examples of this problem dates back to 2008, when Alibaba decided to shut out Baidu so that products listed on its e-commerce platforms such as Taobao could no longer be found on Baidu’s search engine. Alibaba justified its decision on the basis of protecting consumers (i.e., to prevent merchants from manipulating search results on Baidu). To be sure, Taobao is not the only website that blocked Baidu’s search engine; other major social-networking services such as blog.sohu.com, 51.com, Xiaonei, and Hainei have done the same.39 All these sites claimed to have blocked Baidu to protect user privacy, even though analysts believe that their real motivation lay in concerns over Baidu’s dominant position in the search market.40 Indeed, Alibaba was worried that once consumers got used to searching for shopping results on Baidu, this would eventually divert traffic from Taobao. At that time, Baidu was also starting to step into Alibaba’s turf by creating Youa, an e-commerce platform similar to e-Bay. As almost 20 percent of Taobao’s traffic then came from Baidu, some analysts viewed Alibaba’s decision as quite risky.41 But Alibaba’s gamble paid off, as it protected its turf by fending off potential competition from Baidu. However, consumers suffered in that they were deprived of the convenience of searching for Taobao products outside of Taobao’s site. More importantly, Taobao’s move to lock in its users may have delayed the emergence of rival e-commerce platforms from Baidu.

The scale of acrimonious blocking between platforms escalated more and more as Alibaba and Tencent expanded their business empires. In 2013, Taobao started blocking sellers from subscribing to marketing and promotion apps linked with WeChat.42 Taobao also invested in the Twitter-like Weibo, which offered to provide Taobao sellers with marketing services and better integrate the services of its shopping and the microblog sites.43 WeChat retaliated by actively blocking Taobao’s content in its app. Of course, WeChat announced that it had only done this following its own internal governance rules prohibiting falsehoods and misinformation.44 The online payment tools developed by these two tech giants—Tencent’s WeChat Pay and Alibaba’s Alipay—are also not interoperable. For instance, WeChat is not available on Taobao, whereas WeChat doesn’t support Alipay.

In addition to blocking each other, these two tech giants also blocked start-ups in their rivals’ camps. In 2013, JD.com, the major rival to Alibaba’s Taobao site, terminated cooperation with Sina Weibo, China’s Twitter, after the latter’s sale of a minority stake to Alibaba.45 JD.com also stopped using Alipay, a third-party payment platform developed by Alibaba. A year later, Tencent acquired a 15 percent stake in JD.com; since then, JD.com has officially joined the Tencent camp to compete head-to-head with Taobao.46 In 2014, Kuaidi, a ride-hailing business backed by Alibaba, complained that certain functions of their app were blocked by WeChat. Meanwhile, Didi, which was backed by Tencent, experienced no such problems. Tencent’s mini-programs have given JD.com and Pinduoduo, both backed by Tencent, a huge edge since 2017. Yet Taobao has not been allowed to have a presence there.

When ByteDance, a fiercely competitive rival, stepped into the fray, it kicked off another round of war between the tech titans. ByteDance, which owns a portfolio of entertainment, news, and short-video apps, had already amassed an active user population of over 500 million by 2018.47 Given that Tencent and ByteDance have many overlapping content-related businesses, Tencent felt particularly threatened by ByteDance’s rapid growth. In 2018, Tencent started to block ByteDance’s apps, such as Toutiao, Douyin, and Feishu, from its flagship networking apps WeChat and QQ.48 Tencent also began aggressively promoting short-video streaming features within its ubiquitous WeChat app. When ByteDance introduced several instant-messaging apps, such as Duoshan and Feiliao, in 2019, Tencent quickly blocked external links to these apps.49 ByteDance then launched several unfair-competition and antitrust lawsuits against Tencent.50 In response to the accusations, Tencent argued that Douyin and other apps from ByteDance had used illegal means to access WeChat’s user data. Tencent retaliated by launching its own unfair-competition and defamation countersuits against ByteDance.51

In addition to directly restricting rivals from accessing their own ecosystems, Chinese Big Tech giants also restrict users of their platforms from accessing rivals’ platforms. This has given rise to exclusionary practices such as forcing merchants to “choose-one-from-two” between leading platforms.52 The earliest such incident dates back to 2010, when users of Tencent’s QQ, a popular instant-messaging app, were presented with a tough choice between QQ and 360, an antivirus service. Qihoo, the developer of 360, alleged that QQ was scanning the private data of its users and released software that could block these invasions into personal privacy. Tencent responded by blocking access to users who had downloaded Qihoo’s 360 software.53 This incident caused an uproar among Chinese netizens, who saw themselves as the victims in this “cat-and-dog” fight between the two firms. Another well-known case involved JD.com, which made complaints about Alibaba in 2015. JD.com accused Alibaba of forcing its merchants to choose between JD.com and Tmall, an e-commerce platform owned by Alibaba. The food-delivery business, which was dominated by a duopoly—Meituan and Ele.me—has also experienced similar competitive dynamics. Over the past few years, Ele.me, China’s second largest food-delivery business with almost 30 percent market share, has repeatedly accused Meituan, China’s largest food-delivery business, of exclusionary practices. Ironically, Ele.me was also fined in several Chinese cities for similar “choose-one-from-two” practices.54 It is, of course, Chinese consumers who have been the ultimate victims, since these restrictive practices limit their choices and deprive them of potential innovations.

A broad survey of the three above-mentioned regulatory challenges clearly demonstrates a strong demand for antitrust intervention in China’s unruly tech sector. But it is also clear that tech firms are only partial contributors to these challenges, given that the Chinese government’s censorship policies also act as a trade barrier shielding domestic firms from foreign competition. Meanwhile, Chinese consumer internet businesses have become so concentrated that it is not clear whether any regulatory intervention at this point can fundamentally change the competitive dynamics. In the following section, I will shift my focus from identifying the problems with the competitive environment among Chinese Big Tech firms to analyzing the regulatory process for tackling them. As we will see, the dynamic pyramid model will again prove very useful in explicating the complex dynamics in Chinese antitrust regulation.

4.2. Applying the Dynamic Pyramid Model

For nearly two decades, China’s top leadership was a strong proponent of developing Chinese consumer internet businesses. But the country’s priorities for industrial policy have started to shift in recent years, after the United States began imposing hefty sanctions on Chinese tech firms and cut off their access to critical manufacturing components. Faced with this escalating pressure, Beijing hastened its pursuit of technological self-sufficiency. In this process, it became evident that its consumer tech giants were falling short in helping the country fulfill its industrial ambitions. Meanwhile, Chinese tech firms have been lobbying aggressively for favorable legal treatment, and have sought regulatory arbitrage by operating in legal gray areas. The Chinese public in general lacks opportunities to voice its discontent except through litigation. Yet plaintiffs rarely prevail in antitrust lawsuits, resulting in a limited deterrent effect on the Chinese tech titans. Chinese antitrust regulators initially tried to guard their bureaucratic interests by refraining from taking an aggressive stance in regulating the tech firms. They changed their position, however, from late 2020 onward, when they rolled out tough antitrust guidelines and took aggressive enforcement actions against leading Chinese tech firms. In the ensuing discussion, I will delve deeper into the motivations and actions of these four major players, as well as explore the intricate dynamics of their interactions.

4.2.1. Top Leadership

As has been elaborated in Chapter 2, there was a time when Chinese internet businesses won the strong endorsement of the Chinese top leadership, who saw them as saviors of the country’s flagging industrial economy. Indeed, McKinsey described the Chinese government as simultaneously “an investor, developer, and consumer” of the digital economy.55 Beijing invested heavily in building infrastructure to support the digital sector, calling on various government institutions to provide funding for artificial-intelligence projects. The government also encouraged mass innovation, setting up incubators, offering tax incentives, and promoting venture-capital funding in the internet sector.56 In 2016, the government also launched a pilot program allowing a few commercial banks to invest in high-growth tech firms, removing a previous prohibition on commercial banks directly investing in equities of non-bank firms.57 The move was intended to channel more support for the Chinese tech sector by bringing more capital to the market.

During this period, Chinese policymakers actively promoted laws to provide crucial institutional support for the growth of the tech industry. Take the example of the Chinese e-commerce sector, the sector that was hit with the largest antitrust fine in 2021. In 2004, China adopted the Electronic Signature Law, based largely on the United Nations model, which encouraged the use of electronic signatures in e-commerce settings.58 In the years that followed, the Chinese government amended the Contract Law, the Advertising Law, and the Consumer Protection Law, and promulgated the E-Commerce Law to regulate the e-commerce sector.59 In a departure from the usual top-down, command-and-control approach, the top leadership endorsed an open and participatory approach in drafting the E-Commerce Law.60 This enabled participation from a wide variety of non-state institutions, particularly Chinese tech businesses.61 The law was finally passed in August 2018, after five years of intensive debate among various stakeholders.62 The top leadership’s strong endorsement of the tech sector fostered a light-touch regulatory environment that was very conducive to the growth of the domestic e-commerce market, the world’s largest since 2013. China’s homegrown e-commerce firms such as Alibaba, JD.com, and Pinduoduo have become fiercely competitive with each other. Even though the Chinese e-commerce sector is open to foreign investors, none of the large US players such as Amazon or eBay have been able to capture a large percentage of the Chinese consumer market.

In 2018, the Trump administration launched a number of investigations into Chinese tech firms and imposed hefty sanctions on Huawei and ZTE. This series of regulatory onslaughts on Chinese firms was a rude awakening for the top Chinese leadership. Facing an increasingly hostile geopolitical environment, the Chinese leadership felt a great sense of urgency to catch up with the United States and address its supply-chain shortage in critical components such as semiconductors.63 Since then, the Chinese government’s strategic priorities have started to shift from the consumer internet to hardcore technology. Domestic tech giants such as Alibaba, Tencent, and Baidu, however, have fallen short of fulfilling these industrial ambitions. Instead of producing the foundational science and technologies that can help China stay competitive with the United States, these large domestic tech champions all thrived by catering to the vast Chinese consumer market. Policymakers in Beijing have therefore grown increasingly dissatisfied with the business orientation of its booming tech giants.

Signs of Beijing’s discontent were revealed through state media propaganda during the 2020–2021 law enforcement campaign. In December 2020, the People’s Daily, a party mouthpiece, published a commentary criticizing Chinese tech firms for their excessive mutual competition in the area of community group-buying businesses. The author argued that this competition was threatening the survival of many small and medium-size firms. The piece urged these tech giants to shift their gaze from “the cabbage” to the “starry sky,” urging them to set higher ambitions to advance China’s technological innovation.64 Another instance surfaced in August 2021, when Economic Information Daily, a Chinese newspaper affiliated with China’s official news agency Xinhua, lambasted Tencent’s online gaming as “spiritual opium” that is poisoning Chinese teenagers.65 All of these developments illustrate how Beijing’s attitude toward its domestic tech giants has shifted in response to the changing geopolitical environment, echoing the element of adaptability of the top leadership in the dynamic pyramid model.

Meanwhile, the top Chinese leadership has grown to appreciate the significant potential of antitrust law as a mighty weapon for disciplining its domestic tech giants. In March 2021, President Xi Jinping declared that China would strengthen its antitrust enforcement to ensure the healthy and sustainable development of its platform economy.66 This strong endorsement from the highest leadership facilitated two important institutional changes. First, the bureaucratic status of China’s antitrust agency was upgraded. In November 2021, China appointed Lin Gan as the new chief of the antitrust bureau of the SAMR. As Ms. Gan is a vice minister of the SAMR overlooking a vast portfolio of market regulations, her appointment signified the antitrust bureau’s upgrade to vice-ministerial status. Industry participants viewed this move as a major development in Chinese antitrust enforcement. Indeed, the lack of administrative resources has been a perennial concern for the SAMR, which has only around 40 staff members dedicated to antitrust enforcement. With the new upgrade, the agency is expected to increase its budget and expand its manpower to 100 within two years and 150 within five years.67

The second important institutional change is the amendment of the AML, which saw its first major overhaul in June 2022. The amended law includes explicit language targeting the digital economy, such as “preventing undertakings from using data and algorithms, technologies, capital advantages, platform rules and others to engage in monopolistic behavior.”68 The amendment also significantly increases the punitive power of the AML. For instance, the maximum fine for merger-control violations has been augmented from RMB 500,000 to up to 10 percent of a firm’s turnover in the previous year.69 The amendment further introduces a superfine: in cases of serious violation, the fine can be increased to between two and five times the original amount.70 The new amendment also mentions criminal penalties, leaving room for the potential criminalization of anti-competitive conduct.71 These two important institutional changes clearly demonstrated the top leadership’s commitment to further strengthening antitrust as a tool for regulating the digital economy.

4.2.2. Firms

As the dynamic pyramid model of regulation suggests, businesses operating in China are very flexible and know how to adapt to China’s unique institutional environment and work it to their favor. Because policy support is incredibly important in China and often trumps the law itself, Chinese tech firms have resorted to both formal and informal institutional channels to lobby for high-level endorsements of their businesses. Chinese tech firms have also sought regulatory arbitrage and taken advantage of legal loopholes to circumvent antitrust laws in order to expand their business empires, thus inadvertently making themselves vulnerable to regulatory attack.

4.2.2.1. Lobbying

Chinese tech firms engage in lobbying through both formal and informal institutional channels. As mentioned in Chapter 2, many tech entrepreneurs have served in the “two sessions”: the National People’s Congress (NPC), China’s top legislative body, or the Political Consultative Conference (CPPCC), the top advisory body. Participation in such political events is an important channel for tech executives to lobby the top Chinese leadership to support their entrepreneurship. One of the most active entrepreneurs is Pony Ma, the founder and chairman of Tencent. Between 2013 and 2022, Pony Ma made a total of 55 proposals, with many closely related to Tencent’s business interests.72 For instance, during the 2015 NPC meeting, Ma submitted a report advocating for the “internet plus” initiative.73 The concept, originally proposed by Ma in 2013, envisions a cohesive network linking together people, content, goods, and services. This “Internet Plus” initiative aligns directly with Tencent’s key competence of connecting its portfolio companies with its vast sea of users, particularly through its ubiquitous and all-purpose WeChat app. Ma envisaged the initiative toppling and revolutionizing traditional industries, boosting mass entrepreneurship, improving the efficiency of public infrastructure, and stimulating the sharing economy.74 Ma’s proposal later received national recognition, culminating in its inclusion in the State Council’s Annual Government Report in 2015. Gaining recognition from the highest executive body of the Chinese government was of upmost strategic importance to Tencent. The successful lobbying has not only bolstered Tencent’s position, but has also enhanced the bargaining power of Chinese tech firms vis-à-vis the regulators, deterring the latter from taking forceful regulatory actions that might thwart the national economic agenda.

In 2015, Pony Ma put forth an important proposal to facilitate the amendment of the Copyright Law, which would improve protection of online content and enhance the social recognition of original creation. Notably, Ma’s suggestion was strategically aligned with Tencent’s ambitions in the music industry. By then, Tencent Music Entertainment had signed exclusive licensing arrangements with the world’s four largest music labels. Starting in 2013, the firm sent thousands of legal warnings to numerous online music portals in China, accusing them of infringing on the content it had paid for.75 In 2014, Tencent launched a copyright-infringement lawsuit against its major competitor, NetEase, leveraging the suit to pressure the latter to start sub-licensing the music rights from Tencent.76 This sub-licensing arrangement later became the template used by other online music platforms in China. By levying high sub-licensing fees, Tencent gained a huge competitive edge over its rivals, paying the way for its subsequent dominance in the domestic online music-streaming business.77 Interestingly, Ma’s call to strengthen copyright protection coincided with China’s crackdown on copyright infringements in domestic music-streaming services. In 2015, the National Copyright Administration issued a mandate requiring all domestic online music portals to remove unlicensed music by the end of July of that year, cautioning severe sanctions would be imposed for noncompliance.78

Besides lobbying through formal political participation, Chinese tech firms are also very good at lobbying via informal institutional channels. This is particularly important when a tech firm has gained significant market power, as they are then likely to face complaints from their consumers or competitors, making them prone to antitrust investigations. Not surprisingly, each of the major tech firms has invested tremendous resources aimed at fending off antitrust complaints and unfavorable legislation. In the meantime, power imbalances between businesses and regulators in China have heavily influenced lobbying dynamics in China. Instead of directly challenging the antitrust agency in court, tech firms rely heavily on antitrust scholars or former regulators (whom I called “information intermediaries” in Chapter 2) to exert influence over the regulatory process.

Let’s start with the academics. Because the Chinese antitrust authorities suffer from severe capacity constraints and lack the time and expertise to draft rules and tackle difficult cases, they frequently engage academics to provide consulting services. Engaging academics in the regulatory process also helps enhance the legitimacy of regulatory decisions by showing that they have incorporated inputs from a wide range of independent sources. Meanwhile, Chinese antitrust scholars are keen to get involved, despite the lack of compensation, as doing so offers valuable insights into China’s opaque regulatory process. Senior scholars are invited to sit on the prestigious Expert Advisory Committee of the Anti-Monopoly Commission (AMC), an independent supervisory commission directly under the State Council, which gives them a peek into the inner workings of the SAMR.

In fact, Liu Xu, an independent Chinese scholar and vocal critic of Chinese antitrust enforcement, describes Chinese antitrust academics as operating in a “two-sided market.”79 On one side of the market, Chinese antitrust scholars provide free services for Chinese regulators and gain privileged access to information about antitrust cases while building personal connections with the case handlers. On the other side, Chinese antitrust scholars are compensated with high consulting fees by tech firms or law firms who want to shape a particular piece of legislation or regulatory decision. As I explained in my last book, Chinese Antitrust Exceptionalism, Chinese antitrust scholars’ connections with and proximity to antitrust regulators directly translate into influence and prestige.80 Thus, the more services a scholar renders for regulators, the more influence they can exert over the regulatory process, and the more valuable they then become for Chinese tech firms. A couple of leading Chinese antitrust scholars, particularly those who sit on the Expert Advisory Committee of the AMC, have become highly sought-after expert consultants for businesses and frequently make public comments or contribute essays in defense of large Chinese tech firms.

For instance, in May 2019, the Competition Law Center of the University of International Business and Economics (UIBE) organized a workshop on the “choose-one-from-two” practices of Chinese internet platforms that engaged scholars from several leading universities, regulators, and legislators, as well as representatives from leading internet platforms.81 Professor Huang Yong from UIBE, a renowned antitrust scholar who had been serving on the AMC, argued that such exclusive practices should not be deemed illegal per se, noting that regulators should take a case-by-case approach. Several other senior professors from leading Chinese universities echoed his thoughts. By the end of the conference, the experts had seemingly come to a consensus that the regulation of internet platforms should abide by the principle of being “tolerant and cautious.” Rather than rushing to penalize an internet platform for its exclusive practices, it is better to “let the bullet fly a bit longer” (i.e., take a wait-and-see approach).

It is not only academics, however, who serve as “information intermediaries” in the regulatory process; former government officials also play a crucial role in assisting the lobbying efforts of Chinese tech firms. For years, the antitrust bureau at the SAMR, a small bureau with fewer than 40 staff members, tried in vain to lobby for higher bureaucratic status so it could expand its capacity. Meanwhile, many mid-level antitrust officials, seeing little prospect of being promoted within the bureau, moved to work for large tech firms. A 2021 Financial Times report identified 11 former regulators or judges who had recently joined tech giants.82 According to news reports, tech firms offer such former public servants lucrative salaries, bonuses, and stock options that can sometimes amount to 60 times their government salary.83 When the Chinese government initiated its tech crackdown, the demand for ex-regulators soared even higher, with some corporate clients offering more than RMB 3 million or even “an unlimited budget” for a suitable candidate.84

In addition to hiring them, Chinese tech firms have also informally engaged former regulators to lobby on their behalf.85 However, because these retired officials were not formally employed by the tech firms, the details of these relationships are largely shrouded in mystery and difficult to verify. That said, it is certainly true that several senior retired antitrust officials have been actively advocating for a more tolerant and cautious approach in regulating tech monopolies.86 One recent example is the controversy regarding the monopoly status of Alipay and WeChat Pay. In the summer of 2020, the People’s Bank of China (PBOC) made a formal recommendation to the Anti-Monopoly Commission (AMC) that it look into the abuse of dominance by Alipay and WeChat Pay, the two major online payment platforms owned by Alibaba and Tencent, respectively.87 The AMC started to gather information but ultimately did not open a formal probe into these two firms, which could potentially have derailed Ant Group’s initial public offering planned for late 2020. Three senior ex-regulators, including Zhang Qiong, who used to chair the advisory body of the AMC, Zhang Hangdong, who used to head the antitrust bureau at the National Development and Reform Commission (NDRC), and Li Qing, formerly the deputy director general of the NDRC, collectively contributed an article to Caijing in September 2020 arguing that Ant and Tencent did not possess a monopoly in the online payment industry.88 Besides this contribution from three high-profile ex-regulators, several academics have also contributed articles defending these two digital payment platforms.89

4.2.2.2. Regulatory Arbitrage

Regulatory arbitrage is the other important survival strategy for Chinese tech firms seeking to avoid antitrust regulation. Over the past two decades, almost all Chinese tech firms have structured themselves as variable interest entities (VIEs) to raise capital overseas and circumvent the Chinese government’s restrictions on foreign investment. In a typical VIE structure, foreign investors acquire stakes in an offshore holding company, usually based in tax havens such as the Cayman Islands. The holding company then sets up a Chinese subsidiary, which signs contracts with a third-party company in charge of running the business; the third-party company then pledges to send profits to the Chinese subsidiary. From the start, the legal status of such VIE structures has been highly controversial, with various Chinese regulatory authorities expressing conflicting views regarding their legitimacy.90 Chinese tech entrepreneurs, on the other hand, have lobbied for relaxation of the various investment and regulatory restrictions on this novel legal structure.91 Because VIEs operate in a legal gray area, few Chinese bureaucratic departments want to directly challenge their legality or recognize their legitimacy.92

The antitrust authority’s inaction dates back to 2009, when Sina.com, a leading Chinese news portal, indicated interest in acquiring Focus Media, a digital media company. As it met the threshold for submitting a merger notification to China’s antitrust authority, the parties notified the Ministry of Commerce (MOFCOM), the merger authority at the time, of their planned transaction. However, despite the parties’ repeated requests for approval, the authority apparently refused to consider it, leading to the deal being scuttled.93 This outcome gave rise to market speculation that the agency didn’t want to vet deals involving VIE structures so as to avoid taking a stance on their legitimacy.94 Notably, MOFCOM is also one of the gatekeepers of China’s foreign-investment regulation. From that point on, Chinese tech firms avoided notifying the MOFCOM of their transactions, even when the latter clearly met the mandatory notification thresholds.95

As a result of MOFOCM’s inaction and inertia, Chinese tech acquisitions went almost unchecked for more than a decade. This included the consolidation of the largest players in the Chinese consumer internet sector. In May 2015, Qunar complained to MOFCOM that Ctrip failed to notify the authorities of its acquisition of eLong, despite having met the notification thresholds.96 According to news reports, the combined market share of these firms could exceed 50 percent of the online hotel-booking sector. Ironically, five months later, Ctrip acquired Qunar, its major competitor in the online travel industry, with the result that the newly merged entity reportedly held almost 70 percent market share in the online travel industry.97 The year 2015 also saw a tie-up between China’s two largest group-buying businesses, Meituan and Dianping, both of which are Chinese shopping platforms for local services and products, with an estimated combined market share exceeding 80 percent in the group-buying sector.98 During the same year, 58.com, often dubbed the Craigslist of China with 47 percent market share in online classifieds (a multi-content category), acquired its main rival, Ganji, which held a 34 percent share in the same market.99 The next year saw Tencent, the owner of QQ music, which held a 33 percent market share in the online music industry, acquire China Music, the number one player with an almost 49 percent share.100 All of these transactions flew under the radar of Chinese antitrust review.

In addition to taking advantage of legal ambiguities, Chinese tech firms also exploited the loopholes in Chinese antitrust law to obviate their legal obligations. In 2015, Didi Chuxing, a firm with the largest market share of 56 percent in the online ride-hailing market, merged with Kuaidi, the number two player with a 43 percent share in the same market.101 Despite potential anti-competitive concerns, the Chinese antitrust authority wasn’t notified of this transaction. According to Chinese merger rules, companies with a revenue of less than RMB 400 million are not required to submit a filing with the antitrust authority.102 These two firms argued that they were loss-making, and thus that their transaction did not meet the notification thresholds.103 Didi explained that it had received little revenue because it applied an incentive scheme that heavily subsidized drivers and riders.104 A year later, Didi merged with Uber China without undergoing merger review, using a similar justification.105 Immediately before the merger, Didi’s market share in the ride-hailing sector was about 86 percent, followed by Uber’s 15 percent.106 This merger thus cleared almost all competitive hurdles for Didi and further solidified its dominance in the ride-hailing business.

4.2.3. Platform Participants

In the area of antitrust law, there are three major types of complainants against the large tech platforms: consumers, merchants, and competitors. Because administrative enforcement was dormant for years, the Chinese public had to turn to the judiciary for damages and remedies. However, Chinese courts have set up a very high burden of proof for antitrust plaintiffs, thus deterring complainants from bringing antitrust lawsuits against the tech giants.

To be fair, the vast majority of Chinese consumers have benefited tremendously from the cheap prices and conveniences brought by the Chinese tech giants. The cash-burning model of heavily subsidizing merchants and consumers has been a template for competing in Chinese tech sectors ranging from e-commerce and ride-hailing to bike-sharing and food delivery.107 As a result, many leading tech firms with significant market power have struggled to make profits. Didi, for instance, had been loss-making for years.108 Even after the firm merged with Uber China, thus ending their long-standing price war, it continued to subsidize rides for a long period of time due to competitive pressures from smaller rivals.109 Accordingly, despite their growing dominance, Chinese consumers welcome the expansion of China’s Big Tech firms and enjoy the convenience of a one-stop-shop brought about by the integration of their super-apps with other services offered by companies in the same portfolio. At the same time, the downsides of the exclusive practices of the Chinese tech firms, including the potential to degrade the quality of their services for consumers and reduce innovation, have been less observable to Chinese consumers.

It is not surprising, then, that few Chinese consumers bother to directly challenge the abusive behavior of dominant platforms. The only exceptions are activist lawyers, who occasionally bring lawsuits against China’s tech giants. One such activist is Zhang Zhengxin, a lawyer from Beijing who sued Tencent for improperly blocking his sharing of links from Taobao and Douyin, both of which were major rivals to Tencent’s services, on his WeChat account in 2019.110 Zhang also observed that Tencent adopted self-preferencing practices, as it did not block similar apps such as JD.com, Pinduoduo, or Wesee, which belonged to the Tencent camp. He claimed that Tencent’s conduct was inhibiting competition in both the e-commerce and short-video markets and hoped that the lawsuit could change Tencent’s practices.111 The case, however, was subsequently withdrawn from the court. Big Tech firms also occasionally face complaints and lawsuits from merchants. In 2020, Galanz, a top electronics company, sued Alibaba for allegedly abusing its market dominance by forcing it to pick sides when choosing where to sell its wares online. The case was later withdrawn after Galanz reached a settlement with Alibaba.112 In the same year, Ele.me faced complaints from 20 merchants who alleged that the food-delivery firm had forced them to choose sides by threatening to punish those merchants who failed to comply with the rules.113

The most vocal complainants against Chinese Big Tech firms are actually their peer firms, and the clashes between these tech titans have often been spotlighted by the media as “cat-and-dog” fights. In 2017, JD.com hired ChinaLabs, a provider of consulting services headed by Fang Xindong, a well-known media commentator, to attack Tmall’s exclusive practices.114 JD reportedly paid ChinaLab to first initiate research and host media seminars to draw attention to Alibaba’s abusive practices, and then incite the Chinese antitrust authority to investigate Tmall. Although ChinaLab’s efforts did draw some media attention, it ultimately failed to pressure the authority to open a formal investigation into Alibaba. Such inaction of Chinese administrative agencies drove the Big Tech firms to Chinese courts where they exchanged fire with each other. However, because the burden of proof for plaintiffs is very high in antitrust lawsuits, in most cases Chinese tech firms choose to file their cases under the Anti-Unfair Competition Law (AUCL) instead.

Since 2018, ByteDance and its affiliates have brought at least five unfair-competition lawsuits against Tencent, alleging that the latter was blocking their content.115 Thus far, none of the cases has reached a final substantive judgment, largely due to disputes about jurisdiction. Tencent, on the other hand, retaliated with two lawsuits, accusing ByteDance and its affiliates of using WeChat and QQ user profiles without authorization and illegally crawling data from public WeChat accounts.116 Tencent appears to have had more luck in court, as it succeeded in receiving an injunction to stop ByteDance and its affiliates from continuing with its infringements. Ele.me and Meituan, the online food-delivery duopoly, have also been suing each other under the AUCL for engaging in exclusionary practices by forcing merchants to choose sides. As of October 2022, Ele.me had launched five lawsuits and won four against Meituan in Zhejiang, Jiangsu, Shandong, Tianjin, and Guangdong, receiving damages of RMB 2.48 million.117 Meituan has also launched four suits against Ele.me and won two cases in Zhejiang and Anhui, receiving a total compensation of RMB 160,000.118 Despite the proliferation of these unfair-competition lawsuits, their protractedness and the low value of the penalties awarded mean they fail to serve as an effective deterrent against the exclusive practices of Chinese tech firms.

4.2.4. Regulators

For over a decade, Chinese antitrust agencies and the judiciary took a conservative approach in dealing with cases arising from the domestic tech sector. As elaborated earlier in this chapter, the absence of antitrust scrutiny over Chinese tech firms has indirectly encouraged their frenetic expansion and resulted in disorderly competition. Since late 2020, however, the attitude of the Chinese antitrust authority has shifted dramatically. To demonstrate its fealty and value to the top leadership, the SAMR hastily introduced new antitrust guidelines, retroactively vetting transactions for which they had not previously been notified, and imposing remedies and prohibition on large merger transactions. This series of enforcement actions, however, ended up being “too little, too late,” as it fell short of addressing the fundamental problem of high concentration in the sector. Chinese courts, meanwhile, have appeared slower to react due to the protractedness of the litigation process.

4.2.4.1. Administrative Agencies

Before the SAMR was formally established in 2018, the responsibility for enforcing the AML was split between three different antitrust authorities: MOFCOM was in charge of merger enforcement, while the NDRC and the State Administration for Industry and Commerce (SAIC) were jointly responsible for conducting investigations. This fragmented structure gave rise to overlapping duties during enforcement, while also creating competition between these agencies as they vied for greater policy control. At the same time, the three agencies were all very thinly staffed, with fewer than 50 employees in charge of antitrust enforcement between them. Selective enforcement was therefore inevitable, as each agency tried to prioritize those cases that would best maximize its bureaucratic interests.119 Because the Chinese agencies prioritized defending national economic interests, foreign large multinational companies with strong market power often found themselves the main targets of antitrust enforcement. In the first decade of its enforcement, the MOFCOM prohibited two mergers and imposed remedies in 36 transactions, all of which involved foreign multinational companies.120 In the meantime, despite perennial complaints from businesses and consumers, the Chinese antitrust authorities were reluctant to take any action against large domestic tech firms.

As mentioned earlier, such firms took advantage of ambiguities in Chinese law by ignoring the notification requirements in Chinese merger-control rules. While, in theory, MOFCOM had the power to intervene at any time, regardless of whether a transaction had met the notification thresholds, the agency failed to take an aggressive stance. For instance, upon receiving complaints from rivals about Didi Chuxing’s acquisition of Uber China, MOFCOM conducted several administrative interviews, an informal type of administrative enforcement.121 Similarly, in its response to the press’s inquiries about its investigation, MOFCOM stressed that it would “adhere to the principle of encouraging innovation and science-based regulation to maintain a level playing-field and promote the innovative development of ride-hailing businesses.”122 Until this day, however, no penalty has been levied against these firms.

Besides its near absence of scrutiny of mergers within the tech sector, the Chinese antitrust authority has also been extremely cautious in the investigations that it has conducted. As mentioned earlier, many of Alibaba’s rivals, including JD.com and Pinduoduo as well as several online merchants, have made complaints about Tmall’s exclusive practices to the Chinese antitrust authority since 2015.123 Similarly, Ele.me has also complained to the market watchdog about Meituan’s exclusive practices and vice versa. However, China’s antitrust regulators failed to take aggressive antitrust action and instead applied more lenient regulatory tools, such as some anti-unfair-competition laws and the E-Commerce Law, to discipline the tech firms.124 But the weak sanctions provided for by those laws failed to deter the tech giants, who continued with their abusive practices, viewing the punishments simply as part of the cost of doing business.125 In November 2019, the SAMR summoned 20 Chinese tech firms for an administrative interview in an attempt to persuade them to discontinue abusive practices during the Singles Day Shopping Festival.126 The authority apparently threatened to invoke the AML to punish firms who continued to engage in such practices. However, no real action was taken until late 2020, when the enforcement campaign started.

From that point onward, in sharp contrast with their previously lax enforcement, the Chinese antitrust authorities, particularly the SAMR, took drastic legislative and enforcement actions. Their first move was to release a set of antitrust guidelines targeting online platforms in November 2020; these were put into effect in February 2021.127 These guidelines represent a significant step forward in strengthening enforcement in the digital economy. The new rules clarify that a VIE structure will no longer be exempted from merger review, and that the SAMR is prepared to investigate acquisitions of emerging platforms even when the parties’ turnover does not meet the notification thresholds. Since November 2020, the antitrust bureau at the SAMR has begun actively vetting a large number of past mergers and acquisitions involving VIE structures. As of the end of 2021, the agency had published 107 cases of parties failing to disclose their transactions, a sharp increase from the previous year’s 13 cases.128 Notably, nearly half of these cases involved the acquisition of minority interests (probably with controlling rights), showing that the authority is now paying closer attention to de facto controlling rights.129

At the same time, the fines imposed were very low, as the statutory limit is still only RMB 500,000; the authority also did not unwind any of the past deals.130 As of the time of writing, the SAMR has not published any penalty decisions regarding large merger transactions involving leading players such as Didi–Kuaidi, Didi–Uber, Meituan–Dianping, Ctrip–eLong, or Ctrip–Qunar. Moreover, the SAMR did not impose structural remedies in any of the penalty decisions it has released—even in cases where the transacting parties had significant and direct overlaps in the market. Consider, for example, the agency’s prohibition of the merger between Huya and Douyu, the two largest live-streaming video-game platforms in China, commanding 40 and 30 percent market share, respectively, in the livestream gaming market.131 A close look at this case reveals that Tencent already possessed sole control over Huya and joint control over Douyu, so that this proposed transaction would merely change its control of Douyu from joint to sole control.132 In the end, the SAMR prohibited the merger transaction.133 However, no further remedies were imposed on either party to the transaction, despite Tencent’s common ownership over both companies and the attendant risk of coordination.

In 2021, the SAMR also imposed remedies on the merger between Tencent Music and China Music Corporation.134 According to the SAMR’s analysis, the two firms had respectively captured 30 and 40 percent of the online music broadcasting market.135 However, instead of directly addressing the concerns over horizontal overlap brought to light in the merger review, the SAMR imposed behavioral remedies on Tencent Music, requiring the firm to end its exclusive arrangements with leading global record labels.136 The SAMR had, in fact, launched an investigation into these exclusive licensing arrangements back in 2019; however, that investigation was suspended after a year without any further disclosure from the administrative authority.137 It appears that the SAMR tried to avoid directly addressing the concentration issue by imposing remedies that treated it like a case of abuse of dominance.

In fact, the SAMR cleared every case in which the incumbent tech giants acquired a competitor in an adjacent market without imposing any remedies. For instance, the SAMR unconditionally approved Tencent’s acquisition of Sogou, the second-largest search engine in China, in July 2021.138 With its user base of over 700 million, Sogou could pose a competitive threat to Tencent.139 And yet, because Tencent is mostly active in the social-media and gaming sectors, it has few direct overlaps with Sogou—making the SAMR’s approval of the acquisition consistent with its typically rather conservative approach, which tends to focus on direct competition between the transacting parties.140 By adopting such a lenient approach toward such acquisitions, the SAMR could further entrench the dominance of the incumbents without fundamentally tackling the market-concentration problem in the digital economy.

In addition to active merger enforcement, the SAMR also initiated a few high-profile conduct investigations. On Christmas Eve of 2020, the SAMR announced an investigation into Alibaba for its “choose-one-from-two” business practices.141 The regulator concluded its investigation within four months and imposed a fine on Alibaba of almost RMB 18.2 billion, equivalent to 4 percent of the firm’s revenue in 2019.142 This hefty fine was the largest ever imposed by China’s antitrust authority; the lightning speed of the investigation also deviated sharply from previous practices, which saw regulators take years to complete an abuse-of-dominance investigation.143 Together with the fine, the agency also issued Alibaba an unprecedented “administrative guidance,” requiring the firm to submit annual compliance reports to the agency for the next three years. This notice, though not legally binding, set out the regulator’s expectations for the tech giant. In addition to antitrust, it covers a wide range of areas such as platform self-governance, data protection, fair competition, consumer protection, dispute resolution, and improvement of the merchant experience. Not coincidentally, these areas of compliance also fall within the broader mandate of the SAMR, a vast conglomerate that oversees various aspects of market regulation.144 It thus appears that the SAMR is trying to leverage its antitrust functions to enhance its authority in other areas of market regulation.

After imposing the fine on Alibaba, the SAMR and other regulators summoned 34 leading Chinese tech firms and required them to conduct self-examinations and submit rectification plans within a month.145 As the public statements released by these tech firms reveal, the agencies ordered them to improve compliance in a wide range of areas that go far beyond their antitrust obligations.146 For instance, JD.com vowed to improve compliance with the Consumer Protection Law, the E-Commerce Law, the AML, the Advertising Law, and the Price Law, all of which fall within the broader mandate of the SAMR.147 Six months later, the SAMR imposed a fine of approximately RMB 3.4 billion on Meituan for its “choose-one-from-two” business practices, equivalent to 3 percent of the firm’s 2020 revenue.148 The firm was also required to create an internal compliance system and produce annual compliance reports similar to Alibaba’s.

In the summer of 2021, the Ministry of Industry and Information Technology (MIIT), China’s telecom regulator, initiated a six-month rectification program aimed at tackling a whole host of consumer-protection and unfair-competition violations, including interoperability issues.149 A few months later, the authority summoned executives from the major tech firms, warning them that they could no longer block external links that direct traffic to rival companies.150 Notably, although the MIIT lacks the power to enforce the AML, it can rely on its own departmental guidelines to request firms to rectify their behavior. Since that summer 2021 meeting, leading Chinese tech firms have been gradually tearing down parts of their walled gardens. Since late 2021, WeChat users have been able to access links from Taobao and Douying.151 Meanwhile, several of Alibaba’s affiliated platforms, including the food-delivery firm Ele.me, video-streaming website Youku, and online ticket-sales platform Damai, have started to offer WeChat Pay as one of their payment options.152 However, as of now, WeChat Pay is still not available on Alibaba’s flagship e-commerce sites, such as Taobao and Tmall. Alibaba and Tencent are reportedly close to reaching a deal that will see the former launch several mini-programs on WeChat, including Taobao Deal, Idle Fish, and Freshippo, all of which will accept online payment from WeChat Pay.153 There are also rumors that Tencent is divesting some of its portfolio investments in e-commerce and online food-delivery companies to appease Beijing’s concerns that the firm’s presence in a wide variety of services can give rise to interoperability issues. In December 2021, Tencent announced that it would distribute its shares in JD.com as a special dividend to investors in a move to weaken its tie to the e-commerce platform.154

Thus far, hectic enforcement actions by the Chinese antitrust authority have done little to fundamentally change the competitive landscape in China. To be sure, the two exclusivity cases against Alibaba and Meituan have created strong deterrence against similar abusive practices in the future. Chinese tech firms have also taken preliminary steps to address interoperability issues. However, while the SAMR is seemingly busy vetting past transactions in which they weren’t notified, it hasn’t imposed any substantive remedies to restore competition, as the Huya–Douyu and Tencent–China Music cases illustrate. Meanwhile, the SAMR continues to follow traditional antitrust thinking in its analysis of the digital economy, a rigid approach that has made it difficult to prove dominance or identify the anti-competitive effects of Big Tech firms. All in all, China’s consumer internet sector remains highly concentrated, in which it is almost impossible for newcomers to effectively challenge the duopoly of Alibaba and Tencent.

4.2.4.2. Courts

Chinese courts have long been a battleground for China’s Big Tech rivals. According to Judge Zhu Li of the Supreme People’s Court, Chinese courts accepted 700 cases and completed 630 during the first decade of enforcement of the AML.155 However, because the evidentiary requirements in antitrust lawsuits are very high, the plaintiffs only prevailed in less than 1 percent of cases.156 Even when firms press ahead with antitrust cases, the litigation process is extremely protracted and generally fails to provide effective and timely remedies for plaintiffs. Compared with the administrative authorities, Chinese courts also face more institutional constraints in responding to changing initiatives from Beijing, which makes any responsiveness on their part to those policies difficult to observe. In the following discussion, I will highlight the significance of the Qihoo v. Tencent case, as well as a few recent important litigations.

In 2012, Qihoo launched a case against Tencent, alleging that the latter had abused its dominant position in the instant-messaging software and services market. As mentioned earlier, Tencent made its QQ instant messaging service incompatible with Qihoo’s security software, hence forcing users to choose between QQ’s and Qihoo’s products. In 2013, the Guangdong High Court decided that Tencent did not hold a dominant position in the relevant market and dismissed Qihoo’s claims. Upon dismissal, Qihoo appealed the case to the Supreme People’s Court, but the highest court continued to uphold the lower court’s decision. Despite Tencent’s high market share—almost 80 percent—in the instant-messaging market for the previous seven years, the court put little weight on such evidence, noting that Tencent operated in a highly dynamic internet sector, where the boundary of the relevant market is not clear. The court noted that Tencent lost a significant number of users immediately after it tried to force them to choose between its services and Qihoo’s app, whereas Tencent’s major competitors experienced a significant increase in users. Economists pointed out that the court’s analysis was misleading, as it relied upon data on the change in users for a given month rather than the exact week of the implementation of the “choose-one-from-two” policy.157 The correct data revealed that none of these competitors experienced significant increases in usage, suggesting that they had failed to constrain QQ’s dominance.158 On the other hand, the fact that Tencent had the ability to significantly reduce Qihoo 360’s position without suffering tremendous loss was indicative of its market dominance.159 Just as importantly, the court focused solely on the market for instant-messaging and computer security, while overlooking the two firms’ potential competition in other, complementary markets.160 This was a particularly significant oversight given that Qihoo was trying to compete with Tencent by expanding into mobile games and online searches, both of which are strategic complements to its security software.

Widely hailed as a landmark antitrust decision by the Supreme Court, the Qihoo v. Tencent case attracted tremendous media attention and was live-streamed on the judiciary’s website.161 The Supreme People’s Court also listed this case as one of the guiding cases to be studied by lower courts. Even though precedents are not legally binding in China, guiding cases have some precedential value, especially given the fact that Chinese courts operate like a bureaucracy, and lower courts thus tend to give some deference to the highest court.162 Since that 2013 ruling, few plaintiffs have chosen to invoke the AML to challenge a Big Tech firm, the challenges surrounding proof of market dominance having come to be widely perceived as insurmountable.163

In 2017, JD.com filed an antitrust lawsuit against Alibaba in Beijing, accusing the two firms of abusing their dominance in the e-commerce market by forcing merchants to choose Tmall over other platforms. Alibaba challenged the jurisdiction of the Beijing court, arguing that the case should be handled by a Hangzhou court, which is where Alibaba is based under Chinese law. The case went through two trials, in the second of which the Supreme People’s Court endorsed the position of the Beijing High Court that it had jurisdiction over the case. The case then went into substantial trial phase in 2020, with VShop and Pinduoduo also applying to join the suit.164 On December 29, 2023, the Beijing High Court delivered a landmark ruling in favor of JD.com, ordering Alibaba to pay RMB 1 billion in damages.165 Given the historically low success rate of plaintiffs in antitrust cases, this groundbreaking decision indicates a potential shift towards more proactive judicial intervention in future antitrust cases. Notably, this decision was made after the SAMR’s 2021 record fine on Alibaba for its “choose-one-from-two” business practice. As such, JD.com’s victory is likely to encourage other antitrust plaintiffs to file similar follow-on damage claims. In the meantime, this decision will incentivize businesses to challenge administrative penalty decisions due to the elevated risk of follow-on damage lawsuits. In 2021, ByteDance filed an antitrust suit against Tencent in Beijing, accusing the latter of abusing its dominant position by blocking users from sharing Douyin videos on WeChat and QQ. Like Alibaba, Tencent objected to the jurisdiction of the Beijing court; these jurisdictional issues remain unresolved, and the case is currently pending. As the dynamic pyramid model predicts, Chinese Big Tech firms are very savvy in employing litigation tactics to delay legal challenges from rivals. They also have a strong preference for handling litigations in their home jurisdictions. In fact, Tencent’s tendency to win in Shenzhen’s Nanshan Court, located in the same city where its company headquarters are based, has won it the nickname “Nanshan Indomitable.”166 While some have chalked these victories up to local protectionism, it is also possible that companies’ tendency to win locally is driven by information advantages enjoyed by Chinese Big Tech firms, which simply understand the preferences and beliefs of the local judges better.167

4.3. Future Trend

In 2022, Chinese antitrust enforcement against Big Tech firms had softened markedly, with there being no major investigations into large domestic tech firms since then. As regulatory dynamics in other jurisdictions evolve, Chinese market regulators are adopting novel toolkits to tackle Big Tech firms in a bid to expand their influence. One significant instrument under deliberation by Chinese regulators is the ex ante regulation of Big Tech firms. Traditional antitrust assessment has relied on an ex post approach, which demands intervention only in cases of market failure. However, this case-by-case analysis has proven insufficient and too sluggish to effectively address anti-competitive harm in the digital market. To bridge this enforcement gap, Western regulators have introduced ex ante regulation by designating certain large online platforms as gatekeepers, subjecting them to a comprehensive set of rules and obligations. The newly enacted Digital Markets Act (DMA) from the European Union serves as a prime example, while several other countries are in the process of introducing similar regulations, as will be further elaborated in Chapter 9.

Chinese regulators have taken cues from EU legislation. In October 2021, the SAMR released two sets of draft guidelines: Guidelines for the Classification and Grading of Online Platforms, and Guidelines for the Implementation of Online Platforms’ Obligations. Seemingly modeled after the DMA, the former guidelines propose classifying Chinese online platforms into three categories (super-large, big, and mid-to-small), while the latter guidelines aim to impose strict obligations on the super-large platforms.168 Super-large platforms are expected to comply with an extensive range of legal obligations spanning across various areas, including data, competition, content, intellectual property, and more, covering an even broader scope than the DMA. Notably, these two sets of guidelines were proposed by the Bureau of Online Transaction Regulation (Online Transaction Bureau) rather than the Anti-Monopoly Bureau within the SAMR. While the latter focuses on antitrust enforcement, the former specializes in developing and implementing measures for supervising e-commerce transactions and online markets. Unsurprisingly, these two sets of guidelines encompass a vast scope of regulatory compliance overseen by the Online Transaction Bureau.

Another significant toolkit that the SAMR is considering is the deployment of unfair competition law to tackle Big Tech. China’s Anti-Unfair Competition Law (AUCL), first enacted in 1993, serves as the primary law regulating unfair business practices that disrupt market competition and order. The AUCL also contained several antitrust provisions, such as abuse of monopoly power by public utilities, administrative monopolies, predatory pricing, tying, and bid rigging. As there is no requirement to prove a dominant position under the AUCL, it is much easier to satisfy the burden of proof for an unfair competition case than an antitrust case. This explains why Chinese tech firms have preferred to file their cases under the AUCL rather than the AML. In 2017, the AUCL was amended to remove all the aforementioned antitrust provisions to avoid potential overlaps with the AML.

However, 2022 saw the SAMR attempting to reverse previous legislative efforts. In November 2022, the SAMR released a set of draft amendments to the AUCL, intending to introduce a wide range of measures to regulate malicious and unfair competition in the digital economy.169 For instance, the new draft proposed adding a provision prohibiting business operators “with relatively advantageous positions” from engaging in exclusionary practices such as exclusivity, tying, price discrimination, and others.170 Since these exclusionary practices also fall within the ambit of the AML, these new amendments under the AUCL provide an additional avenue for regulators to challenge tech firms. Indeed, it is much easier to establish the “relatively advantageous position” enjoyed by a business operator than to prove its dominance under the AML. The former is a concept borrowed from Japan and Germany, which is broadly defined under the law as the advantage enjoyed by business operators based on their technology, capital, number of users, impact on the industry, and reliance on other business operators.171 Unlike the AML, there is no need to prove anti-competitive effects under the AUCL, making it much easier for regulators to prove their cases that might otherwise be difficult to establish under the AML.

Meanwhile, the new amendments propose raising the maximum fines for violations from RMB 3 million to RMB 5 million. Most strikingly, in cases of severe violations, the fine is now capped at 5 percent of the previous year’s turnover, effectively removing the ceiling for fines since it is now proportional to the firm’s revenue. This proposal significantly increases the sanctioning power of the AUCL, bringing it much closer to the AML, which caps the fine at 10 percent of the previous year’s turnover. If these proposed amendments are adopted, the SAMR will be able to tackle antitrust cases by satisfying a much lower burden of proof under the AUCL while subjecting the firm to a similar level of high sanctions. Notably, the agency leading the revision of the AUCL is the Price Supervision and Anti-Unfair Competition Bureau (Price Bureau), which has been responsible for enforcing the AUCL since its promulgation. The adoption of these new amendments will significantly expand its jurisdiction in regulating competition in the digital market, potentially leading to clashes with other departments such as the Anti-Monopoly Bureau and the Online Transaction Bureau.

As of now, neither the guidelines for classifying platforms nor the draft amendments to the AUCL have been enacted. However, these changes, each driven by different departments within the SAMR other than the antitrust bureau, demonstrate the intense regulatory competition within the central ministry. As a result, it is likely that Chinese Big Tech firms will face antitrust scrutiny not only from the antitrust bureaus but also from other government departments within the SAMR, particularly the Price Bureau and the Online Transaction Bureau, in the near future.

4.4. Summary

This chapter began by presenting the challenges to Chinese antitrust regulation in the tech sector and identified three main regulatory challenges. The first derives from the Chinese government’s efforts to filter foreign content, which effectively act as a trade barrier that shields domestic tech firms from foreign competition. The second challenge was the unchecked expansion of leading Chinese tech firms such as Alibaba and Tencent into a wide range of consumer internet sectors, enabling these firms to build their own ecosystems that capture huge amounts of attention from the public. The third challenge arose as the Chinese market became highly concentrated, when Chinese Big Tech firms started to erect walled gardens to exclude rivals, among other unruly competitive practices.

Echoing the regulatory dynamics described in Chapter 2, Chinese antitrust authorities were slow to intervene in anti-competitive merger transactions and failed to take forceful actions to stop abusive practices. Since the initiation of the tech crackdown in late 2020, however, Chinese antitrust enforcement has taken a dramatic U-turn, with the SAMR quickly churning out antitrust guidelines while taking aggressive enforcement actions. This unprecedented law-enforcement campaign brought about two important institutional changes to the Chinese antitrust regulatory landscape. The first was the upgrade of the antitrust bureau of the SAMR to vice-ministerial status, which will enable the agency to double or even triple its current capacity in the coming years. The second was the facilitation of the AML amendment, granting regulators much greater punitive power and more discretion during enforcement. These two changes have also significantly emboldened the SAMR, a super-regulator with a wide mandate over many areas of market regulation. Although this enforcement intensity subsided in 2022, interdepartmental rivalry within the SAMR has catalyzed diverse strategies to combat monopolies in China’s platform economy. The institutional changes and the bureaucratic rivalry within the SAMR will therefore cast a long shadow over Chinese antitrust regulation in the years to come.


5

Data Regulation

Along with antitrust regulation, data regulation provides the Chinese government with an important set of means for keeping its tech firms on a tight leash. That said, it is not fair to view Chinese data law simply as a disciplinary weapon to tame its unruly tech giants. Nor is it accurate to portray Chinese tech firms as mere tools in the hands of the Chinese government. As will be elaborated below, data thefts and leaks are rampant in China, and there is indeed significant demand within the nation to enhance the protection of personal information. The question of who bears the blame for this situation, however, is a complicated one. As we will see, savvy Chinese tech firms should only be held partially responsible, not least because abusive government practices and the illicit information industry are also important contributors to data breaches.

Much like the dynamics in antitrust regulation, Chinese data regulation used to be light-touch. China has long been a strong advocate for internet sovereignty and has placed greater emphasis on cybersecurity than personal-data protection. Meanwhile, the national industrial policy oriented toward encouraging the big-data economy inhibited the data authorities from taking a tough stance on enforcement. Chinese tech firms took advantage of this preferential policy environment to lobby against regulation while advocating for favorable legal treatment. By proactively cooperating with various government authorities and providing technical support for their big-data projects, Chinese tech firms earned the authorities’ goodwill and increased the appeal of their own products and services in the latter’s eyes. The Chinese public, meanwhile, lacked either the incentives or sufficient access to complain about data violations except through sporadic media coverage, occasional enforcement campaigns, and rare litigation. Then, in 2021, the regulatory pendulum swung toward harshness with the promulgation of two national data laws and a whole host of departmental rules, significantly broadening the scope of enforcement while increasing the punishment for data violations.

Before delving deeply into this dramatic regulatory swing in the data sphere, I will first examine the major regulatory challenges that have beset China’s labor governance and regulation. I will then apply the dynamic pyramid model of regulation to analyze the incentives and behavior of each of the four major actors involved in the regulatory process, thus unraveling the dynamic complexity in Chinese data regulation. With the notable easing of regulation that began in early 2022, I will culminate my analysis with a forecast of the anticipated trajectory of enforcement trends in the near future.

5.1. Regulatory Challenges

There is little doubt that China has a great need to enhance data and privacy protection for its citizens, who have suffered from three major sources of regulatory challenges, each of which is elaborated below.

5.1.1. Underground Industry

China is home to a large organized underground industry that specializes in misappropriating and illegally selling personal data. A report from the Shanghai Academy of Social Science estimated that over 560,000 people were engaged in the underground data industry in the first half of 2016 alone.1 The same report estimated that the annual economic loss resulting from online data theft and leakage amounted to RMB 92 billion.2 A 2018 survey by the China Consumer Association indicated that 85 percent of people had previously suffered some sort of data leak.3 High-profile data leaks are frequently exposed in Chinese media. In 2016, hackers attempted to access over 20 million user accounts on Taobao, Alibaba’s e-commerce site.4 In another instance, the account details of 500 million users of Sina Weibo, essentially China’s version of Twitter, were posted for sale on the dark web in 2020.5

The exponential growth of China’s internet finance was an important contributor to the growth of the underground data industry. To improve their assessment of the probability of default among potential borrowers, peer-to-peer (P2P) firms and other internet financial companies rely heavily on risk-management services provided by big-data companies. These companies in turn source their data not only from large online platforms, but also from unscrupulous sources such as the underground data industry.6 This means that shadowy data traders from the underground economy not only trade with scammers and fraudsters, but also, indirectly, with various P2P businesses, insurance companies, and banks.7

In fact, this underground industry obtains its data through two major illegal channels—hacking and collusion. Data theft and data leaks are rife in China. Advanced encryption technologies such as HTTPS, an acronym for Hyper-Text Transfer Protocol (Secured), help ensure that a visitor’s connection to a website is confidential.8 Though this encryption technology has been widely used in many Western countries to improve network security, the Chinese government has blocked some HTTPS traffic because permitting its use would make it difficult for Chinese censors to monitor the internet traffic of Chinese users.9 For instance, all messages on WeChat, the messaging app used by almost 90 percent of the Chinese population, need to pass through a central network as unencrypted plain text to allow for content moderation in accordance with official censorship requirements.10 As a consequence, Chinese internet networks have become less secure and more vulnerable to manipulation, spying, and exploitation by cyber criminals.11 In 2018, Ruizhi Huasheng, a publicly listed online marketing company, was caught up in a massive scandal on account of its involvement in cybercrime. The firm had infiltrated networks run by Chinese telecom operators and had stolen a massive amount of personal account details.12 The firm then used these account details to crawl over 3 billion pieces of transaction data from 96 e-commerce and social-media sites in China, including Taobao, Weibo, and JD.13

In addition to hacking, black-market operators have also leveraged the employees of data-rich firms, particularly those from delivery and hotel-catering businesses, to exfiltrate huge amounts of personal information. In 2018, one of the largest data breaches in Chinese history saw over 500 million lines of personal data from 13 hotel chains operated by Huazhu Hotel Group stolen and posted for sale on a Chinese dark-web website.14 Experts believe that the data leak, which affected an estimated 130 million customers, was engineered by one of Huazhu’s own employees.15 In 2016, employees of SF Express, one of the largest delivery companies in China, were found to be selling consumer data in an incident that compromised the personal details of over 100 million customers.16 Similar cases occurred again in 2018, when a Chinese court in Hubei sentenced 11 SF Express employees to jail for selling the data of over 10 million users in over 20 provinces.17 In 2018, Chinese authorities arrested 22 people linked to Apple’s affiliate companies in China for selling the personal details of Apple users in a scam worth more than RMB 50 million.18

5.1.2. The Government

Beyond the illicit information industry, the Chinese government itself is an important contributor to the challenges in Chinese data regulation. It is well-known that the Chinese government closely monitors and censors online expression and works to guide public opinion.19 Since the late 1990s, the Chinese government has been investing heavily in digital surveillance tools to track and analyze the activities of its citizens.20 In 1998, the Ministry of Public Security created the Golden Shield Project, a domestic surveillance and filtering system that integrates online government population databases with databases that closely monitor and control citizens who are deemed to pose a potential threat to the stability of society and the regime.21 Recent technological advancements in high-definition cameras, facial recognition, and big-data processing have further enhanced the government’s surveillance capacity. Since 2016, the Ministry of Public Security has started to integrate the street-surveillance camera system into its Golden Shield Project database.22 Almost 200 million CCTV cameras were built across China, making it the country with the world’s biggest camera-surveillance network.23 Chongqing, a city in southwestern China with a reputation for being “the most surveilled city in the world,” now boasts of having one camera for every six of its 30 million citizens.24 In recent years, the Chinese government’s surveillance capacity has been further heightened by the proliferation of smart-city initiatives that deploy a host of information and communication technologies to boost mobility and connectivity.25

China is not alone, of course, in conducting mass surveillance programs that intrude upon the privacy of its own citizens.26 In 2013, former US intelligence consultant Edward Snowden exposed a mass surveillance program conducted by the US government on its own people and those in other countries. And, to be fair, the Chinese government has legitimate crime-prevention and national-security interests it wishes to safeguard. An empirical study has shown that the Chinese central government uses information on its social media to better monitor local officials.27 However, surveillance not only can protect people and deter corruption, but also can be used to censor and police the population, as has been shown by another empirical study.28 Using data on its expenditure on local security and political prisoners, Xu Xu has found that the government’s digital surveillance increases targeted repression in China.29

The Chinese government’s mass surveillance activities in Xinjiang represent its most controversial data-security project to date.30 In response to rioting and violent protests by Turkic Muslims in 2009, the government implemented a sophisticated, multilayered network of mass surveillance in the region.31 These efforts have only accelerated since 2016, when Chen Quanguo, the then-newly appointed regional CCP secretary, advocated for a more proactive and systematic approach in combating opposition forces.32 Some residents in Xinjiang are reportedly required to install a surveillance app called Jingwang, or “clean internet,” on their smart phones.33 The app, which is meant to help residents detect terrorists and filter religious electronic content, also spies on citizens when they post on social-media sites such as Weibo and WeChat.34

In addition to mass surveillance, China’s social-credit system, an ambitious project in social management that tracks the activities of individuals and provides assessments of its citizens and enterprises, also intrudes into personal privacy. Launched in 2014, the social-credit system aimed to restore trust and promote creditworthiness by raising the costs of unethical behavior. Indeed, an empirical study has shown that the social-credit system does encourage positive behavior among citizens.35 Empirical studies also show that the system is generally well received by the Chinese population.36 However, there is no clear legal guidance as to the scope of the information that the government can collect.37 One striking example is Rongcheng, a small city in Shandong province that has been operating as a laboratory for the social-credit system since 2013.38 Each of its 740,000 adult residents was allocated an initial 1,000 points and could gain additional points for good deeds or lose points for dishonest behavior, according to the authority’s precise reward and punishment mechanisms.39 Western experts worry about the intrusiveness of this local experiment, in which every move in the city is captured by a camera, especially if the Rongcheng experiment is to be transformed into national standard practice in the future.40

Worries about potential government abuse of surveillance data became a reality during a protest in response to a financial scandal in Henan.41 In May 2022, four rural banks in Henan Province suddenly suspended cash withdrawals, prompting street protests by thousands of desperate depositors.42 Starting in June, many depositors of these four banks found themselves unable to join planned protests because their health QR codes, which are used by the Chinese government to conduct Covid contact tracing, mysteriously turned red. A red QR code restricts the citizen’s access to public places during a Covid outbreak. This incident ignited public fear that local government authorities had misused citizens’ public health data for purposes of security control.43

Not only can the Chinese government’s proactive surveillance harm the data privacy of its citizens, its inaction can equally lead to infringements on personal data. The Chinese government is the country’s largest data controller, and is actively engaged in collecting, processing, and using personal data. Its failure to secure the data it collects can lead to massive data leaks. In China, 90 percent of personal-identification information is collected through three official sources: the search center affiliated with the Public Security Bureau, the three state-owned telecom operators, and the state-owned banks.44 In June 2022, it was widely reported that Shanghai police records containing the personal-identification information of nearly one billion Chinese citizens were left open online for over a year due to negligence by the relevant authorities.45 The police failed to notice their data-security vulnerability until they received a ransom request from a cybercriminal. Meanwhile, affiliates of the three state-owned telecom operators have all tried to capitalize on their troves of personal-identification data by creating subsidiaries that specialize in credit information and big-data analysis.46 Employees at large state-owned telecom companies have also been exposed for illegally selling vast amounts of personal data.47 Local governments, who often lack the necessary legal awareness for adequate data protection, are another major source of data leaks. In order to improve the transparency of their work, some local government departments disclosed the personal details of their administrative-enforcement teams online, including team members’ names, personal identification, and affiliations.48

5.1.3. Tech Firms

Chinese tech firms are only the third source of harm to data and privacy protection in China. Unlike the underground industry, which engages in clear legal violations, Chinese tech firms operate in legal gray areas. Because Chinese legislation protecting personal information has historically been very weak, many large Chinese tech firms, particularly online platforms, thrived by harvesting troves of consumer data through the free services they provided. As there was no clear Chinese law defining the scope of personal information and what consumer consent actually meant in practice, online platforms tried to collect excessive user data on the basis of uninformed consent. As a result, consumers were often unaware of just how much consent they had inadvertently given to online platforms.

The scandal involving Alipay, a leading online payment platform in China owned by Ant Group, offered a glimpse into the reckless data strategies of Chinese tech firms. Alipay provides its users with “annual reports,” giving each of them a summary of their consumption patterns over the past year. However, when some users tried to access their annual reports in 2017, they found that they had inadvertently agreed to share their data with Sesame Credit, a credit-scoring system operated by Ant Group.49 Alipay is certainly not alone in such practices. In 2018, Robin Li, Baidu’s CEO, triggered an online uproar after suggesting that Chinese people were willing to give up their privacy in return for convenience.50 Although Li’s bluntness was controversial, many industry analysts believe that his statement reflects an industry norm—one that has provided an extremely low level of data protection in China.51

Notably, Chinese online platforms harvest data not only from their own apps, but also from third-party apps via software development kits (SDK).52 An SDK is a set of programming tools or frameworks that app developers can import from a third party to avoid having to build their products from scratch.53 Some SDKs are particularly popular among developers because they enable their users to access apps via large platforms and help provide a ready-made payment infrastructure.54 Thus, the SDKs of WeChat, QQ, ByteDance, and Alipay are especially popular for app developers because users like to access new apps using their existing account details from these large platforms. In return, SDK owners receive fees or collect data from the apps or the users.55 Because there was little regulation about the use of SDKs and ambiguity about how to delineate the proper scope of data collection through them, some SDKs have been able to facilitate abusive practices such as accessing and crawling through contact lists, online messages, bank-account details, and geographical location data.56

A broad survey of the three main challenges that has beset Chinese data regulation reveals strong demand among Chinese citizens for enhanced protection of their rights. But it is also clear that tech firms are only partial contributors to this chaos, as deep-seated institutional problems, such as the pervasive underground economy and abusive government practices, present a significant threat to data and privacy protection. In other words, even if regulation targeted at the platform economy worked perfectly (which is never the case, as will be revealed later in this chapter), it would not be sufficient to enhance data protection for Chinese citizens and businesses. In the following section I will switch my focus from identifying legal challenges to analyzing the regulatory process for tackling these problems. As we will see, the dynamic pyramid model again proves very useful in explicating the complicated regulatory dynamics in the Chinese data regime.

5.2. Applying the Dynamic Pyramid Model

For decades, China’s top leadership has placed great emphasis on protecting cybersecurity while underplaying the importance of protecting personal information. Meanwhile, Chinese tech firms sought legal arbitrage by taking advantage of loopholes and lobbying aggressively for favorable treatment while proactively cooperating with the Chinese government to earn its goodwill and support. The Chinese public, on the other hand, generally lacks opportunities for voicing its discontent, except in a few instances of litigation and media coverage of big-data leaks and scandals. Chinese regulators initially tried to guard their bureaucratic interests by refraining from taking an aggressive stance in regulating the tech firms. Their position changed dramatically starting in late 2020, however, when they took aggressive enforcement actions against Chinese tech firms.

5.2.1. Top Leadership

As suggested by the dynamic pyramid model of regulation, China’s top leadership is very adaptable and constantly needs to balance three sources of legitimacy: growth, stability, and nationalism. As cybersecurity is deemed essential to safeguarding social stability and national security, it is seen as an utmost priority for Chinese data regulation. At the same time, the Chinese government also views data as an important production factor in boosting the data economy. As a result, China’s ambitious industrial policy agenda slowed down the legislative development of personal-data and privacy protections. But the attitude from the top leadership shifted dramatically in late 2020, a change that then provided a significant boost to Chinese data legislation and enforcement.

China has long been a vocal proponent of cyber sovereignty.57 As President Xi Jinping remarked in 2014, there is no national security without cybersecurity.58 Given the already mentioned vulnerability of the Chinese internet network, the top leadership is concerned about cyberattacks and data leaks, particularly in light of the 2013 Snowden revelations about extensive US intelligence activities in China. In 2014, the CCP formed the Cybersecurity and Information Leading Group, chaired by President Xi Jinping, thus further demonstrating the top leadership’s commitment to enhancing the protection of cybersecurity in China.59

Legislative developments during this period further reflected China’s security-centered approach to data. From 2015 to 2016, a number of laws relating to national security were issued, granting the government sweeping powers to collect personal data.60 For instance, the Anti-Espionage Act adopted in 2014 grants regulators broad authority to inspect the electronic equipment and infrastructure of individuals and organizations.61 The Anti-Terrorism Act promulgated in 2015 mandates that telecom operators and internet service providers must provide assistance and support to public-security agencies for the purpose of combating terrorism.62 The law also empowers the public-security authority to delete online information or shut down websites. That same year, China adopted the National Security Law, which contains provisions on enhancing cybersecurity to prevent threats to national security.63 A year later, China adopted the Cybersecurity Law, a broad and comprehensive piece of legislation that addressed cybersecurity and data-governance issues.

Parallel to the leadership’s emphasis on data security, Chinese policymakers also actively promoted the development of the big-data economy, which potentially conflicts with the public demand for enhancing personal-data protection. In 2006, the State Council issued the “State Informatization Development Strategy 2006–2020,” in which the government highlighted data as an important “production factor.”64 In 2015, the State Council issued “An Outline of Actions to Promote Big Data Development,” its first top-down strategy.65 One of the action plans was to apply big data to boost economic growth and promote mass innovation and entrepreneurship, particularly in new development areas such as internet finance and mobile payment. A year later, the National People’s Congress adopted the thirteenth Five-Year Plan, which dedicated an entire chapter to the strategy for national big-data development. The Fourth Plenary Session of the Nineteenth Central Committee of the CCP, held in 2019, further characterized data as a factor of production alongside land, labor, capital, and technology.66 The following year saw an announcement by the State Council calling for more market-oriented allocation of factors of production, including data.67 In response to these initiatives from the top leadership, a large number of Chinese central ministries issued guidelines and directives to initiate the construction of big-data centers or facilitate big-data management in their particular sectors.68 As of the end of 2021, 25 provinces had established various forms of big-data management agencies, under the authority either of regional governments or of the National Development and Reform Commission (NDRC).69 Data marketplaces have also proliferated in China.70

Policy support from the top leadership provided a significant boost to the big-data businesses, despite much concern about unscrupulous sources of data from the underground economy.71 Scholars pointed out that these strong policy initiatives for the digital economy posed serious challenges for developing data-protection law in China.72 As Bo Zhao and Yang Feng noted, although many of these policies mention the enhancement of laws for regulating big data, the language used is scant and vague.73 In any case, the ambitious goals set by these policies for developing the data economy incentivize the government bureaucracy to lean toward industrial development rather than data protection.74

Unsurprisingly, legislation for protecting personal information was slow to develop. Although the first draft proposal for a law protecting personal information was completed in 2005 and submitted to China’s Political Consultative Conference in 2006, its progress then stalled for many years.75 Furthermore, while the Cyber Security Law set up a broad framework for cyber-governance in China, the law focuses heavily on cybersecurity rather than personal-information protection. It only contains five vague provisions on the obligations of platform operators with regard to data.76 As a consequence, the system for protecting personal data and privacy continued to rely on a patchwork of national laws and regulations, as well as on departmental laws, guidelines, and measures, and on regional rules and regulation.77 In 2017, the Standardization Administration of China promulgated the Information Security Technology–Personal Information Security Specification Standard (GB/T 35273-2018). Although the Standard lays out detailed requirements for data collection and processing, it is not legally binding and only serves as a recommendation for best practices.

Another problem with this piecemeal data legislation is that it generally lacks teeth. In 2009, China amended its Criminal Law to create a very low threshold for the prosecution of data crimes.78 However, the Criminal Law only applied to malicious cybercrimes and illegal data sales; the penalty for data misuse by tech firms under other areas of law has remained negligible. For instance, the highest fine that can be levied on e-commerce operators in violation of data-protection provisions in the E-Commerce Law is a paltry RMB 100,000. The maximum fine that can be imposed on platforms for data-privacy violations under the 2017 Cybersecurity Law is likewise very low: either RMB 1 million if there are no illegal gains, or 10 times the amount of the illegal gains. The enforcement strength of departmental guidelines is even weaker. One example is the Ministry of Industry and Information Technology (MIIT)’s 2011 regulation on internet information services, which establishes its highest punishment as a fine of RMB 30,000.

As explained in Chapter 2, the attitude of the top Chinese leadership toward the nation’s major internet businesses underwent a significant shift after Jack Ma’s provocative speech criticizing Chinese fintech regulation during a financial summit in Shanghai in late October 2020. Strong opposition from the financial regulator convinced the top echelon of the CCP leadership to scuttle Ant’s IPO and subsequently mobilized the entire bureaucratic machine to rein in the unruly tech sector. It was against this political backdrop that China promulgated two national laws on data security and privacy in 2021: the Data Security Law (DSL) and the Personal Information Protection Law (PIPL).79 Specifically, the DSL classifies data into different categories and provides corresponding levels of protection, whereas the PIPL, modeled after the European Union’s General Data Protection Regulation (GDPR), is China’s first comprehensive law that focuses on protecting individual data rights. These two laws, combined with the Cyber Security Law that became effective in 2017, form the three pillars of China’s data legislation.80 To be sure, these two laws have long been on the legislative agenda and would probably have been implemented regardless of the crackdown.81 Nonetheless, the crackdown appears to have accelerated the legislative process. The adoption of the DSL and PIPL represented a significant step forward, as both are national laws promulgated by the National People’s Congress Standing Committee and carry severe sanctions. For instance, the highest fine that can be imposed under the DSL is RMB 10 million—10 times the maximum fine that can be levied under the Cyber Security Law. The maximum penalty under the PIPL is even higher: a fine of up to RMB 50 million or 5 percent of a firm’s revenue from the previous year (whichever is higher). As the fine is no longer capped and is now proportional to a firm’s revenue, this creates a strong deterrent for large tech firms.

5.2.2. Firms

As the dynamic pyramid model of regulation suggests, businesses operating in China are very flexible and know how to adapt to China’s unique institutional environment and work it to their favor. In the realm of data regulation, Chinese tech firms aggressively sought regulatory arbitrage, lobbied for favorable legal treatment, and actively supported the government’s various data projects to gain its support while further enhancing the appeal of their products and services. In response to the recent tightened legislation, large Chinese tech firms also appeared particularly responsive in adapting to new legislation.

5.2.2.1. Regulatory Arbitrage

Until recently, Chinese law was vague about the meaning of personal information and the consumer consent needed for data collection. As such, Chinese tech firms aggressively sought regulatory arbitrage by narrowly interpreting the meaning of personal information while adhering to an expansive notion of consumer consent in order to circumvent data regulation. As illustrated by the Alipay example discussed earlier in this chapter, Chinese tech firms tried to take advantage of the vagueness and ambiguity in Chinese law to collect user data. Cross-platform sharing and processing were also very common, which were made easier by the prevalent use of SDK technologies.

Baidu’s cookie policy offers a good example of the haziness surrounding how personal information was defined. In 2013, internet user Zhu Ye sued Baidu for infringing on her personal privacy through its use of cookie technology.82 Cookie technology is widely used among internet platforms to track the preferences of users, which are then used by advertisers to make targeted recommendations. After Ms. Zhu prevailed in the court of first instance, Baidu appealed the case to the Nanjing Intermediate People’s Court in 2014. In a surprising reversal, the appellate court held that the information collected by Baidu was not personal information and that the company had fulfilled its obligation to provide notice and gain consent from consumers.83 This decision was highly controversial, as the judge appeared to have misunderstood the proper meaning of personal information.84 Indeed, subsequent laws, such as the Cybersecurity Law, clearly prescribe that personal data are information, alone or with other information, that can be used to identify a data subject.85 Nonetheless, Baidu was able to take advantage of the earlier legal ambiguity to harvest vast amounts of consumer data and win legal battles against its users.

Sesame Credit provides another example of how tech firms sought arbitrage by taking advantage of the legal ambiguity around the acquisition of consumer consent. In 2015, Alibaba introduced Sesame Credit to give ratings based on the spending habits of Alipay users. Sesame Credit sources its data not only from Alipay, but also from public credit-information platforms operated by local governments.86 According to local data regulations, Alipay needed to obtain authorization and consent from individuals before it could seek access to their data through the government platforms.87 In practice, however, Sesame Credit appears to have collected data from users without their prior authorization, as users’ credit scores are immediately available to them as soon as they subscribe. Although users of Sesame Credit retroactively grant access to their credit information, this still raises a serious question about the infringement of personal privacy.88

5.2.2.2. Lobbying

Chinese Big Tech is also an active participant in the legislative process relating to Chinese data protection. Many large tech firms, such as Alibaba, Tencent, and Meituan, have created their own research institutes that not only promote research in technology and innovation, but also operate as government-relations and lobbying arms.89 As noted in Chapter 1, Chinese Big Tech has tried to lure many former regulators to work for their research centers or in-house legal teams. For instance, a number of senior researchers working at the Tencent Research Institute used to work for the data-policy think tanks affiliated with the MIIT and Cyberspace Administration of China (CAC). These researchers closely track the legal developments at home and abroad and actively engage in academic and policy debates to influence policymaking and public opinion. They also work closely with Chinese academics to fend off unfavorable legal developments while lobbying on behalf of legal arguments that are favorable to themselves.

5.2.2.2.1. Against Unfavorable Laws

Shortly after China promulgated the Cyber Security Law, the CAC proposed two important guidelines on cross-border data transfer.90 Chinese tech firms were alert to the country’s evolving approach to handling data-transfer issues. One example is Alibaba, which has operated its e-commerce and cloud-computing business in multiple jurisdictions. The Ali Research Institute then held a joint symposium with the Beijing Institute of Technology on the challenges of cross-border data-transfer issues.91 It also published a study advocating the free flow of data, cautioning that burdensome data-transfer rules could create obstacles for Chinese tech firms with the ambitions to develop cloud services, artificial intelligence, and other consumer internet business overseas.92

In May 2018, the GDPR, a groundbreaking and comprehensive piece of data-protection legislation, took effect in the European Union. The law was expected to have strong spillover effects on other jurisdictions, as many countries, including China, have been emulating the European Union in the design of their own data-privacy legislation. Anticipating similar legislative developments in China, Chinese tech companies swiftly embarked on preemptive actions to fend off similar legislation.93 In 2018, Tencent’s research institute published a series of articles and commentaries by Chinese and foreign academics on the potential harmful consequences of the GDPR for innovation and growth in the European digital economy.94 These articles cautioned against directly transplanting the EU model of data regulation into the Chinese context.95 Researchers from the Tencent institute also contributed an essay on the misunderstandings and controversies within the GDPR.96 They attempted to clarify how the GDPR not only imposes strict obligations on businesses, but also incorporates several business exemptions that strike a balance between protecting consumer data and legitimate business interests.97 Similarly, Alibaba’s research center published a series of articles on the limits of the GDPR, arguing that the law did little to constrain Big Tech, but instead imposed a disproportionate compliance burdens for small and medium-sized companies.98 Furthermore, they questioned the GDPR’s effectiveness in enhancing consumer welfare, since the vast majority of consumers tend not to read privacy updates.99

China’s tech firms also successfully watered down their obligations under the E-Commerce Law, a comprehensive piece of legislation that regulates e-retailing. The first draft of the E-Commerce Law, released in 2017, dedicated eight detailed provisions to the protection of e-commerce data.100 However, after intensive lobbying from the tech firms, most of these provisions were scrapped in subsequent versions.101 For instance, Article 45 of the first draft of the law required e-commerce operators to explicitly inform users about their rules for collecting, processing, and using data, and for obtaining user consent. Crucially, it prohibited e-commerce operators from forcing user consent by refusing to provide services in case a user declines to consent. It further required operators to obtain user consent if the operators modified their rules for collecting, processing, and making use of data. This provision brought much-needed clarity to the consent requirement and would have significantly enhanced protections for Chinese consumers while disciplining tech firms. However, it was significantly watered down and replaced in the final law with a bland requirement stipulating that e-commerce operators must comply with relevant laws and regulations when collecting and processing data.102

5.2.2.2.2. Advocating Property Protection of Data

Parallel to the Chinese tech firms’ aggressive lobbying against strict data obligations, they also proactively lobbied for the creation of a data-ownership regime to enhance the protection of data harvested from consumers. Data ownership is highly controversial.103 Proponents argue that the creation of property rights in big data will create incentives for companies to collect, process, and share data, while critics contend that doing so will impede the free flow of data and stifle the growth of the digital economy.104 Critics are also concerned that strong protections for property rights given to tech companies could accelerate data monopolization, as it opens up the potential for tech giants to hoard data on a large scale in various sectors.105 Chinese tech companies have been actively participating in the public debate about whether and how to create data-ownership regimes in China.106 In the absence of clear legislation delineating what rights they have in the troves of data harvested from their users, Big Tech companies have tried to protect their datasets by creatively guarding their interests under China’s Anti-Unfair Competition Law (AUCL). Through a few important court battles, they succeeded in convincing judges to recognize their property interests in those data disputes. Overall, Chinese tech firms have behaved as what Julie Cohen terms “legal entrepreneurs,” in that they have actively employed the law to empower themselves, seeking to legitimize their own data-collection activities while claiming property rights over the data they have harvested.107

Sina Weibo v. Maimai is one of the landmark cases in this area. In 2016, Sina Weibo, a leading micro-blogging platform, sued Maimai, a social-networking company, for collecting Weibo users’ data without authorization.108 Maimai entered into an open Developer Agreement that enabled it to access rich user profiles on Weibo. Weibo later found that Maimai had collected the educational and occupational data of its users without authorization. The Intellectual Property Court held that Maimai had violated the AUCL, noting that Weibo had invested time, manpower, and other resources in collecting and maintaining its user database—an important competitive resource for Weibo.109 In another case, Dianping.com, a restaurant-rating site, sued Baidu for crawling through its consumer-review data and then integrating users’ comments into Baidu’s online map products.110 The court in Shanghai similarly recognized Dianping’s efforts in collecting and aggregating user-generated content and held Baidu liable for violating the AUCL.111 In 2018, Taobao, China’s largest e-commerce platform, sued Meijing, a data company, for illegally organizing the sharing of Taobao’s big-data analysis of its users.112 The court in Hangzhou also recognized that Taobao had an exclusive property interest in its big-data analytics of users.113

In these cases, although courts avoided directly addressing the property-rights issues, they were receptive to arguments that emphasized creating a property interest in data. Indeed, there is a growing consensus among Chinese scholars and policymakers that a data-ownership regime should allow non-exclusive and joint ownership, allowing data subjects and data processors different rights over data according to their individual roles in generating, maintaining, and using it.114

5.2.2.3. Cooperating with the Government

Chinese tech firms not only seek regulatory arbitrage or lobby against data regulation and for protection of their rights over third-party data, they also try to align with the government’s agenda by cooperating, facilitating, and supporting its various initiatives. In doing so, they not only earn the government’s goodwill, but also help enhance the legitimacy and popularity of their own products and services. At the regional level, tech giants are deemed local champions who provide essential goods and services as well as employment opportunities for millions of Chinese citizens. Their technological prowess is viewed as an important asset for various levels of the Chinese government that are keen on adopting data technologies to improve public services. Subnational authorities also count on the tech firms for technical and infrastructural support for their development of various big-data projects under the social-credit system.115 In 2013, the National Bureau of Statistics signed strategic-cooperation agreements with 11 major Chinese companies, including tech firms such as Baidu and Alibaba, for a long-term project on the use of big data.116 Jack Ma, the charismatic entrepreneur and founder of Alibaba and Ant Group, was even invited to give a speech in 2016 to a million judicial officials about how to apply big data to conduct prediction analysis.117

The growing influence of online platforms also transformed the government’s public-governance strategies. During the Covid-19 outbreak, Alibaba and Tencent were both tapped by the government to design a health-rating system that became one of the main contact-tracing tools for health officials.118 The health code embedded within Alipay and WeChat became an essential pass for citizens visiting public premises and taking public transportation119 The government also increasingly relied on the tech firms to guide, manipulate, and moderate online content.120 WeChat, the ubiquitous online messaging tool used by more than 1 billion people in China, has become a powerful tool used by the Chinese government to monitor and censor public speech and punish dissidents.121 As WeChat does not use end-to-end encryption, the platform has full access to user data.122 Indeed, the app routinely removes content that is deemed politically sensitive and blocks user accounts held by those with dissenting political views.123

Chinese tech firms have also been an important collaborator in the Chinese government’s massive social-credit project. There are two major administrators in charge of implementing the social credit system: the NDRC, China’s economic planner, and the People’s Bank of China (PBOC), China’s central bank.124 In 2018, the NDRC signed data-sharing agreements with 15 credit-information companies, including Ant Group, targeting those individuals who had been identified as trust-breakers.125 In 2015, the PBOC selected eight private consumer-credit companies, including Sesame Score (owned by Ant Group) and Tencent Credit (owned by Tencent), to develop pilot programs for providing credit ratings of consumers.126 In the end, however, regulatory concerns about conflict of interest meant that none of these firms was able to obtain a credit license.127 After all, Tencent and Alipay’s dual roles as online payment platforms and credit-rating companies could incentivize them to tweak their credit ratings of their own customers to entice them to use more of their payment and other online services.128

Chinese tech firms quickly put forward a new proposal for creating a joint “credit union” between the PBOC and these eight credit firms.129 This proposal was ultimately adopted by the PBOC, resulting in the birth of Baihang Credit, a joint venture between a PBOC-affiliated company and the eight firms.130 Notably, despite their investments in the government-controlled credit-rating company, five of the eight credit companies, including Sesame Score and Tencent Credit, refused to share their data with Baihang, citing privacy concerns. Their refusal shows the limits of cooperation between Chinese tech firms and the government: although firms are willing to partner with the government to earn its goodwill, they do so only to advance their own commercial interests.

At the same time, Sesame Credit has aggressively pitched itself as a leading credit-information product that serves the government’s goal of creating a social-credit system to restore trust and creditworthiness in society.131 Its collaboration with various government bodies enhances its legitimacy and increases its appeal among users.132 For instance, Sesame Credit worked with several airports in China to allow those of its users with a high credit score to get through airport security faster than others.133 Sesame Credit also worked with the Supreme People’s Court by restricting dishonest people (defined as those who had evaded their legal obligations as identified by the court) from shopping on Taobao or using other products owned by Alibaba’s affiliate companies.134 In 2017, the local market regulator in Hangzhou announced an agreement with Sesame Credit to utilize the latter’s credit data on small and micro-companies to improve the allocation of regulatory resources.135 For instance, those companies labeled “high risk” would be subject to more frequent inspection by the market regulator.136 Some local government authorities also currently accept personal credentials verified by Sesame Credit to facilitate the processing of administrative functions, such as the distribution of pension payments.137 Dai Xin has observed that the government’s incorporation of Sesame Credit’s information works “as a subsidy” to the private reputation system, making it more attractive to users.138

5.2.2.4. Responsiveness to Regulatory Demands

Leading Chinese tech firms have been highly adapted to the changing regulatory environment in China. When data enforcement was lax, Chinese tech firms prioritized growth at the expense of legal compliance. In 2006, a study of 82 commercial websites in China found that few of them had included a privacy policy, let alone a comprehensive one that follows the most basic principles of privacy protection.139 Over the following decade, even though enforcement gradually increased, compliance remained far from satisfactory. A study in 2017 found that almost 30 percent of the 500 most popular websites in China still lacked a privacy policy.140

In April 2021, Chinese market regulators summoned 34 Chinese tech firms and requested that they improve various aspects of their regulatory compliance.141 To gauge their responsiveness to such regulatory demands, I reviewed the privacy agreements of all of these firms before and after the promulgation of the PIPL in August 2021. As of June 2022, 28 of the 34 tech firms (82 percent) had updated their privacy policies to ensure their compliance with the new law. The other six firms all updated their privacy policies a few months before the adoption of the PIPL; their updated policies are generally compliant with the new law. In other words, all 34 of the tech firms summoned by the regulators updated their privacy policies in 2021, either in anticipation of the PIPL or in response to its requirements. Twenty-three of these tech firms (67 percent), including Alibaba, Tencent, Meituan, and ByteDance, even amended their privacy policies twice after the PIPL’s adoption. Responsive and frequent privacy-policy updates demonstrated the importance leading tech giants have attached to privacy compliance. They also reveal the data-compliance capacity of China’s leading tech firms, which could become a significant competitive advantage for them in the future.142

5.2.3. Platform Participants

As the dynamic pyramid model of regulation suggests, consumers don’t have much voice in the regulatory process. Indeed, public discontent tends to be muted, except in consumer surveys or as conveyed by news reporting. A 2016 consumer survey revealed that 85 percent of people had suffered some sort of data leak, ranging from their phone number being sold and used by scammers to their bank accounts being stolen.143 In 2016, an 18-year-old girl named Xu Yuyu died of a heart attack after losing almost all her savings for college tuition in a phone scam.144 The criminals successfully gained Xu’s trust because they had purchased her data from the underground economy. The Chinese media’s wide reporting of this story fueled public outcry calling for tighter privacy rules.145 Occasionally, individual consumers do take actions by complaining to the authorities. But this typically occurs during a temporary law-enforcement campaign when public grievances help enhance the legitimacy of the agency’s actions. In March 2019, for example, the Joint APP Governance Task Force launched a WeChat blog for handling consumer complaints relating to apps. By the end of that year, it had received 12,125 complaints involving over 2,300 apps.146 The complaint channel was closed, however, after the 2019 inspection. This was possibly due to the fact that the authorities no longer wanted to handle so many complaints, or else because too many complaints would leave the impression that their previous enforcement was ineffective.

Chinese citizens have also lodged their cases in court. In 2015, Ren Jiayu sued Baidu because the search engine was unwilling to remove some of his unfavorable search results relating to his former employer.147 Mr. Ren claimed that Baidu had infringed upon his “right of name,” which provides protection against others interfering with a person’s name or reputation. Mr. Ren claimed he had the right to have information about him deleted from searches—what is known in the European context as a “right to be forgotten.” A Beijing district court decided that there was no such right under Chinese law, noting that the search results were neutral findings based on the search engine’s algorithms and that the retention of such information was therefore necessary for the public.148 But litigation by consumers against platforms is very rare. In the vast majority of circumstances, Chinese consumers don’t bother to complain about data violations, either because they have low data-protection awareness or because they don’t believe it is worthwhile to go through the trouble.

Using the China Judgement Online database, I looked into the litigations brought by Chinese consumers under the Cyber Security Law. This official database, developed by the Supreme People’s Court (SPC), is touted as the world’s largest official repository of judicial decisions, housing over 60 million legal documents as of October 2019.149 One caveat about using it: although the SPC has mandated that local courts upload their opinions since 2014, they have often failed to do so in practice.150 One empirical study has shown that the China Judgement Online database disclosed between 40 and 48 percent of all judicial opinions between 2014 and 2016.151 Measured against a sample of cases disclosed by publicly listed firms’ financial filings, another empirical study has found that China Judgement Online only disclosed 37 percent of corporate litigations.152 The authors also found that this selective judicial disclosure was strongly correlated with local protectionism and the incentives of local politicians seeking promotion.153 Moreover, since China adopted its DSL in June 2021, it has been reported that Chinese authorities have further restricted access to politically sensitive cases.154 This selective disclosure creates a sampling bias in the database. To be sure, because litigations of these individual claims about data privacy do not appear to be political sensitive, it is less likely that the courts would deliberately suppress their disclosure. Nevertheless, we should bear in mind this limitation of the database when interpreting the relevant results.

My search reveals that as of the end of 2020, there were only nine cases in which Chinese consumers invoked the Cyber Security Law to sue online platforms that had infringed on their privacy and data.155 Out of these nine cases, four were rejected on either substantive or procedural grounds. In the remaining five cases in which the plaintiffs prevailed, two involved cyber theft,156 while the other three involved the platform’s misuse of personal information.157 In the three data-misuse cases, however, the court only required the platforms to stop infringing the rights of the individual plaintiffs, rather than ordering them to modify their broader practices of collecting and employing user data. As such, the impact on the platform was minimal.

The case involving WeChat Reading, an app owned by Tencent, serves as a particularly good example of the limits of litigation as a means of regulating data privacy. In 2019, Mr. Huang sued Tencent for using his WeChat contact list to create a connection between him and his friends in WeChat Reading, as well as for disclosing his reading activities to his WeChat friends without his consent.158 Surprisingly, the court did not find Tencent’s treatment of Mr. Huang to be a violation of existing data regulations, noting that mobile reading is not an essential service required by the public and that users can vote with their feet by using competing services. The court agreed with the plaintiff that Tencent failed to properly inform its users about instances in which WeChat Reading shares the reading activities of its users with other WeChat users by default. Yet it did not go so far as to require Tencent to modify the default setting. Rather, it only required Tencent to stop infringing on Mr. Huang’s personal information.

5.2.4. Regulators

As the dynamic pyramid framework suggests, Chinese regulators try to maximize their own bureaucratic interests while aligning their enforcement actions with initiatives from the top leadership. Given the overriding industrial policy aimed at developing the data economy and Chinese tech firms’ aggressive lobbying, Chinese data regulators initially refrained from taking a tough stance in regulating the tech firms. This problem was further exacerbated by two institutional defects in Chinese data regulation. First, the enforcement structure’s high level of decentralization creates significant bureaucratic inertia in agencies. Second, sanctioning powers under the preexisting data regulations were very weak and thus could not credibly deter tech firms from committing data-privacy violations. The situation changed rapidly in 2021, however, when both the courts and the administrative authorities became significantly more active in churning out strict regulations and undertaking aggressive enforcement.

5.2.4.1. Fragmented and Weak Enforcement

Chinese data enforcement is highly fragmented and relies on a large patchwork of enforcers, including the central administrative authorities and affiliated think tanks, sector regulators, and local authorities, as well as the prosecutorial and judicial system. At the central level, there are four major ministries that have regulatory oversight over data: the CAC, the Ministry of Public Security (MPS), the MIIT, and the State Administration for Market Regulation (SAMR). Of these, the CAC is mainly in charge of cybersecurity and content control, the MPS has primary responsibility for preventing cyber-attacks and runs the massive Golden Shield Project, while the MIIT is mainly in charge of regulating data compliance in the information-technology sector. The SAMR, finally, is mostly in charge of dealing with complaints from consumers about privacy violations. With the exception of the CAC, each of the other three ministries is a large regulatory conglomerate in which data regulation is usually handled by one or two small bureaus.

Because these bureaus tend to be thinly staffed, they have outsourced much of their work to their affiliated think tanks. For example, the bulk of the CAC’s regulatory functions are delegated to the China Electronic Technology Standardization Institute, which is in charge of testing the compliance of cybersecurity and data-protection rules.159 Much of the legislative work and standard-setting of the MIIT is delegated to the China Academy of Information and Communication Technology, which also provides support for the testing and certification of information-technology products.160 The Standardization Administration, which belongs to the SAMR, has been in charge of promoting basic standards for privacy and data compliance.161 The Public Security Bureau (PSB)’s Third Research Institute is dedicated to research on internet and cybersecurity law.162 In addition, the National Information Security Standardization Technical Committee (also known as Technical Committee 260), a standard-setting committee jointly supervised by the Standardization Administration of China and the CAC, has been actively promoting new standards since 2016.163

Beyond these four primary ministries, sector regulators that oversee a specific sector are also important players in managing data regulation. For example, the PBOC is instrumental in managing data regulation within the financial industry. Similarly, the Ministry of Transportation exerts its regulatory influence over data protection in the automotive sector. As each ministry has local offices at the regional level, this structure of enforcement is replicated at lower levels of the Chinese bureaucracy. Meanwhile, the prosecutorial system has worked closely with the MPS in punishing the illegal sale of personal data by the underground industry, and the judicial system handles both civil litigations lodged by private complainants and criminal litigation brought by public prosecutors.

This highly decentralized enforcement structure has given rise to several enforcement problems.164 As many agencies share overlapping functions, the specific responsibility of each agency is not always entirely clear. This combination of weak enforcement and lack of coordination has attracted widespread criticism from businesses and the legal and academic community, as revealed during the meeting convened by the Standing Committee of the National People’s Congress on cybersecurity enforcement.165 To overcome coordination issues, the four major central data regulators started to initiate joint enforcement actions starting in 2017. That year, the CAC, MIIT, MPS, and the National Standard Committee (which is administered by the SAMR) created a joint task force to audit the privacy policies of the 10 most popular platforms, including WeChat, Sina Weibo, Taobao, Alipay, and Didi.166

Despite such coordination efforts, the Chinese data authorities refrained from taking aggressive stances during enforcement. Rather than imposing legal penalties on firms for data and privacy violations, regulators mostly applied informal tools such as reprimanding as well as naming and shaming tech firms that failed to rectify their practices after repeated warnings. For instance, after the exposure of several data scandals involving Alipay, Baidu, and ByteDance, the MIIT separately invited representatives from each of these three companies to discuss their data compliance and requested that their firms make rectifications. No penalties, however, were imposed.167

In 2019, the four central regulators created a Joint App Governance Task Force to regulate data compliance across Chinese apps.168 The Task Force promulgated two guidelines, one on implementation and the other on compliance; it then conducted an assessment of over 2,300 apps and followed up with enforcement.169 During these inspections, the agencies mostly conducted administrative interviews with businesses, requested rectifications, and then selectively published a list of apps that were deemed noncompliant.170 Only those apps that failed to rectify after a certain deadline were subjected to further penalties. In exceptional cases, the agency removed apps that failed to rectify their data practices after receiving multiple warnings.171 Among these agencies, only the PSB and the SAMR imposed fines during their enforcement actions. These fines were very low—on average about RMB 13,000 per case.172 Based on the 10 typical cases disclosed by the SAMR, none concerned large online platforms. The Joint App Governance Task Force continued its work in 2020.173 However, enforcement slowed down significantly, with the Task Force only publishing one notice publicly criticizing 35 apps.174

5.2.4.2. Intensified Enforcement

Since late 2020, the Chinese data authorities quickly adapted to the top leadership’s new policy initiatives by churning out tough legislation while conducting strict enforcement actions against Chinese Big Tech firms.

5.2.4.2.1. Legislation

During the massive law-enforcement campaign, all of the four major central data regulators rushed to roll out guidelines and measures on enhancing personal-data protection. The most high-profile regulation currently being deliberated is the Network Data Security Management Regulation, which will provide the major legal guidelines for implementing China’s three major national data laws mentioned above. This regulation is particularly noteworthy due to its high legal status: it will ultimately be promulgated by the State Council, China’s top executive body. The draft rules attracted much attention, as they introduced many strict obligations for tech firms in the areas of data protection and cross-border data transfer.175 Besides these implementation guidelines, the Chinese data authorities also stepped into uncharted territory by proposing to regulate cutting-edge technologies such as artificial intelligence (AI). In January 2022, the four major data regulators jointly released the Provisions on the Management of Algorithmic Recommendations for Internet Information Services. This set of provisions aims to prevent the abuse and misuse of algorithmic recommendation technologies and also sets up an Algorithm Review Mechanism. In December 2022, the CAC promulgated measures to regulate deep-synthesis technologies, which use algorithms to automatically synthesize or generate text, photo, audio, and visual scenes.176

In January 2022, the CAC, in connection with 12 other central authorities, adopted a revision to the Measures on Cybersecurity Review. This new version significantly expanded the original 2020 scope of the cybersecurity review. Under this new iteration, online platforms with more than 1 million users will need to apply for cybersecurity review if they plan to get listed overseas.177 In July 2022, the CAC finalized its Measures for Security Assessment for Cross-Border Data Transfer, which further tightens the rules surrounding export of personal data and certain restricted classes of data. By promulgating these measures, the CAC’s role has evolved significantly. From its initial position as an internet regulator, it has emerged as a super agency with all-encompassing authority over the entire information industry.

Sector-specific rules also proliferated during this period. In 2021, China’s Banking and Insurance Regulatory Commission and the PBOC published three sets of rules: the Guidelines for Data Capacity-Building in the Financial Industry, Financial Data Security–Data Life Cycle Security Specification, and Credit Reporting Management Measures.178 These rules aim to provide guidance for financial institutions to enhance data protection for their users, strengthen data security, and regulate credit reporting on Chinese businesses and individuals. That same year, the SAMR released the Measures for the Supervision and Administration of Online Transactions, which set out a variety of personal-information requirements for e-commerce operators.179 Multiple ministries also jointly issued the Interim Provisions on Automatic Data Security Management in 2021, the first comprehensive data-protection regulation specifically targeted at the automatic industry.180 Importantly, this law offers rare clarification on the definition of “important data,” an important concept left undefined under the DSL. Local authorities, including those in Shenzhen, Shanghai, and Zhejiang, have also promulgated data regulations in their respective jurisdictions since 2021.181

These newly promulgated guidelines and measures, together with the relevant national laws (including the DSL and the PIPL, as mentioned earlier), significantly broadened the scope of Chinese data regulation and afforded various regulators much more leverage over Chinese tech firms. At the same time, they have not imposed any meaningful constraints on the government’s power to collect, process, and use personal data—an important source of chaos in Chinese personal-data protection.182

5.2.4.2.2. Administrative Enforcement

Since late 2020, both the CAC and the MIIT have intensified their enforcement measures against data violations committed by mobile apps.183 In 2021, the MIIT published 21 notices publicly criticizing the noncompliance of 2,137 apps, 444 of which it removed from app stores. This represented a fourfold increase of enforcement as compared to 2020, when the agency published 15 notices involving 516 apps and removed 120 of them from app stores. In 2021, the CAC published six notices publicly criticizing 377 apps and removed 26, and the various local offices of the agency published five notices criticizing 255 apps and removed 19. This also represented a sharp increase in enforcement compared with 2020, when the CAC only published one notice criticizing 35 apps and didn’t remove any apps during its joint inspection with the other data authorities.

In March 2021, the CAC, MIIT, MPS, and SAMR jointly issued the Measure on the Scope of Necessary Personal information for Common Types of Mobile Internet Apps.184 This measure aimed to crack down on those Chinese mobile apps that are collecting excessive amounts of user data and forcing users to give uninformed consent for companies to use and share their data. This measure narrowly prescribes the information that consumers are required to provide when using such services and grants the CAC further regulatory leverage in disciplining the data-collection practices of Chinese tech firms.185 From May to June 2021, the CAC called out 267 mobile applications for their excessive collection of user data.186 These apps included some of the most popular apps owned by Chinese Big Tech firms such as Tencent, Alibaba, ByteDance, and Baidu.187 In addition to its more frequent market inspections, the CAC has also launched a few high-profile investigations into Chinese tech firms, as is typical in a law-enforcement campaign.

In early July 2021, the CAC announced that it had initiated cybersecurity reviews of the three companies Didi Chuxing (Didi), Full Truck Alliance, and Boss Zhipin. Notably, the announcement came only two days after Didi completed its IPO filing in New York in early July 2021. As it turned out, the CAC had earlier tried to nudge Didi to postpone its IPO filing so that it could go through a thorough cybersecurity review. However, the firm didn’t heed the advice and instead pressed ahead with its IPO filing in New York at lightning speed.188 The CAC’s unprecedented cybersecurity check therefore appears to have been a retaliatory measure to punish the firm’s defiance. According to the CAC, the investigation was conducted in accordance with the National Security Law, the Cybersecurity Law, as well as the Measures on Cybersecurity Review, which establish the detailed procedure for conducting such a review. However, the Measures only took effect a year earlier and there were no publicly available precedents before the Didi case. Moreover, the cybersecurity review was originally designed to cope with the supply-chain risks involved in the procurement of network products and services by operators of critical information infrastructure. It thus appears that the CAC was retroactively expanding the scope of the review in order to punish Didi for ignoring its advice about listing overseas.

In addition to conducting a cybersecurity review, the CAC also removed 25 of Didi’s apps from its app store for “grave issues of collecting and using personal information in violation of laws and regulations.”189 This was a surprising move. As mentioned earlier, in the past, Chinese data regulators mostly applied informal sanctions, for instance by requesting firms to rectify their behavior. Firms were usually given a few days or weeks to conduct rectification. Only those apps that failed to rectify after repeated warnings were removed from the app store. Moreover, the MIIT regularly inspects apps on the market for data compliance, so it is surprising that Didi’s apps were suddenly found to have run afoul of the basic requirements for data collection.

The CAC’s surprise cybersecurity inspection of Didi rode a wave of strong nationalistic sentiments directed against the firm and exposed it to severe reputational damage. Chinese netizens suspected that Didi had turned over sensitive data to the US government during its IPO filing and accused the ride-hailing firm of being a “traitor” and a “walking dog of the United States.”190 Not even Liu Chuanzhi, the legendary entrepreneur and the father of Didi’s president, Ms. Jean Liu, was spared amid the public outrage. Internet users called for Mr. Liu to be punished for selling out the national interest.191 Indeed, although Chinese citizens are often muted during the regulatory process, Chinese regulators can induce or even amplify citizens’ grievances in order to enhance the legitimacy of their own actions.

After the year-long investigation, the CAC finally completed its probe by imposing a record fine of RMB 8 billion on Didi in July 2022.192 The CAC did not publish its formal decision, which appears to have been withheld on national-security grounds, but rather released a short statement and held a question-and-answer session with the press. This limited disclosure put most of the emphasis on Didi’s excessive data-collection practices and its privacy infringements going back seven years. Although both the DSL and the Cybersecurity Law were mentioned as legal bases for the punishment, it appears that the mega-fine was mostly levied on the basis of the newly promulgated PIPL, which enables the regulator to impose a fine of up to 5 percent of a firm’s revenue in the previous year. Indeed, it seems that the CAC has leveraged the PIPL to both punish Didi for cybersecurity violations and retroactively punish it for conduct it engaged in before the PIPL was adopted. This apparently violated the basic legal principle of non-retroactivity as well as the relevant requirement under China’s Administrative Punishment Law.193

The opacity of the CAC’s investigation into Didi, the secrecy of its decision, as well as the agency’s blatant disregard for basic legal principles, all raised profound concerns about political influence over administrative enforcement and its public accountability. Commentators noted that the CAC’s dual status as an entity spanning the party and the state might have contributed to the peculiar outcome.194 Indeed, the CAC is no ordinary administrative agency. It derives its authority from the Central Cybersecurity and Information Commission chaired by President Xi Jinping. Its predecessor is the State Internet Information Office, which was part of the CCP propaganda department. The historical origin of the CAC, its dual role as a CCP organ and an administrative organ, and its direct link with the top leadership combine to afford this agency a very unusual bureaucratic status.195 More worryingly, the Didi case may mark only the beginning of the agency’s exploration of its seemingly unlimited regulatory arsenal.

5.2.4.2.3. Judicial Enforcement

Parallel to this intensifying administrative enforcement, Chinese judges also appear more willing to directly intervene in online platforms’ data policies. A case against Ctrip, China’s leading hotel- and flight-booking company, offers a striking example.196 In July 2020, Ms. Hu, a VIP member of Ctrip, booked a hotel room using the company’s app, which offered a lowest price guarantee. Subsequently, Ms. Hu realized that her booking fee was more than twice the price offered by the hotel itself. She then lodged a suit against Ctrip alleging the firm had engaged in sales fraud by using big data to conduct price discrimination. In addition, she argued that Ctrip had exceeded the necessary scope in collecting and sharing her personal information with other affiliated companies and business partners. She alleged that users were forced to agree to Ctrip’s privacy agreement and service agreement, which enabled the company to collect excessive amounts of information for the sake of creating user profiles. She requested that the company stop collecting unnecessary information and provide an option for her to continue using the app without being required to agree to Ctrip’s service agreement and privacy policy.

In July 2021, the Keqiao District People’s Court in Zhejiang ruled in favor of Ms. Hu by holding that Ctrip’s business practice had constituted fraud and ordered the company to pay three times the price difference to Ms. Hu as compensation. Strikingly, the court also endorsed Ms. Hu’s claims that Ctrip was inappropriately collecting and sharing data with its affiliates and business partners and forcing consumers to agree to such conditions in its privacy policy and service agreement. The court found that Ctrip had overstepped the acceptable boundary of data collection and data sharing. It ordered the firm to either revise its privacy policy and service agreement to reduce its scope of data collection and data sharing or else provide an option for Ms. Hu to continue using the app without agreeing to the privacy policy and service agreement.

The district court’s decision stood in sharp contrast to previous judicial practice, wherein courts never intervened directly in an online platform’s business practices.197 For instance, in the aforementioned case involving WeChat Reading, even though the court thought the app had failed to properly inform its users about privacy issues, it did not request that WeChat change any of its settings, nor did it require Tencent to modify its privacy agreement. Indeed, even if WeChat Reading required users to authorize it to share their information before allowing them to use the app, at that time the court did not think such “forced data sharing” was inappropriate, noting that there existed competing products on the market. Upon appeal, however, the intermediate court in Shaoxing modified the lower court ruling in Ms. Hu’s case and dropped the requirement for Ctrip to provide a new option for users to log in without agreeing to its user agreement. That said, even though the appellate court disagreed with the remedial measures, it agreed with the lower court that Ctrip had inappropriately processed Ms. Hu’s personal information and violated the Cyber Security Law.

5.3. Future Trend

Chinese data regulation enforcement against Big Tech firms notably eased in 2022, and no large investigations into domestic tech firms have been conducted since then. With the exceptions of Didi and China National Knowledge Infrastructure (the largest academic research database in China), the CAC has not imposed any substantial fines on other tech firms for PIPL violations. However, the agency has remained active by creating a number of institutional mechanisms for cross-border data transfers. In July 2022, the CAC unveiled guidelines on security assessments of cross-border data transfers for transfers meeting specific criteria, such as the transfer of important data or personal data by critical information infrastructure operators, or data exporters processing personal data of 1 million or more individuals.198 For smaller-scale data transfers, companies can opt for standard contracts or third-party certification if their data transfer does not require security assessments.199 These mechanisms for data transfers create significant compliance costs for companies while overwhelming regulators struggling with high volumes of data-transfer notifications. According to disclosures from the CAC’s Beijing office, as of late February 2023, the authority had received filing materials from 48 companies and had approved only two cases.200 Meanwhile, 142 companies had expressed their intentions to apply, with more than 120 companies having consulted the CAC about the application. Lawyers with whom I spoke noted that the approval process had been extremely slow and questioned whether the agency would have the capacity to handle all security assessment reviews.201

Despite the increased costs for businesses, the Chinese government seems determined to adopt an aggressive stance on data security. Leading Chinese legal experts believe that strict control over data outflows can help China gain more bargaining leverage with other jurisdictions during trade negotiations.202 Indeed, the PIPL makes an exception for overseas data transfers in accordance with international treaties or agreements that China has signed, paving the way for future negotiations with other countries.203 In other jurisdictions, bilateral agreements or regional trade agreements have been the primary forms of transnational cooperation to establish cross-border data flow interoperability mechanisms. For instance, the European Union has promoted bilateral cooperation and has recognized the adequate level of personal data protection in 15 countries.204 The United States has leveraged the Asia-Pacific Economic Cooperation (APEC) Cross-Border Privacy Rules (CBPR), a voluntary cross-border privacy mechanism established among its members to expand the scope of free data flows.205 The United States is also in the process of further expanding the CBPR; it launched a Global CBPR forum in April 2022 with Canada, Japan, South Korea, the Philippines, Singapore, and Chinese Taipei. China has joined the Regional Comprehensive Economic Partnership (RCEP) and has applied to join the Digital Economy Partnership Agreement (DEPA) and the Comprehensive and Progressive Agreement for Trans-Pacific Partnership (CPTPP). However, these regional trade agreements allow for ample exceptions and leave wide loopholes for data localization.206 As a result, China will still maintain considerable control over data flows, while engaging in trade negotiations and partnerships.207

Recently, China has begun wielding its data regulation as a nimble tool to counter a US-led “technology blockade” aimed at Chinese enterprises. In April 2023, the CAC initiated a cybersecurity review of Micron Technology, citing the need to preserve supply-chain security for critical information infrastructure and national security.208 This investigation is widely regarded as a retaliatory move by Beijing against US attempts to curtail its access to cutting-edge chips.209 Some industry insiders believed that the Chinese government has cast Micron as a malefactor within China’s semiconductor sphere.210 In 2017, Micron accused Fujian Jinhua Integrated Circuit Co., a Chinese state-owned memory plant manufacturer, of stealing its trade secrets.211 This led to the US Department of Justice indicting the firm and three individuals, followed by the Trump administration imposing sanctions that severed the company’s access to US suppliers.212 After the Biden administration signed the CHIPS and Science Act, Micron has also emerged as one of the few US companies to intensify lobbying efforts for federal subsidies aimed at enhancing American chip production and innovation.213 The firm shut down its Shanghai chip design center in 2022, offering 150 Chinese engineers relocation packages to the United States or India.214 Significantly, the CAC’s announcement coincided with Japan’s decision to limit the export of advanced chip manufacturing equipment to China, following similar moves by the United States and the Netherlands.215 Observers surmise that the CAC’s investigation serves as a warning to US allies such as Japan, South Korea, and the Netherlands against joining the American campaign to restrict China’s access to high-end chips.216 Consequently, Beijing’s stringent data-security measures have morphed into a potent bargaining tool, pressuring the United States and its allies to loosen technology constraints on China.217

In tandem with the CAC’s assertive regulatory efforts, the Chinese government is making a strong push to facilitate domestic data flows in an attempt to improve the utilization of data resources. In December 2022, the State Council released the “Opinions on Building Basic Systems for Data to Maximize the Role of Data Elements,” commonly referred to as the “Twenty Data Measures.”218 These guidelines outline a new plan for building the infrastructure to support China’s emerging data economy. Among other things, the Twenty Data Measures propose dividing data rights into resource-holding rights, data-processing and usage rights, and data-product operation rights.219 The measures also call for improving and standardizing the regulation of data circulation, building a trading system for data usage and circulation, and integrating domestic and international data trading markets.220 In March 2023, China proposed establishing a National Data Bureau, a new agency that would consolidate some data governance functions from both the CAC and the NDRC.221 The new data bureau would oversee the construction of data infrastructure and coordinate the integration and utilization of data resources.222 These institutional changes demonstrate the importance that the government places on using data to spur the growth of the digital economy. However, these efforts could potentially be hindered by the strict enforcement of data regulations.

Overall, recent developments demonstrate that data sovereignty issues remain a top priority for Chinese data enforcers, while it is uncertain whether there is sufficient political will to genuinely tackle many important consumer protection issues. Nevertheless, the CAC’s ambitions are not unchecked. Other government departments striving to promote the Chinese digital economy could serve as counterbalancing forces, while savvy tech companies will continue to exploit power struggles among regulators to lobby for more lenient regulation, as will be elaborated in Chapter 11. In September 2023, the CAC released new draft rules rolling back some of the onerous restrictions on cross-border data transfer.223 According to the proposed rules, the vast bulk of business and personal activity involving cross-border data transfer will no longer need to go through a security assessment.224 Instead, businesses only need to conduct self-assessment in many situations, making Chinese data transfer rules noticeably more lenient than those of the EU. Interestingly, these draft rules were introduced amid rumors that Premier Li Qiang had been urging the CAC to ease its stringent data transfer restrictions in response to mounting business complaints.225 Indeed, China experienced an unprecedented economic downturn in 2023 and Beijing desperately wanted to shore up investor confidence.

5.4. Summary

This chapter began by presenting the regulatory landscape of Chinese data protection, pinpointing three main sources of challenges. The first is the illicit information industry. The development of internet finance in China played a particularly strong role in spurring the development of a thriving black market in personal data, one that is currently supported by an elaborate underground supply chain. Meanwhile, the Chinese government, the largest data controller in the country with an elaborate surveillance mechanism, is another major source of chaos. As illustrated by the recent incident involving the leak from the Shanghai police of the identification information of over 1 billion citizens, the government’s negligence and inaction could pose a great threat to personal-data security. Tech firms are only the third source of chaos, in that many of them operate in legal gray areas when they collect excessive amounts of personal data and share that data with their affiliate companies and business partners. As a result, the current regulations targeting tech firms alone can at most alleviate a portion of the existing concerns about infringements on the privacy of personal data in China.

Echoing the regulatory dynamics described in Chapter 2, Chinese personal data protection used to be very lax. Since the initiation of the tech crackdown in late 2020, however, China’s data enforcement has experienced a great leap forward. The unprecedented law-enforcement campaign initiated against the Big Tech firms brought about two drastic changes to the regulatory landscape in the data sphere. The first was the promulgation of a host of data laws and regulations, imposing onerous compliance burdens on businesses, particularly in the context of cross-border transfer. The second was the much more intense and frequent enforcement by both the administrative agencies and the judiciary. These two changes have also significantly emboldened the major data regulators, particularly the CAC, a dual party–state authority that has gained pervasive control over the data practices of Chinese tech firms. Although this enforcement intensity subsided in 2022, the new data laws that were promulgated, as well as the legal precedents and administrative enforcement practices that were established, will have long-lasting impacts on Chinese data regulation in the years to come.
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Labor Regulation

Even though they may not want to admit it, the Chinese internet giants are among the world’s biggest employers. Since the early 2010s, China’s sharing economy has enjoyed phenomenal growth, with its transactional volume reaching RMB 3.7 trillion in 2021, almost double the amount in 2015.1 The Chinese sharing economy has benefited immensely from the country’s large excess labor force, absorbing workers from its shrinking manufacturing industry and its vast migrant-worker population.2 Leading Chinese tech firms invest heavily in the sharing economy and indirectly employ a large informal labor force in the ride-hailing and food-delivery businesses. In 2020, more than 800 million people participated in China’s sharing economy, 84 million of whom were service providers, while 6 million were employees of platform companies.3 Most of these service providers offered work on demand—that is, work allocated to individuals in a specific geographic location through location-based apps. For the sake of simplicity, in this chapter, I will generally refer to on-demand workers in the sharing economy as platform workers. This term should be understood as covering a broad swath of workers, including formal employees, contractors, and gig workers.

As discussed in Chapter 4, China’s platform economy is highly concentrated, being controlled mostly by the Alibaba–Tencent duopoly. Ride-hailing and food-delivery businesses are key assets in these companies’ investment portfolios, and both have investment stakes in Didi, China’s largest ride-hailing company. Didi merged with Kuaidi in 2016 and then acquired Uber China in 2016, thus cementing an unassailable ride-hailing monopoly in China. Meanwhile, the food-delivery sector experienced a similar wave of consolidation. After Meituan’s acquisition of Dazhong Dianping in 2016 and Ele.me’s acquisition of Baidu Deliveries in 2017, Meituan (owned by Tencent) and Ele.me (owned by Alibaba) together became a duopoly, collectively controlling an almost 98 percent market share in the food-delivery industry. Since then, competition between Meituan and Ele.me has only intensified, as each of the two food-delivery giants strives to gain market dominance. To win over customers, both firms increased their spending, offering low fees and quick deliveries, while offloading the costs onto the delivery drivers by cutting their compensation and increasing fines for late deliveries.4

During the same period, online platforms adopted a variety of strategies for exploiting regulatory arbitrage to shed their employment liabilities. Platforms’ adoption of such strategies, coupled with harsh labor exploitation, inevitably resulted in many disputes with workers. What’s more, the stringent deadlines the platforms set for food deliveries incentivized speeding, which led to an increase in traffic accidents across China. Much like the dynamics we have already observed in the arenas of antitrust and data regulation, Chinese labor protection in the tech sector used to be light-touch. Then, in 2021, the regulatory pendulum swung toward harshness—with the promulgation of a number of documents on administrative guidance, urging leading Chinese tech firms to relax their algorithmic control over platform workers and enhance labor protections for them. The Chinese judicial system also responded with a propaganda campaign, aggressively promoting cases that offered strong protections to workers.

Before delving deeply into this dramatic regulatory swing, I will first examine the major regulatory challenges that have beset China’s labor governance and regulation. I will then apply the dynamic pyramid model of regulation to analyze the incentives and behavior of each of the four major actors involved in the regulatory process. Unlike antitrust and data enforcement, Chinese courts play a major role in adjudicating labor disputes arising from the platform. Using data collected from a Chinese judicial database, I will perform a statistical analysis of the consequences of the recent crackdown on actual judicial practice and assess its impact on labor regulation in the tech sector. Interestingly, my empirical results did not identify a significant shift of judicial approach between 2020 and 2021 within my sample. Instead, Chinese courts appear to have largely responded to Beijing’s campaign to enhance labor protection for platform workers with symbolic measures. In a similar vein, labor regulators have demonstrated a noticeable restraint in their regulatory responses, favoring a more lenient regulatory approach. Such tempered responses stand in sharp contrast with the overzealous enforcement by the administrative authorities in data and antitrust enforcement. This discrepancy in responses, I suggest, can be attributed to their distinct utility functions. Unlike their antitrust and data counterparts, the Chinese judiciary and labor regulators hold a much broader mandate, thus requiring them to delicately balance the twin imperatives of fostering economic growth and maintaining regulatory oversight.

6.1. Regulatory Challenges

Three major regulatory challenges have plagued China’s labor regulation: algorithmic exploitation of platform workers, lack of social protection for migrants, and significant barriers preventing workers from forming their own unions. As previously noted, tech firms are not the only ones to be blamed here; in fact, the Chinese government is the single biggest contributor to the latter two types of challenges, as I will explain in detail below.

6.1.1. Algorithmic Exploitation

Unlike traditional businesses, platform companies have invested heavily in software applications and mobile technologies to allocate, optimize, and evaluate the performance of their workers.5 Algorithmic management and data-driven surveillance have played an indispensable role in controlling the services of platform workers, including by calculating delivery times, setting routes, and tracking the location of drivers and couriers throughout their journey. Platforms have also introduced gamification into the labor process, using both rewards and penalties to motivate workers and increase productivity.6 For example, food-delivery companies, which rely heavily on crowdsourcing flexible workers, have structured the rate of commission based on the total amount of deliveries, so that the more deliveries an individual worker makes each month, the higher piece rate they are entitled to. These measures have provided workers with a significant incentive to work more, thus helping the platforms attain their goal of building a 24/7 on-demand workforce. Other gamification measures see delivery drivers evaluated on the basis of performance statistics such as their transaction volume, on-time rate, and customer reviews.7 The better a worker’s performance statistics, the more credit they are entitled to, the higher their ranking, and the greater the bonus they receive. During task assignment, platforms also give a higher priority to full-time workers and workers with better performance statistics.8 Many online platforms require a very high acceptance rate of such automated assignments, and drivers could face serious penalties for rejecting assignments that are undesirable or uneconomical.

As a result of such measures, which have increased workers’ dependence on the platforms, supposedly flexible platform workers have become “sticky labor” instead.9 Indeed, a 2018 survey of 1,888 platform workers showed that more than 30 percent worked more than 40 hours per week, and almost 60 percent worked more than 33 hours per week.10 Moreover, according to a survey of Beijing delivery drivers by the Yilian Labor Center, 95 percent worked more than 8 hours a day and 66 percent worked more than 11 hours.11 The same survey also showed that almost 90 percent of the crowdsourced delivery drivers relied on online delivery as their sole source of income.12 Despite their long hours and dependence on the platforms, however, the delivery drivers are not recognized as formal employees of the food-delivery companies, and they enjoy few labor benefits and protections—a point I will elaborate in detail when discussing the regulatory-arbitrage strategies adopted by Chinese tech firms.

In addition to transforming their “flexible workers” into “sticky labor” without shouldering the corresponding employer responsibilities, online platforms also impose a negative externality on society by incentivizing dangerous driving. Between 2016 and 2019, Meituan cut its delivery time from an hour to 30 minutes.13 Platforms imposed hefty penalties on delivery drivers for late deliveries. When a Beijing government official conducted a field investigation as an undercover delivery driver in 2021, he was shocked that one late order resulted in a 60 percent deduction of his commission.14 What’s more, the method of algorithmic control has resulted in a race to the bottom. Many deliverymen have complained that when they managed to fulfill an order within less time, the algorithmic system would record this and set it as the new required time, forcing the worker and his colleagues to match it.15 As delivery drivers race against the clock to complete orders, speeding and running red lights have become routine.16 The emphasis on speed in the food-delivery business has led to many traffic accidents and deaths. In the 14 months after the beginning of 2020, Shanghai recorded 423 road-traffic accidents involving food-delivery drivers, including seven fatalities and 347 cases of injury.17 In 2021, Guangzhou recorded more than 130,000 traffic violations in the online delivery sector, 55 of which were traffic accidents.18 And yet, despite their overwhelming frustration at the pervasive algorithmic control to which they are subjected, platform workers are in a very weak position when it comes to dealing with the large and powerful platforms.19 The online platforms’ growing market power, combined with China’s abundant supply of migrant labor, have given the platforms immense bargaining leverage, with many delivery drivers having to compete with each other for orders while experiencing a downward trend in their delivery fees.20

6.1.2. Lack of Social Protection

Yet Chinese tech firms are not the only ones at fault in this situation: government failure is a major contributing factor to the chaos observed in labor regulation. The vast majority of platform workers engaged in ride-hailing or food-delivery businesses lack adequate social protections, particularly for work-related injuries. The existing social-insurance scheme in China was not designed with the emergence of flexible employment in mind, leaving many workers without a proper social safety net.21 Migrant workers are particularly vulnerable in this regard, due to the long-standing institutional barriers they face in obtaining social-welfare benefits in their place of work. A 2020 survey by Beijing’s Yilian Labor Center showed that more than 80 percent of China’s food-delivery workforce is composed of migrant workers from rural areas.22 Because rural migrants do not have household registrations (commonly known as hukou in China) in urban districts, they have been excluded from the urban social-welfare system that provides support for housing, medical care, education, and other social benefits. While it is true that the government has rolled out policies to improve social protections for migrant workers, these are only available to migrant workers who have signed formal labor contracts with their employers.23 As Mary Gallagher has observed, there exists a large gap between the labor law on paper and the law in practice.24 A 2014 study has revealed that many employers have failed to purchase workers’ compensation insurance for migrant employees—despite being legally required to do so under the Workers’ Compensation Insurance Law.25 Local governments, meanwhile, often fail to take proactive enforcement measures, prioritizing GDP growth and local employment over social protection.26 Indeed, official government data from 2017 shows that only 22 percent of migrant workers were protected by a basic pension or medical insurance, while 27 percent were entitled to work-related injury insurance.27

Under Chinese labor law, employees are entitled to five types of insurance, including pensions, medical, unemployment, work injury, and maternity insurance; and yet, all of these forms of social insurance are typically provided through formal employment. Because the vast majority of platform workers are not treated as formal employees, few are entitled to any of them. An empirical survey of platform workers in three major Chinese cities, including Beijing, Hangzhou, and Chongqing, has revealed that only 3.7 percent of food-delivery drivers and 1 percent of ride-hailing drivers were entitled to employment-injury insurance.28 Surveys have shown that many workers report not being bothered by this lack of coverage, either because they are unaware that such coverage exists or have little faith that labor laws will protect them.29 The fact that the hukou system is tied to one’s permanent residence, which is not necessarily the location of one’s workplace, causes additional problems for migrant workers hoping to receive social welfare.30 Even if some employers have purchased social insurance for their migrant worker employees in the city or region where their hukou is registered, it is not accessible in their place of work as migrants lack the local hukou registration. Nor can migrant workers voluntarily contribute to the social-insurance schemes at their place of work without having a local hukou.31 In any case, because many migrant workers expect to work in the sharing economy for only a short period of time, they are often unwilling to make regular contributions to social-insurance programs, as these may not be transferable across jobs or localities.32 All of these institutional barriers increase the cost of compliance and participation in social insurance for both platform workers and the platform companies.33

The predicament faced by Chinese platform workers can be illustrated by a recent incident. In late 2020, a 43-year-old delivery driver surnamed Han from Shanxi province died while on duty delivering food in Beijing for Ele.me.34 Han signed up for this work via Fengniao Zhongbao, a crowdsourced on-demand logistics service. Ele.me claimed that it had no labor relationship with the worker and only paid RMB 2,000 as compassionate compensation to his family. Ele.me’s response sparked an outcry among Chinese netizens, causing Ele.me to increase the compensation to RMB 600,000 to the deceased worker’s family. Despite this unexpected outcome, Han’s insurance trouble is all too typical among crowdsourced delivery drivers, who are only entitled to the accident insurance that is bought by delivery platforms on behalf of their workers. Unfortunately, the fees that drivers pay for insurance are both paltry and cut into their own incomes. For instance, delivery drivers working for Ele.me and Meituan pay RMB 3 per day for accident insurance, but only RMB 1.06 is used to purchase the insurance, while the rest is a handling fee charged by the platform and the third-party dispatch companies.35 In Han’s case, the delivery driver’s family was only entitled to a compensation of RMB 30,000, about 5 percent of the work-related injury compensation they would have been entitled to had he been treated as a formal employee.36 In practice, many delivery drivers have chosen to resolve minor accidents themselves rather than deal with the hassle of obtaining medical certification, not to mention the low payouts they can expect to receive.37 Making matters worse, delivery drivers who make insurance claims could end up losing “credit points”—or even having their accounts blocked by the platforms.38

6.1.3. Barriers to Collective Action

Because individual workers have little bargaining power when facing powerful tech platforms, collective action has become an extremely important means for them to improve their bargaining position. However, China’s strict control of union formation and its suppression of nongovernmental organizations (NGOs) have made it exceedingly hard for platform workers to organize any collective bargaining with their employers.

In China, the All-China Federation of Trade Unions (ACFTU) is the only legal workers’ union. With 300 million members and one million full-time officials, the ACFTU is the world’s largest national trade union.39 The ACFTU is organized as a complex hierarchy extending from Beijing to different levels of the Chinese government, with its appointments tightly controlled by the Chinese Communist Party (CCP) at both the national and regional level.40 At the bottom of the ACFTU hierarchy are the grassroots enterprise unions, which are generally not established by the employees of such firms, but rather by the local trade union officials in consultation with the management of these enterprises. As such, the enterprise unions are largely under the control of the enterprise management, with most union chairs being selected from among the management.41 Union officials who are appointed above the enterprise level are recruited through the same channels as other government officials and behave like other public officials.42 Given the government’s overriding goal of maintaining social stability, the ACFTU has rarely been a staunch advocate for workers. Instead, the union has focused its efforts on maintaining social stability by easing tensions between workers and management to ensure harmonious labor relations and avoid disrupting economic activities.43 However, by prioritizing the interests of the CCP over those of workers, the ACFTU has become alienated from the working class they are supposed to represent. Indeed, workers seldom actively seek help from the trade unions, nor do they typically have the union as a representative in their disputes.44 In practice, even when workers resort to the ACFTU for assistance, union officials routinely turn them away, using a variety of excuses, or else pass the responsibility on to other ACFTU unions.45

Since 2018, the ACFTU has included food-delivery drivers in its list of eight major groups whose interests the union deems a priority for protecting. Thus far, however, the union has done little other than providing some skills training, legal assistance, and some medical benefits.46 For instance, in the case of the death of Han the delivery driver, the local trade union refused to get involved, arguing that its union only served union members and that it was unclear whether Han was one of them.47 The ACFTU usually waits for enterprises to set up their own unions rather than organizing workers from the bottom up. But the vast majority of food-delivery drivers are not formal employees of the online platforms, and so even this option is not open to them.48 The ACFTU’s monopoly on organizing trade unions has meant that the Chinese working class has been deprived of the opportunity to create their own unions that could effectively represent them in genuine collective bargaining with their employers.

In the absence of effective workers’ unions, grassroots NGOs focused on labor have proliferated since the 1990s.49 However, these NGOs have frequently been subject to harassment and crackdowns in recent years, which has placed them in a precarious position.50 Fearful of more repressive state intervention, the NGOs are reluctant to organize any overt form of labor resistance.51 In response, platform workers have to resort to strikes or protests to protect their rights.52 A 2016 nationwide survey of taxi drivers found that 55 percent had participated in strikes, while 2 percent had been involved in organizing them.53 The rise of app-based ride-hailing appears to have increased the number of drivers involved in strikes. For instance, before the introduction of ride-hailing apps in 2013, there averaged a little over four taxi strikes per month.54 This number increased to 16 times per month between 2013 and 2016, meaning a protest or strike by taxi drivers took place almost once every two days in China.55 Demonstrations are also common in the delivery sector. China Labor Bulletin, a nonprofit organization that supports workers’ movements in China, documented 138 strikes involving food-delivery drivers between 2015 and 2022.56 Almost all of these involved Meituan or Ele.me, with workers’ demands typically relating either to wage arrears or pay increases. Only 10 percent of these strikes involved over 100 workers, while the others were all small-scale protests or strikes that involved fewer than 100 participants.

The Chinese state is increasingly wary of collective action by platform workers. In 2019, a delivery worker, Tianhe Chen, forged an alliance among food-delivery drivers in Beijing.57 He first set up a WeChat group, which later expanded to 16 groups including almost 8,000 drivers in Beijing.58 Chen was not afraid of directly confronting the largest platforms and circulated a video accusing Ele.me of having broken its promises to its drivers. The video went viral, prompting Ele.me to issue an apology to the alliance.59 Yet just a week later, Chen was arrested by the police, along with some other delivery drivers, and was charged with “picking quarrels.”60 In practice, the charge of “picking quarrels” is often used as an excuse by Chinese authorities who want to arbitrarily criminalize any speech they don’t like. Chen’s arrest dealt a blow to the nascent forms of collective action initiated by the drivers.61 In its wake, most drivers were afraid to complain too much. This was in large part because they feared retaliation by the platforms, which prohibit workers from going on strike or protesting.62 Since the food delivery market is dominated by Meituan and Ele.me, workers have very few options but to work for one or the other.

6.2. Applying the Dynamic Pyramid Model

In the following sections, I will apply the dynamic pyramid model to analyze the four major players involved in the process of labor regulation by focusing on their incentives as well as their interactions with each other. Chinese tech firms used to enjoy a very tolerant regulatory environment due to the strong endorsement they received from the top leadership and their own aggressive lobbying. As competition has intensified in recent years, Chinese tech firms have sought regulatory arbitrage to shed liabilities and cut costs. Meanwhile, Chinese labor regulators refrained from taking an aggressive stance in regulating the tech firms. As a consequence, Chinese workers, who lacked effective channels for voicing their complaints, had to resort to the courts to help themselves in the case of labor infringements. Chinese labor policy only started to pivot in 2021 with the launch of the law-enforcement campaign against Chinese Big Tech.

6.2.1. Top Leadership

As mentioned in Chapter 2, in the aftermath of the financial crisis in 2008, the Chinese government put more emphasis on innovation and technology to jump-start the Chinese economy, with 2015 being regarded as the “epoch-making year” for the sharing economy.63 That year saw the State Council issuing guidelines to encourage innovation and mass entrepreneurship, as well as announcing opinions to promote the ride-hailing industry.64 In 2016, the Chinese government officially included the development of China’s sharing economy in its thirteenth Five-Year Plan.65 A year later, eight central ministries released guidelines aimed at creating a more transparent and enabling policy environment to boost China’s blossoming sharing economy.66 At the State Council meeting that approved the guidelines, then-premier Li Keqiang proudly declared that China “has led the world in some fields of the sharing economy” and urged all government departments to adopt an open mindset.67 As he was quoted saying: “Regulations for the sharing economy should be tolerant while prudent, as there is still much yet to be learned about new business models. We should avoid simply applying traditional methodology on the sharing economy.”68 Between 2018 and 2020, the State Council rolled out a series of policies in support of mass entrepreneurship and innovation as an important engine to boost employment. The State Council also released a circular to promote the stable and healthy development of the platform economy in August 2019.69 Later that year, the State Council issued opinions to stabilize employment, applauding the sharing economy as a novel form of business that offered plenty of room for employment.70 When the Chinese economy faced severe downward pressures in early 2020 due to the Covid-19 outbreak, the State Council immediately introduced a circular to promote flexible employment in the sharing economy, particularly for rural and urban low-income groups.71

Although the growth of the sharing economy has been incredibly helpful in absorbing the excessive supply of low-skilled labor, it also creates many hidden social and economic problems. First, the expansion of the sharing economy could distort the allocation of investment at the expense of the formal economy. Using the example of Mexico, Santiago Levy has shown that subsidizing the informal economy leads to a misallocation of resources that undermines the formal economy, reducing the government’s fiscal ability and weakening public infrastructure.72 This phenomenon is not confined to Mexico—many other Latin American countries have observed a similar trend that has increased wage polarization, leading to more social tensions and instability, while also producing a vicious cycle that further expands the informal economy.73 Meanwhile, favorable government policies that encourage more Chinese workers to seek informal employment in the sharing economy can lead to larger-than-optimal levels of informal employment that may well undermine China’s long-term productivity and growth.74

The second problem with the expansion of the sharing economy is that it could further exacerbate income inequality. Research by a team of Stanford economists indicated a growing trend of wage polarization between high- and low-skilled workers in China.75 They observed that the drop in employment in China’s construction and manufacturing sector since the mid-2010s has driven low-skilled workers to informal employment, including in the sharing economy. As the supply of low-skilled workers has accelerated in recent years, demand has not kept pace, causing wage growth to decline. In the meantime, formal workers in high-skill services such as technology, banking, and education have enjoyed faster wage growth, thus exacerbating income inequality even further. The Stanford team warned that China may be caught in a middle-income trap—that is, the inability to move toward becoming a high-income country—even as it continues to struggle with serious wage polarization.76

Against this backdrop, China’s unveiling of the “common prosperity” initiative should not come as a surprise. In a highly influential piece published in Qiushi, a core CCP journal, President Xi Jinping outlined his vision for a comprehensive social program aimed at reducing China’s income inequality.77 Zhejiang, a rich Chinese coastal province that is home to Alibaba, was the first to roll out a pilot scheme for common prosperity.78 The plan aims to address three main gaps—the regional gap, the urban–rural gap, and the income gap—by 2025. The central pillar of this program is creating an “olive-shaped” income structure that places the middle-income families at the social core, while alleviating pressures in education, healthcare, housing, elderly care, and childcare. As a contemporaneous opinion piece in a state newspaper put it, striking a harmonious employment relationship, curbing monopolies, and preventing the overexpansion of capital should all be seen as essential steps for achieving common prosperity.79 By tightening labor regulation and improving the welfare of platform workers, Chinese tech regulation could enhance the bargaining power of platform workers. Not only that: by appealing to the masses, these measures can also enhance the popularity of China’s leadership.80

6.2.2. Firms

As the dynamic pyramid model suggests, businesses operating in China are very flexible and nimble and know how to adapt to China’s unique institutional environment and work it to their advantage. Because policy support is incredibly important in China and often trumps the law itself, Chinese tech firms have resorted to both formal and informal institutional channels to lobby for high-level endorsements for their businesses. Chinese tech firms have also sought regulatory arbitrage and have taken advantage of legal loopholes to circumvent employment liabilities and thereby lower costs.

6.2.2.1. Lobbying

China’s ride-hailing businesses started out by operating in a legal gray area.81 For years, companies such as Didi have argued that they are merely online platforms and therefore not subject to the same regulation as traditional taxi companies. Meanwhile, the explosion of ride-hailing threatens the business of the 1.4 million traditional taxis in China, whose drivers have vehemently protested against the “unfair competition” created by the ride-hailing firms.82 In October 2015, the Ministry of Transport issued its first draft rules on ride-hailing services. Under the proposed rules, operators of ride-hailing services would need to obtain licenses from the local authorities and their cars would need to be registered for commercial use. This proposal would have forced ride-sharing apps to operate more like traditional taxi companies, potentially slowing down their pace of expansion.83 Moreover, operators of ride-hailing services would have been required to sign labor contracts with drivers, which would have significantly increased their operating costs. Needless to say, Didi Chuxing and other ride-hailing firms exerted tremendous efforts in lobbying the central government to remove these restrictions.84

In 2016, Liu Qing, then CEO of Didi, put forward a proposal to the All-China Federation of Industry and Commerce (ACFIC) for facilitating and standardizing the development of ride-hailing in China.85 The ACFIC is a nongovernmental chamber of commerce that was established in 1953 to represent the CCP’s interests and promote its policies among private entrepreneurs. When the ACFIC submits a formal proposal to the Chinese People’s Political Consultative Conference (CPPCC), relevant government ministries or departments are required to investigate the proposal and provide a formal response.86 This institutional channel enables the ACFIC to exert influence over the policymaking process. Although Liu Qing is not among the ACFIC leadership, her father, the legendary entrepreneur Liu Chuanzhi, served as its deputy chair for almost a decade, starting in 1997.87 Liu Qing’s proposal was not ultimately chosen to be submitted to the CPPCC.88 However, according to a staff member of the ACFIC, Didi was able—by working through the channel of the ACFIC and with the assistance of the CPPCC—to reach out to the State Council Policy Research Office, which enabled the firm to discuss the ride-hailing regulatory issues with policymakers directly.89

In 2016, the State Council issued a national policy on reforming and promoting the development of the taxi industry, thereby setting the tone for positive policy support for the ride-hailing platforms.90 In November of that year, the Ministry of Transport, along with six other government departments, jointly promulgated the interim measures for regulating ride-hailing businesses—thereby effectively legitimizing the sector.91 Although the interim measures continued to place restrictions on the ride-hailing operators, they significantly watered down the restrictions that had been proposed the year before.92 Instead of mandating that only commercially registered vehicles be allowed to provide ride-hailing services, the interim measures explicitly encouraged private car sharing; however, they also required vehicles to install proper safety features. Importantly, the measures allowed ride-hailing firms to enter into different types of contracts with drivers instead of requiring a labor contract, which would have significantly increased the firms’ labor costs.

In the meantime, the 2016 guidelines also granted local governments more autonomy in deciding how to regulate the ride-hailing sector. This new empowerment of local governments turned out to be another regulatory headache for Didi, however, as many major Chinese cities such as Beijing, Shanghai, Guangzhou, and Shenzhen started to announce strict regulations that restricted car size and imposed local-residency registration requirements on drivers.93 Given that most of Didi’s drivers do not possess a local hukou, this effectively excluded a majority of them from joining the ride-hailing workforce. Didi and Uber reacted very strongly to these aggressive local restrictions, arguing that they would significantly increase the cost of ride-hailing and reduce the efficiency of transportation.94 In 2016, Didi’s executives, including its founder Cheng Wei and president Liu Qing, conducted a 27-city, three-week tour to lobby local governments, offering to share Didi’s data with the municipal traffic-control system and to partner with the cities to hire millions of laid-off workers.95

Meanwhile, Chinese tech firms in the sharing economy made bold claims about their capacities to stimulate employment and relieve poverty in response to the call from the central government. All of the leading players, including Didi, Meituan, and Ele.me, published annual reports via their own research centers about their contribution to the labor market. Didi, for instance, claimed that its ride-hailing services covered over 565 government-listed poor counties, generating income for over 700,000 local drivers in 2018.96 The firm was also recognized for its efforts in creating 13.6 million flexible job opportunities, lifting over 350,000 people out of poverty and putting them into the middle-income group in 2019.97 In 2020, the firm partnered with 16 online platforms to create the “New Economy and New Employment Promotion Alliance,” which aims to promote more flexible employment for excess labor in the market.98 During the Covid-19 pandemic, when tens of millions of factory workers were laid off and many young college graduates were unable to find jobs, Chinese food-delivery and ride-hailing platforms played a critical role in absorbing the excess labor.99 For instance, Didi pledged to invest RMB 200 million to promote employment for the unemployed, poor drivers, and those affected by the Covid-19 pandemic.100 The firm also claimed to have created 10 million flexible jobs for drivers and operational staff through bike-sharing services.101 As we will see, this formal and informal lobbying by Chinese tech firms paid off—in the form of lenient regulatory treatment.

6.2.2.2. Regulatory Arbitrage

Regulatory arbitrage is another important survival strategy used by Chinese tech firms. Much as in other jurisdictions, the biggest legal challenge for labor regulation in China’s sharing economy is how to categorize the platform workers, that is, whether they should be classified as employees or independent contractors, a distinction that has significant implications for their legal status. Chinese labor law demands that employment units enter into employment relationships through the establishment of a labor contract, thereby establishing a “labor relationship.”102 This formal status provides workers with a range of rights and benefits under Chinese labor law and imposes a series of liabilities on employers.103 While platforms often directly employed workers during the early days of their ventures, later years would see this model gradually fade away. In order to lessen regulatory costs, most Chinese tech firms have adopted a variety of tactics aimed at altering the legal status of their employment relationships with platform workers.

The most common strategy that platforms employ involves expanding their use of outsourced or crowdsourced workers. Outsourced workers are typically directly hired and managed by a third-party intermediary (e.g., a dispatch agency) in addition to their algorithmic management by the platform. This model creates a legal separation between the platform and the worker, eliminating any direct labor relationship and the obligations that would come with it. Meanwhile, starting in 2015, major delivery platforms began introducing an additional model for recruiting workers: crowdsourcing.104 Crowdsourced workers can sign up directly via apps such as Fengniao Zhongbao (owned by Ele.me) or Meituan Zhongbao (owned by Meituan). Although an intermediary agency is often involved, crowdsourced workers differ from outsourced workers in that they are not directly managed by the agency, but are instead subject to the algorithmic management designed by the platform.105 In 2018, Meituan’s workforce consisted exclusively of either outsourced or crowdsourced workers, with almost 60 percent of them being crowdsourced.106

In practice, intermediary agencies often enter into a “labor service agreement” (劳务合同) instead of a “labor contract” (劳动合同) with drivers.107 And yet, a signed formal labor contract is the only legal document that grants workers legal protection and associated social benefits and insurance under China’s Labor Contract Law. While “labor service agreements” offer workers a certain level of benefits and insurance, the employment relationship established through labor service agreements is not protected by the Labor Contract Law and hence does not hold employers accountable for standard worker protections or social insurance.108 Exploiting this loophole, some intermediary agencies sign service agreements with the drivers that explicitly specify the latter as independent contractors. In some cases, drivers have no agreements at all. Because drivers do not enjoy the protection of China’s Labor Law, they are more vulnerable to exploitation by the online platforms.

The other strategy employed by platforms and their dispatch companies involves employing a complex web of legal relationships in order to avoid being identified as a formal employer for the delivery driver.109 Consider the example of Quhuo, China’s largest flexible employment platform that connects workers with major on-demand service platforms such as Meituan, Ele.me, and Didi. Quhuo went public on the Nasdaq stock exchange in 2020. The firm now has over 100,000 registered workers, boasts 60,000 active workers per month on its platforms, and manages approximately 1.3 million orders per day.110 The legitimacy of Quhuo’s business model is entirely contingent on the issue of how to classify workers on its platforms. As disclosed by the firm’s 2021 annual report:


We have established business outsourcing relationships with workers on our platform, pursuant to which we pay service fees to workers engaged in our solutions as independent contractors through third-party labor service companies. . . . [W]e believe the workers on our platform are independent contractors because, among other things, they provide services for orders obtained through our industry customers and get paid primarily based on the number of completed orders. As such, we do not believe that workers on our platform should be deemed as [sic] our employees or dispatch employees under the relevant PRC laws and regulations.111



As the above statements reveal, Quhuo often does not engage delivery drivers directly, but rather does so via third-party labor-service companies. There consequently exist multiple layers of contractual relationships between the platforms and workers. In 2020, Zhicheng Law Firm, a leading public-interest legal organization in China, published an influential report about the labor issues in Chinese food-delivery services.112 The report found that delivery platforms employed a labyrinth of contracting companies based in different jurisdictions in order to shed employment liabilities.113 In one case they represented, they found that a delivery worker who signed a contract with a logistics company in Chongqing had his wages paid by a restaurant in the same municipality, and his personal taxes paid by a construction company in northern Tianjin and a dispatching company in eastern Shanghai.114 This tactic of layered dispatch arrangement has proven effective in shielding platforms against liabilities. The study also found that where full-time delivery drivers were engaged by dispatch agencies, only 81.62 percent of the cases decided by courts would recognize employment relationships between the drivers and dispatch agencies.115 The percentage dropped to 46.89 percent when it came to multilayered dispatch arrangements.116 Notably, tax evasion is also an important factor motivating platforms to employ layered contractual arrangements as some local regions in Jiangsu and Tianjin offer attractive tax benefits for small and micro-enterprises as well as flexible workers.

Unlike Quhuo, the vast majority of dispatch companies are small and medium-size firms. Of the 904 dispatch companies examined, the study found that more than 60 percent did not contribute capital after registering their company, while 16 percent had already de-registered their company.117 Thus, even if workers win their cases, they may not be able to recover any damages, since many of the dispatch agencies are in fact judgment-proof. Consider a recent case in Chongqing. In early 2020, 91 delivery drivers in that city sued their dispatch companies, requesting that the latter compensate them for wage arrears and the cost of terminating their labor contracts.118 Although the delivery drivers prevailed in court, the two dispatch companies, with a combined registered capital of only RMB 1.15 million, were unable to perform their obligations in 99 percent of the cases.119

As competition in the delivery business further intensified in 2018, more flexible work-management apps, such as Haohuo and Dinggehuo, have started to emerge, offering to help delivery drivers sign up as self-employed workers. Dispatch companies often asked their delivery drivers to join these apps, claiming that it was a more convenient way to pay them.120 Some were also persuaded to register as self-employed workers on the premise that this status would help them save on their taxes.121 The result was that many workers were defrauded and became self-employed without knowing the implications of this change in their legal status.122 The study from Zhicheng Law Firm estimates that 1.6 million delivery drivers have registered as self-employed using various flexible-employment apps.123 On the Haohuo app alone may be found almost 600,000 delivery drivers registered as self-employed firms.124 Almost 1.1 million of these workers were registered in Jiangsu province, thanks to an aggressive push by the companies and the favorable policy environment created by the local government there.125

6.2.3. Platform Participants

Workers are the major complainants when it comes to labor exploitation by the online platforms. Their complaints include insufficient orders, low wages, capricious fines, grueling hours, and safety issues.126 While these problems are significant, the avenues for addressing them are somewhat limited. Indeed, when problems arise, workers have reported difficulties in contacting platform representatives.127 The ACFTU’s monopoly in union representation makes it impossible for workers to create their own unions to effectively represent themselves. Absent legal protection for collective action, workers who participate in strikes do so at their own risk. As discussed earlier in this chapter, workers’ protests tend to be localized, small-scale, and short-lived. For instance, in June 2021, a delivery driver in Shenyang accepted 253 orders within four hours and instantly clicked “order fulfilled” for each one.128 This move was seen as an act of retaliation against Meituan’s unreasonable penalties. In 2021, as was previously mentioned in Chapter 1, a 45-year-old delivery driver for Ele.me protested unpaid wages by setting himself on fire. The incident attracted widespread attention and triggered nationwide outrage. In August 2022, another food-delivery driver stabbed himself in front of his delivery hub after being informed by his station manager that he would be subject to a penalty of RMB 1,000 if he resigned.129

But these are extreme cases. Delivery drivers tend to organize more low-profile resistance to avoid potential state crackdowns. In Shanghai and Guangdong, delivery drivers organized resistance on a small scale, targeting the station managers of the dispatch companies who directly oversee them.130 Instead of engaging in traditional forms of protest, the workers organized strikes through WeChat or other communication tools to collectively refuse accepting deliveries online. These mini-strikes were by no means always effective, but they show that workers do sometimes have some leverage in dealing with the station managers. Because the dispatch companies have their performance constantly evaluated by the delivery platforms, station managers fear the bad performance statistics that are the likely result of such strikes.131

In early September 2020, Renwu (People) magazine in China published an exposé about the intense working conditions endured by delivery workers in China.132 Based on dozens of interviews with drivers, company employees, and academics, the report revealed in detail how workers had become slaves to the algorithms controlled by the platforms. The report found that these algorithms impose almost impossible deadlines for food deliveries. As a result, workers were under extreme pressure to beat traffic and found themselves snared in endless disputes with restaurant owners and customers. This report went viral on the Chinese internet, provoking an intense public outcry. On Weibo (the Chinese Twitter), the article garnered over 3 million views within a month.133 State media also piled on with further criticism, calling for tighter oversight over the platforms, which needed to treat these workers as “people rather than machines.”134

In the face of a public-relations crisis, both Meituan and Ele.me quickly responded the day after the publication of the exposé. Meituan added eight minutes of “flexible time” for delivery drivers, while Ele.me provided customers with the option to “wait five minutes more” for their delivery.135 The public reaction to this response was overwhelmingly negative, with many accusing the platforms of shifting the burden from themselves onto their consumers while failing to address the problem of aggressive algorithmic control over workers.136 Indeed, despite the public sensation that the Renwu article initially caused, scholars have found little change in the conditions of delivery drivers two years after its publication.137

6.2.4. Regulators

In the face of emerging regulatory tensions arising from the sharing economy, Chinese administrative regulators took a rather cautious and tolerant approach. Their attitude shifted dramatically, however, from late 2020, as they rushed to take action to pressure the tech firms to improve labor protections for their workers. In the meantime, Chinese courts also responded to the central initiatives by aggressively promoting precedents that offered strong legal protection for platform workers. And yet, in spite of these efforts, there has been little sign so far that the enforcement campaign has resulted in a substantive improvement in rights for these workers.

6.2.4.1. Administrative Enforcement

In China, the Ministry of Human Resources and Social Security (MOHRSS) is the central authority in charge of formulating national labor policies and regulations and managing social security. At the same time, the MOHRSS is tasked with managing the employment market in China and with providing assistance to labor-intensive industries and enterprises to create more employment.138 As such, the ministry needs to simultaneously take on two potentially conflicting tasks—monitoring the firms to ensure adequate labor protection for workers while prodding them to provide more job opportunities. In practice, the MOHRSS sets its enforcement priority according to the policy mandates from the top leadership and the State Council.

To gauge the enforcement priorities of the MOHRSS, I did a search for all posts containing the word “Meituan” or “platforms” on its website; this allowed me to identify the activities the agency had conducted involving online platform companies by the end of 2022. The search generated 225 posts. After reading through each post, I found that almost 95 percent covered at least one of three major topics: enhancing labor protections, facilitating employment, and aiding poverty relief.
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Figure 6.1. MOHRSS’s enforcement priorities.



As the Figure 6.1 reveals, labor protections were clearly not a priority for the MOHRSS until the end of 2020; at least, they were not as important as the other tasks the agency focused on: increasing employment opportunities to boost growth, and helping with poverty relief. In the meantime, the MOHRSS has been working closely with Chinese tech firms to boost employment, including by co-organizing job forums with tech firms, promoting job training for platform workers, and encouraging tech firms to stabilize employment, in addition to offering subsidies to migrant workers during the pandemic. As an important form of poverty relief, the MOHRSS also organized the leading tech firms to provide employment opportunities for targeted groups of peasant workers living in poor areas. As Figure 6.1 shows, it wasn’t until late 2020 that the MOHRSS became visibly more active in formulating policies and enforcing relevant rules to enhance labor protections for platform workers.

On the MOHRSS’s website, I also identified 25 proposals that the National People’s Congress (NPC) and the CPPCC submitted to the agency relating to flexible employment between 2018 and 2021, with almost half submitted in 2021. Clearly, the MOHRSS was aware of the myriad labor issues arising from the platform economy. In response to these proposals, the ministry declared that it had conducted an extensive internal study, had met with leading internet companies, academics, and workers, and had conducted field studies in various regions such as Beijing and Zhejiang.139 For instance, between 2019 and 2020, the CPPCC twice urged the MOHRSS about the need to recognize the labor relationship between the tech firms and the platform workers.140 The MOHRSS strongly pushed back against this idea, noting that the classification of platform workers as employees remains a highly controversial issue that is the subject of intense debate both domestically and internationally.141 It stressed that categorizing platform workers as employees would harm the development of the sharing economy, making it more difficult for it to absorb employment. The MOHRSS also cited several studies by the Chinese Academy of Labor and Social Security (the Academy), its affiliated think tank, as an important basis in shaping its decision.142 In one study, the Academy urged the authority to take a cautious approach and carefully deliberate over the issues before taking actions, in keeping with the “let the bullet fly a bit longer” (i.e., wait and see) approach advocated by many leading Chinese scholars.143 As for concerns about the lack of social protections for platform workers (and, in particular, the inadequacy of work-injury insurance), the MOHRSS promised to follow up with research based on observations and trials conducted at the local levels.144 While the MOHRSS also urged workers to join the ACFTU unions, it stressed that workers cannot create unions based on their professions alone, making it difficult for them to unite together to represent themselves.145 It appears that, in terms of labor protections, the MOHRSS was trying to maintain the status quo; it seems to have been concerned that tightened enforcement might disrupt the platform economy and hurt the employment prospects of the Chinese labor force.

In early 2020, the MOHRSS coordinated with China’s internet association to organize a ceremony celebrating the pledge by 14 leading internet companies, including Alibaba, Tencent, Baidu, JD.com, Meituan, and Didi, to enhance care for platform workers.146 Among other things, the petition calls on both internet platforms and entrepreneurs to shoulder their responsibilities for laborers and take active measures to prevent accidents and work injuries. These pledges, however, are vague and do not offer any substantive protection for platform workers. Meanwhile, some cities piloted social-insurance programs for platform workers, even though workers would need to contribute to such insurance themselves. In July 2019, the Chengdu city government promulgated measures to enhance the participation of social insurance for gig workers.147 That same month, the Beijing Post Management Bureau, the MOHRSS, and the Medical Security Bureau jointly promulgated a notice to enhance protections for couriers. In November 2019, Zhejiang MOHRSS promulgated an opinion to enhance protections for gig workers. However, none of these measures is legally mandated and their impact appears limited.148

The pivot came only after China initiated a massive crackdown against the tech firms in late 2020. In the summer of 2021, three central ministries, including the Ministry of Transport, the MOHRSS, and the State Administration for Market Regulation (SAMR), led efforts to issue a series of guidance documents or opinions to enhance labor protections for platform workers. On June 23, 2021, seven agencies of the central government, led by the Ministry of Transport, jointly issued a guideline to protect the rights of delivery workers. The Guideline Opinion (also known as “Document No. 59”) outlined eight tasks and measures, spanning benefit distribution, labor remuneration, social insurance, the operating environment, the responsibilities of business owners, standardized management, network stability, and career development.149 In response, many provincial governments, including those in Beijing, Shanghai, Fujian, and Zhejiang, promulgated rules for implementation in accordance with their local conditions.150

On July 16, 2021, eight central-level ministries led by the MOHRSS released their Guiding Opinions on Protecting Labor and Social Security Rights and Interests of Workers Engaged in New Forms of Employment (“Document No. 56”).151 Document No. 56 stresses the need to enhance protections for platform workers, particularly with regard to the determination of labor relationships, eliminating employment discrimination, maintaining a minimum wage, establishing a standard for reasonable workload and rest, enhancing safety measures, contributing to social insurance, and preventing occupational injury. Regarding workers who do not fully meet the requirements for a formal employment relationship, Document No. 56 encourages companies to sign written contracts with them and reasonably define the parties’ respective rights and obligations.152 To prevent platforms from shedding their liabilities, Document No. 56 further emphasizes that when tech companies use contractors to hire workers, they should still bear relevant legal liabilities in case of harm to workers’ interests.153 That said, Document No. 56 provides only high-level guidance, and it is left to local governments to work out the details of implementation.

On July 26, 2021, the SAMR and six other government departments jointly published their Guiding Opinions on the Implementation of the Responsibilities of Online Catering Platforms to Effectively Safeguard the Rights and Interests of Food Delivery Drivers (“Document No. 38”).154 Document No. 38 requires delivery platforms to ensure that the actual income of food-delivery drivers does not fall below the local minimum wage and that delivery drivers should have access to basic social security. Most notably, it provides that the “strictest algorithm” shall not be taken as the assessment criterion for delivery drivers. Instead, it calls for platforms to use a moderate version of the algorithms to allow more time for food delivery.155 In addition, Document No. 38 highlights the duty of platforms to strengthen road safety, urges platforms and dispatch companies to help workers purchase social and commercial insurance, and encourages them to participate in local experiments to protect flexible workers from occupational injuries. Document No. 38 also urges platforms to build union organizations so that workers can better negotiate their labor rights and requires them to create direct and timely dispute-resolution mechanisms for delivery drivers. In the case of disputes about late deliveries, platforms should be able to resolve complaints from delivery drivers within 24 hours.

The ACFTU, China’s only legal trade union, also joined the fray. In July 2021, the ACFTU released opinions on enhancing the protection of laborers in the new economy.156 The opinions urged the ACFTU unions at all levels to enhance their efforts to help platform laborers join unions. In September 2021, the Beijing Municipal Federation of Trade Unions (BMFTU) introduced guidelines to regulate and encourage the unionization of delivery drivers.157 The guidelines lay out 10 major measures to improve union work to protect China’s informal labor force in the new economy.158 This move represents a significant step by the ACFTU to improve union representation in the sharing economy. Given the ACFTU’s dual goal of serving workers and the state, however, labor activists are not optimistic that the establishment of such unions will have a substantive impact on workers’ welfare.159 As grounds for their skepticism, they pointed to a similar union formation in Shanghai and Xiamen, which failed to fundamentally transform the uneven relationship between the workers and the platforms.160

On September 10, 2021, the MOHRSS, along with the Ministry of Transport, the SAMR, and the ACFTU, summoned 10 leading internet platforms for a meeting on administrative guidance.161 During the meeting, the agencies urged these tech firms to lead by example in meeting the labor-protection standards laid down in Document No. 56. In January 2022, the same four central ministries met 11 internet platforms, first acknowledging the improvements these companies had made in the preliminary phase, before also urging their continuing compliance.162 A similar administrative-guidance meeting was held in September 2022—but this time the same four ministries were joined by the Cyberspace Administration of China (CAC), which apparently had an interest in regulating online platforms’ algorithmic control of workers.163

As mentioned in Chapter 5, four central ministries, led by the CAC, promulgated some measures for managing the algorithms of internet services in January 2021, which include a provision requiring catering platforms’ dispatching algorithms to provide workers with adequate compensation and rest.164 Companies including Meituan and Ele.me were further required to submit filings on their algorithms with the CAC’s newly established filing system. In their filings, both Meituan and Ele.me claimed that they had relaxed their algorithmic control over workers.165 For instance, Meituan stated that it had chosen the longest estimated delivery time to display on the order page, while Ele.me emphasized that it would not adopt the minimum delivery time and would provide drivers with more time during difficult conditions.166 An interview with an employee from a food-delivery platform has also shown that adjusting such algorithmic control was a top compliance priority for these catering platforms.167 In addition to adjusting their algorithms, companies such as Meituan pledged to carry out pilot programs for improving the protection of workers from work-related injuries. Meanwhile, Didi, Meituan, and JD.com set up government-backed unions.168

6.2.4.2. Courts

Given the administrative authority’s general reluctance to take aggressive action against the tech firms before late 2020, platform workers and related third parties had to rely on themselves to challenge their employers in labor arbitration or in the courts. In China, labor disputes typically first need to go through labor arbitration before going to court. Not all of those with grievances decide to invoke the formal legal processes, however, with many workers being deterred by the fact that they lack a contract with their employers.169 To assess the judiciary’s response during the tech crackdown, I researched cases involving delivery drivers in the China Judgement Online database.170 In the summer of 2022, I collected a sample of 1,369 cases involving the issue of whether the delivery worker should be deemed an employee of the intermediary agencies or of the platforms. Among these 1,369 cases, 61 percent involved outsourced drivers, with the remainder involving crowdsourced drivers (32 percent) and self-employed drivers (6 percent). This is understandable given that outsourced drivers typically work full-time and are thus more likely to run into traffic accidents than crowdsourced drivers who work part time. Meanwhile, 36 percent of the cases were brought by delivery drivers, while a full 50 percent were brought by pedestrians injured by delivery drivers. This shows that innocent third parties are the major litigants in Chinese court cases involving delivery drivers. At the same time, it is important to note that these cases in my sample represent only a small portion of the cases that were brought to the court, as most are likely resolved through mediation. According to the report from one Shanghai court, 85 percent of the traffic-accident cases involving delivery drivers between 2016 and 2020 were either withdrawn or mediated.171 The court, which had invested tremendous resources in mediating the conflict, was apparently proud of its achievement, as it explained at great length how it had coordinated with the relevant stakeholders and organizations, including the police, the insurance companies, the injury-identification center, and the law firms.172

As mentioned earlier in this chapter, Chinese tech firms have engaged in regulatory arbitrage by either outsourcing or crowdsourcing workers instead of directly employing them. This tactic has proven extremely effective. Within my sample, I found only 36 cases—or 2.6 percent of the total—in which platforms needed to shoulder some employment responsibilities. In the vast majority of cases, courts decided that the platforms were immune from liabilities, either because the workers were independent contractors or employees of intermediary agencies (e.g., dispatch companies, or a human resource management company). In the case of crowdsourcing, platforms typically argue that drivers are not their employees because they do not exert managerial control over them and cannot require them to work. Platforms also argue that they do not set rules for attendance, and drivers can work part-time. Moreover, drivers get remunerated each time they fulfill an order, and this mode of remuneration is inconsistent with the traditional payment of a salary.173

Among those 36 cases in which platforms were held liable, 72 percent involved vicarious liabilities, in that the delivery drivers had caused injury to third parties, and two cases involved the deaths of pedestrians. In 53 percent of these 36 cases, the platforms were held solely liable, whereas in the rest, the platforms were held jointly liable with the dispatch companies or the delivery drivers. Of these cases, 67 percent involved Ele.me, and none involved Meituan. Courts in Shanghai decided 44 percent of these cases, all of which involved Ele.me based in the same city. According to my interview with a former judge, some Shanghai courts once attempted some judicial reforms in cases involving delivery workers according to guidance from the Shanghai High Court, but eventually gave up this practice after seeing few similar reforms from other provinces.174 A close reading of these cases reveals that courts are very reluctant to hold platforms solely liable, except when the third party fails to sue the intermediary agency or the latter is broke. Indeed, even when platforms were found vicariously liable for tortious cases involving physical harm, courts were still reluctant to confirm a labor relationship between the platforms and outsourced workers half of the time.175

Although Chinese courts seldom recognize employment relationships between platforms and delivery drivers, they often hold the intermediary agencies liable as an employer. Although many delivery drivers do not enter into any written agreement with the intermediary, a contract is not strictly necessary for courts to establish the existence of an employment relationship.176 Thus, in the absence of a formal agreement, the intermediary agency could still be held liable for vicarious liabilities or other employment liabilities.177 Using my sample of cases, I found that Chinese courts are more likely to recognize employment relationships when the delivery driver is outsourced than crowdsourced, and least likely to recognize employment relationships when the worker is self-employed. Moreover, Chinese courts are likely to consider other factors, such as whether the case involves physical injuries or financial loss. Generally speaking, courts are more likely to recognize employment relationships where the worker has caused injuries to third parties than cases in which the worker has incurred a work-related injury, and they are least likely to recognize a labor relationship in cases of wage arrears (see Table 6.1). These results are consistent with the findings of other scholars, who show that Chinese courts are very sensitive to spillover effects of employment relationships on society at large and seem much more willing to intervene in cases involving innocent third parties.178



Table 6.1. The Rate of Recognition of Employment (2020–2021)




	
	Crowdsourcing
	Self-employed
	Outsourced





	Third-party injuries
	91%
	84%
	98%



	Worker injury
	34%
	30%
	81%



	Wage arrears
	22%
	26%
	83%







Meanwhile, China is a vast country and there is a significant divergence among courts from different regions in deciding labor cases involving delivery drivers (see Figure 6.2). For instance, the average employment recognition rates between 2020 and 2021 in major provinces such as Guangdong, Beijing, Zhejiang, and Shanghai are above 85 percent, whereas the rates in other provinces such as Jilin, Tianjin, Guangxi, and Yunnan are below 60 percent.
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Figure 6.2. Average employment recognition rate (2020–2021).



Meanwhile, I found that cases involving self-employed workers increased quite significantly in some provinces. For instance, Beijing had no self-employed cases in 2020, but in 2021 the number jumped to 11, accounting for 19 percent of cases. Similarly, in 2021 Jiangsu saw the number of self-employed cases increase from three cases (3 percent) in 2020, to 11 cases (15 percent). This trend is not consistent across the country, however. Tianjin, for instance, had 26 self-employed cases in 2020 but had no such cases at all in 2021. Overall, the percentage of self-employed cases in both 2020 and 2021 remained at the same level of 6 percent. This suggests that two things could be happening at the same time. First, in some provinces, dispatch companies may be trying to persuade or even force workers into switching from crowdsourcing or outsourcing to a self-employed model to further shed liabilities.179 Second, platforms have come under increasing public and regulatory scrutiny concerning their engagement of self-employed delivery drivers, especially following the release of the aforementioned Zhicheng report.180 In response to public criticisms, in September 2021, Meituan and Ele.me both pledged not to force drivers to register as self-employed workers.181

Meanwhile, the judicial system has clearly responded with a propaganda campaign. Starting in June 2021, there has been a significant increase of coverage of typical cases and relevant studies within the judicial system’s newspapers and magazines. Although there is no stare decisis in China, Chinese courts promote typical cases as a way of nudging lower courts to follow their decisions. Major Chinese cities, including Beijing, Shanghai, Jiangsu, Guangdong, Shandong, and Chongqing, have published typical cases involving flexible employment in the new economy.182 Most cases published by these provinces recognize the labor relationship between the platform workers and the intermediary firm, thus sending a strong signal to local courts to tighten regulation.183 This is particularly the case in situations where delivery drivers either lack contracts or have signed up as independent contractors, but are in fact subject to close monitoring by the dispatch companies.184 In a typical case promoted by the Shanghai High Court, an intermediate court in Shanghai recognized a labor relationship when the dispatch company employed a complex web of legal relationships to avoid being identified as the formal employer of the delivery worker.185 Courts in Jiangsu and Beijing have also published research reports on how to classify employment relationships in the new economy, advocating a pragmatic approach to enable courts to pierce through the veil of the contract in determining the existence of a labor relationship.186

Jiangsu, home to an estimated 1.1 million workers in flexible employment, has been the most active in this regard. In July 2021, the Jiangsu Intermediate Court launched a labor tribunal that specifically handles labor disputes arising from the platform economy.187 In a landmark ruling in June 2020, the Jiangsu court decided a case in favor of a delivery driver named Meng Jingping, who initially signed up as an independent contractor via the flexible-employment app Haohuo. Like many drivers, Meng apparently didn’t understand the legal implications of being an independent contractor rather than a formal employee. The court decided that the dispatch company had exerted de facto management over Meng and recognized a labor relationship in his case. This decision was widely endorsed and promoted by the Jiangsu High Court and the Supreme People’s Court (SPC) to deter firms from evading liabilities by registering workers as independent contractors.188 This case was also featured in a state media television series on the rule of law sponsored by the Supreme People’s Court (SPC). This propaganda campaign appears to have been effective. Within my sample of 1,369 cases, the Chinese courts nationwide recognized an employment relationship in 22 percent of cases involving self-employed delivery drivers in 2020; in 2021, this number jumped to 68 percent. That said, the cases involving self-employed drivers account for only 6 percent of the total cases in my sample. Thus, even with the improvement of labor protections for self-employed drivers, it can only do little to improve the welfare of the vast majority of drivers in China.

In May 2021, a worker named Liu died of a sudden stroke while delivering food for Ele.me.189 Mr. Liu had signed an outsourcing service-cooperation agreement with a third-party agency and thus had no direct employment relationship with Ele.me. However, Mr. Liu’s family sued both the intermediary firm and Ele.me, arguing that the platform should also be held liable because it failed to exercise due care in regard to Mr. Liu. Ele.me rebutted this argument, saying that the platform had no direct management role over Mr. Liu and only provided him with information services. The platform further claimed that Mr. Liu was a crowdsourced worker, who as such had complete freedom to choose his working time, location, and whether to take any orders. Furthermore, Ele.me maintained that it had already helped Mr. Liu sign up for commercial insurance and thus was not obliged to shoulder any liabilities. In November 2022, the Chaoyang District Court handed down an opinion that strongly favored the delivery driver. The court pierced through the veil of the service-cooperation agreement, noting that the intermediary agency was a de facto employer for Mr. Liu. The court also held the platform partially liable on the basis that it had the capacity to monitor delivery updates, but failed to give timely feedback to the intermediary agency, thus contributing to the delay in rescuing Mr. Liu. As such, the courts held that Mr. Liu was liable for 10 percent of the damages, Ele.me was liable for 20 percent, and the intermediary company was liable for 70 percent.

In a surprising move, the Chaoyang District Court launched a media campaign to promote its decision. Apparently prepared in advance, major Chinese newspapers and social media outlets provided extensive coverage about this case on the day of the trial and the court’s announcement of its decision.190 This proactive publicity approach is quite unusual, particularly as the case might still be appealed, and the verdict is not yet final. It also seems to indicate that the court has already reached its decision before a formal trial. Despite its high publicity, this decision appears to be an outlier thus far. As of February 2023, my search of the China Judgement Online database revealed 11 closely similar cases involving the deaths of delivery drivers in 2022. Platforms were not held liable in any of these cases, while the intermediary agency was held liable in six of them. In the six cases involving crowd-sourced drivers, neither the platform nor any intermediary company was held liable. In fact, the Beijing court didn’t hold platforms liable in any of the other cases involving delivery drivers in 2022.

An important question is whether Chinese courts have offered more protection for delivery workers since the initiation of the law-enforcement campaign in late 2020. Overall, I did not identify a significant shift of judicial approach between 2020 and 2021 in my sample. (see the regression analysis in Appendix 6.1) While the rate at which employment relationships are recognized has clearly increased for self-employed workers, there isn’t any clear trend of improvement for crowdsourced or outsourced workers. In fact, statistical analysis shows that the rate of employment recognition has actually decreased for crowdsourced delivery workers. Across the country, courts continue to be divided in deciding how to classify labor relations for delivery drivers. While Tianjin clearly improved labor protections for delivery workers, three other provinces, Guizhou, Chongqing, and Qinghai, appear to have gone in the opposite direction.

6.3. Future Trend

Similar to antitrust and data enforcement, labor regulation also saw a loosening in early 2022. However, Chinese labor enforcers have persisted in implementing measures to strengthen labor protection. Simultaneously, they are confronted with the challenging task of establishing appropriate labor standards that do not jeopardize the sharing economy.

In July 2022, China’s MOHRSS, in collaboration with nine other central ministries, jointly unveiled a notice initiating a trial scheme for occupational injury insurance targeting platform workers.191 The pilot program commenced in seven provinces and cities, encompassing Beijing, Shanghai, Jiangsu, Guangdong, Hainan, Chongqing, and Sichuan.192 Under this arrangement, platforms are obliged to purchase occupational injury insurance for platform workers (e.g., ride-hailing drivers, food-delivery workers, couriers, and truck drivers), with fees ranging between RMB 0.04 and RMB 0.2 per transaction, depending on delivery type.193

On February 21, 2023, the MOHRSS issued a notice regarding labor contracts and written contracts for new forms of employment.194 Echoing the guidance opinion released in July 2021, the notice underscored the importance for companies to sign labor contracts with platform workers, provided their engagement aligns with labor relationship stipulations. Crucially, the notice proffers template contracts for engagement not wholly adhering to employment conditions, including a written agreement between platforms and workers, and a written contract involving the platform, intermediary agency, and worker. This regulatory move represents a significant push for platforms to assume more labor responsibilities for workers. As noted earlier, many platform workers did not sign contracts with intermediary agencies, and few signed contracts directly with platforms. Instead, platforms frequently resorted to employing workers via intricate contractual arrangements with intermediary agencies, skirting labor liabilities. By widely publicizing contract templates, the MOHRSS is exerting social pressure on platforms to conform to its templates. However, the tangible impact of these templates remains nebulous, given the absence of a mandate for platforms to adopt the model contracts.

As the MOHRSS tries to encourage platforms to bear more labor responsibilities, the Chinese courts are also attempting to provide guidance for classifying labor relationships. On December 27, 2022, the SPC published an opinion regarding judicial services and protection to safeguard employment.195 In this opinion, the SPC outlined five major factors for determining labor relationships in the absence of a prior contractual arrangement between the platform and the worker. These factors include: the working hours and flexibility for workers in deciding their workload; the extent of management and control over the labor process; whether the worker must comply with relevant working procedures, discipline, and award measures; the continuity of the nature of the services provided by the workers; and the workers’ ability to determine whether and how to change transactional prices.196 Despite this attempt to provide clearer guidance to lower courts, the SPC’s evaluation criteria remain vague, leaving the boundaries of employee classification undefined. As of mid-2023, the SPC has yet to publish a judicial interpretation on properly classifying platform workers, resulting in continued uncertainty regarding the extent of protection that platform workers may receive in labor disputes.

In the face of mounting pressures for enhanced labor protection, both the MOHRSS and Chinese courts seem to lack a robust commitment for reforms, likely due to the intricate nature of their mandates. As explained earlier in this chapter, the MOHRSS shoulders a plethora of responsibilities, from shaping labor policies and overseeing social security to supervising the employment landscape and fostering job creation. Consequently, the MOHRSS must delicately calibrate its regulation of Chinese tech firms to avoid imposing unduly onerous regulations that could adversely affect employment rates. Indeed, after more than three years of draconian pandemic control measures, the Chinese economy experienced a sharp downturn, with the youth unemployment rate soaring to nearly 20 percent in April 2023.197 In response, the State Council unveiled an extensive blueprint to invigorate employment, and Premier Li Qiang vowed to bolster market sentiment to preserve employment stability.198

Likewise, the Chinese courts must also deftly navigate a complex balancing act, as they contemplate the implications of their dispute adjudications. Faced with an extremely high caseload, Chinese judges have suffered from a perennial problem of capacity constraints.199 A significant improvement in labor protection for delivery workers by the court will likely cause a sudden influx of cases, bringing additional pressures upon the already highly strained judiciary. More importantly, unlike the central ministries, which only need to answer to Beijing, Chinese courts face much more intense political pressure from the local governments that control their budgets and personnel.200 In these circumstances, Chinese judges will need to strike a very delicate balance in adhering to Beijing’s initiatives while also guarding local economic interests.

6.4. Summary

This chapter began by presenting the status of labor regulation in the Chinese tech sector and identified three main challenges. The first revolves around platforms’ algorithmic exploitation of their labor force, which not only harms the interests of workers, but also incentivizes dangerous driving and increases traffic accidents on the road. The second challenge arises from the government’s failure to provide sufficient social insurance, particularly for those migrant workers who often work in the informal sector, which offers little in the way of employment protection. The third challenge stems from the government’s monopolization of the right to form unions, which creates significant barriers for platform workers seeking to organize collective actions to bargain with the internet giants.

Echoing the regulatory dynamics described in Chapter 2, Chinese labor authorities were slow to intervene in labor violations and failed to take forceful action to stop abusive practices. Chinese courts were also highly divided in cases involving the labor rights of platform workers. Since the initiation of the tech crackdown in late 2020, however, Chinese labor enforcement has taken a dramatic U-turn, with the administrative authorities quickly churning out guidance and measures aimed at enhancing protections for platform workers. The SPC and courts in major Chinese provinces also responded with a propaganda campaign, intensively highlighting precedents that offered strong protection to platform workers. And yet, despite these strong regulatory signals, statistical analysis shows little difference in actual judicial practice, with courts remaining divided as to how to properly classify employment relationships in cases involving platform workers. Although the judicial system has offered more protection for self-employed delivery workers, this improvement has affected only a tiny percentage of cases. In contrast to their counterparts in antitrust and data enforcement, labor regulators—including the judiciary and the administrative authority—appear to exercise a considerably greater degree of restraint in their enforcement actions. This is likely attributable to their intricate and expansive mandates, which demand careful consideration of the economic consequences of their regulatory actions. In fact, if they were to impose excessively stringent standards on tech companies, the potential impact on local employment could pose a serious threat to social stability.

Appendix 6.1 Regression Results on Labor Relationship Recognition

Using a hand collected dataset that includes all cases related to employment relationship recognition in China between 2020 and 2021 (number of cases: 1369), I conducted a regression analysis to estimate the correlation between the temporal changes in the labor relationship recognition rate (from 2020 to 2021) and the identity of the driver ((e.g., crowd-sourced, outsourced, self-employed, others), and geographic regions (provinces). I used a linear probability model with employment relationship recognition (1/0) as the dependent variable, and the main variables of interests are: Year = 2021 (the baseline year is 2020), the interaction terms (Year = 2021)*(Driver Type), which quantifies the temporal change for each driver identity category, and the interaction term (Year = 2021)*Province, which captures the time trend for each province. I also controlled for other variables such as case category (e.g., third-party injury, worker injury, wage arrears, others), platforms (e.g., Meituan, Ele.me, others), whether the accident occurred during delivery, whether insurance is involved in the case, and whether the case was appealed or went through a retrial.

The regression results are shown in the table below, which presents four specifications with different combinations of variables of interest. As Column (1) shows, on average, I did not find a statistically significant increase in labor relationship recognition rate from 2020 to 2021. However, by examining each driver types separately (Columns 2 and 4, Driver = Crowd-sourced is the baseline in the regressions), I found that drivers labeled as “self-employed” see a more than 40 percentage points increase in the labor relationship recognition rate from 2020 to 2021. This increase is both statistically and economically significant. In contrast, I did not observe statistically significant increases for the other driver types.

Regarding geographical differences (Columns 3 and 4, Shanghai is the baseline in the regressions), I found no single province with a statistically significant increase in the labor recognition rate from 2020 to 2021. For exposition brevity, while I included all provinces in the regressions, the table presents only coefficients of the provinces with changes significant at the 5% level. As shown below, four provinces (Anhui, Guizhou, Chongqing, and Qinghai) experienced a significant decline in employment recognition over the two years. Tianjin is the only province that experienced a significant increase in employment recognition in Column (3). However, looking closely, this change can be largely attributed to the fact that the composition of driver types involved in these cases are significantly different between 2020 and 2021. Specifically, out of the 41 cases in Tianjin in 2020, 26 involved drivers identified as self-employed, while this number becomes 0 out of the 24 cases in 2021. Thus, once I controlled for the (Year = 2021)*(Driver type) variables (Column 4), the change becomes insignificant.

Table: Regression Results on Labor Relationship Recognition






	Dependent Variable: Employment Relationships Recognition (1/0)



	
	(1)
	(2)
	(3)
	(4)





	Intercept
	0.990***
	1.016***
	0.953***
	0.970***



	
	(0.037)
	–0.038
	(0.045)
	(0.045)



	Year = 2021
	–0.0197
	–0.0828***
	0.0523
	0.0023



	
	(0.019)
	(0.031)
	(0.059)
	(0.061)



	Driver = Self-Employed
	–0.259***
	–0.326***
	–0.0599
	0.304***



	
	(0.027)
	(0.057)
	(0.043)
	(0.06)



	Driver = Outsourced
	–0.232***
	0.213***
	0.223***
	0.179***



	
	(0.066)
	(0.028)
	(0.02)
	(0.028)



	Driver = Others
	–0.0838
	0.160
	–0.286
	0.194



	
	(0.141)
	(0.316)
	(0.222)
	(0.31)



	(Year = 2021) * (Driver = Self-Employed)
	
	0.467***

(0.080)
	
	0.475***

(0.082)



	(Year = 2021) * (Driver = Outsourced)
	
	0.0605

(0.039)
	
	0.0867**

(0.04)



	(Year = 2021) * (Driver = Others)
	
	–0.892**

(0.446)
	
	–0.928**

(0.438)



	(Year = 2021) * Tianjin
	
	
	0.211**
	0.0785



	
	
	
	(0.103)
	(0.104)



	(Year = 2021) * Guizhou
	
	
	–0.676***
	–0.782***



	
	
	
	(0.181)
	(0.179)



	(Year = 2021) * Chongqing
	
	
	–0.612***
	–0.636***



	
	
	
	(0.104)
	(0.103)



	(Year = 2021) * Qinghai
	
	
	–0.765**
	–0.747*



	
	
	
	(0.387)
	(0.382)



	(year = 2021) * Anhui
	
	
	–0.205*
	–0.219**



	
	
	
	(0.111)
	(0.11)



	Other Variables included
	
	
	
	



	Case Type
	v
	v
	v
	v



	Platform
	v
	v
	v
	v



	Timing (delivery or not)
	v
	v
	v
	v



	Covered by insurance
	v
	v
	v
	v



	Retrialed
	v
	v
	v
	v



	Province
	v
	v
	v
	v



	(Year = 2021) * Province
	
	
	v
	v



	Number of Observations
	1369
	1369
	1369
	1369



	R-squared
	0.367
	0.385
	0.407
	0.424





Notes. ***, **, * represent the coefficient is significant at 1%, 5%, and 10% levels respectively.





Part III

Platform Self-Regulation

This part examines how Chinese tech firms self-regulate in the shadow of the dynamic pyramid model of regulation. It consists of two chapters. Chapter 7 addresses the limits of public regulation and explores how Chinese tech firms become de facto regulators, enforcing internal rules through various sanctioning mechanisms. Contrary to the common perception of the predatory nature of Chinese state intervention, this chapter reveals that Chinese judiciary has actually given a helping hand to Chinese tech firms by offering them indispensable judicial support. Chapter 8 discusses how Chinese online platforms, driven by insecurity about government intervention and rampant market fraud, are decentralizing governance to diffuse tensions arising from their platforms. Drawing on the innovative dispute-resolution schemes adopted by Taobao and other leading Chinese online platforms, this chapter illustrates how Chinese tech firms have attempted to use crowd-sourcing mechanisms to enhances efficiency in dispute resolution and to improve procedural justice.
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Platforms as Quasi-Regulators

For many Chinese tech firms at an early stage of development, their first priority is not legal compliance, but rather how to move fast and break things in order to grab more user attention and gain market share. Indeed, many leading Chinese online platforms have thrived by operating in legal gray areas—a practice that is vital for them to gain competitive advantage. As observed in previous chapters, Chinese e-commerce firms have tolerated a vast amount of fake promotional reviews and counterfeit products to attract users to their marketplaces, social-media platforms have harvested huge amounts of user data without obtaining proper consent and authorization, and ride-hailing platforms have operated in many Chinese cities without obtaining proper licenses. Meanwhile, the vast majority of these tech firms have structured themselves as variable interest entities (VIEs) to obviate China’s foreign-investment restrictions and raise capital overseas. Until the top leadership became concerned about the “overexpansion of capital” and mobilized the entire bureaucracy to rein in its Big Tech firms in late 2020, Chinese tech firms were largely immune from strict regulation and enjoyed vast discretion in running their own platforms.

And yet, paradoxically, the same light-touch regulatory environment that Chinese online platforms exploited during their rise also presented them with acute challenges. Fraud is endemic in China—a problem that has been mentioned in previous chapters, and which will be further elaborated in this chapter. But state law can do little to address many of the problems arising from it. In reality, online consumers rarely resort to the formal legal system for settling their disputes, making state law largely irrelevant to online dispute resolution. Most parties to such disputes were never practically governed by the formal legal system in the first place; they seldom bargain in the “shadow of the law.”1 As Van Loo succinctly observed, “the corporation is the closest thing to a courthouse that most consumers will encounter.”2 The regulatory burden accordingly falls upon the online platforms, which act as middlemen facilitating transactions between buyers and sellers. In essence, online platforms act as for-profit third-party intermediaries, providing contract-enforcement services for transacting parties. That is, not only does a typical e-commerce platform serve as an information intermediary, transmitting the reputation of sellers and buyers through a feedback system; it also operates as an enforcement intermediary, meting out ex post punishments when a party violates transactional rules.

In assuming this role, Chinese online platforms face distinct challenges. In a seminal paper, Molly Cohen and Arun Sundararajan pointed out three factors that might lead to successful governance within self-regulatory organizations: the use of the power of reputation, the establishment of a credible enforcement mechanism, and a perception of legitimacy.3 These are the three crucial tasks facing Chinese tech firms in governing their own platforms.

First, Chinese online platforms need to build a vibrant reputation mechanism to attract users so as to facilitate transactions between them. Meeting this criterion poses a significant challenge for Chinese platforms given the endemic fraud in the Chinese market. Chinese tech firms turned this challenge into a competitive advantage by quickly installing a major feedback mechanism to grow their market—that is, by tolerating a considerable number of fake promotional reviews, thus echoing the “fake it till you make it” survival strategy discussed in Chapter 1. Second, Chinese tech firms need to create an internal legal system to credibly enforce the rules they create. In practice, Chinese platforms have achieved such credibility by engaging in co-regulation with the Chinese judiciary, which has provided indispensable support for the tech companies’ own internal systems of punishment and enforcement. Third, because platforms are only private enforcers and lack the state’s legal authority, they are constantly confronted with challenges in asserting their legitimacy. Faced with the threat of stringent regulation, Chinese online platforms have a strong urge to decentralize their governance in order to ease and diffuse tensions arising from the platform. In this chapter, I will focus on the first two aspects of Chinese online platforms’ self-governance strategies, drawing frequent references to Taobao, China’s premier e-commerce site, owned by Alibaba. I will elaborate on the third point regarding the decentralization of platform governance in the next chapter.

7.1. Building (Faking) a Reputation Mechanism

One of the biggest challenges facing Chinese online platforms in the early days of their business venture was how to build trust between the transacting parties. Without knowing the creditworthiness and reliability of the seller, consumers could be reluctant to place an order, resulting in fewer transactions than the socially optimal level. This can be termed an “adverse selection problem,” otherwise known as the “lemons problem” in economics.4 To overcome this problem, eBay pioneered building an online review mechanism to alleviate information asymmetry between merchants and buyers. This business model was quickly followed by other e-commerce platforms, including those based in China. Chinese tech firms are acutely aware of the value of customer reviews, as positive reviews help merchants attract more customers and thus help facilitate more transactions. Chinese e-commerce platforms therefore have a strong incentive to encourage the proliferation of fake promotional reviews, particularly during the early stages of their development.5

Setting up a strong reputation mechanism, however, is far from easy. In an ideal world, online platforms would provide accurate information by building a very clean reputation system. In reality, however, the reputation system is subject to a lot of noise.6 To begin with, the feedback rate from consumers tends to be very low. Scholars have found, for instance, that even eBay buyers leave feedback on their transactions only 50 percent of the time.7 After all, writing feedback takes time, and this information only benefits others.8 As such, user-generated feedback is a public good that is often underprovided.9 To overcome this problem, Chinese e-commerce businesses such as Taobao have adopted several strategies to encourage and inflate customer reviews. For instance, to encourage consumers to submit reviews after their purchases, Taobao rewards them with consumer credits for contributing reviews that exceed 80 words and contain at least one image.10 Taobao has also created a default setting that gives a positive rating to the seller if the buyer leaves no review.11

Merchants, on the other hand, have a strong incentive to manipulate consumer reviews to boost their sales. For instance, many merchants on Taobao promise to give customers a rebate if they leave a positive review.12 Although Taobao has explicitly forbidden this practice, the prohibition is hard to enforce because few customers would bother to complain about such “offers” from merchants. Another common form of promotional review is called “brushing,” a term that comes from Taobao’s feedback system.13 In a typical brushing transaction, the merchant gives instructions to a “brushing company,” who will then place an order and make a payment; the merchants simultaneously either fake an order dispatch on the system or send an empty parcel to complete the transaction.14 This then gives the brushing company an opportunity to leave a positive review for the merchant. Empirical studies have found that sellers can improve their reputation at least 10 times faster if they use brushing services instead of confining themselves to honest practices.15 Vendors’ desires to boost their reputation expeditiously also birthed an underground industry specializing in review manipulation. Outwardly, all Chinese e-commerce platforms explicitly condemn and prohibit brushing and vow to take drastic measures to combat such fraudulent practices. That said, a strong information asymmetry exists between the platform and its users, and the platform’s actual efforts are largely unobservable to outsiders. In this situation, it is easy to imagine an online platform adjusting its enforcement intensity to maximize its own business interests, potentially at the expense of consumers.

Consider the example of Taobao, a business-to-consumer (often called B2C) market founded in 2003 by Jack Ma and his partners. Unlike Amazon, which derives its revenue from a transaction fee for the items sold on its platform, Alibaba initially charged no transaction fee to either buyers or sellers and mainly made money from charging sellers for advertising. In 2008, Alibaba created Tmall, which connects premium brands with customers. Tmall shares Taobao’s traffic, as both the Taobao and Tmall listings could be found on Taobao’s main mobile app. Of the two, Tmall is more profitable for Alibaba, because it charges merchants a transaction fee. Although brushing is a form of promotion that cuts into Alibaba’s advertising profits, it also helps increase the popularity of merchants’ products and boosts the volume of transactions conducted on Taobao—a metric that is often used to demonstrate the e-commerce platform’s popularity. Boosting the volume of transactions in turn attracts more buyers, which in turn attracts more sellers, thus improving the transaction-fee revenue Alibaba could gain from Tmall. Consequently, if Alibaba adopts a very harsh approach in purging brushing, it could deter many sellers from its platform, particularly those Taobao sellers that rely heavily on brushing to promote their products. Moreover, the loss of Taobao sellers could result in less traffic for Taobao’s app, thus reducing Alibaba’s overall revenue. To maximize its profits, Alibaba therefore needs to strike a very delicate balance in tolerating some level of brushing to maintain both its profits and its growth.

To be sure, there exist clear legal sanctions against brushing. Brushing is considered a form of false adverting that is prohibited under various Chinese laws, notably the Anti-Unfair Competition Law, Consumer Protection Law, and E-Commerce Rules.16 The practice can also lead to various criminal charges, including fraud, the destruction of business operations and harming commercial reputation, and infringement of personal information.17 Moreover, if platforms are aware or should be aware of brushing practices but fail to take proper measures to prevent them, they are held jointly liable.18 To ward off such liability, Alibaba claimed to have employed an elaborate five-layer risk-prevention framework, punishing sellers who engaged in brushing through online as well as offline channels.19 In addition to deleting the reviews, imposing a hefty fine, and threatening to close stores, Alibaba has transferred some extreme cases to the police and has lodged complaints against the brushing company in court, as when it sued a scam company for brushing in violation of the Anti-Unfair Competition Law in 2018.20 The Hangzhou Intermediate Court ruled in favor of Alibaba and held that the culprit firm needed to pay Taobao RMB 2 million in compensation.21

Despite this appearance of “tough sanctions” from both the public authorities and the platforms, brushing and other review-manipulation practices continue to be rampant in China.22 Selective and low-level enforcement helps explain the disappointing enforcement outcome. In one empirical study, the authors examined five underground brushing markets and found that only 2.2 percent of online sellers practicing brushing were identified and penalized by Taobao.23 In 2015, the State Administration for Industry and Commerce (SAIC), China’s market watchdog at the time, accused Alibaba of failing to crack down on the fake products and fake product reviews on its website.24 In a white paper that was subsequently released on SAIC’s website, the market regulator accused the firm of turning a blind eye to these brushing practices. Further evidence of the laxness of the Chinese e-commerce platforms can be gleaned by contrast with the enforcement on US platforms. In 2021, Amazon closed almost 50,000 Chinese online shops on its site in a massive campaign against brushing and other review-manipulation practices.25 This tough enforcement from Amazon generated strong backlash from Chinese merchants, who had faced little resistance when they adopted the same tactics while selling on Chinese e-commerce platforms.26

Although brushing helps boost traffic to e-commerce sites, it also distorts platforms’ feedback systems and inevitably leads to more conflict between buyers and sellers. As I will elaborate further below, Chinese platforms face even greater challenges than their Western peers in managing such conflicts between the transacting parties.

7.2. Credible Enforcement Mechanisms

A credible enforcement mechanism is the second important factor for successful self-governance. Although self-regulation of the platform also needs to operate within the boundary of state law, the law is always incomplete. Platforms accordingly often find themselves playing the roles of legislator, prosecutor, and judge all at once. Chinese online platforms have employed two major means for establishing a credible enforcement mechanism: the creation of a sophisticated internal legal system and co-regulation with the state.

7.2.1. The Demand for Self-Regulation

Scholars from various academic disciplines, including sociology, economics, and law, have long identified community self-governance as an alternative to formal state governance. Examples of community self-governance can be found in studies of Maghrebi traders, cattle owners, and herders in eleventh-century Africa; of diamond dealers in modern-day New York; of American whale catchers and lobstermen in Maine; and of cattle rangers in California.27 The fundamental economic logic of self-governance is based on the game-theoretical insight of repeated interactions.28 If parties expect repeated interactions in the future, the prospect of establishing a long-term stable relationship will curb their temptation to engage in opportunism for short-term gains. Generally speaking, such self-governance systems rely on only a few commitment devices to ensure cooperation, including timely rewards and punishment in the case of direct reciprocity, and the establishment of social norms in the case of group interactions.29 Since an important premise for the sustainability of self-governance is repeated interactions, a common feature of the traditional self-governance model is that the communities involved tend to be close-knit, stable, and cohesive groups or networks.30 This is understandable: the larger the group, the fewer the opportunities for any two members to interact repeatedly with each other. A larger community also makes it costlier to transmit information within the group or network, rendering it difficult to effectively penalize members for opportunistic behavior. As such, self-governance is generally deemed infeasible for large-scale, impersonal market transactions between strangers.

In cases where neither self-governance nor state governance is sufficient for contract enforcement, members of the community can resort to third-party intermediaries to enforce contracts on their behalf.31 One study by Milgrom, North, and Weingast found that French merchants in the medieval period employed an elaborate alternative dispute-resolution mechanism.32 In the absence of state legal enforcement, merchants hired private judges, either a local official or another merchant, to adjudicate their disputes. Although no two merchants interacted with each other frequently, each individual traded frequently within the community. For medieval French merchants, therefore, private judges played an important role as information intermediaries, transmitting the reputation of individual merchants to others within the mercantile network. Hiring private judges essentially resolved the information asymmetries associated with having a large trading community, while also promoting honest exchanges. Another intriguing example is provided by Gambetta, who observed that the Sicilian Mafia offered private intermediation services to the community.33 The Mafia sold protection to parties on both ends of a given transaction and settled conflicts between them by punishing the side that broke its original promises.

Much as private judges in medieval France and the Sicilian Mafia did before them, online platforms act as for-profit, third-party intermediaries providing contract-enforcement services for transacting parties. In their case study of Taobao, Liu and Weingast argue that the company’s development of a sophisticated internal legal system was a result of the deficiencies present in Chinese legal institutions.34 They contend that a variety of political obstacles have prevented developing countries from providing formal legal infrastructure because incumbents are reluctant to foster a legal system that might threaten their regime. This argument, however, stands in stark contrast to the reality. Over the past decade, the Chinese judiciary has provided a sophisticated and efficient infrastructure to support China’s thriving e-commerce industry, as evidenced by the introduction of the internet courts and smart-court system, both of which will be elaborated in this chapter. More importantly, Liu and Weingast overstate the importance of state institutions in resolving online consumer disputes. Although state law is generally deemed important for the purposes of facilitating and safeguarding market transactions, the vast majority of online complaints involve low-value claims. Consumers usually find it simply too costly to use formal state institutions to settle them.35

To gauge the proportion of online disputes that actually go to the courts, I used the China Judgement Online database. There I found only 371 transactional disputes arising from Taobao and Tmall up to the end of 2021.36 Of these cases, only 194 (52 percent) were brought by consumers or online merchants, while the rest were brought by the platforms against merchants, from whom they sought damages for violations of platform rules. In view of the millions of disputes Taobao and Tmall handle each year, the percentage of cases in which platform users appeal to the courts is miniscule.37 Notably, even for those cases that went to court, the claim values involved are very small. Of those 194 complaints brought by merchants or consumers against the platforms, 70 percent involved a claim value of less than USD 1,000, 28 percent involved a claim value of less than USD 100, and there were even 10 cases that involved a claim value of less than USD 10! The paucity of consumer litigation in Chinese courts clearly reveals the limits of regulation. It also demonstrates the importance of online platforms, which have become quasi-regulators in charge of adjudicating most online disputes.

7.2.2. The Law of Taobao

Given the high volume of disputes arising from their platforms, Chinese tech firms have found themselves faced with the urgent task of creating a strong legal system with a highly efficient dispute-resolution mechanism. Taobao, a pioneering e-commerce platform, offers a good example in this regard. Much like a state sovereign, Taobao has exerted tremendous effort in creating a sophisticated legal system. The e-commerce platform even created a dedicated site for the publication of its platform rules and formulated its own constitution—the “General Code.”38 Consisting of 6 chapters and 31 provisions, the General Code prescribes the basic access requirements and obligations of users, the obligations of sellers, and the conflict-resolution mechanism. In addition to the General Code, Taobao has devised numerous transactional rules, standards, guidelines, measures, and announcements in a wide range of categories, including store management, sector regulation, merchandise management, marketing and promotion, content promotion, transaction management, dispute resolution, legal enforcement, environmental issues, and travel and tourism sales.39 As shown in Figure 7.1, Taobao introduced 180 new rules between 2008 and 2021. The year 2019 saw Taobao introduce the most rules—45 in one year—compared with 33 and 34 in 2020 and 2021, respectively. The most comprehensive law is Taobao’s dispute-resolution rules, which contain 10 chapters, 90 provisions, and 8,516 words.40 This elaborate law, most recently amended in April 2021, addresses important issues at every step of the e-commerce transaction, including acceptance periods; acceptance range; general rules for dispute resolution; rules for dispatching goods, receipts, returns and exchanges, shipping, and gifts; the burden of proof in handling quality; issues involving counterfeiting and inconsistent descriptions; and revocation and suspension of disputes.
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Figure 7.1. Laws promulgated by Taobao.

Source: Taobao’s website.



Much like a state sovereign, Taobao has also frequently amended its laws, particularly since 2019. In each of the three years from 2019 to 2021, Taobao amended 16, 16, and 47 laws, respectively. I calculate the rate of amendment for a particular year using the number of amendments in a particular year and the number of laws published in all the preceding years. For the three years between 2019 and 2021, the rate of amendment for Taobao is 24 percent, 14 percent, and 32 percent, respectively. Thus, even if Taobao promulgated the most laws in 2019, the year 2021 actually has the highest rate of amendment. The e-commerce platform’s high level of amendment activity in 2021 lends support to the argument about “coerced self-regulation” put forward by Julia Black.41 As elaborated in Chapter 2, Alibaba was subjected to a hefty fine of USD 2.8 billion in 2021 for abusive business practices. Along with the penalty decision, the accompanying administrative guidance issued by the SAMR requested that the e-commerce giant improve its internal governance. These harsh regulatory pressures appear to have incentivized Taobao to engage more actively in self-regulation.

To improve user compliance, Taobao has also made great efforts in explaining its new rules by means of various explanatory measures, guidelines, and video instructions.42 The firm also adopted a shaming strategy, publishing the usernames of rule-violating users on its website.43 While the company’s internal legislative process is centralized and opaque, Taobao seems increasingly aware of the importance of public participation in crafting its rules. For example, it has created an online forum for public hearings that engages its users to vote on newly drafted transactional rules before they become effective.44 The firm also regularly invites experienced users and external legal experts to partake in the legislative and deliberative processes. The voting outcomes, however, are not decisive and are only used as a reference to help guide the company’s decision-making.

The key to Taobao’s enforcement of its internal law lies in its sanctioning power, which serves as a credible threat against violators of its rules. Alipay, an online payment system that holds consumers’ payments in an escrow before releasing them to merchants, plays a vital role in the enforcement process.45 Alipay will only release the funds once the buyer has received the goods and is satisfied with their purchase. This helps prevent moral hazard in that otherwise merchants might take advantage of their information advantage by behaving more recklessly and expending less effort. If the transaction leads to a dispute and the seller is found to be at fault, Taobao can directly deduct the disputed amount from the seller’s account to compensate for the buyer’s loss. This mechanism helps reassure buyers and facilitates a higher number of online transactions. It also deters merchants from engaging in fraudulent behavior. In addition to Alipay, Taobao also acquires tremendous enforcement capacity through its decisions regarding resource allocation and dispute resolution, such as how much traffic is allocated to each merchant, whether a negative consumer review should be considered fraudulent and should be removed, whether to downgrade a given store’s rating, or even, in some extreme scenarios, whether to remove a user account or product listing, or even close a particular store.

Taobao’s handling of malicious and spam reviews can shed light on the ingenuity and sophistication of its internal legal design. While sellers can commit fraud by manipulating online reviews, buyers can also commit fraud by leaving negative reviews in an attempt to blackmail sellers for ransom. In a typical instance of review blackmail, an opportunistic consumer purchases the seller’s product, posts a negative review, and then demands a ransom before removing it. The ransom can range from a few yuan in the form of a rebate to a few thousand yuan in the form of discounts. This type of blackmail has proved effective because sellers realize that negative online reviews can significantly impact their sales. In a recent case widely reported in the Chinese media, a malicious customer was able to blackmail a computer vendor into paying RMB 8,888 for the removal of a negative review.46 This case, however, represents only one small part of a much larger problem, as has been revealed by the significant number of criminal cases handled by Chinese courts over the past few years.47

During a series of online public hearings hosted by Taobao in 2018, Taobao vendors complained that review blackmail was so ubiquitous that they needed a dedicated employee to deal with extortion on a daily basis.48 Sellers have explained that a single negative review can have a drastic impact on their sales in the short term. Although they could have turned to Taobao or the state police when confronted with extortion, these complaint-resolution processes tend to be costly and slow. More importantly, Taobao vendors would suffer significant financial loss while waiting for their case to get to trial. Such pecuniary losses are particularly severe if review extortion takes place during large promotional events. To take one example, the sales volume on Singles Day, the largest shopping event on Taobao, accounted for 4 percent of the platform’s total sales in 2018, 13 times higher than an average day’s sales.49 The importance of such events for sellers means that scammers will have higher bargaining leverage if they target vendors and submit fraudulent negative reviews during the festivities. As long as the ransom is lower than the potential financial losses, a vendor will likely agree to pay the ransom. Making matters worse, a recent empirical study drawing on a proprietary dataset from Alibaba found that sellers who had endured blackmail also experienced cascading negative consequences far beyond the requested ransom.50 This is because the act of blackmail not only decreases the number of orders that a seller receives, but also makes the seller less willing to deal with innocent buyers who have no intention of defrauding them.51 Sellers might then overreact to declining sales by setting their prices far too low.52

To tackle this problem, Taobao launched an innovative dispute-resolution scheme in 2019. This legal innovation enables eligible sellers to delete a limited number of malicious reviews on a daily basis without prior permission from the platform.53 This new scheme, called the “Golden Cudgel,” is named after the magical weapon wielded by the monkey king in Journey to the West, a classical Chinese novel.54 Granting sellers the right to immediately remove a number of fraudulent reviews considerably reduces the ability of malicious reviewers to sabotage sales and, with it, their bargaining leverage. Furthermore, to ensure quality control, sellers are required to pass exams and must receive a score of at least 95 out of 100 before qualifying for the new regulatory scheme. Taobao was cautious in rolling out this idea, initially only allowing sellers with high credit ratings to delete one review each day; eventually, however, the company granted sellers additional rights and opened up the scheme to more of them.

In order to monitor and control sellers’ use of the Golden Cudgel scheme, Taobao also implemented a judicial review system: sellers must submit evidence to prove the dishonest nature of each review they remove. If it later becomes apparent that a seller made an erroneous decision, Taobao will reinstate the review on the seller’s webpage. Sellers who remove honest reviews are also given a penalty, whereby the number of reviews they are thereafter entitled to remove is drastically reduced. Sellers’ rights to delete reviews can even be revoked entirely if they are found to have repeatedly abused the system. Since its launch, this new review-management scheme has become well liked among sellers. Taobao then started applying this scheme to more types of reviews, such as those without meaningful comments, those posted before the product was delivered, or those that were written with the intention of undermining businesses.

In a study I coauthored with Alex Yang and Yiangos Papanastasiou, we discovered that Taobao’s introduction of this decentralized review-management scheme can, if used properly, be more efficient than centralized review models.55 Under a centralized review system, sellers report fake reviews to the platform and request their removal. The platform then examines the evidence and decides whether or not to remove them. We found, however, that the effectiveness of this centralized mechanism can be severely limited by inefficiencies in the platform’s investigative process. If the platform’s judgments are not relatively quick or accurate, the centralized mechanism might needlessly consume platform resources without offering distinct advantages to sellers. In fact, circumstances could arise in which the bargaining power of the seller might actually decline, allowing malicious customers to extract higher ransoms. The decentralized approach, meanwhile, relies on the accuracy rather than the speed of platform judgments, as sellers can delete fake reviews instantly.

The above example of Taobao’s legal innovation in dealing with malicious reviews not only reveals the company’s strong enforcement power, but also demonstrates the promise of decentralizing platform governance to allow for more efficient dispute resolution—a topic I will further explore in the next chapter. However, platforms don’t always possess such strong capacity in meting out sanctions to punish those who violate their rules. When they lack such capacity, platforms will need to enlist the state to endorse and support their internal legal enforcement.

7.2.3. Co-Regulation with the State

In Part II, we discussed online platforms as subjects to be regulated by the Chinese state. There, Chinese regulation is often seen as “grabbing hands,” a term coined by Andrew Shleifer and Robert Vishny to describe an interventionist governance model where bureaucrats pursue their own agendas without necessarily contributing to the broader social welfare.56 In contrast to the previous discussion, in this chapter we explore how the state actually lends a “helping hand” to internet businesses. Although online platforms handle the vast majority of disputes on their own, their internal regulation can sometimes interact with public regulation. In fact, there are two circumstances in which Chinese tech firms need to enlist the support of the Chinese judiciary to co-regulate their platforms: first, when users disagree with the platform’s internal dispute resolution and challenge the decision in state courts; second, when the platform lacks sufficient enforcement capacity to implement its internal decisions. Of course, for the state to provide meaningful support for the platforms’ decisions and enforcement, it needs to possess its own capacity to handle a high volume of online disputes. In fact, the Chinese courts have received tremendous technical support from leading Chinese online platforms such as Alibaba. The Chinese state and the internet platforms have thus been close collaborators in the effort to resolve conflicts arising from the platform economy.

7.2.3.1. Judicial Support for Platform Self-Regulation

In the past few years, Chinese courts have provided unparalleled support for Chinese platforms by significantly reducing barriers to litigation while also, crucially, endorsing platforms’ self-regulatory decisions. In August 2017, China launched the Hangzhou Internet Court, the first virtual court to specialize in online disputes; this was followed by the launch of the Beijing Internet Court and Guangzhou Internet Court a year later. All the steps involved in adjudicating a case, from case filing, serving court documents, and exchange and examination of evidence to the hearing and execution process, are now conducted online.57 The creation of the internet courts has greatly enhanced the judiciary’s efficiency in handling e-commerce disputes. On average, it takes only 45 minutes to conduct an online trial and 38 days to conclude a case—shorter than half the duration of traditional trials.58 Following the success of the Hangzhou Internet Court, courts across major cities in China, including Shanghai, Tianjin, Shenzhen, Wuhan, and Chengdu, all set up specialized divisions to handle online disputes.59

In addition to the internet courts, the Chinese government also spearheaded efforts to build a “smart court” system, which promotes the use of computer technologies such as artificial intelligence and blockchain to modernize the judicial process and enable quicker and easier access to justice.60 Unlike the internet courts, the smart-court system is large-scale and complex, spanning more than 3,000 courts and over 10,000 detached tribunals across the country.61 In 2018, the Supreme Court started to promote the Mobile Micro Court, a mobile app that enables litigants to complete the entire litigation process online.62 As of March 2020, over 1.3 million users had used this app and over 437,000 cases had been filed on it. The publicly available statistics show encouraging results. In over 70 percent of the cases, the time required for completing the filing process averaged less than 15 minutes.63 While some lawyers and academics have expressed concern that some of the technologies used to streamline judicial services could come at the expense of achieving a fair and just outcome, there is little doubt that Chinese courts now provide much cheaper and quicker resolution of disputes.64

Earlier in this chapter I mentioned that I was able to identify only 371 cases involving the internal disputes of Taobao and Tmall in the China Judgement Online database up to 2021. Strikingly, 86 percent of these cases were decided after 2019. Moreover, 94 percent of the cases in 2019 and 77 percent in 2020 were handled by the Hangzhou Internet Court, thus revealing the importance of this newly created internet tribunal in facilitating dispute resolution for e-commerce platforms. In the meantime, platforms were rarely held liable and almost always prevailed in cases involving their internal dispute resolution. In fact, I have identified only 1 percent of cases in which the court held Taobao or Tmall liable for compensating merchants, and only 2 percent in which the courts overruled the dispute-resolution decisions made by the platforms. Taobao and Tmall’s almost unbroken record of courtroom victories may explain the significant drop in complaints that has been observed in 2021, which saw only seven litigations.65 This seems to suggest that the creation of internet courts has, in fact, significantly bolstered the legitimacy of the internal dispute-resolution mechanisms of the Chinese e-commerce platforms.

Even when the online platforms stepped outside the boundary of the law to mete out punishments against merchants, the Chinese courts seldom intervened in their decisions. For instance, China’s E-Commerce Law and Consumer Protection Law both require e-commerce platforms to take proper action if they are aware of or should be aware of the sale of counterfeit goods or other fraudulent behavior by online merchants.66 In the case of brushing, as discussed above, regulators often accuse Taobao of engaging in selective enforcement and thus doing too little to combat such fraudulent practices. However, Chinese e-commerce platforms also sometimes go beyond the state law’s requirements in imposing tougher sanctions on fraudsters in order to enhance deterrence. Online platforms have been able to mete out these tough sanctions through their standard contracts with the merchants, so that the issue then comes down to whether these “extralegal” sanctions should be struck down by law. In practice, however, Chinese courts seldom intervene into these contractual arrangements, thus providing tacit support for extralegal sanctions.

Pinduoduo’s anti-counterfeiting measures offer a striking example. Founded in 2015 and backed by Tencent, the firm grew rapidly by encouraging group buying on its app and on WeChat with deep discounts. In just six years, Pinduoduo overtook Alibaba, becoming the largest e-commerce firm in China in 2021. Meanwhile, counterfeit products, many of them knock-off copycats of well-known brands, are ubiquitous on Pinduoduo. Shortly after the firm was listed in New York in 2018, it faced a storm of publicity for selling counterfeit goods on its site. For instance, Skyworth, one of China’s largest TV makers, blasted the firm on Chinese media for selling fake products.67 This onslaught of negative media coverage put pressure on the regulator to act. In 2018, the SAMR conducted an administrative interview with the company, in which it urged the firm to rectify its behavior.68 It also announced investigations into reports of bogus products sold on the platform and requested that local authorities conduct further investigations. Around that time, several lawsuits were filed against the firm in the United States for misleading investors about its sale of counterfeit products.69

Faced with these regulatory demands, Pinduoduo stepped up its internal regulation to crack down on counterfeiting. In 2018, the firm claimed to have removed 10.7 million suspicious products and to have blocked over 40 million suspicious links from its platforms.70 To reassure consumers, it offered to compensate them 10 times the price of any counterfeit products purchased on its site. The firm also introduced an extremely harsh penalty for merchants: the platform would freeze 10 times the sum of the trading orders for any product found to be a counterfeit. This rule is much more stringent than China’s Consumer Protection Law, which only requires merchants to pay three times the product price to compensate consumers.71 To demonstrate its determination in combating counterfeits, Pinduoduo punished over 200 stores and froze over one hundred million yuan in merchants’ accounts in 2018.72

This harsh penalty imposed by the e-commerce giant soon generated a backlash among merchants. In June 2018, almost 1,000 angry store owners gathered at the headquarters of Pinduoduo in Shanghai to protest its actions.73 Their protest grew violent after physical clashes with the firm’s security guards. Disgruntled store owners also challenged the firm’s penalty clause in court. In the China Judgement Online database, I found 11 cases involving disputes about the penalty clause between merchants and Pinduoduo in 2018.74 Many sellers asserted that the liquidated damages for selling counterfeits as stipulated in the contract with Pinduoduo were unfair and imposed an extremely onerous burden on small and medium-sized companies in China. Pinduoduo prevailed in 10 of these 11 cases, all of which were decided by courts in its home city of Shanghai. In 2019, China’s Supreme People’s Court even listed one of those winning cases as a top-10 internet case, signaling a strong endorsement from the judiciary.75 In this case, the Shanghai Changning District Court distinguished Pinduoduo’s penalty clause from traditional liquidated damages clauses, noting that the damages received by the e-commerce platform are all used to compensate consumers, who were guaranteed a compensation of 10 times the original purchase price. Importantly, the court explicitly endorsed the e-commerce platform’s self-governance approach to tackling the endemic counterfeits on its platform.

Pinduoduo’s all but undefeated record in court has significantly enhanced the legitimacy of its sanction measures and has increased the credibility of its enforcement among merchants. In the years that followed, the number of cases challenging Pinduoduo’s penalty clause dropped significantly, with only two in 2019, one in 2020, and three in 2021. In 2021, however, merchants did successfully challenge Pinduoduo’s penalty decisions in two cases on the basis of the platform’s procedural defects in adjudicating disputes about counterfeit products. This is consistent with the law-enforcement trend we discussed earlier in this book, in that some Chinese courts have appeared noticeably more interventionist in disputes involving online platforms since 2020.

7.2.3.2. Enhancing Platforms’ Enforcement Power

Although leading e-commerce platforms such as Taobao and Pinduoduo have the ability to vigorously enforce their rules by relying on their own sanctioning power, they occasionally need the assistance of Chinese courts. For instance, among the 371 cases I identified on the China Judgement Online database of cases involving Taobao and Tmall’s dispute-resolution decisions, 48 percent were initiated by the platform against merchants. In those cases, merchants typically refused to repay the platform, or their deposit was not sufficient to cover the damages that the platform had compensated the consumers in advance. Compared with Taobao and Tmall, smaller consumer internet businesses are in an even weaker position when it comes to enforcing their rules. This is particularly the case for fintech platforms specializing in extending small unsecured loans, commonly called micro-loans, to individuals and small businesses. When these loans go into default, these fintech businesses will need to resort to Chinese courts to enforce their decisions. The problem, however, is that state capacity in this arena is very limited, and there is often a long lag before the public authority can resolve the dispute. Both the day-to-day operation and long-term survival of these platforms therefore heavily depend on expanding the state capacity required for efficient dispute resolution.

One particularly notable example is Lakala, an online payment platform that extends micro-loans to individuals online. The firm has experienced a significant surge of defaults since 2017. In the China Judgement Online database, I identified over 132,675 cases relating to Lakala’s micro-loan disputes up to 2021, as displayed in Figure 7.2.76
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Figure 7.2. Lakala’s micro-loan litigations.

Source: China Judgement Online database.



Notably, almost 99 percent of the cases involving Lakala’s small loans were decided by three basic courts in Guangzhou, the capital city of the Guangdong province: Yuexiu District Court (70 percent), Haizhu District Court (21 percent), and the Guangzhou Internet Court (8 percent). Based on my search of the China Judgement Online database, the Yuexiu District Court alone handled over 93,000 micro-loan disputes involving Lakala, with a caseload of about 30,000 each year between 2019 and 2020. Public records show that the Yuexiu District Court has only 21 judges dedicated to financial cases.77 In other words, on average, each judge from Yuexiu decided 1,400 Lakala cases each year! According to the Yuexiu District Court, its quick-resolution court handled about 250,000 cases, and each judge decided 2,400 cases on average each year, reducing the judging cycle to only 42 days for simple cases.78 In response to such a high volume of cases, the Yuexiu District Court created an online portal specifically for dealing with financial cases involving the internet.79 This action has significantly streamlined the litigation process, as the case filing, court service, and hearings can all be conducted online. As these financial default cases are routine and strikingly similar to each other, the Yuexiu District Court also tries similar cases in batches using its online templates, thus significantly improving the speed of dispute resolution. Public disclosures regarding the Guangzhou Internet Court also revealed a similar processing procedure for dealing with microloans.80

A closer look at the relevant cases decided by the three district courts reveals that about 60–69 percent of cases are civil judgments about repayment obligations, with the rest concerning enforcement of default payments. When I then randomly selected 100 civil judgments each year between 2017 and 2021 from Yuexiu District Court, I found that the court sided with Lakala in every single one of these cases. I did a similar search for enforcement cases during the same period, and found that Lakala similarly prevailed in all of them, except for those in which it had voluntarily withdrawn because the borrowers had repaid their loans. Given this staggering record of victories, it would be reasonable to conclude that Lakala has effectively outsourced its major dispute-resolution function to these three Guangzhou courts.81 Notably, despite the firm’s high volume of defaults, Lakala’s lending business continues to thrive: according to its 2020 annual report, the firm’s fintech services, including its micro-loan businesses, have a gross margin of 89 percent.82 In this case, the Chinese judiciary clearly plays the role of a “helping hand” by offering indispensable judicial support for these fintech businesses.

The actions of the Chinese courts as explored in this chapter do stand in striking contrast to what we saw in Part II, where we observed that the central ministries often take the driver’s seat in promulgating new rules and taking up aggressive enforcement, particularly in the areas of antitrust and data enforcement. Here the Chinese courts are key actors who co-regulate with the platforms to resolve consumer disputes. But there is no contradiction between the fact that public regulation can simultaneously behave like a “grabbing hand” (as observed in Part II) and like a “helping hand” (as observed in this chapter). Judges working at Chinese courts have a vastly different incentive structure from regulators working at central ministries. As the renowned Chinese legal scholar Qianfan Zhang has observed, Chinese judges lack independence and behave like “an ordinary cadre in the bureaucratic echelon under the party leadership.”83 Although local courts also receive professional guidance and supervision from the Supreme People’s Court, local governments assume the primary leadership over local courts as the former control the latter’s budget and personnel appointments.84 Unsurprisingly, there has been much anecdotal evidence of local judicial protectionism in China, as has also been supported by the findings of a few recent empirical studies.85

To be sure, China’s judicial system underwent massive reform between 2014 to 2017 aimed at curbing judicial favoritism. One of the key reform measures was the recentralization of decisions concerning personnel appointments and fiscal management of the basic and intermediate court in the hands of the provincial governments.86 A recent empirical study has shown that the move to make Chinese courts more dependent on a higher-tier government has significantly reduced local judicial protectionism.87 However, provincial governments remain in charge of the court system in their respective regions. Given that leading Chinese tech firms are deemed local champions in their respective provinces, provincial governments have a strong incentive to nurture, support, and prop up these local businesses. That said, Chinese judges are not insulated from the shifting political winds coming from Beijing. It is thus not surprising to see that in more recent cases the district court in Shanghai has appeared more willing to intervene into Pinduoduo’s dispute-resolution decisions, as mentioned earlier in this chapter. Nevertheless, for the most part, local courts continue to provide essential judicial support for local tech firms, given their need to support the leadership of their respective provincial governments.

7.3. Summary

This chapter has focused on how Chinese online platforms self-regulate in the shadow of the dynamic pyramid model of regulation. Because most online disputes involve only small-value claims, the vast majority of consumers don’t bother to resort to public institutions and instead rely heavily on platforms to resolve their disputes. As such, the vast majority of online disputes actually fall outside the purview of government regulation. Instead, online platforms shoulder much of the regulatory burden, becoming de facto regulators in charge of designing internal rules, which they then enforce through a variety of sanctioning mechanisms to deter noncompliance. As third-party intermediaries, Chinese online platforms are acutely aware of the importance of creating a vibrant reputation system that helps alleviate information asymmetries between buyers and sellers. To entice customers, Chinese tech firms tolerated a large amount of fake promotional reviews, which enabled them to quickly build a large feedback mechanism. These ubiquitous fake reviews boosted sellers’ ratings, increased traffic to their sites, and facilitated a higher number of online transactions, thus becoming an important channel for many Chinese e-commerce firms to attain success.

At the same time, this noisy reputation system has inevitably given rise to conflicts among users, creating a strong demand for platforms to improve their dispute-resolution mechanisms. Leading Chinese online platforms have therefore invested tremendous resources in establishing an internal legal system with credible enforcement. Enforcement capacity varies, however, among Chinese platforms. Some platforms possess enormous resources for meting out sanctions to punish violators of their rules, while others rely more heavily on the state’s support, especially when their punishment lacks a clear legal basis or they lack the capacity to implement their decisions. Co-regulation between platforms and the Chinese judiciary has thus become indispensable for the growth of the Chinese platform economy. In sharp contrast to the “grabbing hand” tendency of public regulation, as detailed in previous chapters, the Chinese judiciary extends an important “helping hand” to Chinese internet firms when it provides them with vital judicial support that enhances the credibility of platforms’ self-regulation.
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Decentralizing Platform Governance

In the previous chapter, we discussed two important factors affecting Chinese online platforms’ ability to self-regulate in the shadow of public regulation: a strong reputation mechanism and a credible enforcement system. In this chapter, we will explore the third factor in how Chinese online platforms enhance the legitimacy of their self-governance: decentralization. In recent years, many leading Chinese platforms have ushered in experiments designed to decentralize their self-governance, either by delegating some degree of authority to users or by exploring better ways to extract information about users’ preferences. By turning legislation and enforcement into responsibilities that are shared among a larger number of platform participants, the decentralization of platform governance can become an important tool for Chinese online platforms looking to maintain stability and to avoid making decisions that might result in citizen protests or complaints to the authorities. In this way, platform decentralization not only helps enhance the procedural justice of platforms’ internal governance, but also actively shapes policy debate and preempts unfavorable government intervention.

Alibaba, the owner of leading e-commerce sites including Taobao and Tmall, has played a pioneering role in developing a bottom-up approach to governance.1 In December 2012, Alibaba launched the Public Dispute Resolution Center, which crowdsources both buyers and sellers on its e-commerce platforms to vote on transactional rules and determine the outcome of disputes arising on its platforms.2 This crowdsourcing mechanism, also known as “crowd-judging,” was an instant hit. A year after its establishment, over 480,000 buyers and 330,000 sellers had participated in and adjudicated over 340,000 cases.3 By the end of 2018, over 4.3 million users were registered as public jurors, with more than 1.7 million volunteers casting their votes; in total, the vote count exceeded 100 million and over 16 million cases had been resolved through this means.4 Within a relatively short period of time, a large number of Chinese online platforms began emulating Taobao’s initiatives. The list of those who experimented with their own decentralized dispute-resolution schemes includes digital flea market Idle Fish, taxi-hailing firm Didi Chuxing, social-media platforms such as WeChat and Bilibili, food-delivery firm Meituan Takeout, restaurant-rating firm Dianping, and question-and-answer company Zhihu (sometimes described as the Chinese Quora), along with several mutual-aid insurance platforms such as Bihu, Waterdrop, and Xianghubao.5

Meanwhile, US platforms such as Facebook have experimented with decentralized governance by delegating content-moderation authority to an independent oversight board.6 However, US tech firms have yet to systematically embrace decentralization schemes similar to those seen in China. The fact that China appears to be emerging at the forefront in creating legal innovations to decentralize platform governance gives rise to an interesting puzzle—why is an authoritarian state breeding online platforms with more democratic and engaged self-governance than those in Western liberal democracies?

The answer lies in China’s unique institutional environment. As was elaborated in the previous chapter, fraud is endemic in Chinese consumer internet businesses. Chinese online platforms tolerate more fraud, in the form of counterfeits, fake reviews, and plagiarism, among others, than their US counterparts. When this inevitably gives rise to conflict, crowd-judging is an efficient means to quickly ease tensions and resolve disputes. By helping diffuse tensions, crowd-judging also helps enhance platform legitimacy. As detailed in Part II, the operation of leading tech giants has given rise to an increasing number of public complaints and has attracted a vast amount of public scrutiny. Regulators are therefore under considerable pressure to deal with public discontent arising from the digital economy. Meanwhile, the power imbalance between businesses and the Chinese government makes Chinese tech firms vulnerable to state intervention. As was discussed in Chapter 2, Chinese regulatory authorities have much more leverage in regulating Chinese tech firms than do their Western peers. This is particularly the case for those Chinese tech firms operating in legal gray areas. Indeed, because many of the issues encountered by the platforms are new, there is often no clear answer under existing law. This legal gap has created a significant demand for online platforms to engage with their users in order to understand social norms and community expectations. One thing is clear: the more that platforms tolerate fraud, the greater the public’s discontent, the stronger the power imbalance between businesses and government, and the greater the controversy in running online platforms, the more platforms will experience insecurity. And the more insecure are the online platforms, the greater will be their desire to seek protection by adopting decentralization schemes to ease and diffuse tensions arising from their services. These new decentralization initiatives can thus be seen as platforms’ proactive response to the perceived threat of public regulation.

In fact, platform decentralization can be viewed as a means to facilitate the tacit bargain between online platforms and the state, which is itself a highly dynamic and interactive process. Two points should be borne in mind here. First, the bargain is made in the shadow of government regulation. Expectations about how the public law will be crafted and enforced greatly influence the way platforms regulate themselves. Yet that policy response itself is highly fluid and uncertain—and contingent on the development of platform self-governance. By delegating their governance authority to platform participants, online platforms are seizing the first-mover advantage to shape the policy debate. Second, the bargain between the platform and the state is tacit, in that it usually does not involve direct and explicit communication. Because it is not entirely clear how the government will regulate the platforms, in practice, platforms are left to figure out thorny regulatory issues on their own. That said, if online platforms fail to address those problems adequately and promptly, regulators can always escalate their actions by creating new laws or bringing formal investigations.

In the following discussion, I will first introduce the various modes of decentralization that Chinese online platforms have introduced into their governance. I will then turn to the legitimacy crises that have confronted Chinese online platforms, and how these crises have spurred them to delegate their governing authority to users as a means of easing and diffusing tensions. In the last section, I will discuss how these platforms have improved procedural justice and explored community norms to stave off potentially unfavorable government regulation.

8.1. Forms of Decentralization

In China, the central underlying mechanism of decentralized platform governance is crowdsourcing, which enables users to participate in rule making and dispute resolution. To clarify, no system is purely centralized or decentralized; decentralization here is relative and only a matter of degree. Generally speaking, the more authority a platform delegates to its users and the less residual control it retains in the rule-making and adjudication process, the more decentralized it is. To simplify the discussion, I classify platform decentralization into three forms—weak, semi-strong, and strong—depending on the extent of the power the platform has delegated to its users.7

8.1.1. Weak Decentralization

The weak form of decentralization can be seen when the platform solicits information and feedback from users in an effort to understand the preferences and expectations of the user community. However, this feedback is used only as a reference point. Users’ opinions and votes are not regarded as conclusive, and the platform maintains ultimate discretion over the rule-making and adjudication process. Procedurally, this mode of decentralization shares some similarities with due-process requirements under administrative law, such as the possibility of notice-and-comment during rule making and the right for the public to be heard.8 Online forums, public hearings, and public voting schemes are typical examples of weak forms of decentralization. These mechanisms inject greater transparency into the rule-making process, helping platforms better understand community norms and increasing their capacity to respond to the expectations of users. User feedback also has the benefit of disrupting the status quo, drawing the platform’s attention to blind spots or inertia.9 Above all, the weak form of decentralization allows platforms to more effectively address grievances from disgruntled users, thus mollifying the latter’s concerns and forestalling boycotts or protests, as will be mentioned later in this chapter.

Alibaba’s Public Dispute Resolution Center offers one such example. In 2012, Alibaba piloted its crowdsourcing mechanism by asking users to vote on market-transactional rules that were going to be adopted by Taobao.10 With this approach, after the votes have been solicited, the voting outcomes of the users are then usually used as a reference point by platforms. In 2013 alone, crowd-jurors voted on 22 tentative transactional rules presented to them by Taobao. This input enabled Taobao to improve and adjust its rules based on the votes, together with the public comments made by the jurors.11 JD.com, the second-largest e-retailer in China, has replicated Taobao’s model of rule making. In November 2017, JD.com launched a forum for its vendors to participate in the design and development of transactional rules.12 Unlike Alibaba’s Dispute Resolution Center, this forum only allows vendors to be eligible to act as crowd-jurors, who vote upon invitation from JD.com. If a new transactional rule fails to be endorsed by more than 60 percent of the jurors, then JD.com will postpone promulgation of the discussed rules and consider modifying them after soliciting feedback. Similarly, Didi Chuxing (Didi), the largest taxi-hailing platform in China, set up an online public forum in 2018. The forum seeks user feedback on controversial topics relating to operational, privacy, and consumer-protection issues.13 Didi will post a topic discussion on its forum, leaving it open for seven days to give users some time to vote and add their comments. The voting results are then used as a reference for Didi’s rule making.

Chinese online platforms are not the only ones to have endorsed this weak form of decentralization when designing platform rules. Take eBay, for example. The American e-commerce giant has been running a program called Voices with the intention of using it to develop a detailed understanding of community perspectives.14 Comparable to Taobao’s public hearings, the Voices program comprises standing focus groups that eBay brings to San Jose for multiple-day sessions to initiate dialogue on specific issues, together with product and policy representatives.15 That said, Taobao’s online public hearings are on a much larger scale, as all users are eligible to participate virtually and their comments show up instantaneously. It appears that Taobao has developed a more sophisticated infrastructure for soliciting users’ opinions in this respect.

Facebook also once trialed a decentralized model for rule making. In 2009, the social-media platform launched a site for its users to vote on governance issues in response to a controversial proposed policy change.16 However, instead of employing weak decentralization, Facebook promised to put a new policy into effect if and only if more than 30 percent of active registered users participated in the voting process.17 As it turned out, some 600,000 users, accounting for only 0.3 percent of the then Facebook user population, had voted, far below the stipulated 30 percent threshold.18 The Los Angeles Times later opined that “Facebook’s governance vote is a homework assignment that no one did.”19 It is important to bear in mind that achieving 30 percent user participation was an extremely ambitious target, and it seemed highly unrealistic to suppose that any proposed policy change would be able to garner enough engagement to meet this minimum threshold. After falling short of this goal, Facebook abandoned the idea of having a system that allowed its users to vote on policy changes.20 The weak form of decentralization is more pragmatic, in that it does not require a minimum level of participation. Although it does not guarantee the democratic representation of the user community, it can still help platforms gather valuable information from users.

8.1.2. Semi-Strong Decentralization

The semi-strong form of decentralization appears when platforms delegate some of the authority to adjudicate disputes to eligible users, but reserve the right to intervene if the parties appeal the decision, or if the platform finds the decision made by its users to be an erroneous one. In this form of decentralization, the platform retains residual control over adjudication. However, unlike the weak form of decentralization, wherein users’ opinions are used solely for informational purposes, here users have the power to directly arbitrate individual cases. Companies apply the semi-strong form of decentralization primarily to achieve two goals: to enhance the efficiency of dispute resolution, and to improve the legitimacy of the platform.

The crowd-judging mechanism introduced by Alibaba in 2012 offers an example of semi-strong decentralization. In 2008, e-Bay India launched a community court, which crowdsourced buyers and sellers to adjudicate disputes over online feedback.21 Inspired by eBay’s model, Taobao introduced crowd-judging via its Public Dispute Resolution Center in 2012. Unlike eBay’s model, which only dealt with disputes concerning feedback, Taobao’s crowd-judging mechanism handles a wide variety of disputes, including disputes between users and the platform, as well as disputes between buyers and sellers. This mechanism significantly improves the speed of dispute resolution. In my recent paper with Alex Yang and Alan Kwan, we find that more than 90 percent of disputes were decided by crowd-jurors within a single day, a task that would take the in-house customer service three to four businesses days.22

In July 2016, Xianyu (meaning “idle fish”), a digital flea market owned by Alibaba, replicated Taobao’s crowd-judging model by setting up the “Xianyu Small Tribunal” to adjudicate disputes between buyers and sellers of second-hand goods.23 Unlike Taobao, which attracts professional merchants, Xianyu’s dealers are mainly individuals who desire to trade in their used goods, many of whom accumulate very few reviews or none at all. As such, the traditional reputation mechanism based on customer reviews and ratings is less effective on Xianyu. Because customer satisfaction matters less to sellers on Xianyu, it is more common to see Xianyu sellers reject customers’ demands for a refund. The resultant disputes between buyers and sellers put pressure on Xianyu to provide redress and protection for consumers.24 The “Xianyu Small Tribunal” was thus first created as an alternative to customer-service appeals. Previously, Xianyu sent random invitations to crowd-jurors who then vote on a particular case.25 However, starting in 2023, the firm modified its approach by broadcasting its case online, permitting any crowd-juror to volunteer and participate in the voting process. The first party to receive nine votes wins the case.26 The losing party can appeal its case by contacting customer service within 24 hours of the decision being released.27 This backup option offers additional assurance to consumers with regard to effective contract enforcement. In 2021, Meituan Takeout, a food-delivery company, launched its own version of a crowd-judging platform, called Xiaomei Jury Trial, to adjudicate disputes stemming from negative user feedback.28 According to Meituan, restaurants and other merchants make complaints in response to about 1 percent of negative feedback from users.29 This controversial feedback is then sent to the Xiaomei Jury Trial, which comprises 30 jurors on average. As of 2022, Xiaomei Jury Trial handled about 90,000 appeals from merchants each month, among which 55 percent were successful.

Social media platforms have also followed the lead of e-commerce platforms in applying the crowd-judging mechanism to content moderation. In June 2017, Bilibili, a video-sharing application, created “Little Dark House,” an internal dispute-resolution mechanism that invites users to adjudicate cases relating to rule violations.30 Two years later, Zhihu, a popular question-and-answer website, launched a tribunal to involve users in content-moderation cases.31 Crowd jurors are asked to decide cases in which comments have been reported as unfriendly, as well as when a question has been marked as “does not constitute a question.” Like Taobao, Zhihu broadcasts its cases online. Once a case has received more than 30 votes within 24 hours, and more than 60 percent of the crowd-jurors have cast their votes in favor of one side, the case is closed.32 The online crowd’s decision can be challenged as well. If other users express doubts about the shared community’s decision, they can report the case to Zhihu’s customer-service representatives.33 Zhihu also regularly monitors the decisions of the community and intervenes when it notices an inappropriate decision.

By preserving their ability to intervene in crowdsourced hearings and review the verdicts of crowd-jurors, the semi-strong form of decentralization allows Chinese online platforms to retain some degree of control. There are at least two factors holding them back from offering users absolute authority over governance decisions. One has to do with crowd-jurors’ lack of professionalism. To mitigate this issue, users who volunteer to act as jurors on Alibaba’s Public Dispute Resolution Center are required to have one year of experience on the platform and a good credit score; furthermore, jurors must pass an exam before working on certain categories of cases. Meanwhile, Alibaba’s Public Dispute Resolution Center oversees its jurors’ votes on a daily basis.34 If a juror votes in favor of the seller in 99 out of 100 cases, this could be an indication that a particular juror is biased against the buyer. Alibaba further disciplines crowd-jurors by observing how long they spend on each case. For example, if a juror consistently spends less than one or two seconds on a case, this indicates that the juror does not spend sufficient time deliberating. Despite these basic screening and monitoring mechanisms to ensure the quality of crowd-jurors, however, platforms’ schemes for quality control remain quite rudimentary.

The second concern has to do with potential bias. Humans are prone to cognitive bias.35 Furthermore, experimental evidence has suggested that online crowds are susceptible to well-known cognitive biases, such as anchoring, ambiguity, bandwagon, and decoy effects.36 Indeed, when platforms crowdsource their users to make decisions, crowd-judging can give rise to a systematic bias whereby one group of users will exhibit a preference for a certain outcome when deciding cases. To be sure, crowd-jurors vote independently without knowledge of how others have approached the case. Nevertheless, even though crowd-jurors are not subject to social influence, they can still be susceptible to in-group bias, whereby jurors who are buyers favor the buyer and jurors who are sellers favor the seller. Indeed, platform users, and particularly sellers, share the perception that in-group bias is prevalent and, because the majority of the crowd-jurors are buyers, this systematically sways case outcomes in their direction, thus undermining the legitimacy of crowd-judging.

I have studied this problem of in-group bias in a recent research project undertaken in collaboration with Alex Yang and Alan Kwan.37 Using a proprietary dataset from Taobao, we found that sellers’ concerns are not completely unfounded: on average, a seller juror was 10 percent likelier than a buyer juror to vote for a seller. Such bias was aggravated among cases that were decided by a thin margin, and when jurors perceived that their in-group’s interests were threatened. However, we also found that this bias diminished as jurors gained experience: a user’s bias reduced by 95 percent when their experience level grew from zero to that of the sample median. Under Taobao’s existing voting policy, we estimated that such in-group bias influences the outcome of no more than 2 percent of cases. This finding can help alleviate the concern about in-group bias and shows the promise of using crowd-judging to decide online disputes.

8.1.3. Strong Decentralization

The strong form of decentralization can be seen when online platforms delegate the ultimate authority of adjudication to users and no longer retain any residual control over the verdict. Under this model, online platforms are often the first arbiter of the dispute, but their decision is subject to judicial review by the crowd-jurors. Platforms adopt strong decentralization when they desire to credibly proclaim to their users that they are committed to the impartial adjudication of cases. This is especially important when users need to invest in the services of a newly launched online platform whose reputation has not yet been established.

Consider the case of Xianghubao, a widely popular mutual-aid insurance platform introduced in 2018 by Ant Group.38 Xianghubao is an innovative product, whereby participants in the insurance network contribute an equal amount to a payout when a participant falls critically ill.39 When the participant files a claim, it is first reviewed by Xianghubao. If the platform decides to reject the claim, the participant has the option to appeal their case to the crowd-jurors, all of whom are participants in the insurance network. Xianghubao randomly sends out an invitation to eligible crowd-jurors, who are informed they must submit their judgment within 24 hours.40 If a case receives more than 1,000 votes (thereby meeting the minimum sufficient threshold), it is decided by a simple majority decision. If the crowd-jurors decide in favor of the claimant, the platform is obliged to disburse the insured amount. Otherwise, the original decision of the platform is sustained and the claim is rejected.

Xianghubao was not the first to use such a crowd-judging mechanism to decide mutual-aid disputes. Bihu, its rival, began applying crowd-judging to resolve insurance disputes as early as 2015.41 The use of this decentralized mechanism has also helped allay any remaining doubts that users may have about the platform not honoring their claims, a common complaint made about Chinese insurance companies. Because the platform has delegated its ultimate adjudication authority to the crowd, it has effectively tied its own hands, making its commitments appear more credible to users. A recent case helps to illustrate how crowd-judging enhanced the legitimacy of Xianghubao.42 In December 2018, Mr. Tang, a participant in the mutual-aid network, succumbed severe injuries after falling into a pit. Xianghubao rejected his claim for insurance on the basis that he had been taking hormone medication. Mr. Tang was not happy with the decision and appealed the case to the crowd-jurors. On March 26, 2019, over 250,000 crowd-jurors cast their votes within five hours, with 57 percent of them voting against the claimant. Seeing that the majority had voted against his claim, Tang’s family decided to cancel his petition only five hours after voting. The crowd’s reaction to this case, even if not final, clearly enhanced Xianghubao’s legitimacy.

Another notable motivation for Xianghubao and other mutual-aid platforms to adopt a strong form of decentralization is that it helps bolster their argument that they should be viewed as mutual-aid companies rather than insurance companies. Obviously, Xianghubao knew that it was operating in a legal gray area—it was providing a type of crowd-funded medical coverage akin to an insurance product. By making a strong commitment to crowd-judging, Xianghubao and its peers were trying to show that they should be distinguished from typical insurance companies, as their users really had the final say in deciding how to run the platform. In this way, these mutual-aid platforms believed that they could avoid needing to obtain the relevant insurance license, and that their services should not fall under the purview of China’s banking and insurance regulators. While these arguments were initially useful in helping Xianghubao delay regulatory intervention, the firm wasn’t able to escape the tech crackdown launched in late 2020. In the end, Xianghubao suspended its operation in early 2022, as did many other mutual-aid companies in China.43

In sum, the strong form of decentralization offers platform operators the strongest legitimacy, followed by the semi-strong form, and finally by the weak form. In terms of efficiency, the semi-strong form offers the greatest improvement in terms of how quickly cases are resolved, followed by the strong form, and then by the weak form of decentralization. Compared with the other two forms of decentralization, which have mostly been used for adjudication, the weak form provides the least legitimacy and efficiency, but it remains very useful for rule making. Although Western online platforms such as eBay and Facebook also experimented with decentralization, the Chinese online platforms have been much more persistent and proactive in adopting decentralization.

8.2. Legitimacy Crises

The proactiveness of Chinese online platforms in decentralizing their governance, as described above, has much to do with their inherent insecurity about public intervention, a fear that has been further exacerbated by the endemic fraud in the Chinese consumer-internet sector. Over the years, leading Chinese online platforms have faced several major challenges to their legitimacy, including user riots, corruption, and case ambiguity, each of which is elaborated below.

8.2.1. User Riot

In many jurisdictions, platforms’ self-governance is susceptible to criticisms of opacity, arbitrariness, and lack of accountability during the rule-making and adjudication process.44 This evident democratic deficit causes dissatisfaction among platform participants, who feel as though they have been disempowered.45 This has also been the case in China—even though, in most cases, users have very few choices other than to leave the platform. Indeed, users face a classic collective action problem: they are highly dispersed, making it difficult for them to cooperate and form a strong coalition that can effectively bargain with the platform. However, when users have a lot at stake, they can indeed organize themselves to make public complaints. As mentioned in Part II, the Chinese administrative authorities were reluctant to take an aggressive stance against the online platforms in the early stages of their development. But this did not prevent users from strategically coordinating their efforts online to disrupt the platform’s operation. Their virtual protests had the capacity to attract more public scrutiny and thus exert pressure on the regulators to intervene.

The user riot that occurred on Taobao offers a striking example. Recognizing what triggered this protest will require some understanding of the history behind Taobao and Tmall. Alibaba initially operated Taobao as a consumer-to-consumer platform, before introducing Taobao Mall as a new business-to-consumer model, today named Tmall. Unlike Taobao, which provides free listings for vendors and charges zero commission for transactions, Taobao Mall charged vendors a technical service fee, together with a commission for each transaction. Because Taobao and Taobao Mall both operated under the same domain name, many vendors on Taobao were worried that Taobao Mall would divert their traffic, resulting in reduced sales.46 As a consequence, many had no option but to upgrade and migrate to Taobao Mall. On October 10, 2011, Taobao Mall announced plans to overhaul its business-management system by significantly raising its commission rates and the premium fees it charged vendors.47 These measures were supposedly aimed at discouraging vendors selling counterfeit goods from joining the platform, thereby revamping Taobao Mall into a high-end marketplace and a premier destination for quality items.48 However, small and medium-size vendors perceived these rules as Taobao Mall’s way of forcing them off the platform.49 The day after Taobao Mall made the statement, nearly 40,000 small and medium-sized vendors banded together to create an anti-Taobao union, a decision made in a video chat room.50 Vendors from the anti-Taobao union attacked large Taobao Mall sellers by placing a high number of online orders, leaving many malicious negative reviews with the intention of lowering the large sellers’ customer-satisfaction ratings, and then canceling the orders. This unrest massively disrupted the operations of many big vendors on Taobao, leading large Taobao Mall players, such as Hanyidushe, Uniqlo, and Osa, to temporarily halt transactions soon after the attack.

This organized protest not only had immediate financial consequences for Taobao and Tmall, but also severely threatened Tmall’s legitimacy, by casting its integrity into doubt.51 Many commentators attributed this riot to Alibaba’s lack of advanced communication with small and medium-size vendors.52 Because Taobao Mall did not publish its new fees beforehand, vendors were deprived of the opportunity to provide feedback in advance.53 Small vendors were particularly indignant—they believed that their trust and loyalty to Taobao had played a pivotal role in its early success, by helping the e-commerce giant fend off eBay’s expansion in China. However, Taobao appeared to be turning its back on them after it had grown into a thriving platform.54

By employing coordinated extralegal schemes as a form of protest, Taobao vendors wanted to enhance their bargaining leverage in dealing with the platform. This illicit approach proved effective. A week later, China’s Ministry of Commerce (MOFCOM) intervened, requesting that Alibaba mediate these complaints. It is particularly interesting that MOFCOM’s intervention was in no way targeted at the small and medium-sized vendors who had disrupted platform operations. Rather, MOFCOM blamed Alibaba for its poor internal governance, which had promoted social unrest in the first place. Alibaba then sprang into action by initiating online negotiations with representatives of the anti-Taobao group.55 The firm subsequently made a number of concessions, including an investment of RMB 1.8 billion specifically to help small businesses and improve their experience on its platform, while also promising to postpone the annual service-fee hikes and decrease the deposit amount required to participate on the platform.56 MOFCOM’s intervention thus significantly empowered those small and medium-sized vendors, forcing Alibaba to make compromises under the threat of government regulation.

8.2.2. Corruption

Employee corruption is another acute legitimacy crisis facing many large Chinese online platforms. Agency problems are common in any organization, and online platforms as a form of business organization are no exception. Indeed, because platforms possess supreme authority over the governance of their communities, their employees have access to critical information and possess significant power to allocate important resources to community users. In the absence of a strong monitoring system, platform employees may be tempted to engage in illegal and corrupt practices for personal gain at the expense of the platform’s reputation. To be sure, this problem is not unique to China. Most recently, six people, including two former Amazon workers, were indicted on charges of bribing Amazon employees to grant unfair competitive advantages to certain third-party sellers.57 That said, these types of unscrupulous practices are much more ubiquitous in China.

Alibaba again serves as a good example. Employees at Taobao possess vast discretion and power when it comes to making pertinent decisions about the merchants that operate on its e-commerce platforms.58 Taobao employees have the ability to decide whether a shop can open on the platform, which vendors are allowed to participate in certain promotional events, and whether certain negative reviews can be removed on the basis of fraud. Driven by enormous incentives, Taobao employees can also collude with vendors to defraud customers. This is exactly what happened in 2011, when Alibaba unknowingly got caught in a scandal. As was later revealed by the press, a total of 2,236 dealers with “Gold Suppliers” ratings on Alibaba.com, the company’s business-to-business trading platform, swindled more than USD 6 million from overseas buyers.59 What was even more astonishing was that around 100 Alibaba employees had assisted these vendors in bypassing the company’s authentication and verification measures in order to obtain their Gold Suppliers status, the highest ranking for sellers.60 Ultimately, 36 Taobao employees were arrested, and two senior executives, despite not being involved in the scandal, took responsibility and stepped down.61

Even after Alibaba began strengthening its internal monitoring and anti-corruption systems,62 these efforts still could not dispel public doubts about the severe and endemic nature of corruption within the firm. In 2012, the IT Times published a sensational report exposing some of the corruption scandals that had surfaced at Taobao.63 The report exposed the fact that several Taobao employees had been working with scam companies engaged in the production of malicious customer reviews, or “brushing.” The collusion between these scam firms and company insiders made it more difficult for Taobao to detect or punish these firms. The scam company would first deliberately create a negative review on the vendor’s website, then request a small ransom to remove the review. The scammer would also claim that it had connections within Taobao, making it impossible for the vendor to successfully appeal the negative review. In 2011, Taobao discovered that a customer-service employee had conspired with his friend who operated a scam company to delete 993 negative reviews of vendors, obtaining illegal gains of RMB 1.24 million.64 Both the Taobao employee and his friend were arrested on bribery charges and each subsequently was sentenced to five years in prison.65 In May 2012, Alibaba released a public letter disclosing that some vendors had bribed its employees to engage in fraudulent behavior.66 Following this incident, Taobao shut down nine shops, and the police arrested a few Taobao employees.67 However, given the scale of brushing and other extortionate practices, as mentioned in Chapter 7, the number of penalties imposed by Taobao appears to be rather small. In fact, the vast majority of fraudulent practices go undetected, thus demonstrating the inadequacy of existing monitoring systems. Decentralization, which involves delegating some of the platform’s power to users themselves, has been viewed as an alternative means of curbing Alibaba’s internal corruption problems.68

8.2.3. Case Ambiguity

Beyond the issues of user protests and employee corruption, online platforms often find themselves facing conflicts to which there is no clear answer. This is largely due to the inherent incompleteness of the law, which cannot possibly anticipate all contingencies. Indeed, the emergence of online platforms as a new form of business model has forced legislators to contend with many unforeseen legal issues. It is also difficult for regulators to intervene ex post, which explains the voluntary efforts of many large online platforms to introduce more transparency and self-regulatory reforms.69 Facebook presents a striking example of such voluntary efforts. On the one hand, Facebook has faced overwhelming criticism for its failure to tackle hate speech and violent content on its network.70 On the other hand, its content-moderation decisions are considered controversial and the firm has often been accused of censorship for wrongly blocking or eliminating content.71 The fine balance that the social-media platform needs to strike puts the firm in a difficult spot, which explains why Facebook has been attempting to delegate some of its authority to outside experts to rectify the situation and reduce tensions.72 In the Chinese context, this issue of case ambiguity is even more severe. Because merchants deliberately take advantage of legal loopholes and engage in activities that might constitute legal infringements in borderline cases, it is difficult for platforms to gauge whether they are facilitating legitimate or illegal transactions. The phenomena known as shanzhai and xigao offer vivid examples of the legal controversies faced by Chinese online platforms.

In Chinese, the term shanzhai (literally “mountain fortress”) traditionally referred to bandit nests, but is often used nowadays to refer to China’s massive copycat industry.73 Shanzhai products usually imitate the visual and functional similarities of leading luxury fashion brands as well as high-end electronic products. Shanzhai first became popular around 2004, when small factories in southern China started producing cheap knockoffs of cell phones from leading brands.74 It soon became an epidemic.75 Due to their guerrilla-style modus operandi and agile production processes, shanzhai manufacturers have been especially responsive to the local market, often developing additional functions to suit particular consumer demands.76 While normal counterfeiters try to mislead customers by making their products look like the originals, shanzhai businesses often do not conceal the fact that they are producing copycat products, and consumers are typically aware of the differences.77 Although many shanzhai products involve illicit copying and appropriationist practices,78 some shanzhai products operate in a gray zone: it is unclear whether or not they should be considered counterfeit goods that violate Chinese law.

This lack of clarity has in part to do with China’s trademark-registration system. China uses the “first-to-file” system for trademarks.79 Unlike in the United States, where a trademark’s proof of use is a requirement for its registration, China does not require trademark applicants to demonstrate its prior use in commerce.80 This has led to the proliferation of “trademark squatting,” rendering it difficult for foreign brand owners to defend their rights in the country.81 Moreover, many shanzhai products are legally registered trademarks in China. As a result, until foreign brand owners successfully challenge shanzhai businesses in court, it is not immediately clear that the latter’s products should be treated as counterfeits. Furthermore, there have been several well-known cases in which shanzhai producers prevailed in lawsuits brought against them by foreign brand owners such as New Balance, Air Jordan, Brooks, and Muji.82 In those cases, shanzhai producers trademarked their “sound-alike” versions of foreign brands before the original foreign producers were able to register theirs.

Shanzhai producers have also gained legitimacy by appealing to their grassroots features.83 Often known as “grassroots innovations,” shanzhai businesses imitate high-end brands’ products, but also include complementary features that suit the needs of local consumers.84 Some shanzhai products have even acquired their own cultural significance, with some Chinese consumers viewing shanzhai goods as acts of rebellion against the consumption of global luxury brands.85 The increasing popularity of shanzhai practices has helped Chinese online operators garner significant attention online, but they also pose considerable legal challenges for them. The E-Commerce Law that China adopted in 2018 holds platforms jointly liable for the sale of counterfeit goods if they had prior knowledge that such goods were being sold.86 This requirement incentivizes online marketplaces to tighten their scrutiny of shanzhai products.87 Even if firms such as Alibaba have developed cutting-edge technology to detect and remove counterfeit listings, it is often unclear whether shanzhai products are indeed counterfeit goods under Chinese law.

Plagiarism is another problem plaguing Chinese online platforms. WeChat, which started out as an instant-messaging application like WhatsApp, offers a wide array of functions, including a public account (also called a “self-media account”), which allows users to independently publish blogs or produce news articles that they can send to subscribers.88 With user-generated content becoming more popular on WeChat, plagiarism has become an appealing alternative to generating original content.89 To escape detection by WeChat’s sophisticated algorithms for plagiarism detection, some self-media accounts have resorted to a new practice called xigao (literally “article laundering”). Instead of duplicating entire paragraphs verbatim from an original work, this new technique involves copying the ideas and creativity of the original work while making substantial changes to the wording.90 Xigao has become so prevalent that it has bred an underground industry specializing in this type of word-theft for clients. According to news reports, ghostwriters typically earn less than RMB 10 for writing these articles, and can produce 100 to 200 articles each day.91 Some companies also offer automatic services that can generate a fake news article for self-media accounts.92

Meanwhile, the existing anti-plagiarism system adopted by online platforms can only detect plagiarism when words are directly copied and pasted from the original article, so it is difficult for online platforms to instantly identify xigao articles as copycats.93 It also is not easy for the original authors to sue for copyright infringement.94 In practice, it is an arduous task to discern the authors of infringing articles, many of whom are ghostwriters, since self-media accounts receive contributions from many different users. Moreover, the infringing author can easily remove the article from the self-media account, thus impeding the original author’s ability to gather proof. Furthermore, because the original authors are usually individuals rather than large companies with deep pockets, few choose to sue the infringing account holder for laundering their articles.95 Litigation is time-consuming and costly, and plaintiffs usually lack the time and incentive to appeal such cases.96 Above all, even if a lawsuit is filed in court, it is difficult to determine whether xigao has constituted copyright infringement because Chinese copyright law only protects creative expression, rather than ideas.97 A recent survey indicates that only 6 percent of authors are willing to go to court if they find that their copyrights have been infringed.98

In sum, China’s massive copycat industry has tried to evade repercussions for intellectual-property infringements by exploiting loopholes in the law and operating in legal gray areas. However, with the Chinese government now applying stricter internet regulations, Chinese online platforms have found themselves in a vulnerable position, as they could be held liable for facilitating illegal activities.

8.3. Decentralization to Enhance Legitimacy

In response to legitimacy crises and the threat of public regulation, Chinese online platforms have reacted with two major reform initiatives to decentralize their governance. The first is to improve procedural justice in their rule-making and adjudication processes by allowing participation from the user community, giving them a say in how the platform is run. This approach has helped platforms address users’ grievances and has preempted large user protests. Delegating authority to users also alleviates problems of corruption besetting e-commerce platforms. The second initiative is to encourage platform users to explore community norms, which not only helps the platforms protect themselves from potential legal violations, but also assists them in designing rules and adjudicating conflicts in ways that are consistent with the expectations of community members.

8.3.1. Procedural Justice

Richard Fallon views legitimacy as the extent to which the public views a platform’s decisions as justified and appropriate, beyond the fear of sanctions or hope for rewards.99 John Rawls argued that there will always be disagreement over what is best in a pluralistic society, and that legitimacy is only obtainable when those who disagree with the rules respect the decision-making process, regardless of its outcomes.100 Tom Tyler has demonstrated that individuals’ judgments about legitimacy do not depend on achieving favorable outcomes, but are more strongly influenced by the processes and procedures employed by authorities, including the opportunity for individuals to participate and have their voices heard, disclosure of information regarding the neutrality and impartiality of the decision-makers, respectful treatment, and perceived benevolent motives.101 Tyler’s findings are similar to the conclusions drawn from the business literature. Because customers want to have a say, partake in, and influence decision-making, they view fairness as an important part of their customer experience.102 In reality, however, corporations acting as courthouses often fail to offer adequate procedural justice to consumers.103 Chinese online platforms are similarly faced with such legitimacy challenges. Although they typically communicate their rules and regulations in advance, the platforms’ legislative and adjudicative processes largely remain a black box for most consumers. As illustrated by the 2011 virtual riot, opacity in platform decision-making can give rise to a huge amount of consumer dissatisfaction. This digital riot marked a major turning point for Taobao’s self-governance. To improve its relationship with users, Taobao saw the need to engage its users and provide them with an opportunity to raise their concerns during the rule-making and adjudication process. It was precisely against this background that Taobao launched the Public Dispute Resolution Center in 2012.104

Since July 2018, Alibaba has further expanded its decentralized legislative initiatives by introducing its Public Hearing Series. As participants in this program, users can propose hearing topics online, and Taobao will use these hearings as a testing ground before introducing new rules. In each of these hearings, Taobao invites both vendor and buyer representatives to its Hangzhou headquarters, where roundtable discussions are held about new provisions or issues affecting the user experience. These livestreamed discussions are available to all Taobao and Tmall users, many of whom tune in to watch them. Additionally, users can view the recordings of past online hearings, which allows Alibaba to continue to receive feedback even after the hearing is over. Based on Taobao’s own estimates, during the hearings held in the second half of 2018, a total of more than 750,000 sellers, 250,000 buyers, and 100 of Taobao’s in-house customer-service representatives participated.105

Taobao’s hearing on dispatch time is an interesting example. In recent years, Alibaba’s e-commerce sites have faced stiff competition from JD.com. The competition is primarily fueled by JD’s unrivaled nationwide network that promises quick delivery to customers, often within 24 hours. Although many of Taobao’s vendors have been able to dispatch products within 24 hours of their being ordered, some tend to take much longer. The difference in dispatch time between vendors on Taobao creates a potential problem of adverse selection. Buyers might be deterred from making a purchase in the first place if they are unsure about how quickly the vendor will dispatch it.106 In light of this situation, Taobao proposed to shorten its dispatch time from 72 to 48 hours, launching a hearing on its delivery rules on April 18, 2019.107 In order to solicit opinions from platform participants, Taobao hosted a small hearing composed of employees from Taobao, 20 vendor representatives, and three consumer representatives, who were seated in groups. Members from each group were given the opportunity to state their own opinions during the hearing. The hearing was broadcast online and Taobao users were able to freely access the recording afterward. Overall, about 39,000 users viewed the hearing itself; many others left comments during and after the hearing.

This decentralized lawmaking process helped Taobao gather opinions from different sources and overcome blind spots.108 Given that no platform can anticipate all the contingencies that could arise from applying its rules, crowdsourcing helps platforms understand the possible exceptions to its laws. For instance, during the hearing on delivery times, some sellers suggested that the platform should allow case-by-case voluntary arrangements between sellers and buyers to allow for longer delivery times, particularly for certain products where a speedy delivery genuinely cannot be guaranteed. Others suggested that the platform should also allow some flexibility if the seller is able to reach an amiable resolution with the buyer by compensating the buyer for any delays. In this way, sellers can avoid having penalties imposed on them by the platform. Some sellers highlighted the fact that it would take them some time to transition from 72 hours to 48 hours. A few vendors argued that the delivery time was not entirely within their control: there could be shipment delays on the part of other intermediaries. Others suggested that Taobao should give sellers some leeway if they occasionally fail to make quick dispatches. For instance, if some products are temporarily out of stock, or are faulty, they argued, it might be a little too harsh to deduct from their credit scores solely based on delivery performance.

Taobao’s public-hearing system also aided vendors in understanding their customers’ needs. Customer representatives who were interviewed during the hearing indicated that delivery time was a crucial factor in their purchasing decisions. In this particular case, almost all the vendor representatives who spoke at the hearing said that they were usually able to dispatch within 24 hours of receiving an order. However, the hearing also highlighted the imperative for vendors to ensure swift and reliable delivery in order to compete against other platforms that deliver faster. Beyond giving vendors and sellers the opportunity to hear each other’s perspectives, Taobao’s hearing also helped enhance the legitimacy of Taobao’s proposed new rules. Accordingly, when Taobao rolled out a new rule in May 2019, stating that all vendors needed to dispatch their goods within 48 hours of orders being placed, the action was received not as an arbitrary imposition, but rather a response to vendors’ and buyers’ organically expressed needs and preferences.109

8.3.2. Norm Searching

Lawrence Lessig, a renowned scholar of cyber law, has long proposed that systems of control for the digital economy include laws, norms, architecture, and markets.110 In the absence of clear laws and regulations, judges often decide cases by referring to industry standards or customs—that is, to social norms that have been developed spontaneously.111 Constitutional experts also note that even if people disagree about an outcome, decision-makers can still obtain legitimacy when they rely on reasons that have been deemed fair by reasonable people.112 In the context of online consumer claims, since users seldom resort to formal state institutions, users and platforms resolve disputes mostly in relation to norms.113 Because customer-service employees are likely to exercise discretion based on their own understanding of social norms, their understanding may not always reflect the actual norms of the community. Furthermore, there is often no clear-cut answer for difficulties that online platforms encounter, making it difficult to decide what is right and what is wrong. As a result, platforms are often asked to make judgment calls on issues that are highly contextual and sensitive. By giving users an avenue to articulate their concerns and by attaching importance to public reasoning, decentralization encourages compliance, allowing the community to collectively set norms while also promoting greater awareness of the rules.114

Taobao’s policy to handle shanzhai products provides a good example of this dynamic. Since 2015, Taobao has tried to use crowd-judging to determine whether shanzhai products have tricked its consumers (i.e., made them believe the counterfeit product was the real thing), a major legal criterion in determining trademark and intellectual-property infringements.115 After using big data to identify shanzhai products that closely resemble original luxury-brand products, Taobao uploaded the pictures of shanzhai products to the Public Dispute Resolution Center for crowd-jurors to decide whether these products can in fact be confused with the original brands. Each case usually requires the submission of between 800 and 1,000 votes, and the majority decision is then used as a reference point for Taobao’s ultimate decision to remove or restrict the sale of shanzhai products on its platform. The use of crowd-judging serves two important purposes here: first, it helps shift the blame away from the platform and onto Taobao consumers. Second, it reduces the platform’s risk of becoming entangled in potential legal challenges. If certain shanzhai products are later found in court to constitute infringements of laws against counterfeiting, the platform might be held jointly liable for having knowingly facilitated transactions of these products. Crowd-judging, on the other hand, preemptively filters out shanzhai products that are likely to cause confusion for consumers. Taobao therefore has a strong justification to keep certain shanzhai products on its platform—provided that the products in question did not generate confusion when submitted to crowd-judging.

WeChat offers another example of how crowd-judging can facilitate norm discovery. In December 2018, WeChat launched an anti-plagiarism review mechanism to curtail article laundering on user-generated blogs.116 Drawing on Alibaba’s crowd-judging experience, WeChat first uses artificial intelligence to identify articles that could potentially constitute plagiarism. WeChat then recruits professional authors with a solid reputation to act as crowd-jurors and asks them to determine whether an article has been copied. Each crowd-juror must complete their review within 48 hours. A panel is declared to have ruled after more than 10 professional authors have responded and voted. If 70 percent of the jurors rule in favor of the complainant, the article will be categorized as a plagiarized article. According to one report, in about six months, WeChat’s crowdsourcing anti-plagiarism system was able to inspect 200 articles.117 By outsourcing the task of adjudication to users, WeChat neutralizes the decision-making process with democratic support, thereby enhancing the legitimacy of the final decision. In addition to WeChat, other social-media platforms have also applied crowd-judging to moderate content, including Bilibili, a video-sharing application, and Zhihu, a popular question-and-answer website.

Crowd-judging has also been used to facilitate norm discovery in the ride-hailing context. Didi, for instance, receives around 200 emergency requests on a daily basis for passenger itineraries from friends or relatives of passengers who had taken trips with Didi.118 It is often difficult for Didi to strike a balance between privacy and security. To combat this dilemma, the firm set up an online public forum in November 2018 to seek user feedback on controversial topics related to operational, privacy, and consumer-protection issues.119 Didi posts topics for discussion on the forum, leaving a given topic open for seven days to give users some time to vote and add their comments. In this instance, 22,804 users cast their votes, with 68 percent deciding that Didi should not give out the personal itinerary of any passenger. This voting outcome allowed Didi to justify its decision not to disclose the personal information of passengers to third parties who have not been identified as emergency contacts of the passenger.120

Notably, Didi’s decision to create a public forum also appears to have been a proactive move to fend off unfavorable government regulation, similar to when Taobao introduced the Public Dispute Resolution Center after the digital riot. Earlier in the year, a young Chinese woman who used Didi Chuxing’s ride-sharing service was raped and killed by a Didi driver. This news triggered a deluge of allegations against drivers on the platform and sparked criticism of the inadequate safety measures undertaken by Didi. Didi and other ride-hailing companies were summoned by six central ministries, including the Ministry of Transportation, to address these safety issues.121 Didi also suspended its carpooling business.122 In the face of the biggest public-relations crisis it had ever seen, Didi took a series of measures to salvage its reputation. From this perspective, the public forum seems to aim at winning user confidence while also enhancing the legitimacy of the platform’s decisions. In other words, its use is a way to ease and diffuse tensions arising from its platform.123

8.4. Summary

This chapter examined how the insecurity about government intervention has strongly incentivized Chinese online platforms to decentralize governance to ease and diffuse the tensions that arise from the platforms. Such platform insecurity is further amplified by the rampant fraud in the Chinese market, which has exacerbated many enforcement crises facing Chinese online platforms, exposing them to more public scrutiny. Alibaba, a pioneer in platform decentralization, was the first to introduce a crowd-judging mechanism to engage users to participate in rule making and dispute resolution in China. Since then, a large number of Chinese online platforms in e-commerce, social media, and ride-hailing have introduced innovative legal schemes to enable user-generated justice.

Drawing on examples from Chinese online platforms, this chapter reveals that crowd-judging can significantly improve efficiency in handling disputes arising from online platforms. In addition, crowd-judging helps platforms improve procedural justice in their internal governance, while also better understanding community standards. China’s unique experiment with platform decentralization is showing how technology can be deployed to allow user-generated justice to govern the digital economy. It also reveals an interesting paradox, in that authoritarian state regulation over platforms can actually spur more democratic and engaged platform self-regulation.


Part IV

The Path Forward

This Part, comprising Chapters 9–11, assesses the impact of the tech crackdown and predicts the path forward. Chapter 9 compares China’s legal developments with the evolving legal landscapes in the United States and the European Union. Gaining insights into the global regulatory trends helps shed light on the future direction of Chinese legal developments. Chapter 10 evaluate the impact of China’s great reversal in regulating its platform economy. While many of these actions were driven by valid regulatory concerns, the crackdown has resulted in substantial unintended consequences without significantly enhancing competition. Simultaneously, the state sector has benefited by acquiring more strategic stakes and gaining more leverage in directing investment flows toward hard tech. As the country rallies societal efforts to foster the advancement of hard tech, it raises a profound question about the future trajectory of Chinese tech regulation. To address this issue, Chapter 11 applies the dynamic pyramid model of regulation by probing into China’s recent foray into regulating generative artificial intelligence.
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Is China Exceptional?

In Parts I–III, we adopted a systems-thinking approach to examine the intricate interplay between the four key stakeholders involved in shaping Chinese platform regulation. As systems thinking reveals, it is essential to contextualize China’s tech governance within the broader international regulatory landscape. This chapter takes a deep dive into the trends shaping platform regulation in the United States and Europe, highlighting major areas such as antitrust law, data privacy, and labor rights. As our subsequent analysis reveals, regulatory concern about Big Tech is certainly not unique to China. Both the US and European regulators are simultaneously launching a wide range of regulatory measures aimed at reigning in Big Tech.

Despite this common concern, there are striking differences in the values and objectives that underpin each region’s approach. Anu Bradford, a leading scholar on EU law, insightfully articulates these differences: while the United States follows a market-centric strategy, Europe advocates a rights-based philosophy, and China champions a state-centric model.1 The US model reflects an unwavering confidence in market mechanisms and assigns a relatively limited role to governmental intervention. In contrast, Europe’s approach is centered on protecting the rights and interests of users and citizens.2 Deviating from both of these models, China’s strategy places the state as the central figure guiding and regulating the tech industry.3 Consequently, despite sharing common regulatory concerns about Big Tech, these jurisdictions have crafted remarkably different strategies in their regulatory approaches. Meanwhile, the global drive to regulate Big Tech has created considerable spillover effects on China. Notwithstanding a temporary loosening of tech regulations in China during 2022, the dynamic legal developments occurring internationally have provided compelling arguments for Chinese regulators to advocate for more rigorous regulation.

Simultaneously, these global regulatory shifts must be considered against the larger geopolitical context of state rivalry and tech competition. In fact, an intense regulatory interdependence exists among nations.4 Following the September 11 attacks, the United States enacted laws that empowered intelligence agencies with broad authority to monitor foreign entities. Recent years have seen a further extension of these powers, with US authorities now exerting long-arm jurisdiction over data held overseas by American companies. This expansion has triggered an assertive response from various countries seeking to protect their internet sovereignty, leading to a wave of data localization initiatives and stricter regulations on cross-border data transfers.5

China has followed this trend, leveraging data outflow control as both a defensive mechanism against US extraterritorial jurisdiction and as a negotiation tool with the European Union and other nations currently limiting data transfers to China.

In the following discussion, I will first delineate the regulatory developments in the United States and the European Union concerning antitrust, data, and labor regulation. Following this, I will examine their impact on China, elucidating how these international dynamics have influenced domestic regulatory debate and have shaped China’s approach to managing its tech industry.

9.1. Antitrust

Chinese antitrust developments cannot be viewed in isolation from the broader trend in Western countries toward their own tightening of antitrust scrutiny over Big Tech. The regulatory debates in the United States and Europe have not only informed Chinese policymakers, but also created compelling reasons for interest groups to push for aggressive enforcement.

9.1.1. Western Trend

In the United States, antitrust enforcement did not become a significant topic of public discourse until recent years. In fact, calls to invigorate antitrust enforcement against Big Tech companies only started to gain momentum across the political spectrum beginning in 2016.6 Upon assuming office, President Biden appointed several reform-minded individuals to key positions in federal agencies, such as Lina Khan as chair of the Federal Trade Commission (FTC), Jonathan Kanter as the antitrust chief of the Department of Justice (DOJ), and Tim Wu as the special assistant to the president for technology and competition policy. These appointees strongly support a multifaceted approach, moving beyond the consumer welfare standard to address modern antitrust challenges in the tech sector.7 In July 2021, President Biden signed a sweeping executive order to promote competition in the American economy, directing federal agencies, including the FTC and DOJ, to step up their enforcement efforts against Big Tech firms.8 Specifically, the order urges the FTC to address issues such as unfair data collection and surveillance practices, and advocates stricter scrutiny of mergers and acquisitions, particularly those involving “nascent competitors” acquired by Big Tech firms. The order also established the White House Competition Council to coordinate and advance federal government efforts to address antitrust issues.

Both US federal agencies and the states have taken a much more aggressive stance toward antitrust enforcement. In 2020, the DOJ and several states filed a case against Google, alleging that the search engine giant had engaged in self-preferencing as well as other exclusive practices. Two years later, the DOJ and a group of states sued Google again, accusing it of abusing its position in online advertising technology. The FTC has also sued Meta (formerly Facebook) for abusing its monopoly power in “personal social networking services” by acquiring WhatsApp and Instagram and imposing restrictions on rivals. Meanwhile, dozens of antitrust legislations have been proposed, but none has been passed at the time of writing. The “American Innovation and Choice Online Act,” introduced by Senators Amy Klobuchar and Charles Grassley, has garnered the most bipartisan support but has yet to be voted on due to competing legislative priorities. This bill targets various abusive practices by dominant online platforms, including self-preferencing, competitor data misuse, and interoperability deficiencies. Despite these dynamic legal developments, the US government has not made significant progress in advancing its agenda to rein in Big Tech.

Compared with the relatively sluggish progress in the United States, Europe has achieved more significant strides in digital legislation and enforcement. In 2019, the European Commission published an influential report on competition policy in the digital age, laying the groundwork for a series of legislative initiatives, enforcement priorities, and decision-making practices that would later follow.9 A year after the report’s release, the Commission unveiled its draft proposals for the Digital Markets Act (DMA) and the Digital Services Act (DSA). The DMA focuses on addressing competition issues in the digital economy, while the DSA mainly targets regulation of content on social media platforms. The DMA imposes extensive obligations and prohibitions on large platforms that serve as “gatekeepers” in the digital economy. In a significant departure from the previous regulatory approach that primarily relied on ex post intervention, the DMA introduces ex ante regulation of Big Tech firms such as Google, Apple, Meta, Amazon, and Microsoft. The law scrutinizes their various business practices and prescribes a comprehensive list of dos and don’ts for these companies. The objective of the DMA is to foster innovation and unleash the potential of rivals in a fair and competitive environment, thus achieving fair and competitive prices while increasing consumer choice.10 Violations of the DMA could result in fines of up to 10 percent of a firm’s worldwide turnover, which increases to 20 percent for repeat offenders. The DMA was officially adopted in July 2022 and came into force later that year. Although obligations to notify mergers and acquisitions in the digital economy will take effect immediately, other obligations for gatekeepers will only be legally enforceable after they have been designated. Practitioners anticipate the DMA to be fully enforceable by early 2024.11

In tandem with these legislative efforts, the Commission has also intensified its enforcement. Since 2010, the Commission has initiated three investigations into Google, three into Amazon, two into Apple, and one into Meta, imposing record fines on Google and enforcing stringent remedies on both companies. Google has also appealed these decisions to the EU courts. In a landmark 2021 decision, the General Court upheld the Commission’s 2017 ruling in the Google Shopping case, which found that Google abused its dominant position by favoring its own comparison-shopping services over competing platforms. The court appeared to have relaxed the standard of proof compared to earlier precedents and Commission guidance papers, effectively lowering the bar for the Commission.12 National authorities within EU member states have also been actively scrutinizing Big Tech. In 2019, the German Bundeskartellamt issued a decision prohibiting Meta from gathering data from various platforms (e.g., Facebook, WhatsApp, Instagram) and third-party websites, as well as prohibiting the company from combining such data with users’ accounts without their consent.13 The Bundeskartellamt determined that Meta abused its dominant position by collecting, merging, and using data in user accounts, noting that such practices also violated the European Union’s General Data Protection Regulation (GDPR). The German authority’s position was subsequently endorsed by the EU Court of Justice in 2023.14 Meanwhile, regulators from Germany, Italy, Austria, and the United Kingdom have all introduced legislative proposals and intensified enforcement actions to tighten regulation over US Big Tech.15

9.1.2. Impact on China

Dynamic legal shifts in both the United States and Europe have had a profound influence on China, as evidenced by the recent proposals from the State Administration for Market Regulation (SAMR) concerning market definition and merger control. In traditional antitrust assessments, defining the relevant market boundaries is typically an initial step in evaluating a firm’s market power. This process, however, has proven onerous for antitrust regulators and plaintiffs, making it challenging to demonstrate a tech giant’s dominant position despite a substantial market share in some sectors. As a result, both the United States and Europe have witnessed growing calls to eschew the need for market definition in antitrust assessments. For instance, the European Commission’s 2019 report on competition policy in the digital age ardently championed relaxing the requirement to establish market definition.16 The DMA introduced ex ante regulation based on revenue and user numbers, effectively eliminating the need to prove market definition and dominance. Although the United States has not yet adopted sweeping legislation, several legislative proposals, such as Senator Amy Klobuchar’s Competition and Antitrust Law Enforcement Reform Act and Senator Josh Hawley’s Trust-Busting for the Twenty-First Century Act, explicitly state that market definition is not required to demonstrate dominance.17

At the onset of China’s tech crackdown, the SAMR released a draft set of guidelines on the platform economy. In a move seemingly inspired by its Western counterparts, SAMR proposed dispensing with market definition in certain circumstances due to the challenges of applying traditional antitrust assessments to the platform economy.18 This proposal stirred the antitrust community, raising concerns about potential arbitrary enforcement.19 Although the contentious provision was ultimately omitted from the final version, the regulator’s initial attempt to include it suggests that Chinese regulators have been closely observing developments in other advanced jurisdictions and are keen to follow global trends, particularly when it aligns with their bureaucratic interests.

Another area where Western influence is apparent in Chinese antitrust enforcement is merger control. In Europe, the United Kingdom is proposing to lower the standard of proof for competitive assessments of mergers involving designated platforms. Germany has introduced a new threshold based on transaction value for reviewing tech start-up acquisitions that would otherwise escape traditional turnover thresholds. The United States is considering the “Platform Competition and Opportunity Act,” which proposes a general ban on dominant platforms acquiring existing or potential competitors unless they can demonstrate that the merger will not harm competition. These developments have caught the attention of Chinese regulators.

In a 2020 article published in a newspaper affiliated with the SAMR, Xiao Di (from the merger division of the SAMR) proposed tightening scrutiny over so-called killer acquisitions of start-ups with little or no turnover by Big Tech firms.20 Referencing the Western trend of enforcement, he suggested revising merger notification thresholds to expand the review of tech acquisitions. In 2022, China amended its Anti-Monopoly Law, formally authorizing the SAMR to intervene in transactions where there is evidence that the concentration may eliminate or restrict competition, even if it does not meet mandatory notification thresholds.21 This provision closes the legal loopholes that have allowed Chinese tech firms to evade merger control based on little or no target company turnover. The SAMR is also proposing new notification thresholds based on the acquiring party’s revenue and the target company’s market capitalization to further tighten scrutiny over killer acquisitions.22

Although Chinese authorities have been significantly influenced by Western counterparts in introducing new laws and guidelines, their actual enforcement remains relatively conservative. Merger control serves as a prime example. As mentioned in Chapter 4, Alibaba and Tencent have invested in hundreds of start-ups in the past decade. Although some of these investments are only minority interests, the two tech giants’ common ownership over a large portfolio of start-ups poses anti-competitive concerns as it facilitates coordination among these companies.23 Although the antitrust agency started to retroactively review these past acquisitions, it has only levied small fines on the firms for their procedural failures to notify.24 The agency has not imposed any structural remedies, even in cases with significant direct market overlaps. Tencent Music’s acquisition of China Music Corporation is one such example. According to the SAMR’s analysis, the two firms respectively possess 30 percent and 40 percent of the market shares in the relevant market of online music broadcasting.25 Instead of directly addressing the horizontal overlap concern in the merger review, the SAMR imposed behavioral remedies on Tencent Music to end its exclusive dealings with leading record label companies.26 Notably, the SAMR could have initiated a formal antitrust investigation into China Music Corporation and imposed a substantial fine on Tencent, similar to its actions against Alibaba. However, the SAMR ultimately chose to impose remedies through a merger review and applied a minimal fine for failing to notify the merger, thereby mitigating negative market reactions to its enforcement.

Another example is the SAMR’s investigation into the merger between Huya and DouYu, which respectively possess 40 percent and 30 percent market shares in the livestream gaming market.27 A close look at this case reveals that Tencent actually already possessed sole control over Huya and joint control over DouYu, so this proposed transaction would only change Tencent’s control in DouYu from joint control to sole control.28 In the end, the SAMR prohibited the merger transaction.29 However, no further remedies were imposed on either transaction party, despite Tencent’s common ownership over these two companies and the risk of coordination. Thus far, in cases where the incumbent tech giants have acquired a competitor in an adjacent market, the SAMR has cleared all such cases without imposing any remedies. For instance, the SAMR unconditionally approved Tencent Holding’s acquisition of Sogou, the second-largest search engine in China, in July 2021.30 As Tencent is mostly active in social media and gaming, it has few direct overlaps with Sogou. However, Sogou has a user base of over 700 million that could pose a competitive threat to Tencent.31 Instead of preemptively banning the incumbent’s acquisitions of adjacent firms, the SAMR appears to have taken a conservative approach by focusing on the direct competition between transaction parties.32 As a result, the SAMR’s measures may further solidify the incumbents’ dominance without fundamentally addressing the market concentration issue in the digital economy.

9.2. Data

As with antitrust developments, dynamic changes in the United States and Europe have significantly impacted Chinese regulators, leading to substantial spillover effects on China. This is particularly apparent in the case of EU law, which has furnished a convenient model for China’s personal data-protection regulations. Simultaneously, global developments of data regulation have directly influenced Chinese legislation as the country increasingly wields its data law as a strategic self-defense measure against United States’ long-arm jurisdiction over data held by American companies. It has also served as a bargaining tool with other jurisdictions during international trade negotiation involving global data governance.

9.2.1. Western Trend

Historically, the United States has embraced a laissez-faire approach to data governance, championing free trade and unrestricted internet access.33 There is, however, an exception for national security and public interest. Following the September 11 attacks, the United States quickly enacted the Patriot Act, which granted sweeping surveillance powers to authorities for the purpose of bolstering national security.34 The Foreign Intelligence Surveillance Act also allows US authorities to conduct foreign surveillance with limited judicial oversight, as court proceedings under this act are conducted in secret.35 In 2018, the United States adopted the Clarifying Lawful Overseas Use of Data Act (CLOUD Act), allowing US law enforcement agencies to access data stored outside the country by US-based service providers.36 The legislation also outlines procedures for creating bilateral agreements with foreign governments to facilitate reciprocal information sharing. Concerned that these laws would grant the United States unfettered access to overseas data, numerous countries have taken measures to keep data within their borders.37

In terms of privacy and personal information protection, the US government has traditionally adopted a minimalist approach. Thus far, the United States lacks a comprehensive federal data law. Instead, a number of sector-specific laws address privacy protection in areas such as telecommunications, health information, credit information, financial institutions, and marketing. By 2022, only five states—California, Colorado, Connecticut, Utah, and Virginia—had enacted their own privacy-protection laws. However, this lax approach on data-privacy protection is evolving as the United States responds to emerging national interests in cyberspace and mounting domestic concerns about Big Tech.38 In 2020, the Trump administration issued two executive orders accusing WeChat and TikTok of collecting US personal data capable of swaying elections, creating risks to privacy and national security. Trump sought to ban these two apps from app stores, which led to multiple lawsuits from TikTok and its users, as well as WeChat users. US courts eventually blocked these orders.39 Nonetheless, as TikTok’s popularity continues to surge in the United States, it has attracted increasing scrutiny from state governments nationwide. By January 2023, at least 26 states had implemented some form of restrictions on the app, particularly regarding its use on government devices or in lawsuits. In 2023, the State of Montana became the first US state to ban TikTok within its state by next year.

In contrast to the United States, which largely perceives information privacy as a matter of consumer interest, Europe has long regarded consumer privacy and data protection as fundamental human rights.40 This distinction has its roots in the historical, cultural, and legal contexts of the two regions, with the European outlook shaped by historical experiences with totalitarian regimes, invasions of privacy, and human rights abuses.41 These experiences have fundamentally shaped Europe’s collective consciousness and its interpretation of personal data protection as a crucial human right.

The conceptual difference between the United States and Europe came to the forefront in 2013 following the revelations made by Edward Snowden concerning the United States’ vast surveillance operations.42 The news of such mass surveillance sent shockwaves throughout Europe, stirring deep concerns over American espionage activities on their leaders and citizens. This amplified the European anxieties about the potential misuse of their citizens’ data by foreign entities and underscored the need for stricter data protection laws. Since the Snowden revelations, privacy activist Maximilian Schrems has been at the forefront of private litigation challenging the adequacy of EU-US data-protection agreements that govern transatlantic data exchange. Schrems’s argument was predicated on the belief that these agreements failed to provide adequate protection to the data of EU citizens against possible intrusion by US surveillance programs.43 The EU Court of Justice has twice sided with Schrems, citing concerns about potential privacy intrusions from US surveillance programs, and subsequently has invalidated these agreements.44 These landmark rulings created considerable legal turbulence for transatlantic data transfers, raising questions about the legitimacy and future of such exchanges.

In 2018, the European Union started to implement the GDPR, providing EU citizens with a wide range of protections, such as the right to be informed about data processing transparently, the right to access and understand personal data usage, data portability, the right to erase personal data, the right to rectify errors, and the right to object to automated decision-making. The law also mandates companies to conduct data audits and report data breaches. The GDPR features robust sanction provisions, with maximum fines reaching 4 percent of a firm’s revenue. Major US social media companies like Meta, Amazon, and Google have faced substantial fines for GDPR violations. In 2023, the Irish data-protection authority (DPA) imposed a record fine of EUR 1.2 billion on Meta, the social media giant, for transferring personal data from Europe to the United States without providing adequate protection measures for European citizens.45 The decision not only marked a significant precedent in data-protection law enforcement, but it also threatened the data arrangements of tens of thousands of US businesses that had adopted protocols similar to those of Meta.

9.2.2. Impact on China

The advent of China’s data-security regime was significantly shaped by the US mass surveillance program and its increasingly assertive jurisdiction over data stored in other countries. In the aftermath of Snowden’s leak, Chinese top leaders formed a Cybersecurity and Information Leading Group in 2014 to address cybersecurity issues.46 As a defensive strategy against potential foreign surveillance and data collection, China enacted a series of laws and regulations to limit cross-border data mobility.47 Its first major data law, the 2017 Cybersecurity Law, was characterized by stringent data-localization requirements, which added a new layer of complexity for foreign businesses operating in the country.48

In 2021, China implemented the Data Security Law, widely seen as a response to the US CLOUD Act which authorizes extraterritorial access to overseas data.49 The Data Security Law establishes a data-classification framework based on potential national security impacts. Core data—broadly defined as data related to national and economic security, citizens’ welfare, significant public interests, and important data—are subject to extensive data localization and transfer requirements. These requirements not only were aimed at protecting national security interests, but also served to potentially shield Chinese companies from responding to US government requests under the CLOUD Act. This was evident from the law’s mandate that any data transfer to foreign law enforcement or judicial agencies must receive official approval.50 The Personal Information Protection Law (PIPL), enacted in 2021, includes a similar provision countering the CLOUD Act’s extraterritorial reach, further reinforcing China’s intent to maintain control over its citizens’ data.51 In reaction to escalating export restrictions and sanctions against Chinese tech firms, both the Data Security Law and the PIPL incorporate provisions to counteract foreign export restrictions and sanctions, threatening severe penalties for violations.52 The Cyberspace Administration of China (CAC) continued this trend into 2022 by releasing additional measures and guidelines related to the security assessment for cross-border data transfers.53 These developments served to further institutionalize cross-border data-transfer review mechanisms, reinforcing the Chinese government’s commitment to maintain stringent control over its data in the face of an increasingly challenging global data-governance regime.

The case involving Didi Chuxing exemplifies the intensifying legal conflict between China and the United States. Notably, this case occurred against the backdrop of deteriorating Sino-US relations and the US government’s demand for stricter auditing requirements for Chinese firms listed in the United States. In 2020, President Trump signed the Holding Foreign Companies Accountable Act into law, threatening to delist Chinese firms from US stock exchanges unless Beijing permitted US authorities to inspect the auditing records of Chinese firms. Prior to Didi’s initial public offering (IPO) in June 2021, the ride-hailing giant reportedly received advice from the CAC to delay its US filing in order to undergo a comprehensive cybersecurity review. With Didi collecting vast amounts of personal and location data, the CAC was concerned that the firm might hand over personal data and other sensitive information to US authorities during the IPO filing process. The Wall Street Journal reported that the CAC feared Didi’s server equipment could be vulnerable to security breaches upon disclosure, potentially compromising data security.54

Despite this advice, Didi proceeded with its IPO at an accelerated pace, as mentioned in Chapter 5. Two days after its IPO, the CAC announced a cybersecurity review investigation into Didi. The investigation was based on the Cybersecurity Review Measures, an obscure regulatory measure enacted a year earlier, primarily addressing supply-chain risks associated with the procurement of network products and services by operators of critical information infrastructure. To close this potential loophole, Chinese authorities revised the Cybersecurity Review Measures in 2022, adding a new provision requiring online platforms with over one million users to apply for a cybersecurity review if they plan to list overseas.55

On the other hand, European data and privacy laws, notably the GDPR, have also had a profound influence on the development of Chinese legislation. Paul Schwartz, a renowned data and privacy expert, observed that the European Union has employed a broad array of strategies to promote the spread of its data protection law.56 Crucially, the GDPR applies extraterritorially and permits the free flow of data transfers to other countries if the European Union determines that the country has provided an adequate level of data protection. This means that any country wishing to freely engage in data exchange with the European Union must ensure that its data protection standards are in line with the GDPR. Consequently, many countries have rushed to adopt standards similar to the GDPR to fulfill the EU adequacy requirements.

Meanwhile, the European Union has set the gold standard in data regulation, with its strong regulatory capacity and inclination toward strict standards, prompting numerous jurisdictions to model their own regulations on the GDPR.57 Anu Bradford refers to this as the “Brussels Effect,” a term that encapsulates the European Union’s far-reaching influence and global regulatory power across a multitude of policy areas.58 This is a testament to the EU’s commitment to uphold high standards of data protection and its clout in the global regulatory landscape. This influence has been particularly pronounced in China. In fact, when drafting the PIPL, the Chinese legislature used the GDPR as a blueprint. The final law not only resonates with the GDPR, but in some areas, it closely mirrors its provisions. Notably, the PIPL also incorporated the gatekeeper concept from the DMA, imposing certain obligations on large internet platforms with a complex business structure and significant user base. These gatekeeper platforms must fulfill obligations such as establishing a robust compliance system, subjecting themselves to monitoring by independent organizations composed of external experts, and periodically publishing social responsibility reports on personal data protection.59

9.3. Labor

In both the United States and Europe, policymakers and enforcers have been grappling with the issue of whether workers in the sharing economy should be classified as independent contractors or employees. Similar to China, tech firms in these jurisdictions have made considerable efforts to resist litigations and legislations that would classify such workers as their employees. Despite aggressive lobbying from tech giants, US and European policymakers have made steady progress in developing specialized rules to enhance labor protection for platform workers. These regulatory developments have inspired Chinese regulators, who are similarly pressuring Chinese tech firms to improve labor protection for platform workers.

9.3.1. Western Trend

In the United States, online platforms and gig workers have been embroiled in a protracted legal battle over the latter’s employment status for years. At the state level, ride-hailing companies like Uber and Lyft have faced numerous lawsuits alleging their classification of drivers as independent contractors rather than employees to be bogus.60 Thus far, many such legal challenges have been settled, preventing courts from making definitive rulings on the issue.61 For example, Uber settled a lawsuit with 400,000 drivers in California and Massachusetts for approximately USD 100 million before trial in 2016.62 However, the court rejected the proposed settlement on the grounds that it was insufficient to compensate the drivers.63 In 2020, a New York federal court ruled that Uber drivers could be treated as employees eligible for unemployment benefits under the law.64 The State of Massachusetts also filed suit against Uber and Lyft for misclassifying drivers as independent contractors rather than employees.65

Similar to other countries, US courts have adopted some form of a “control” test to determine employee status. There are three major tests: including the common law control test,66 the ABC test,67 and the economic realities test,68 all of which examine the extent to which the firm has the right to control the manner and means by which the workers provide their services. Although the control test was relatively easy to understand in traditional employment relationships, the advent of algorithmic management has blurred the line between employee and independent contractor. Among these tests, the ABC test is the most favorable for platform workers, as it creates a rebuttable presumption of an employment relationship unless the employer can prove that the worker is free from its control and direction, the work is not an integral part of the business, and the worker is free to engage in outside, unrelated work. The second criterion of the ABC test makes it almost impossible for many platforms to demonstrate that the workers’ activities do not fall within the company’s core competencies.

In addition to court rulings, many state legislatures have taken actions to address worker misclassification. In 2019, California passed AB5, a bill that incorporated the ABC worker classification test into state law, making it more challenging for employers to classify workers as independent contractors.69 Companies like Uber and Lyft spent tens of millions of dollars on an aggressive campaign to overturn AB5 by introducing Proposition 22, which sought to exempt ride-hailing companies from the ABC test.70 Although the proposition passed with 59 percent of the vote, the Superior Court of California declared it unconstitutional and unenforceable.71 The decision was promptly appealed and remains pending. Uber and Lyft launched a similar campaign in Massachusetts, but their efforts were thwarted when a state court deemed their proposed ballots to be in violation of state law.72 Meanwhile, ride-hailing companies negotiated a deal with drivers in Washington, offering a guaranteed set of benefits while maintaining their status as independent contractors.73 Similar bills have been proposed in New Jersey, Pennsylvania, Vermont, and Wisconsin.74 At the federal level, the Biden administration made progress in 2022 when the Department of Labor introduced a new rule making it harder to classify workers as independent contractors, aiming to end the abusive practice of worker misclassification.75 This rule replaced a Trump administration regulation that allowed workers to be treated as independent contractors if they owned their businesses or could work for competing firms.

Like the United States, most European countries employ some form of control test to determine labor relations.76 Some European nations have been particularly active in enhancing labor protections for gig workers. In 2021, the UK Supreme Court ruled that Uber’s drivers should be classified as workers rather than independent contractors. This classification grants drivers certain employment rights, such as minimum wage and holiday pay, but does not provide full UK employment rights. French courts have also issued a series of rulings favoring gig workers. In 2020, France’s top court classified an Uber driver as an employee, and in 2022, the French Criminal Court convicted Deliveroo of hidden work. A Paris court also ordered the platform to repay EUR 10 million in social payments in 2022.77 Additionally, the French government adopted an order in 2021 establishing a system of collective representation for independent workers in the digital economy.78

In Spain, the Supreme Court ruled against a delivery company called Glovo in 2020 for misclassifying its drivers as contractors rather than employees.79 Glovo was fined EUR 79 million in 2022 and another EUR 57 million in 2023.80 In a significant move, the Spanish government codified the Glovo decision and adopted the Riders’ Law in May 2021.81 This new law presumes delivery workers to be employees if they operate under the direct or indirect organization, direction, and control of a digital platform that uses algorithms to manage the service or working conditions. In response to this legislative change, Deliveroo exited the Spanish market entirely, while UberEats opted to subcontract their workers, a practice that may be subject to challenge as it appears to circumvent regulation.82 Italian authorities have also taken action against food-delivery companies. In February 2021, the Milan public prosecutor fined several food-delivery companies nearly EUR 733 million for misclassifying workers and ordered them to hire all 60,000 delivery workers as “pseudo-subordinate” employees with limited employment rights within 90 days.83

Concurrently, the European Commission is working on a series of proposals, including a directive, draft guidelines, and a communication, aiming to address employee misclassification and algorithmic transparency in the gig economy.84 Part of the proposal involves introducing a legal presumption of employment for misclassified independent contractors. The initial Commission text outlines five criteria that could indicate a subordinate link between a worker and a platform, such as remuneration, uniform requirements, performance oversight, worker scheduling restrictions, and limiting work for competitors. A rebuttable presumption of employment is established if a worker meets two of these five criteria. The Commission also seeks to enhance algorithmic transparency and establish a right to contest algorithmic decision-making.85 Furthermore, the Commission’s DMA imposes obligations on large core platforms deemed “gatekeepers” to provide business users with access to their data, potentially enabling greater transparency concerning decisions affecting the employment relationships of platform workers.86

9.3.2. Impact on China

The evolving landscape in both the United States and Europe has significantly influenced the regulatory discourse in China, especially concerning platform worker classification. There is a prevailing consensus among Chinese policymakers and academics that it is imperative to introduce reforms to bolster labor protections for platform workers.

As mentioned in Chapter 6, eight central ministries issued Guiding Opinions on Protecting Labor and Social Security Rights and Interests of Workers Engaged in New Forms of Employment (“Document No. 56”) in July 2021.87 This document specifies that when a platform exercises labor management over workers without fully meeting the conditions for establishing an employment relationship, the platform must enter into written agreements with workers to reasonably clarify their respective rights and obligations. Some scholars have interpreted Document 56 as proposing to introduce a new form of labor relationship wherein platform workers enjoy a hybrid status between an employee and independent contractor. This policy proposal appears to be inspired by recent labor reforms in other jurisdictions, such as the UK Supreme Court’s 2021 decision to classify Uber drivers as “workers” rather than contractors. Chinese scholars have also pointed to the experience of Germany, which established an intermediary category of “employee-like persons.”88 This concept refers to workers who are economically dependent (work predominantly for one person or derive half of their total income from one person) and require social protection similar to an employee.89 This category of workers is entitled to collective bargaining, paid leave, and access to labor tribunals.90 California’s “Proposition 22” adopted in 2020 is another example where platform workers enjoy more labor protections than other independent contractors but are not considered employees.

Meanwhile, some Chinese courts have begun to consider altering the standard of proof during adjudication. In September 2021, a research group from Beijing’s First Intermediate People’s Court published a report in the People’s Court Daily, discussing the legal nature of labor relationships in the platform economy.91 The study group proposed creating a presumption of labor relationship and shifting the burden of proof from the worker to the platform, drawing inspiration from similar presumptions in favor of platform workers in US and UK cases involving Uber.92 The Beijing court particularly highlighted the Berwick v. Uber case, where the California Labor Commission adopted a two-step approach to determine the labor relationship. First, the worker provides preliminary evidence of service provided to Uber, creating a presumption of employment; second, the employer can offer evidence to rebut the presumption and show that the worker is, in fact, a contractor. Uber lost this case because the court held that it failed to show it exercised minimal control over the plaintiff driver’s activities.

Based on the analysis of these foreign precedents, the research group from the Beijing court criticized the existing test widely adopted by Chinese courts in labor cases. As mentioned in Chapter 6, the Ministry of Human Resources and Social Security (MOHRSS) laid out a three-factor test to establish a labor relationship, focusing on employer control, management rules extension, and the integral nature of the employee’s services. The research group from the Beijing court observes that the test might be excessively stringent for platform workers, conceding that while workers may not satisfy these conditions they should still qualify as employees. The research group also noted that the informal management by some companies makes it difficult for workers to satisfy the burden of proof. Overall, both Chinese judicial and regulatory authorities are closely monitoring the legal trends in the United States and Europe, as these developments may significantly influence their approach to addressing the complex labor issues arising from the country’s dynamic sharing economy.

9.4. Summary

As evidenced by the dynamic developments in platform regulation in both the United States and Europe, China is hardly alone in its efforts to rein in Big Tech. However, driven by distinct values and ideologies, these regions have charted different paths in governing Big Tech within their respective jurisdictions. Concurrently, the vigorous regulatory debates in the West have had a significant impact on Chinese regulation. In many ways, Chinese policymakers are emulating their Western counterparts by introducing similar reforms to address regulatory challenges within China’s platform economy.

Apart from these spillover effects, global tech regulation has directly influenced China’s regulatory stance. The United States’ expansive overseas surveillance and aggressive assertion of jurisdiction over overseas data have prompted various countries, including China, to enforce more stringent data-localization requirements and impose tighter restrictions on data transfers. At the same time, China is attempting to use its data outflow control as a major leverage in negotiations with other nations. This regulatory interdependence between nations adds an additional layer of dynamic complexity to the evolution of Chinese tech regulation. The ever-changing global tech regulatory landscape presents a unique challenge and opportunity for China, and it will be interesting to observe how the country will navigate this complex web of influences in the future.
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Assessing the Impact

China’s relentless law enforcement campaign, which was initiated in October 2020, swept across the entire tech sector and lasted for almost 18 months. As noted in the Introduction, the series of tech policies being rolled out from Beijing, seemingly random and disconnected, all bear the distinct hallmark of a government intent on tackling economic inequality. The extraordinary clampdown on private tutoring, for instance, sought to narrow the educational divide between the rich and poor. Concurrently, the deluge of regulations—spanning antitrust measures to data and labor protections—were designed to bolster the bargaining power of the various platform participants in dealing with the powerful tech firms.

This chapter delves into the short-term implications of this unprecedented enforcement initiative. More specifically, how successful has it been in helping the top leadership to accomplish their ambitious goal of common prosperity? Has it led to any unintended consequences? And how might this enforcement drive shape the future trajectory of tech development in China? As I have outlined in Part II of this book, China’s hard-hitting regulatory approach has its great advantages but also fundamental flaws. The broad leeway afforded to the administrative authorities enables them to be agile, reacting quickly to the shifting policy winds. Nonetheless, this also gives rise to systemic issues, such as a lack of political accountability and the potential for overreach in administrative discretion. In past enforcement campaigns, there has been a tendency for “policy overshooting” during the most intense periods. This typically subsides, leaving minimal long-term deterrence as markets adjust to the temporary nature of the campaigns.1 This cyclical pattern presents a challenge when trying to predict the outcome of the most recent enforcement wave.

Still, the tech crackdown, which began to ease in early 2022, has induced lasting institutional changes. The most conspicuous shift lies in the power dynamics between the private sector and the state. The private sector, squeezed by tightening regulations, has ceded ground while the state, emboldened, plays a progressively more assertive role in investing and steering the trajectory of the tech industry. Ironically, the campaign has not really bolstered the bargaining power of the platform participants in their dealings with the tech firms, but the actual result so far has seen the state’s position significantly strengthened relative to tech companies. This more assertive role of the Chinese state will likely continue to shape the future of the Chinese tech industry, reshaping power dynamics and recalibrating market forces in ways that could have implications not just for China but for global tech landscape.

10.1. The Retreat of the Private Sector

From the outset, the top Chinese leadership has aimed their enforcement efforts squarely at stemming the unchecked expansion of capital by the country’s tech behemoths. In an effort to mollify Beijing, leading tech companies such as Alibaba, Tencent, and ByteDance have undertaken radical measures, from selling off non-core business assets and improving corporate governance to restructuring their businesses. Yet the erratic nature of Chinese tech policy has unnerved investors, precipitating severe and unintended consequences of deterring investment and entry into the consumer tech business. As such, although the campaign ostensibly sought to clear the path for new and innovative entries, its debilitating side effects appear to outweigh the intended benefits.

10.1.1. Exit and Restructuring

In 2021, Tencent distributed USD 16 billion of JD.com to its shareholders, slashing its stake in the e-commerce company from around 17 percent to a mere 2 percent.2 The following year, Tencent declared that it would dispense nearly USD 22 billion worth of shares in Meituan as dividends to its shareholders, significantly diluting its stake from 17 percent to just 1.5 percent.3 Although Tencent’s retreat from the e-commerce and food-delivery sectors may have given room for other businesses to grow, it has also had a chilling effect on investment and market entry.4 As a powerful and formidable investment force, Tencent has shown a willingness to assume risks that others shy away from.5 As such, the company’s exit from several industries sends an ominous signal to the market. Investors may interpret this withdrawal as indicative of the sector’s grim prospects, which in turn could further deter investment.

The corporate empire of Jack Ma has undergone even more profound transformation. In January 2023, Ant Group unveiled sweeping changes to its corporate governance structure.6 Ma relinquished his control of Ant Group, reducing his voting rights from 50 percent to a modest 6 percent. The restructuring ensured that no single shareholder could exert sole or joint control over the fintech giant, and the board will include an additional independent director. This corporate overhaul was completed by the end of 2023, with the People’s Bank of China now listing Alipay as a firm without an actual controller. Undoubtedly aimed at diluting Ma’s influence, these changes were touted by the government as steps toward improving transparency and accountability in corporate governance. The regulators’ stance is not without merit. As past financial scandals involving the likes of Tomorrow Group and An Bang demonstrate, companies with large shareholders and opaque corporate governance structures are ripe for misconduct. Given Ant’s magnitude and reach, Chinese regulators are rightly concerned about the potential fallout if the financial giant is mismanaged.

Concurrently, the dilution of Ma’s influence over Ant has the effect of indirectly improving Alibaba’s corporate governance. This has to do with the peculiar governance structure of the two firms. After scrutinizing Alibaba’s corporate structure, eminent corporate law experts Jessie Fried and Ehud Kamar concluded that Ma could effectively control Alibaba through his control of Ant Group, despite holding only a personal stake of roughly 5 percent.7 The authors argue that Ma’s control over Ant enables him to exercise influence over Alibaba’s partnership committee, which in turn allows him to dominate the company’s executive team.8

Merely two months after Ant Group’s structural overhaul, Alibaba announced its decision to splinter into six discrete units, each focusing on a unique domain—cloud computing, Chinese e-commerce, global e-commerce, digital mapping and food delivery, logistics, and media and entertainment.9 This news emerged concurrent with Jack Ma’s return to the public eye after a year-long sojourn overseas, fueling speculation that a pact had been brokered between Beijing and Ma over the reshaping of his corporate empire. Alibaba’s CEO, Daniel Zhang, believes this restructuring will render the firm more agile, as each newly independent unit will have increased autonomy in decision-making, bolstering their competitive edge.10

In a prior commentary co-authored with Professor Jin Li of the University of Hong Kong, we raised skepticism about Alibaba’s restructuring plan, deeming it a costly move.11 The reorganization risks duplicating company resources, while simultaneously elevating the likelihood of incentives being misaligned across the different units. We argued that an alternative form of organization such as a multi-division form could be adopted to achieve similar purposes of increasing agility without having to endure such high costs. First adopted by DuPont nearly a century ago, and embraced by countless companies since, the M-form structure empowers division heads to make their own personnel, budgeting, and operating decisions, while corporate headquarters offer strategic direction, support, and oversight. Moreover, Alibaba remains the controlling shareholder of these six units. Thus, from an antitrust perspective, the units continue to be viewed as a single entity. As such, Alibaba’s move carries significant cost while failing to address fundamental antitrust concerns in any meaningful way. Absent a robust business justification, Alibaba’s split appears primarily aimed at placating a Chinese government apprehensive of its growth and influence.

10.1.2. The Unintended Consequences

The orchestrated exits and restructuring undertaken by China’s tech titans should, in theory, create more space for competition, enhance these companies’ corporate governance, and bolster investor protection. However, these maneuvers have resulted in far-reaching unintended side effects. Fears around the capriciousness of China’s regulatory policies, coupled with growing anxieties about the prospects of consumer tech businesses, have dampened investor sentiment and have led to a precipitous decline in investment in the consumer sector. The heightened cost of regulatory compliance disproportionately burdens smaller firms, who lack the extensive in-house resources that larger firms have at their disposal for handling such matters. This disparity in compliance resources inadvertently gives larger tech firms a competitive edge, further cementing their dominance in the market.

For many investors, July 2021 was a tumultuous month that signified a seismic shift in their perception of the Chinese consumer internet market. Two consecutive shocks rocked the market in July, delivering a potent blow to investor confidence. The initial shock stemmed from Didi, the Chinese ride-hailing giant that found itself ensnared in an unexpected cybersecurity investigation. The Didi incident reverberated across the industry, casting a long shadow over Chinese companies seeking to list overseas. As detailed in Chapter 5, the Didi probe prompted the Cyberspace Administration of China (CAC) to mandate cybersecurity checks for internet firms seeking foreign listings. This raised concerns among investors about the feasibility of US listings for such companies, thereby potentially curtailing exit options for US dollar-denominated funds in China.12 This murky outlook also dampened investor confidence, affecting both early and late-stage start-ups.13 By the second half of July 2021, the US listing of Chinese firms had practically come to a standstill, due to the uncertainties surrounding the CAC’s cybersecurity law requirements.14 Then came the second blow in late July, when the Chinese government suddenly announced a policy prohibiting for-profit tutoring firms from going public or soliciting foreign capital. As elaborated in Chapter 2, this policy—designed to alleviate excessive competition among Chinese youth and establish a more equitable education system—effectively wiped out the online tutoring sector.15 The abrupt policy shift sent shock waves across the market, exacerbating investor fears about the capricious and erratic nature of Chinese tech policy.

Data from the China Academy of Information and Communications Technology (CAICT), a think tank affiliated with China’s Ministry of Industry and Information Technology, illustrates the chilling effect of these regulatory actions.16 Investment in China’s internet industry plummeted from USD 15 billion to USD 9 billion from the second to the third quarter of 2021, a staggering 40 percent decrease.17 Moreover, the total investment capital nose-dived from a high of USD 49 billion in 2021 to a paltry USD 10 billion in 2022, an 80 percent reduction. Concurrently, the total market capitalization of Chinese internet companies also shrank from USD 2.5 trillion at its 2020 peak to USD 1.4 trillion in 2022, marking a 44 percent decline. Recent empirical research by Daniel Sokol from the University of Southern California, Feng Zhu from Harvard University, and others have shown that China’s tech crackdown fell short of its goal to foster greater competition.18 Using large-scale industry databases, the authors find that Chinese consumer internet sectors saw 27 percent less monthly investment and 19 percent fewer monthly new entries compared to other sectors not affected by the crackdown.19 Thus, while the enforcement campaign was ostensibly aimed at curbing the behavior of tech giants, it ended up reinforcing the existing market structure and negatively impacting the industry.20

In the meantime, China’s tech crackdown has drastically escalated the burden of legal compliance, inadvertently skewing the scales in favor of behemoths and placing smaller, resource-strapped start-ups at a disadvantage. Unlike antitrust laws, which primarily target firms with strong market position, data regulations apply universally to all companies involved in data collection and processing. Consequently, stricter data regulation imposes a disproportionate cost on small businesses. In October 2021, the number of apps available in Chinese app stores fell to just 2.7 million, representing an almost 40 percent decrease from three years prior.21 Certainly, various factors have contributed to this decline, such as China’s maturing consumer internet market and a number of apps falling foul of personal data obligations. Yet, it’s indisputable that the increasingly challenging regulatory environment played a substantial role, with the steepest decline coinciding with the crackdown’s peak intensity in 2021.22

Indeed, even with large tech firms withdrawing from non-core areas of investment, there has been no marked uptick in new entrants into the core businesses currently dominated by titans such as Alibaba and Tencent. In 2020, 70 percent of the most popular apps in China were owned by Alibaba and Tencent, with the remaining 30 percent owned by ByteDance and Baidu.23 This market structure remained the same for the next two years.24 In the e-commerce sector, Alibaba’s market share ebbed from 54 percent in the first quarter of 2021 to 46 percent by the close of 2022. ByteDance, meanwhile, made inroads, bolstering its share from a meager 4 percent to a sturdy 11 percent.25 In the realm of food delivery, the duopoly of Meituan and Ele.me remained unchallenged, jointly boasting over 90 percent market share until 2022.26 The gaming sector echoed a similar pattern, with Tencent and NetEase holding an overwhelming 79 percent of the market in the first quarter of 2023, a slight increase from their 76 percent in 2020.27 Turning to ride-hailing, despite Didi’s shares slipping from 92 percent in mid-2021 to 78 percent by year’s end, the ride-hailing giant managed to halt further attrition, stabilizing its market position.28 On the whole, the tech crackdown has induced minor stumbling among the largest players in some areas such as e-commerce and ride-hailing, with their incumbent rivals seizing the opportunity to bolster their positions. Nonetheless, it hasn’t fundamentally changed the competitive landscape, with key sectors still being dominated by these formidable tech giants.

Foreign tech firms operating in China haven’t escaped the brunt of the tech crackdown either. An influx of newly implemented rules restricting cross-border data transfer has compelled many companies to either localize their data within China or relocate their operations overseas. Some experts have likened China’s new data laws to the proverbial straw that broke the camel’s back, compounding the compliance costs for US social media companies already grappling with a heavy censorship burden.29 LinkedIn, for instance, withdrew from China in late 2021 and instead launched InCareer, a job-posting app devoid of social feeds or post sharing. By entirely disconnecting InCareer from LinkedIn’s global platform, the firm tried to sidestep the data export restrictions typically required for multinationals.30 Yahoo also cited an “increasingly challenging business and legal environment” when it shut down its online services in 2021. The impact has reverberated beyond the tech sector. Banking executives have bemoaned the increasing resources they have to devote to comply with Beijing’s data security rules.31 A senior executive from a US investment bank revealed to me that they shut down their entire global trading platform based in mainland China in 2022.32 Despite the potential to satisfy cross-border data-transfer rules, the executive remarked that his firm simply did not want to take on those legal risks. Moving their operations out of China was seen as a clean decision.33

The campaign has rippled through to the labor market as well. The call to end the “996” work schedule, a prevalent practice in the tech industry that sees employees work from 9 a.m. to 9 p.m., six days a week, drew substantial attention during the enforcement campaign. However, while tech firms pledged to rectify such practices, old habits proved stubbornly persistent.34 As such, despite many measures having been devised to bolster worker protection, their impact appears negligible. Compounding the issue, revenue losses at leading tech firms have led to significant layoffs, fueling fierce internal competition and heightening worker anxiety. In 2021, more than 35 leading tech firms announced redundancies.35 Alibaba alone terminated the contracts of 20,000 employees, about 8 percent of its workforce.36 The following year, Tencent cut 7,300 jobs in the second and third quarter, while Alibaba shed another 11,800 positions.37 Other firms such as JD.com, ByteDance, Zhihu, Xiaohongshu, Bilibili, and Weibo made similarly drastic cuts.38 This trend continued into 2023, with Baidu laying off workers in its autonomous driving task force to double down on profitability.39

10.2. The Advancement of the Administrative State

Simultaneously, as the private internet sector recedes, the state sector advances. The tech crackdown, though transient in nature, has catalyzed enduring institutional changes. Over the 18-month enforcement campaign, a wave of national and local laws emerged, supplemented by departmental guidelines that further shaped the regulatory landscape. The Anti-Monopoly Law, for instance, was revamped, bestowing upon the agency greater discretionary power and amplified punitive abilities. Newly minted data laws, such as the Personal Information Protection Law and the Data Security Law, also wield significant regulatory force. Consequently, Chinese regulators now command a larger regulatory arsenal and broader administrative discretion. Moreover, the tech crackdown has significantly bolstered regulatory agencies by augmenting their enforcement capabilities. The antitrust unit of the State Administration for Market Regulation (SAMR), having been elevated from a bureau to an agency, now commands a more generous budget and an expanded workforce. These newly empowered agencies have become formidable interest groups, pressing for more stringent regulation. As mentioned in Chapter 9, the global trend toward tighter tech regulation reinforces these agencies’ arguments for stringent controls on domestic tech behemoths. Nonetheless, the administrative state’s advance doesn’t end there. Some government departments are making a case for state ownership as the ultimate form of regulatory intervention. Simultaneously, the Chinese government is assuming a more proactive role in directing capital to advance its quest for technological self-sufficiency.

10.2.1. Golden Share and State Investment

The Chinese government’s desire to own stakes in its tech firms stems from its concerns about foreign sway over its technology sector. In the past two decades, many Chinese tech firms have resorted to the variable interest entity (VIE) form to raise overseas capital while circumventing existing legal restrictions on foreign investment in the internet sector. Despite flouting the spirit of Chinese investment regulation, this VIE structure has been tolerated for years.40 This strategic ambiguity has allowed Chinese tech firms to raise funding from global investors, while also allowing early venture capital investors to seek initial public offering (IPO) exits on global stock exchanges.41 Although foreign investors hold no direct control, they can exert indirect influence. The Didi saga, discussed in Chapter 5, provides a telling example. The CAC requested Didi to defer its IPO filing for a more rigorous and comprehensive cybersecurity review. Still, spurred by pressure from foreign investors, the firm surreptitiously proceeded with its public listing. At the time of its IPO, the major shareholders of Didi were Japan’s Softbank and America’s Uber, together holding a 33 percent stake.42 An IPO offered these investors a chance to capitalize on their investments, a desire that only intensified amidst fears that Didi might be next in line for a tech crackdown. As noted in Chapter 4, Didi gained its dominance in the ride-hailing market through two important mergers with Kuaidi and Uber, both of which could be deemed anti-competitive under Chinese merger control rules.

Following this event, rumors circulated that the Chinese government might invest a “golden share” in Didi to gain better control over the ride-hailing behemoth.43 While state ownership has predominated nearly every industry sector critical to China, the consumer technology field is one of the few areas where such ownership hasn’t made a significant impact. Golden share arrangements typically involve the state acquiring a nominal stake in a company, thereby granting it influence over corporate decisions through special voting or managerial rights. This setup provides an insider’s access to key decisions and veto power, which would go a long way toward assuaging Chinese policymakers’ worries about the overexpansion of these firms and the data security issues. For this reason, there is some optimism among policymakers that golden share arrangements could give the government the information and influence it craves while avoiding the potential costs of regulation.

It is worth noting that the use of the golden share investment as a form of regulatory control is not new. Its origin can be traced back to 2014, when Beijing encouraged such setups with online content providers as part of its mixed-ownership reform.44 By 2017, the government has unveiled plans to invest in online media companies to tighten content control. This strategy gained further traction during the tech crackdown. Since 2020, the China Internet Investment Fund (CIIF), co-founded by the CAC and the Ministry of Finance in 2017, has bought golden shares in leading tech firms such as Sina Weibo, ByteDance, Alibaba, and Tencent.45 In the wake of the Didi incident, there’s even more momentum within the government to expand its golden share investments to all data-rich tech companies operating critical information infrastructure. In late 2021, it was revealed that the government had purchased a golden share in Full Truck Alliance Co., a Chinese platform which arranges trucking services.46 Notably, Full Truck Alliance was also subjected to a cybersecurity review in tandem with Didi, as detailed in Chapter 5. There is now speculation that a similar investment in Didi could be part of the firm’s restructuring plan.47

Of all its investments, the CIIF’s stake in ByteDance has attracted the most scrutiny. In April 2021, CIIF, along with two other state-owned entities, secured a 1 percent stake in Beijing ByteDance Technology, ByteDance’s primary Chinese subsidiary. The state investors, in return, gained the right to nominate a board member. A CAC official, Wu Shugang, who used to head the CAC’s division overseeing online commentary, was appointed to the board. Beijing ByteDance Technology’s corporate charters and bylaws tell an intriguing tale of governmental influence. According to its bylaws, Wu will have a veto right over the appointment or dismissal of the editor-in-chief, which is the chief censor over content on ByteDance’s media platform.48 Wu will also have the right to chair a “content safety committee” set up within the firm, or to appoint a chair for it.49 But Wu’s domain isn’t confined to content issues. As per the corporate charter of Beijing ByteDance Technology, he can also influence business strategy, investment plans, mergers and acquisitions, profit allocation, and the appointment and remuneration of top executives.

To be fair, Chinese social media platforms do stand to gain from golden share investments. A notable advantage of the golden share investment is that it helps firms in acquiring necessary video licenses for regulatory compliance. Back in 2018, the Chinese authorities publicly denounced 19 online short-video platforms for vulgar and illegal content. Of these platforms, 15 had their apps removed from app stores, including ByteDance’s Neihanduanzi, and three had their operation suspended.50 As these video applications previously operated without proper video licenses, a golden share investment can, to some extent, mollify such regulatory concerns. However, state investment is hardly a panacea against all regulatory troubles. First, the golden share only allows the state investor to veto board-level decisions, leaving day-to-day operations mostly untouched, which are often the primary target of regulatory scrutiny. Issues such as competition with rivals, treatment of employees and gig workers, value distribution among platform participants, and user-data handling are unlikely to be vetted by the board. But all these fall under the regulatory gaze.

Furthermore, China’s regulatory landscape is a maze of numerous competing government departments. Ownership by one department might not shield a company from interference by others, particularly if the stake is held by a lower-tier entity. A regulatory body might even target a firm in which it has an ownership stake. The CAC has proven this; despite holding a board seat at Weibo since 2020, it slapped the platform with 44 fines, totaling USD 2 million, between January and November 2021.51 In December, the same agency summoned Weibo executives to impose another fine and reprimand them for their content-moderation failures, in what was apparently a deliberate attempt to inflict reputational damage. The firm’s stock fell by almost 10 percent on the day the new fine was announced.52 Likewise, the CAC’s indirect investment in Full Truck Alliance did not spare the firm from a surprise cybersecurity review last July. The CAC’s move sent the company’s shares plunging, just a fortnight after its New York IPO.

Alongside golden shares, Chinese state-owned entities are actively making corporate investments in homegrown tech companies. To date, the CIIF has snapped up stakes in over 30 of these entities, including notable names like the video app Kuaishou, podcasting company Ximalaya, and AI start-up SenseTime. In late 2022, Hangzhou Jintao Digital Technology Group, a state-owned enterprise managed by the local Hangzhou government—Ant Group’s home base—acquired a 10 percent stake in Ant’s consumer credit–offering subsidiary based in Chongqing.53 This investment, combined with contributions from other shareholders, was instrumental in helping Ant expand its capital, a prerequisite to meet the regulatory demands for its consumer credit operations.

While the Chinese government has an interest in infusing capital into domestic tech firms, it is noteworthy that these firms too display a reciprocal interest toward government investors. First, state investment enables firms to align the bureaucratic interests of the government investor with their own commercial objectives. This convergence of interests essentially constitutes a form of crony capitalism, a concept previously discussed in Chapter 1. In fact, the more assertive the state power, the stronger the motivation for Chinese tech firms to forge alliances with influential state actors. Second, government investors can act as intermediaries in navigating the labyrinthine regulatory landscape, leveraging their influence to advocate for policies or enforcement actions that favor the firm. Partnerships with local governments also simplify the procurement of administrative approvals, licenses, and financing.54 Remarkably, this trend of state investment in consumer tech businesses dovetails with the broader pattern of corporate investment in China.55 Renowned economists, including Chong-en Bai, Chang-Tai Hsieh, and Zheng Song, have empirically demonstrated that the Chinese state is increasingly investing in large private owners, who, in turn, channel funds into smaller private enterprises.56 This expansion of mixed ownership has considerably expanded the network of companies and owners with tacit state support, thereby facilitating their navigation through China’s complex business landscape.57

Meanwhile, tech firms may also seek the endorsement from government-invested funds or private-equity and venture-capital funds with strong ties to the Chinese government, as elaborated in Chapter 1. Ming Liao, a managing partner from private-equity fund Prospect Avenue Capital, puts it succinctly: “China has an extensive and complex regulatory framework . . . many of these businesses have yet to familiarize themselves with the agencies regulating them, and often they look to their private equity or venture capital (PEVC) backers to bolster their competence. That’s why it’s vital that PEVC investors possess the necessary ‘guanxi’ or personal relationships with the regulatory agencies.”58

10.2.2. The Shift from Soft to Hard Tech

Daron Acemoglu, an esteemed economist, contends that the most damaging impacts of Big Tech firms stem from their power to steer technological change. Acemoglu believes these firms are incentivized to fund research that aligns with their business strategies, leading to a concentration of efforts that match their interests.59 Consequently, the overwhelming influence of Big Tech essentially corners smaller players into tailoring their products and services to be compatible with these dominating platforms, thereby resulting in a lack of diversity in research and development.60 Acemoglu envisages an optimal situation where government fosters a diverse research portfolio, a strategy that could spur higher growth rates.61 The Chinese government, to some extent, appears to be taking cues from Acemoglu’s road map by encouraging variety in the innovation endeavors of its tech firms.

The recent tech crackdown in China has indeed amplified the state’s ability to redirect capital from less substantial “soft tech” toward more sophisticated “hard-tech.” Hard tech, or deep tech, encompasses areas heavily reliant on sophisticated scientific knowledge, long-term research and development, and sustained investment. Amid the escalating Sino-US tech rivalry, China has rejuvenated the “whole nation” system (juguo tizhi) to spur technological progress and breakthroughs.62 This strategy mirrors those from the era of the planned economy, when the government played a pivotal role in mobilizing and distributing resources to expedite development in prioritized areas. During his speech at the Twentieth Party Congress’s opening ceremony, President Xi Jinping highlighted China’s development goals for 2035, placing the development of hard tech atop all economic policies.63 Local officials, major contributors to government research funding, face considerable pressure to support this national agenda.64

Chinese Big Tech companies are also experiencing the push to pivot their commercial strategies toward hard-tech. In December 2020, the People’s Daily, a party organ, criticized Chinese tech firms for their excessive competition in community group-buying businesses, urging them instead to aim higher to propel China’s technological innovations.65 Indeed, despite their remarkable growth, leading Chinese tech firms like Alibaba and Tencent have yet to spearhead development in hard tech, which is vital for China’s competition with the United States. Instead, these firms have prospered by developing smart apps that simplify connections between consumers and merchants. Even though China has emerged at the forefront of e-commerce and digital payment, the success of its Big Tech still owes much to China’s vast consumer market. The investment surge in these sectors has led to intense competition among Chinese consumer tech businesses, causing myriad social problems, as detailed earlier in Part II. From the viewpoint of Chinese policymakers, capital should flow to hard-tech sectors instead of fueling the growth and expanding the corrupting influence of Chinese tech titans.

In response to the policy shift from Beijing, China’s behemoth tech firms considerably scaled down their corporate venture capital investment. In 2022, the total investment by the country’s seven tech titans—Tencent, Alibaba, ByteDance, JD.com, Meituan, Baidu, and Xiaomi (the “top seven”)—amounted to RMB 100 billion, marking a precipitous 80 percent plunge from the previous year. ByteDance even took the drastic step of disbanding its entire strategic investment team to trim “low synergy” investments in 2022.66 The same year also saw Alibaba trimming its investment team from 110 to a leaner 70.67 Investment by Alibaba in e-commerce retail, which constituted 22 percent of its investment portfolio in 2021, nosedived to a mere 5 percent in 2022.68 Similarly, Tencent’s investment in gaming ebbed from 23 percent in 2021 to 12 percent in 2022.69

Paralleling this divestment trend, China’s tech powerhouses are placing their stakes heavily in hard tech. In fact, there had been signs pointing in this direction even before the crackdown. In 2020, Tencent made a pledge to funnel USD 70 billion into new digital infrastructure.70 Alibaba, for its part, unveiled its inaugural artificial intelligence (AI) chip in 2019.71 Notably, Alibaba has been a driving force behind China’s Digital Silk Road, providing the technological backbone to support the initiative. The tech crackdown added further impetus to this shift toward hard tech. In 2022, the proportion of investment in hard tech by the top seven Chinese tech firms nearly doubled, from 21 percent in 2021 to 42 percent.72 For instance, high-end manufacturing, which made up a mere 3 percent of Tencent’s investment portfolio in 2021, swelled to 15 percent in 2022.73 Similarly, Baidu’s investment in the same sector surged from 13 percent in 2021 to nearly 60 percent in 2022.74 Alibaba, for its part, leaned into AI hardware, which grew from 9 percent of its portfolio in 2021 to nearly 20 percent in 2022.75 In 2021, Alibaba also earmarked USD 1 billion to nurture 100,000 developers and tech start-ups over the following three years,76 and committed another USD 28 billion to bolster its cloud-computing division to invest in technologies related to operating systems, servers, chips, and networks.77 Meituan also raised a record USD 10 billion to develop autonomous delivery vehicles and robotics in 2021.78

Beyond direct investments, China’s leading tech firms are increasingly making passive investments in the hard-tech sector as limited partners in venture capital firms. A limited partner, often a passive investor, entrusts the capital management to the fund’s general partner. Since none of these Big Tech firms specializes in hard-tech companies, it seems strategically prudent for them to delegate investment decisions to venture capital funds well-versed in the field. In 2022, Tencent poured money into SourceCode Capital, while Alibaba and Meituan joined forces to invest in Walden International. Meituan also invested in Hua Capital.79 These three funds all have a proven track record in investing in cutting-edge hardcore technologies.

The ramifications of the tech crackdown are reverberating not only among leading tech firms, but throughout the venture capital sector. As regulatory uncertainties heightened, the consumer internet sector has become less enticing for global investors. Some industries, such as education technology, have been decimated due to abrupt policy shifts. As a result, global capital has scarcely flowed into consumer internet firms since the government halted Ant’s IPO.80 Many investors are now pivoting toward hard tech, which aligns better with state interests and is thus less susceptible to regulatory turbulence.81 In 2021, Chinese technology start-ups attracted a record volume of venture funding (USD 130.6 billion), about 50 percent up from the previous year.82 This investment primarily fueled projects linked to hardcore technologies, such as semiconductors, pharmaceutical and biotechnology, automobile, new energy, and new materials.83 Neil Shen, Sequoia China Capital’s founding and managing partner, revealed that over 80 percent of their recent investments were funneled into high-tech areas, including AI and high-end manufacturing.84

Government guidance funds—public-private investment entities which aim for financial returns while advancing state industrial policies—have also felt the impact.85 During President Xi’s tenure, these funds have seen a significant boom, becoming some of the most active investors in hard tech.86 By early 2023, the Chinese government had established funds worth over RMB 2 trillion since 2015.87 There are three principal types of state investors in these funds: the national government, local government, and state-owned enterprises. Prominent actors include state-invested funds set up by regions like Shenzhen, Jiangsu, Xi’an, and He’fe.88 Similar to other venture capital funds, government guidance funds used to channel money into the consumer tech sector, but their investments in this area have virtually dried up since the crackdown.89 Instead, these funds have focused on strengthening their foothold in the hard-tech sector.

Since early 2023, various municipal governments, including Beijing, Shenzhen, Hangzhou, Guangzhou, Anhui, and Xi’an, have announced plans to set up guidance funds to invest in high-tech industries to help boost China’s economic recovery.90 For instance, Guangzhou, the capital city of Guangdong province, announced that it would invest RMB 200 billions to establish funds promoting semiconductors, renewable energy, and advanced manufacturing.91 In the area of semiconductors, local governments such as Shanghai, Shenzhen, Zhejiang, Anhui, and Jiangsu have all rolled out a range of new measures and subsidy schemes to support the industry.92 Meanwhile, municipal cities such as Beijing, Shanghai, Guangdong, Sichuan, Hubei, Jiangsu, and Fujian have set aside guidance funds of more than RMB 30 billion to support the semiconductor industry.93 By 2022, state-backed funds had either invested in or controlled 48 of the 50 semiconductor unicorns.94

Although the US sanctions and export restrictions have triggered a “Sputnik moment” in China, China’s “whole nation” approach has run into significant challenges. The heavy price paid by China for relying on state allocation of resources during the planned economy era is a painful lesson, and today the specter of a repeat looms large. The sudden flood of funding into hard tech could inflate start-up valuations, potentially creating a sector-wide bubble. Investing in hard tech typically requires extensive experience and deep technical expertise. Local government initiatives, therefore, risk being undermined by a lack of requisite skills and misguided strategies. This is particularly true for hard-tech sectors such as semiconductors, which require substantial long-term investment. The challenges of assessing long-term returns contribute to a severe information asymmetry between investors (often local governments) and firm executives. The catalog of scandals in the semiconductor sector provides a cautionary tale.

In 2014, the China National Integrated Circuit Industry Investment Fund (commonly known as the Big Fund) was established to reduce the country’s dependence on foreign semiconductors. This fund pulled together capital from a plethora of state investors, including the Ministry of Finance, China Tobacco, China Mobile, and the China Development Bank.95 Yet, in a startling turn of events, several key executives from the Big Fund were under scrutiny for corruption charges in 2022.96 Other government-backed semiconductor projects experienced similar misfortunes. Tacoma Semiconductor Technology, which launched a USD 3 billion government-backed semiconductor project, declared bankruptcy in 2020.97 A USD 100 million plant, a collaboration between US chip foundry GlobalFoundries and the Chengdu government, ceased operations in 2021.98 That same year, the Wuhan government squandered millions on Hongxin Semiconductor Manufacturing Corporation, which was disbanded in 2021 without producing a single chip.99 Tsinghua Unigroup, which had been the recipient of generous funding from the Beijing government for years for semiconductor development, also collapsed.100 Its top executive, Zhao Weiguo, was criminally indicted for taking bribes and securing unlawful gains for his friends and relatives.101 Notably, despite generous financial backing from the Chinese government, the semiconductor industry’s advancement has been disappointingly slow. While China has made some limited progress, the country still lags far behind its Western peers in most segments of semiconductor industry.102

10.3. Summary

In the aftermath of the tech crackdown, a significant power shift has unfolded in China: the private sector has begun a tactical retreat, while the administrative state advances with newfound vigor. Since the advent of this regulatory storm in late 2020, tech behemoths have opted for strategic recalibration, divesting stakes, reorganizing corporate structures, and adopting proactive compliance measures. In the meantime, this crackdown has sent shockwaves through investor circles, significantly dampening investor confidence and curbing inflow of capital into the consumer tech sector. The heightened cost of regulatory compliance disproportionately burdens smaller firms, which inadvertently gives larger tech firms a competitive edge. Consequently, the tech crackdown has done little to alter the competitive landscape of China’s internet sector, with no newcomers having yet challenged the dominance of the incumbent giants.

In the midst of these developments, the state has embarked on an aggressive campaign of intensifying regulatory scrutiny and securing footholds through strategic stake acquisitions. The “golden share” scheme, which endows the state with enhanced control over content and critical corporate decisions, has gained considerable momentum amid the crackdown. While its deployment has been limited primarily to social media platforms, its potential reach to all data-rich firms looms large on the horizon. Furthermore, given the heightened regulatory costs and uncertainties plaguing the consumer tech sector, the state has gained more leverage in steering investment flows within the tech sphere. The result is a perceptible shift in venture capital investment, with both private and state investors increasingly pivoting to “hard tech.”

My findings thus far are primarily based on observations made over the past year. I acknowledge the limitations in my findings since given the confounding variables I have yet to isolate and examine them comprehensively. Furthermore, the long-term effects of this enforcement initiative—its effectiveness in fostering common prosperity and technological self-sufficiency, as well as its unintended consequences—all merit careful investigation and analysis in the future. That said, China’s approach to regulating its tech giants provides a salient lesson for other countries aiming to control Big Tech. While many progressive scholars and policymakers in the United States express frustration at the slow legislative progress in curbing Big Tech’s influence, China illustrates an extreme scenario in which government intervention is swift and forceful. However, without strong institutional oversight, intense law-enforcement campaigns create the risk of over-enforcement and administrative abuse. Given the high stakes involved, Chinese tech firms will likely exert greater efforts in lobbying agencies in the future, giving rise to concerns about regulatory capture. China’s experience with platform regulation could therefore offer some lessons that should inform the global policy debate about how to effectively rein in Big Tech.
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Regulating Generative AI

In the previous chapter, we discussed how the tech crackdown has afforded the Chinese government more leverage to steer investment flows within the tech sector, resulting in a nationwide pivot from soft tech to hard tech. In the wake of this transformation, an imperative question surfaces regarding the future of tech regulation in China: How will the country regulate its burgeoning and rapidly evolving hard-tech sector, which is poised to assume a more prominent societal role? China’s recent endeavor to regulate the rapidly expanding domain of generative artificial intelligence (AI) offers an intriguing case study that sheds light on the future of the country’s hard-tech governance.

Generative AI, an innovative and disruptive force that is reshaping the global technological terrain, is giving rise to a multitude of intricate legal dilemmas spanning across diverse fields. Traditional intellectual property laws, grounded in the concept of human authorship, are now put to the test with AI emerging as a potential creator—provoking uncertainties about the ownership of generated content.1 Privacy and data-protection concerns further exacerbate these complexities, chiefly owing to AI’s need to process vast amounts of data, often without obtaining proper consent.2 Additionally, the content moderation of AI-generated material presents daunting challenges for regulators due to its sheer scale and nuanced complexity.3 Liability under tort law is another unresolved issue, with responsibility for damages caused by autonomous AI systems blurring regulatory lines.4 Ethical issues can also emerge when AI systems, even inadvertently, perpetuate or amplify societal biases, potentially leading to discrimination against specific individuals.5

In April 2023, the Cyberspace Administration of China (CAC) unveiled draft measures on generative AI, signaling its intent to enforce strict regulations that may disrupt the game for major AI players like Baidu, Alibaba Group Holding, and ByteDance.6 According to the measures put forth by the CAC, tech companies will be obligated to ensure that AI-generated content upholds the political values of the Chinese Communist Party (CCP). Additionally, they must implement measures to prevent discrimination, respect intellectual property rights, and safeguard user data privacy. Tech firms must also bear legal responsibility for both the training data and content generated by their platforms. The measures further demand AI-generated content to be truthful and accurate, an almost Herculean task considering the technology’s propensity for pattern recognition over truth verification. Importantly, the CAC further mandates that providers of generative AI services must submit security assessment reports and obtain approval before making these services publicly available.

Industry observers are fretting over Beijing’s hands-on approach to AI regulation and how it might saddle Chinese tech firms with burdens heavier than those borne by their Silicon Valley counterparts. Paul Triolo, a prominent industry expert, believes that stringent regulation may leave Chinese firms lagging behind their American counterparts.7 He cautions that the strict requirement of aligning AI with the CCP’s values could distract them from the crucial task of building working and robust large language models (LLMs) and the applications they power.8 Helen Toner and Jeffery Ding from Georgetown share a similar concern, warning that CAC’s demanding criteria for training data could pose formidable challenges for Chinese firms, especially given the existing data scarcity limiting the advancement of cutting-edge generative AI models.9

On July 13, 2023, China unveiled the highly anticipated interim measures on the management of generative AI, which took effect the following month.10 Unlike the earlier draft released solely by the CAC, the final law was a joint effort by the CAC and six other government departments: the National Development and Reform Commission (NDRC), the Ministry of Education, the Ministry of Science and Technology (MOST), the Ministry of Industry and Information Technology (MIIT), the Ministry of Public Security, and the National Radio and Television Administration. Although the CAC spearheaded the legislative process, the collaboration with these six departments seems to have had a significant impact on the legislative outcome.

Indeed, the final law substantially narrowed its scope and watered down many of the stringent requirements found in the earlier draft. For example, the law specifies that it applies only to “public-facing” AI services, thereby excluding a vast number of generative AI services designed for use by enterprises, public organizations, and universities. Instead of insisting that AI-generated content must be truthful and accurate, the final measures require service providers to enhance the transparency of generative AI services and improve their accuracy and reliability. Likewise, the law eliminates the demanding deadline for service providers to fine-tune their foundation models within three months in case illegal content is generated. The initial imposition of a three-month deadline would have placed immense burdens on providers given the exorbitant costs of training a foundation model.

Additionally, the law introduces several friendly provisions that promote the innovation and development of generative AI services, while instructing the regulators to take a tolerant and cautious approach when regulating these services. Compared with the earlier draft, the final measures clearly strike a more encouraging and supportive tone toward the advancement of the generative AI technologies. What explains China’s shift from a strict approach in the initial draft to a more lenient stance in the interim measures?

11.1. Applying the Dynamic Pyramid Model

To address this, we shall utilize the dynamic pyramid model to analyze the incentive structure of each of the key players involved in the regulatory system. As outlined in Chapter 1, hierarchy is the first and foremost feature of Chinese regulation. Typically, the policymaking process involves interactions between actors from four tiers of Chinese society. China’s regulation of generative AI is no exception.

11.1.1. Top Leaders

At the apex of the pyramid are the top leaders, who view AI development as a high-priority agenda item. In 2017, China’s State Council unveiled an ambitious AI development blueprint, which outlined the goal of attaining global AI supremacy by 2030.11 Alongside the 2015 “Made in China 2025” initiative, these policy documents encapsulate the essence of China’s AI ambition, garnering extensive attention from the country’s top brass.12 Since then, AI has been a linchpin of China’s governance, seamlessly integrating with the state’s surveillance and control apparatus.13 With its large domestic market, vast data resources, and unwavering national determination, China holds a distinctive edge in AI development. Kai-fu Lee, the former head of Google China, believes that the Chinese government can outperform Western countries in AI applications because its economy is so connected in all aspects.14 PWC, an accounting and consulting firm, estimated that China will benefit the most from AI, with the technology expected to contribute to a 26 percent increase in its GDP by 2030.15

Indeed, nurturing AI isn’t merely an economic catalyst for China—it’s a matter of national esteem and global rivalry. As underscored by Graham Allison and Eric Schmidt, China’s emergence as a full-scale rival to the United States in both commercial and national-security AI applications merits keen international scrutiny.16 In fact, there is a mounting concern within the United States that China’s technological ambitions, especially in the use of AI for military and scientific advancements, could tilt the geopolitical balance.17

Thus far, China has gained a competitive advantage in specific sub-domains of AI, such as facial recognition, voice recognition, and AI-enhanced drones.18 But the country continues to lag behind the United States in other critical areas of AI capability, including scientific and technological inputs and outputs, different layers of the AI value chain, and different subdomains of AI. The race to close the gap heightened when OpenAI, a US-based firm, began leading the way with innovative generative AI services. While Chinese LLMs are making progress, they still lean heavily on American research and technology.19 Thus, despite the hype surrounding Chinese models built by Chinese labs, many AI researchers believe that China is trailing behind the United States by two to three years.20 Moreover, the inability of Chinese AI firms to access high-end AI chips poses a significant risk for Chinese AI development. In October 2022, the US government imposed sweeping restrictions on exports of advanced chips and chio-making tools to China, allegedly out of concerns over national security.21 The Biden Administration further tightened these export curbs in October 2023, further limiting Chinese AI firms’ access to these critical technologies.22

Against this background of the Sino-US tech rivalry, it is no surprise that Chinese top leadership has viewed AI as critical to maintaining the country’s ascendency. As President Xi Jinping repeatedly highlighted in his speeches, China needs to seize AI opportunities to modernize its industrial system.23 While risk control was also mentioned during a meeting of the Politburo of the Chinese Communist Party in April 2023, the priority is now decidedly on development rather than regulation.

11.1.2. Industry Stakeholders

Then we turn our focus toward the industry stakeholders who are subject to regulation. Leading tech firms such as Alibaba, Tencent, Baidu, and ByteDance have been major investors in generative AI. The Chinese government, keenly aware of the need to fuel AI progress, has embraced a market-centric strategy.24 Thus far, a significant share of China’s AI advancements has emerged from synergistic collaborations between private firms and academic researchers.25 Meanwhile, the Chinese government has shown no reticence in nurturing its homegrown titans. In a striking move made in 2018, five private tech companies—Baidu, Alibaba, Tencent, iFlytek, and SenseTime—were officially hailed as China’s “AI champions.”26 These firms are far from passive actors in this rapidly evolving landscape. Over time, they have built robust relationships with the government and have formed strategic alliances with leading Chinese universities. These resources can be, and have been, mobilized to advocate for policy changes, as expounded in Chapter 2. Contrasting with the past crackdown on consumer internet businesses, Chinese tech firms now stand on firmer ground in their advocacy endeavors. Their present foray into AI development dovetails precisely with the nation’s strategic priorities, significantly strengthening their position.

The explosion of generative AI technology has not just captured the attention of established Big Tech firms but also ignited a fervent scramble among Chinese entrepreneurs eager to leverage this trend.27 Some of the most prominent names in China’s tech industries have joined the AI race, including: Wang Changchu, the former director of ByteDance’s AI Lab; Zhou Bowen, ex-president of JD.com’s AI and cloud computing division; Meituan’s co-founder Wang Huiwen and current boss Wang Xing; and venture capitalist Kai-fu Lee.28 In addition to these influential figures, venture capital investors in China are also chasing the AI concept, with the belief that AI will shape the technological landscape much like how the internet and smartphone created the global titans. According to Zhang Yaqing, ex-president of Baidu, roughly 50 firms across China are working on LLMs.29 The potent combination of top talent, robust investment, and strong belief in AI’s future signals a shift in China’s tech landscape, demonstrating the ambition of Chinese firms to pioneer the next frontier in technology.

However, tech firms aren’t the only stakeholders here. A number of central ministries, including the MOST, MIIT, and NDRC, are also fervently propelling AI development forward, each driven by its unique missions and objectives.30 The MOST is primarily charged with outlining the innovation strategy and facilitating the implementation of pertinent research projects.31 The MIIT, on the other hand, acts as the nation’s central industrial planner, with a specific mandate to foster major tech innovation within the internet sector.32 The NDRC, often likened to a smaller version of the State Council, also plays a role in advancing innovation-centric developmental strategies.33 Amid escalating US sanctions, Beijing has responded by instituting the Central Commission for Science and Technology in a sweeping government reshuffle earlier this year. This new body allows senior party leaders to directly supervise key research areas, such as semiconductors, new energy, new materials, and AI. The establishment of this central commission underscores Beijing’s resolute commitment to achieving technological self-reliance in the face of global tech challenges.

Local governments are also important stakeholders here. While it is the central government that formulates the strategic plan, it is the local governments who bear the primary onus of executing such strategies. Following the release of the 2017 AI development strategy by the State Council, nearly half of China’s provincial governments have crafted AI plans tailored to guide and amplify the private sector’s efforts in tech advancement.34 Many of these local governments have also funded AI technologies through state-led investment vehicles, or by employing incentives such as subsidies to attract talent and businesses. For instance, Tianjin, a northeastern port city close to Beijing, has laid out a plan for RMB 100 billion; Hangzhou and Shenzhen have co-founded generative AI research labs in concert with universities, tech firms, and national ministries. These laboratories amalgamate resources, talent, and financial backing from government, industry, and academia. This differs markedly from conventional research financing, typically reliant on research grants from institutions like the National Natural Science Foundation of China.35

Take, for instance, the Beijing Academy of Artificial Intelligence, which birthed China’s first large-scale pre-trained language model. The academy has joint sponsorship from the MIIT, the Beijing Communist Party Committee, and the Beijing government. It brings together top scholars from Tsinghua University, Peking University, and the Chinese Academy of Sciences, with industry experts from firms such as Baidu, Xiaomi, and ByteDance.36 Similarly, the Zhejiang government has established the Zhejiang Lab with Zhejiang University and the Alibaba Group. This close collaboration between the industry and the university enables researchers of fundamental AI to apply it to industry applications.37 Considering the substantial financial resources and computing power required to develop foundational models for generative AI, experts predict that the Chinese government could play an even more prominent role in the future.38 For this reason, it’s crucial to perceive the Chinese government not just as a regulator, but also as an advocate, benefactor, and investor in AI. Therefore, those government entities propelling AI development could potentially emerge as a potent counterweight against stringent AI regulation in China.

11.1.3. The Public

Our next focus is the public, which is situated at the lowest level of the regulatory hierarchy. Thus far, the Chinese public has expressed a largely optimistic outlook toward AI, as shown by a 2021 survey conducted across 28 countries with 19,504 online adults. This poll placed China at the zenith of techno-optimism: an impressive 78% of the population believes the benefits of AI outweigh its risks.39 However, lurking beneath this gleaming optimism is a darker, less-publicized truth. As highlighted in Chapter 5, an extensive and clandestine market thrives on the illicit trade and misuse of personal data in China. This exploitation of private information has laid a fertile ground for a burgeoning AI fraud industry, raising significant concerns about data privacy and security.

In May 2023, a man was detained by Chinese police for allegedly using ChatGPT to generate and disseminate false news online.40 The man reportedly produced a fake news article claiming that nine people were killed in a local train accident in April 2023. The preceding month, a chilling instance of AI-fueled deceit led to a corporate executive being defrauded out of RMB 4.3 million.41 The criminals utilized AI to impersonate an acquaintance in a video call, exploiting the executive’s trust to perpetrate the fraud. That same month, a similar case arose in Anhui, in eastern China.42 These alarming events sent shockwaves rippling across the nation, sparking a nationwide uproar and the emergence of a trending hashtag, #AIFraudIsEruptingAcrossChina, on Weibo, China’s Twitter-equivalent. Yet, the hashtag soon vanished, an indication that Chinese censors were possibly curtailing public discussion on the matter. These two incidents starkly illustrate the potential threats posed by generative AI technology to personal and proprietary security. They reveal the murky side of AI’s potential when placed in the wrong hands. However, as we discussed in Chapter 1, the expression of public dissatisfaction is often suppressed by China’s stringent censorship and control of information, creating an environment where such issues may not receive the widespread attention and action that they require.

11.1.4. Regulators

Last but not least, we shift our focus to the agencies charged with enforcing AI regulation. The CAC, China’s formidable internet watchdog, stands at the epicenter of the policy shift on AI. As mentioned in Chapter 5, the CAC is no ordinary agency. Founded in 2014, with internet censorship and information control as core objectives, the CAC has since stretched its tentacles into many areas of internet governance.43 The agency derived its authority from the general office of the Central Cybersecurity and Information Commission, a central task force of the CCP.44 This ambitious agency, driven to propose stringent laws to widen its policy purview, nonetheless faces formidable constraints. One is capacity. In comparison to other well-established ministries such as the MIIT and the NDRC, the CAC wrestles with a scarcity of capacity and resources. Furthermore, generative AI poses novel challenges to regulators globally, as traditional content moderation tools fall short in managing misinformation and fake news. The CAC also faces severe legal constraints, possessing limited legislative power and lacking authority to impose hefty fines under its proposed measures on generative AI.

As elucidated in my first book, Chinese Antitrust Exceptionalism, there exists strong path dependence in Chinese law enforcement.45 Understanding the mission and objectives of an administrative authority is critical to grasping the resulting regulatory outcomes.46 In the case of the CAC, its principal mandate centers around internet security and content control. Consequently, the CAC is heavily invested in ensuring that AI-generated content does not disrupt political or social stability. Given its capacity constraints, the agency will need to prioritize its limited resources on information and content control, rather than dispersing resources across the broad range of legal areas contained in its measures on generative AI. Should the CAC attempt to expand its regulatory purview into other legal domains beyond content moderation, it would inevitably encroach on the jurisdictions of other agencies, thereby complicating enforcement.

A closer examination of the CAC’s measures also reveals its enforcement priority on content. First, the law is applicable only when the products or services of generative AI are provided to the public within China.47 If these products or services are exclusively used internally within a company or supplied to individual enterprises, the law does not apply. This implies that the CAC’s regulatory interest does not lie in the product or services per se, but more in mitigating their potential societal impact. Second, the CAC employs a strong arsenal of content-regulation tools to manage generative AI. It requires firms to undertake a security assessment of their generative AI products in line with the Provisions on the Security Assessment of Internet Information Services with Public Opinion Properties or Social Mobilization Capacity.48 Enacted in 2018, these provisions represent a significant stride in the CAC’s long-standing efforts to quell any destabilization of public opinion or mobilization via online services. Indeed, the security-assessment process functions much like an approval and licensing procedure. Only firms whose filings meet the CAC’s standards will be granted permission to provide their service to the Chinese public.

A review of the CAC’s past enforcement practices concerning existing AI regulations further shed light on its future enforcement tactics. In December 2021, the CAC, along with three other departments, introduced the regulation on recommendation algorithms, which took effect on March 1, 2022.49 About a year later, in conjunction with two other agencies, the CAC launched the regulation on deepfakes, which was implemented from January 10, 2023.50 Though both sets of regulations impose an array of obligations on AI service providers, they primarily underscore the CAC’s comprehensive efforts to manage the content-control challenges posed by emerging technologies.51 So far, enforcement has predominantly relied on algorithm filing, a process requiring the submission of detailed reports on algorithm products via the CAC’s internet information service algorithm filing system. This procedure effectively functions as a form of coerced self-regulation, obliging firms to provide comprehensive disclosures about their algorithms’ regulatory compliance.52 Notably, so far, the CAC has not initiated a single case against tech firms for violations of these two measures.

The current interim measures on generative AI services have also imposed a similar filing requirement, which requires firms to disclose details about their AI products in accordance with the regulation on algorithmic recommendation. This requirement, together with the requirement for security assessment, may inadvertently exclude foreign competition from the Chinese market. Indeed, foreign AI companies might be reluctant to divulge the intricate details of their AI systems to Chinese regulators. Moreover, it could deter Chinese companies from utilizing open-source foundation models to provide generative AI services to the public, as the upstream foreign AI developers may not cooperate in providing the required details for the CAC’s filing process. Consequently, Chinese firms aiming to offer services to the public may have to develop their own foundation models or pivot toward providing bespoke services to private companies, thereby sidestepping the CAC’s measures. This dynamic could significantly influence the Chinese domestic AI landscape, affecting both domestic and foreign participants.

11.2. Is China Exceptional?

As elucidated by the preceding analysis, it becomes evident that the Chinese government is attempting to strike a delicate balance in regulating generative AI. On the one hand, the government has a strong interest to foster its development by offering generous financial and policy support. On the other hand, the government sees an urgent need to control its potential societal impact, hence regulators will focus their efforts on content moderation to forestall any possible disruption to stability. This approach fundamentally diverges from those observed in the European Union and the United States. As astutely noted by Anu Bradford, distinct regulatory paradigms are emerging in the European Union, the United States, and China, each deeply entrenched in the distinct values and motivations intrinsic to these regions.53 Echoing the regulatory dynamics highlighted in Chapter 9, EU law strongly emphasizes the protection of users and citizens’ rights in its regulations. In contrast, the United States perceives AI as a key driver for economic growth and a tool to cement US tech and military supremacy. Meanwhile, China adopts a state-centric approach, viewing AI regulation as a vehicle to maintain political and social control.54

Let’s first start with the European Union. EU AI regulation is intricate and multilayered, building upon a number of existing pieces of legislation, including the General Data Protection Regulation (GDPR), as well as two newly enacted pieces of legislation targeted at Big Tech, namely the Digital Services Act and Digital Markets Act, as mentioned in Chapter 9. Currently, the European Union is deliberating the Artificial Intelligence Act (AI Act), a groundbreaking piece of legislation designed to mitigate the risks associated with AI while safeguarding the fundamental rights of EU citizens. The proposed AI Act categorizes AI usage by risk levels—unacceptable, high, limited, and minimal or no risk—with a focus on applications that pose the most significant potential harm to humans. The Act plans to ban outright AI systems that present an “unacceptable risk,” while imposing strict regulatory requirements on “high-risk” AI systems. Conversely, “low-risk” AI systems would be subject to minimal transparency obligations.

Recognizing the swift advancements in generative AI technology, the version of the AI Act endorsed by the European Parliament in June 2023 introduces extensive obligations for providers of foundation models—LLMs that serve as the base for generative AI services. Among other things, it requires the developers of such models to ensure “adequate performance, corrigibility, safety, and cybersecurity” by design throughout the model’s development.55 Additionally, it necessitates the registration of these AI models in an EU database. However, these requirements have faced scrutiny from industry experts who argue that they could impose onerous burdens on AI providers.56 The European Parliament’s version of the AI Act also imposes a variety of transparency obligations on providers of generative AI. These include disclosing when content is AI-generated, designing the model to prevent the generation of illegal content, and publishing summaries of copyrighted data used for training.57 This version of the AI Act drew criticism from over 150 executives within the European Union, who signed an open letter contending that the Act’s current state could potentially stifle the opportunities available to AI technology providers in Europe.58

In late 2023, the AI Act proceeded into intensive negotiation between the European Parliament, the European Commission, and the Council of the European Union. On December 9, 2023, the Parliament and the Council reached a provisional agreement on the AI Act.59 Specifically, all general purpose AI model providers will need to adhere to transparency requirements as initially proposed by the Parliament. High-impact models that pose systematic risks will be subject to more stringent requirements, including model evaluations, risk assessment, adversarial testing, and reporting. Non-compliance with these rules could lead to a fine of up to 7 percent of worldwide turnover or 35 million EUR—whichever is higher.

Similar to the European Union, the United States also advocates a risk-based approach to AI regulation. However, its risk-management approach is noticeably more laissez-faire and lenient. The regulatory authority in the United States is broadly distributed across federal agencies, with many adapting to the AI landscape without the creation of new legal entities.60 In July 2023, the Federal Trade Commission (FTC) launched an investigation of OpenAI for potential violations of consumer protection laws, requesting a large amount of information on how the company manages risks associated with its AI models. This move represents the most significant regulatory challenge that OpenAI has confronted in the United States. However, given the prevailing sentiment among US policymakers that comprehensive AI legislation could stifle innovation and jeopardize America’s technological dominance, it seems improbable that any substantial regulation will be introduced in the near future.61 Simultaneously, the United States has been investing in non-regulatory infrastructure, such as an AI risk-management framework, evaluations of facial recognition software, and considerable funding for AI research.62 In 2022, the Biden administration issued the “Blueprint for an AI Bill of Rights,” detailing potential AI threats to economic and civil rights, and laying out five non-binding principles for mitigating these risks.63 In October 2023, the Biden Administration issued a sweeping executive order aimed at improving the safety and trustworthiness of AI (EO).64 Although the EO covers a broad spectrum of issues, it has mostly directed federal agencies to develop policies and take actions. The major obligations imposed on private businesses are that developers of powerful AI models must disclose their safety tests and cloud service providers must report foreign customers using large AI models that could be used in malicious cyber activities. Recently, several US states, including California, Connecticut, and Vermont, have introduced legislation aimed at mitigating algorithmic harms.65 While these initiatives could enhance AI protections, they could also trigger future preemption issues that mirror the ongoing challenges to passing federal privacy legislation.66

The respective regulatory approaches of the United States, the European Union, and China underscore the distinct dynamics previously discussed in Chapter 9. The European Union maintains the most stringent approach with its AI Act, which is expected to apply to all AI service providers, covers various stages of AI development, and carries potentially high penalties for noncompliance. In contrast, Chinese measures apply only when services are offered to the public, and the enforcement focus is primarily on content regulation. The US regulatory approach is the most lenient of the three, with no substantive AI standards imposed and minimal obligations on service providers. At present, the United States and China are locked in a neck-and-neck race in the development of AI technology. The cautious stance of the United States on AI regulation is likely to have spillover effects on China, dissuading the latter from espousing an aggressive regulatory stance so as not to compromise its competitive edge in AI development.

11.3. Future Trend

In essence, AI regulation in China is a complex interplay between the top leaders, the regulatory bodies, industry stakeholders, and the larger public, each constituting a pivotal element in the evolving landscape of AI development and its subsequent regulation. Given the current dynamics, it is no surprise that CAC’s proposed measures have been softened to accommodate the growth of China’s AI industry. That said, regulation will likely remain broad and vague, granting agencies considerable discretion. This strategic ambiguity could create ample room for Chinese tech companies to not just survive, but also flourish in the AI market. In fact, a complete absence of regulation may not necessarily align with the best interests of large Chinese AI developers. As George Stigler astutely observed over 50 years ago, businesses can strategically manipulate regulation to establish hurdles against potential competitors.67 Therefore, even if Chinese AI regulation increases compliance costs for incumbent players, it may still work in their favor by disadvantaging rivals and solidifying their dominance. Thus, although the current regulation may impose certain compliance costs, they are unlikely to hinder China’s AI progression.

At the same time, it’s crucial to recognize another key feature of the dynamic pyramid model of regulation—volatility. A growing chorus of voices in the AI community have warned that the technology could pose an existential threat akin to pandemics or nuclear warfare, leading to calls for tighter regulation.68 Some highlight the potential dangers of AI missteps leading to catastrophic incidents, from biohazards to infrastructure hacking.69 While the specifics are often left to the imagination, the call for stringent regulation in the United States is becoming louder.70 In contrast, such information tends to be muffled in Chinese society. As elucidated in Chapter 2, the inefficient transmission of information within the Chinese regulatory hierarchy often results in substantial delays in regulatory responses. Consequently, regulatory issues often lie dormant for extended periods until a crisis strikes, causing severe loss of life or property. At that juncture, Chinese policymakers typically respond rapidly, adopting a tougher stance to mitigate AI-related threats. Such abrupt regulatory oscillations are likely to result in a fragile regulatory outcome, generating strong negative side effects, such as undermining investor confidence and stifling entrepreneurial spirit. In turn, these can hamper the growth trajectory of China’s AI sector.

11.4. Summary

Looking ahead, China is poised to dedicate a substantial portion of resources to boost hard-tech development, potentially adopting a hands-off regulatory approach to expedite this growth. China’s efforts to regulate generative AI technology provide an intriguing case study for understanding the trajectory of its hard-tech regulatory trends. Having invested heavily in the AI industry, the Chinese government is unlikely to take a harsh stance that could hinder its progress. Instead, the focus of regulation is likely to be primarily on controlling information and content to mitigate threats to social and political stability. Thus, although the interim measures on generative AI appear extensive in scope, they actually afford Chinese tech firms considerable leeway to expand and flourish within the industry. In this regard, China’s approach significantly diverges from the evolving regulatory stances of the United States and the European Union. While the United States has largely abstained from implementing substantial measures to regulate generative AI, the European Union is vigorously regulating AI by leveraging a complex array of existing legal instruments and introducing the new AI Act.

Yet, the malleability of Chinese law may inadvertently sow the seeds of a future regulatory crisis, necessitating swift and drastic interventions, thereby exemplifying the volatility feature of the dynamic pyramid model of regulation. This sudden pendulum swing between lenient and overreaching regulations may precipitate potent side effects that subvert the original intent of law enforcement, reflecting the inherent fragility of China’s regulatory model. In the absence of a robust rule-of-law system, the high volatility in Chinese regulation threatens the long-term evolution of China’s legal norms and institutions. As such, China teeters on the precipice of a vicious cycle of regulatory interventions, with each intervention sowing the seed for the next.
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