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Introduction 
 Welcome to the "Full Stack Bookstore: from idea to market". 
     In this book, I'll show you how to create your own bookstore to sell your books online. 
     The website I'm going to show you is my own bookstore where I sell my books, and it's already up and running. 
     You can access it via https://books.abdelfattah-ragab.com 
     It's a new and modern website that I created a few days ago, before I published this book, and I built it using the latest web technologies. 
     By integrating GitHub with Render.com, you can put your changes online by writing a terminal command and hitting enter. 
     Having your own platform for selling your books is a good choice because you receive 100% of the royalties directly into your payout account. 
     Another advantage is that you'll make more sales if you pay for online advertising because you're promoting your own store and getting your name in the search engines. 
     If you keep an eye on your budget, you can start with a hosting plan that will only cost you $13 per month. 
     Add $16 per year for the domain and associated privacy and security services. 
     I start from scratch and show you step by step how to build everything from the ground up. 
     By the end of the book, you'll be able to customize your store to your needs. 
     If you don't want to work with the code yourself, you can hire a developer and cut the cost in half by starting with a complete project instead of starting from scratch. 

     I've put together all the core functionalities so that they can be used for many e-commerce applications. If you want to build a store and not a bookstore, you can use all the core modules for authentication, payments and newsletters in your new project and use the development time for your new business details. 
     On the technical aspects of the project. In this project I use the technologies of NestJS, Angular, PostgreSQL, Stripe, Git and Render.com 
     We use webhooks to verify that payments have been successfully submitted to your Stripe account before the user downloads the book. 
     When it comes to security. I focus on security through cutting-edge JWT technology with local, JWT and refresh token strategies that provide a combination of bulletproof security and seamless user experience. With a refresh token that expires 7 days, the user stays logged in for a week, while the access token expires every 3 minutes and issues a new access token based on the refresh token and repeats the last unauthorized denied request, so the user isn't interrupted and doesn't even notice, while ensuring maximum security. 
     The store will contain the following pages: 
 ●  Authentication pages for login, registration and password reset. 
 ●  Admin pages for adding and managing your books, intended only for you as a webshop owner. 
 ●  Main page with a featured product and a list of available books. 

 ●  Book detail page where the user can find all book details and buy or download all attachments. 
 ●  Related books at the bottom of the page that may be of interest to the user. 
 ●  Search and filter page where users can quickly find books. 
      Whether you're a business owner, a beginner looking to learn the basics of full-stack development, or an experienced developer looking to expand your knowledge, this book is an invaluable resource for mastering the technologies and techniques involved in building an online bookstore. 
     The source code and the SQL scripts are available for download on the book website https://books.abdelfattah-ragab.com. You can download and run the scripts to create the database, download and deploy the projects with your secret keys, and have your store online by the end of the day. For only $13 per month hosting in addition to the $16 per year domain fees. 





     Source code 
     The source code is available on the book's website 
     https://books.abdelfattah-ragab.com 





Chapter 1: Preview 
 




 1.1 Preview 
 You can find the application at https://books.abdelfattah-ragab.com. Take some time to explore the site. This is what we will build together in this book. 
     Here are snapshots of the page. If you move the mouse pointer over the book image, it rotates slightly, and if you click on it, it rotates completely and shows the back of the book. As long as you hold down the button, the back cover is displayed. 
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 1.2 How does it work 
 We have a front-end application that accepts user input and forwards it to the back-end application. 
     The backend application checks whether the user is authorized and returns the requested data. 
     To manage the data effectively, the backend application connects to the database where it stores the book data and the user data. 
     When the user decides to purchase a book, the backend application connects to the Stripe platform and requests a checkout session. 
     When the user successfully completes the payment, Stripe notifies our application via a webhook. We then add the book to the user's collection. 
     So we have an Angular application for the front end. 
     We have a NestJS application for the backend. 
     We have a PostgreSQL database. 
     And we have Stripe for the payments. 
     To manage our codebase, we will use Git and GitHub. 
     To put our applications online, we will deploy them on Render.com. 
     When we publish code changes on GitHub, Render.com receives them and deploys them immediately. 
     A typical scenario for a user starts with a visit to the home page, they can navigate through the website, visit book detail pages, search and filter books and so on. 
     The user can register at any time and, incidentally, is also asked to register first if they want to buy a book. 

     After registering, they can add as many books as they like to their shopping cart. The shopping cart is managed in the backend and stored in the database. So if the user leaves the website and returns later or wants to continue the session from another device, the shopping cart remains unchanged. It is deleted when the user completes the order or deletes the items from the shopping cart. 
     When ready, the user clicks the checkout button and is redirected to the Stripe checkout page to complete the payment. 
     When they have successfully completed the payment, Stripe notifies our backend via the registered webhook endpoint. Only then do we add the books to the books purchased by the user. 
     The application works equally well on mobile, desktop or any other device as it is fully responsive. 
 
 1.3 Technologies Used 
 ●  Angular (Front-End) 
●  NestJS (Back-End) 
●  PostgreSQL (Database) 

●  Stripe (Payment) 
●  Git (Codebase Management) 
●  Render (Hosting) 
 




 1.4 Packages Used 
 Angular 
 ●  @stripe/stripe-js 
●  ngx-quill 
●  primeng 
●  primeicons 
      NestJS 
 ●  @nestjs/jwt 
●  @nestjs/passport 
●  @nestjs/typeorm 
●  class-transformer 
●  class-validator 
●  nodemailer 
●  passport 
●  passport-jwt 
●  passport-local 
●  pg 
●  stripe 
●  typeorm 
 




 1.5 Hosting 
 Angular 
 ●  Hosted on Render (free static hosting) 
      NestJS 
 ●  Hosted on Render (starter plan) 
      PostgreSQL 
 ●  Hosted on Render (starter plan) 





Chapter 2: Initial Setup 
 




 2.1 Prepare Your Machine 
 If this is the first time to work with Angular and NestJS, you need to install the following applications 
 Download and install NodeJS 
Download and install Visual Studio Code 
 Install Angular CLI 
 Open the terminal and execute the command 
 npm install -g @angular/cli 
 –––––––– 
 Install NestJS CLI 
 Open the terminal and execute the command 
 npm install -g @nestjs/cli 
 




 2.2 Create Local Projects 
 On your local machine choose a folder where you want to create the projects and create two projects for frontend and backend. Create bookstore-fe and bookstore-be projects. 
     Of course the bookstore-fe is the Angular project. 
     To create an Angular project execute the command 
     ng new bookstore-fe 
      Choose CSS and Y to enable Server-Side Rendering (SSR) and Static Site Generation (SSG/Prerendering) 
 –––––––– 
 The backend project will be a NestJS project. 
     To create a new NestJS project, execute the command 
     nest new bookstore-be 
 
     Choose npm or your favorite package manager. 





 2.3 GitHub - Create the Frontend Repository 
 Open your account on GitHub and create a new repository for the frontend project. Call it bookstore-fe. 
      To connect your bookstore-fe on your local machine to the GitHub repository, you have to follow these steps 
  Open your project in the visual studio code. 
 ●  First open Visual Studio Code 
●  From the file menu choose ‘Open Folder’ 
 
     When you are asked 
     Do you trust the authors of the files in this folder? 
     Yes 
     And you can also trust the parent folder, which is fine in our case 
  Open the terminal from the View menu 
 
     I recommend to use Git Bash 
      Start executing the following commands 
     git branch -M main 
     This will create a new branch main 
 
     The following command will connect your local repository to the remote repository on GitHub 
     git remote add origin git@github.com:fullstackrgb/bookstore-fe.git 
     Don’t forget to replace fullstackrgb with your username 
     Set up the up stream by executing the command 
     git push -u origin main 
  
     That is it. Your local repository now is connected to your online repository on GitHub. 
     Later when we make any changes all you need to do to push your changes is to execute the commands 
     git add . 
     git commit -m “Message ...” 
     git push 
     The first command git add will add all modifications to the current commit. Notice the dot (.) after add, this tells git to include all updated files in this current folder and all subfolders as well. 
     The commit command commits the changes to the local repository and you must specify a message between the two quotes. You should write a meaningful message that will later remind you of the changes you made to this particular commit. 
     The last command git push pushes the code from your local repository to the remote repository on GitHub. 
     Once you've pushed the code from your machine to GitHub, Render.com will be notified and pull your changes and put them online. 

     We will connect to Render.com soon, but first we need to create the backend repository. 





 2.4 Configure SSH Keys 
 If you are using GitHub for the first time, you will need to set up SSH keys to secure the connection between your local machine and the GitHub website. 
     Open the GitHub settings 
      SSH and GPG Keys 
      Read the tutorial on how to create a new SSH key 
     If you are successful, the Git push command will be executed successfully and without problems. 

     Another way you can use for connecting your local machine to the remote GitHub repository is through the use of the personal access tokens. 
     Personal access tokens is a key that you attach to the remote repository address like this 
     
     The original remote address without the token is 
     https://github.com/fullstackrgb/bookstore-be.git 
     However, you can add the token followed by the @ symbol to authenticate this remote connection explicitly without connecting your machine. 
     This is very useful if you have another GitHub account connected to your machine but you want to work with another repository from another GitHub account. 
     In such a case you can use the personal access token without affecting your machine configuration. 
     To create a personal access token go to the developer settings at the end of the settings page 
      Choose from the Personal access tokens 
 
     Create a new Token (classic) or the new Fine-grained token. 
     For example, here is a classic token with all repo privileges and no expiry date. 
      Create the token 
 
 –––––––– 
 Copy the access token 
      Add it to the git remote statement as follows 
     git remote add origin https://github.com/fullstackrgb/bookstore-be.git 
     Between the https:// and the github.com, insert the access token followed by the @ symbol as follows 
     git remote add origin 

     Note: It's only one line, but it wraps into two lines for page width reasons. In your terminal you have to write it in one line only. 
  –––––––– 
 Whatever the method you choose for connecting your GitHub to your local machine, once you are done you should be able to push the code successfully to GitHub without any issues. 





 2.5  GitHub - Create the Backend Repository 
 Create the GitHub repository 
  –––––––– 
 Follow the same steps to connect it to the local repository 
      Open the project folder in Visual Studio Code 
 
     Open the terminal 
      Execute the commands 
     git branch -M main 
     git remote add origin git@github.com:fullstackrgb/bookstore-be.git 
     git add . 
     git commit -m “Initial Commit” 
     git push -u origin main 
 
      Now we have successfully connected the online GitHub repository to the local repository. 





Chapter 3: Render.com 
 




 3.1 Create a New Render Account 
 Create a new account or use your account if you already have one. 
      We will create a Static Site for the Angular frontend, a Web Service for the NestJS backend, and a PostgreSQL database. 





 3.2 Create a Static Site 
 I will connect GitHub 
  
     Click Install 
      Choose the bookstore-fe for the static site 
       Change the Publish Directory to be as follows 

     dist/bookstore-fe/browser 
      Click “Create Static Site” 
   
     Wait few seconds until it is live 
  –––––––– 
 Here is the url of your website online. You can find it at the top under the service name. 
     https://bookstore-fe-min4.onrender.com 
 
  Redirects/Rewrites Rule 
 First, we need to add a redirects/rewrites rule. This is needed for Angular to work correctly when the user visits an internal page of our website by typing the URL directly into the address bar, and for cases where the user decides to refresh the page. 
 
     Just add the rule 
     Source: /* Destination: /index.html Action: Rewrite 
      Click Save 
  
Custom Domain 
 Of course you will want to use your custom domain like 
     First you have to buy the custom domain, from namecheap, bluehost, godaddy or whatever. 
     Once you have the domain, go to the settings 
      Scroll down until the custom domain section 
      Copy the service url which is https://bookstore-fe-min4.onrender.com and go to where you have purchased your domain under DNS settings and add a new CNAME record 

     Let's say you have purchased a new domain called academya.com 
     If you want to connect the static service to the base domain like use the @ symbole as a hostname and the target will be the service url from render.com and set the TTL to half hour, automatic or whatever, as follows 
     @ Hour 
 –––––––– 
 If you want to connect your service to a subdomain like use the subdomain as a host name and the target of course will be the service url from render which is https://bookstore-fe-min4.onrender.com in our case, as follows 
     Hour 
 –––––––– 
 Because I already have a domain, I will connect to the subdomain mybookstore.abdelfattah-ragab.com, which means I should add a CNAME record as follows 
     Hour 
 –––––––– 
 I have my domain on Godaddy and here is how to add a new DNS record. All domain providers have the same settings for managing DNS records. 
 
     Once you add it successfully go to service settings page on Render.com to the custom domain section and click add custom domain 
      Type your custom domain which is mybookstore.abdelfattah-ragab.com or your base domain if decide to go with the base domain like academya.com 
 
     It explains the steps you should take to connect your domain. Normally, DNS changes take some time to propagate. We have already made the settings as in the explanation, but we should wait a few minutes for the changes to be recognized. I will wait a few minutes and try to check the changes again. 
      Wait for a few minutes and click verify. It may be pending for issuing a certificate, give it some time and it will work. 
 
     Let’s open https://mybookstore.abdelfattah-ragab.com 
 




 3.3 Create a Web Service 
 Create a new Web Service 
      Build and Deploy from GitHub 
      Connect bookstore-be 
 
   
      Choose the Starter plan. 
     Free plan is for hobby projects and will spin down after periods of inactivity. 
     Provide your payment details 
 
     Invoices will be issued at the beginning of the next month, but you must specify a payment method for the services to work. 
   
     Now our service is live. 
      We don’t need to connect custom domains to the backend service because it is intended for internal use and not publicly exposed. 
     Our backend url for the APIs will be https://bookstore-be-pycj.onrender.com 
     We need to add some environment variables, many environment variables actually; for Stripe, the database connection, some encryption keys, the JWT secret and more, and we will do this incrementally for each new module we add to our backend service. 





 3.4 Create a PostgreSQL database 
 Create a new PostgreSQL database 
   
     Keep the Starter plan. 
     The free database expires 90 days after creation and no backups are supported. 
      For now, just click on "Close" and continue with the starter plan. You can always upgrade or add new features later. 
     Here is the database created 
  
      Now we need to use this connectios 
 




 3.5 Backend Environment Variables 
 As we have the database created, let's add the database connection details to the backend service environment variables. 
     Keep the database window with connection details open and open a new tab for the backend service. 
     Here is our render dashboard open in a new tab with our services up and running 
      Click on the bookstore-be service 
     Choose Environment from the menu at the left 
      Click on Add from .env  and paste the following variables 
 
     POSTGRES_DATABASE="bookstore_l1uj" 
     POSTGRES_HOST="dpg-cntu0rf109ks73casru0-a" 
     POSTGRES_PORT=5432 
     POSTGRES_PASSWORD="Qaw04iP8zmlFHWyAWiehxYcohcEMYE9I" 
     POSTGRES_EXTERNAL_URL="postgres://fullstackrgb:Qaw04iP8zmlFHWyAWiehxYcohcEMYE9I@dpg-cntu0rf109ks73casru0-a.oregon-postgres.render.com/bookstore_l1uj" 
     POSTGRES_INTERNAL_URL="postgres://fullstackrgb:Qaw04iP8zmlFHWyAWiehxYcohcEMYE9I@dpg-cntu0rf109ks73casru0-a/bookstore_l1uj" 
     POSTGRES_USER="fullstackrgb" 
     POSTGRES_PSQL_COMMAND="PGPASSWORD=Qaw04iP8zmlFHWyAWiehxYcohcEMYE9I psql -h dpg-cntu0rf109ks73casru0-a.oregon-postgres.render.com -U fullstackrgb bookstore_l1uj" 
 
     Save Changes. They will be sorted alphabetically and a new deployment will be triggered. 
 




Chapter 4: The Database 
 




 4.1 Database Structure 
 All scripts are attached to the source code. You can run them to create the sequences and the tables. I will explain how to create everything using the wizards. If you want to make changes at some point, you can continue to use the wizard. 
     The source code and the SQL scripts are available for download at https://books.abdelfattah-ragab.com 
 We have five tables 
 book  
     The purpose of this table is to store the details of the book. Each book has a title, a subtitle, an author, a description, a price and so on. 
     cart 
     This table saves the current status of the shopping cart. It is useful when the user closes the browser and comes back later or when he logs into his account from another device, so that he finds the shopping cart as full as he left it and the items remain there until he completes the purchase or deletes them from the shopping cart. 
     featured_book 
     This table stores the ID of the featured book, i.e. the book that is to be displayed on the start page. 
     my_book 
     For each book that the user purchases, a data record is created in this table that links the user ID with the purchased book ID. 
     newsletter 

     This table stores a list of emails for users who are interested in receiving newsletters. 
     payment_intent 
     When the user attempts to make the payment, we store the payment intent details until we receive the payment_intent.succeeded event from Stripe. Only then do we add the books to the books purchased by the user and delete the payment intent record from the database. 
     user 
     This is the user table in which we store all user data such as first name, surname, email and so on. 
 Tables in detail: 





book 
 id    integer  NOT NULL DEFAULT nextval('book_id_seq'::regclass) 
     title    character varying 
     subtitle   character varying 
     author    character varying 
     keyPoints  character varying 
     series    character varying 
     tags    character varying 
     language   character varying 
     isbn    character varying 
     numberOfPages  integer 
     publisher   character varying 
     publishDate   date 
     published   boolean 
     description   character varying 
     darkCover   boolean 
     folderPath  character varying 
     frontImageUrl   character varying 
     backImageUrl  character varying 
     sideImageUrl   character varying 
     price    numeric 
     printUrl   character varying 
     pdfUrl   character varying 
     epubUrl   character varying 
     zipUrl    character varying 
     order   integer 
 cart 
 
id    integer NOT NULL DEFAULT nextval('cart_id_seq'::regclass) 
     userId   integer 
     cart   character varying 
 featured_book 
 id    integer NOT NULL DEFAULT nextval('featured_book_id_seq'::regclass) 
     bookId   integer 
 my_book 
 id    integer NOT NULL DEFAULT nextval('my_book_id_seq'::regclass) 
     userId   integer 
     bookId   integer 
 –––––––– 
 newsletter 
 id    integer NOT NULL DEFAULT nextval('newsletter_id_seq'::regclass) 
     email    character varying 
 payment_intent 
 id    integer NOT NULL DEFAULT nextval('payment_intent_id_seq'::regclass) 
     paymentIntentId character varying 
     userId   integer 
     itemsIds  character varying 
 
user 
 id    integer NOT NULL DEFAULT nextval('user_id_seq'::regclass) 
     firstname   character varying 
     lastname   character varying 
     email    character varying 
     password  character varying 
     resetPasswordToken character varying 
     tokenCreatedAt  timestamp without time zone 





 4.2 pgAdmin 
 pgAdmin is an administration tool for PostgreSQL. 
     Download it and install it on your local computer. Once it is ready, open it and register a new server. 
       Give it a name say Bookstore 
 
     Enter the connection details 
     Copy the details from the bookstore-db on Render.com 
      The short hostname is used for internal communications between services on Render.com. 
     To connect to the database from outside Render.com we will use the long hostname from the external URL 
 
     
     This one in bold is the hostname that we are looking for, so copy it and paste it into the pgAdmin connection tab 
 –––––––– 
 
     Port    5432 
     Maintenance database bookstore_l1uj 
     Username   fullstackrgb 
     Password   Qaw04iP8zmlFHWyAWiehxYcohcEMYE9I 
      Click Save 
 
 4.3 Create Sequences 
 Every table needs a sequence to generate the ID automatically, so we create it. 
      book_id_seq 
 
      For all sequences we use the values 
     Increment   1 
     Start   1 
     Minimum  1 
     Maximum  2147483647 
     Cache   1 
     featured_book_id_seq 
 
      my_book_id_seq 
  
     You can continue with the manual creation using the wizard. 
     To save your time, you can run the following scripts to create the sequences. 
     Here are all the scripts to create sequences 
     Don't forget to change the owner to your name. 
     Sequence Creation Scripts 
 book_id_seq 
 
     —DROP SEQUENCE IF EXISTS public.book_id_seq; 
     CREATE SEQUENCE IF NOT EXISTS public.book_id_seq 
     INCREMENT 1 
     START 1 
     MINVALUE 1 
     MAXVALUE 2147483647 
     CACHE 1 
     OWNED BY public.book.id; 
     ALTER SEQUENCE public.book_id_seq 
     OWNER TO 
 –––––––– 
 
cart_id_seq 
 
     —DROP SEQUENCE IF EXISTS public.cart_id_seq; 
     CREATE SEQUENCE IF NOT EXISTS public.cart_id_seq 
     INCREMENT 1 
     START 1 
     MINVALUE 1 
     MAXVALUE 2147483647 
     CACHE 1 
     OWNED BY public.cart.id; 
     ALTER SEQUENCE public.cart_id_seq 
     OWNER TO 
 –––––––– 
 featured_book_id_seq 
 
     —DROP SEQUENCE IF EXISTS public.featured_book_id_seq; 
     CREATE SEQUENCE IF NOT EXISTS public.featured_book_id_seq 
     INCREMENT 1 
     START 1 
     MINVALUE 1 
     MAXVALUE 2147483647 
     CACHE 1 
     OWNED BY public.featured_book.id; 
     ALTER SEQUENCE public.featured_book_id_seq 
     OWNER TO 
 
my_book_id_seq 
 
     —DROP SEQUENCE IF EXISTS public.my_book_id_seq; 
     CREATE SEQUENCE IF NOT EXISTS public.my_book_id_seq 
     INCREMENT 1 
     START 1 
     MINVALUE 1 
     MAXVALUE 2147483647 
     CACHE 1 
     OWNED BY public.my_book.id; 
     ALTER SEQUENCE public.my_book_id_seq 
     OWNER TO 
 newsletter_id_seq 
 
     —DROP SEQUENCE IF EXISTS public.newsletter_id_seq; 
     CREATE SEQUENCE IF NOT EXISTS public.newsletter_id_seq 
     INCREMENT 1 
     START 1 
     MINVALUE 1 
     MAXVALUE 2147483647 
     CACHE 1 
     OWNED BY public.newsletter.id; 
     ALTER SEQUENCE public.newsletter_id_seq 
     OWNER TO 
 payment_intent_id_seq 
 

     —DROP SEQUENCE IF EXISTS public.payment_intent_id_seq; 
     CREATE SEQUENCE IF NOT EXISTS public.payment_intent_id_seq 
     INCREMENT 1 
     START 1 
     MINVALUE 1 
     MAXVALUE 2147483647 
     CACHE 1 
     OWNED BY public.payment_intent.id; 
     ALTER SEQUENCE public.payment_intent_id_seq 
     OWNER TO 
 –––––––– 
 user_id_seq 
 
     —DROP SEQUENCE IF EXISTS public.user_id_seq; 
     CREATE SEQUENCE IF NOT EXISTS public.user_id_seq 
     INCREMENT 1 
     START 1 
     MINVALUE 1 
     MAXVALUE 2147483647 
     CACHE 1 
     OWNED BY public."user".id; 
     ALTER SEQUENCE public.user_id_seq 
     OWNER TO 





 4.4 Create Tables 
 Create tables 
  




book 
 Add columns 
      Name   id 
     Data type   integer   
     Not NULL?  true 
     Primary key?  true 
     Default   nextval('book_id_seq'::regclass) 
 —  
 
  title     character varying 
     subtitle    character varying 
     author     character varying 

     keyPoints   character varying 
     series     character varying 
     tags     character varying 
     language    character varying 
     isbn     character varying 
     numberOfPages   integer 
     publisher    character varying 
     publishDate    date 
     published    boolean 
     description    character varying 
     darkCover    boolean 
     folderPath   character varying 
     frontImageUrl    character varying 
     backImageUrl   character varying 
     sideImageUrl    character varying 
     price     numeric 
     printUrl    character varying 
     pdfUrl    character varying 
     epubUrl    character varying 
     zipUrl     character varying 
     order    integer 
     Click Save 
 featured_book 
 
 Name   id 
     Data type   integer   
     Not NULL?  true 
     Primary key?  true 
     Default   nextval('featured_book_id_seq'::regclass) 
 —  
 bookId   integer 
 my_book 
 
 Name   id 
     Data type   integer   
     Not NULL?  true 
     Primary key?  true 
     Default   nextval('my_book_id_seq'::regclass) 
 —  
 userId   integer 
     bookId   integer 
     Tables Creation Scripts 
     Remember to change the owner to your name. 
 




book 
 public.book 
     —DROP TABLE IF EXISTS public.book; 
     CREATE TABLE IF NOT EXISTS public.book 
     ( 
     id integer NOT NULL DEFAULT nextval('book_id_seq'::regclass), 
     title character varying COLLATE pg_catalog."default" NOT NULL, 
     subtitle character varying COLLATE pg_catalog."default" NOT NULL, 
     author character varying COLLATE pg_catalog."default" NOT NULL, 
     "publishDate" date NOT NULL, 
     description character varying COLLATE pg_catalog."default" NOT NULL, 
     "frontImageUrl" character varying COLLATE pg_catalog."default" NOT NULL, 
     "pdfUrl" character varying COLLATE pg_catalog."default" NOT NULL, 
     "epubUrl" character varying COLLATE pg_catalog."default" NOT NULL, 
     "zipUrl" character varying COLLATE pg_catalog."default", 
     price numeric NOT NULL, 
     series character varying COLLATE pg_catalog."default" NOT NULL, 
     published boolean NOT NULL DEFAULT false, 
     tags character varying STORAGE PLAIN COLLATE pg_catalog."default" NOT NULL, 

     topic integer NOT NULL, 
     "backImageUrl" character varying COLLATE pg_catalog."default" NOT NULL, 
     "printUrl" character varying STORAGE PLAIN COLLATE pg_catalog."default", 
     "keyPoints" character varying STORAGE PLAIN COLLATE pg_catalog."default", 
     "order" integer NOT NULL DEFAULT 1, 
     "sideImageUrl" character varying STORAGE PLAIN COLLATE pg_catalog."default", 
     "darkCover" boolean DEFAULT false, 
     "folderPath" character varying STORAGE PLAIN COLLATE pg_catalog."default", 
     "numberOfPages" integer, 
     language character varying STORAGE PLAIN COLLATE pg_catalog."default", 
     publisher character varying STORAGE PLAIN COLLATE pg_catalog."default", 
     isbn character varying STORAGE PLAIN COLLATE pg_catalog."default", 
     CONSTRAINT book_pkey PRIMARY KEY (id) 
     ) 
     TABLESPACE pg_default; 
     ALTER TABLE IF EXISTS public.book 
     OWNER to 
 –––––––– 
 cart 
 public.cart 

     —DROP TABLE IF EXISTS public.cart; 
     CREATE TABLE IF NOT EXISTS public.cart 
     ( 
     id integer NOT NULL DEFAULT nextval('cart_id_seq'::regclass), 
     "userId" integer NOT NULL, 
     cart character varying COLLATE pg_catalog."default" NOT NULL, 
     CONSTRAINT cart_pkey PRIMARY KEY (id) 
     ) 
     TABLESPACE pg_default; 
     ALTER TABLE IF EXISTS public.cart 
     OWNER to 
 –––––––– 
 featured_book 
 
     —DROP TABLE IF EXISTS public.featured_book; 
     CREATE TABLE IF NOT EXISTS public.featured_book 
     ( 
     id integer NOT NULL DEFAULT nextval('featured_book_id_seq'::regclass), 
     "bookId" integer NOT NULL, 
     CONSTRAINT featured_book_pkey PRIMARY KEY (id) 
     ) 
     TABLESPACE pg_default; 
     ALTER TABLE IF EXISTS public.featured_book 
     OWNER to 
 
–––––––– 
 my_book 
 public.my_book 
     —DROP TABLE IF EXISTS public.my_book; 
     CREATE TABLE IF NOT EXISTS public.my_book 
     ( 
     id integer NOT NULL DEFAULT nextval('my_book_id_seq'::regclass), 
     "userId" integer NOT NULL, 
     "bookId" integer NOT NULL, 
     CONSTRAINT my_book_pkey PRIMARY KEY (id) 
     ) 
     TABLESPACE pg_default; 
     ALTER TABLE IF EXISTS public.my_book 
     OWNER to 
 –––––––– 
 newsletter 
 public.newsletter 
     —DROP TABLE IF EXISTS public.newsletter; 
     CREATE TABLE IF NOT EXISTS public.newsletter 
     ( 
     id integer NOT NULL DEFAULT nextval('newsletter_id_seq'::regclass), 
     email character varying COLLATE pg_catalog."default" NOT NULL, 
     CONSTRAINT newsletter_pkey PRIMARY KEY (id) 

     ) 
     TABLESPACE pg_default; 
     ALTER TABLE IF EXISTS public.newsletter 
     OWNER to 
 –––––––– 
 payment_intent 
 
     —DROP TABLE IF EXISTS public.payment_intent; 
     CREATE TABLE IF NOT EXISTS public.payment_intent 
     ( 
     id integer NOT NULL DEFAULT nextval('payment_intent_id_seq'::regclass), 
     "paymentIntentId" character varying COLLATE pg_catalog."default" NOT NULL, 
     "userId" integer NOT NULL, 
     "itemsIds" character varying STORAGE PLAIN COLLATE pg_catalog."default" NOT NULL, 
     CONSTRAINT payment_intent_pkey PRIMARY KEY (id) 
     ) 
     TABLESPACE pg_default; 
     ALTER TABLE IF EXISTS public.payment_intent 
     OWNER to 
 –––––––– 
 user 
 public.user 
     —DROP TABLE IF EXISTS public."user"; 

     CREATE TABLE IF NOT EXISTS public."user" 
     ( 
     id integer NOT NULL DEFAULT nextval('user_id_seq'::regclass), 
     firstname character varying COLLATE pg_catalog."default" NOT NULL, 
     lastname character varying COLLATE pg_catalog."default" NOT NULL, 
     email character varying COLLATE pg_catalog."default" NOT NULL, 
     password character varying COLLATE pg_catalog."default" NOT NULL, 
     "resetPasswordToken" character varying COLLATE pg_catalog."default", 
     "tokenCreatedAt" timestamp without time zone, 
     CONSTRAINT user_pkey PRIMARY KEY (id) 
     ) 
     TABLESPACE pg_default; 
     ALTER TABLE IF EXISTS public."user" 
     OWNER to 





 4.5 Update Sequences 
 For every sequence update the definition to set the owner table 
 book_id_seq 
  Owned By 
     Table   book 
     Column  id 
 featured_book_id_seq 
 
Owned By 
     Table   featured_book 
     Column  id 
 –––––––– 
 Sequences Set Owner Scripts 
     Use the following scripts to update the sequences instead of doing it manually via the wizard 
 book_id_seq 
 ALTER SEQUENCE 
     OWNED BY public.book.id; 
 –––––––– 
 cart_id_seq 
 ALTER SEQUENCE 
     OWNED BY public.cart.id; 
 –––––––– 
 
featured_book_id_seq 
 ALTER SEQUENCE 
     OWNED BY public.featured_book.id; 
 –––––––– 
 my_book_id_seq 
 ALTER SEQUENCE 
     OWNED BY public.my_book.id; 
 –––––––– 
 newsletter_id_seq 
 ALTER SEQUENCE 
     OWNED BY public.newsletter.id; 
 –––––––– 
 payment_intent_id_seq 
 ALTER SEQUENCE 
     OWNED BY public.payment_intent.id; 
 –––––––– 
 user_id_seq 
 ALTER SEQUENCE 
     OWNED BY public."user".id; 





Chapter 5: The Backend 
 




 5.1 Stop the .eslintrc.js 
 Before doing remove everything from the .eslintrc.js file and keep an empty object as a value to the exports as follows 
     module.exports = {}; 
     Now do a Developer: Reload Window from the command palette. You can reach it from the View menu or by pressing CTRL + SHIFT + P 
 




 5.2 main.ts 
 Open the main.ts file and modify it to the following: 
 Enable both bodyParser and rawBody 
Enable CORS 
      The main.ts file contents should be as follows: 
     import { NestFactory } from '@nestjs/core'; 
     import { AppModule } from './app.module'; 
     async function bootstrap() { 
     const app = await NestFactory.create(AppModule, { 
     bodyParser: true, 
     rawBody: true, 
     }); 
     app.enableCors(); 
     await app.listen(3000); 
     } 
     bootstrap(); 
 




 5.3 Connect to the database 
 First install TypeORM dependencies and the pg for the postgres database connection. 
     Install the following dependencies 
     npm install @nestjs/typeorm typeorm pg class-transformer class-validator 
   
     In the app.module.ts import the config from the ‘dotenv’ as follows 
     import { config } from 'dotenv'; 
     config(); 
      Create a .env file and paste the following configuration 
     POSTGRES_DATABASE=bookstore_l1uj 
     POSTGRES_HOST=dpg-cntu0rf109ks73casru0-a.oregon-postgres.render.com 
     POSTGRES_PORT=5432 
     POSTGRES_PASSWORD=Qaw04iP8zmlFHWyAWiehxYcohcEMYE9I 

     POSTGRES_USER=fullstackrgb 
      In order to connect to the database, in the imports array, import the TypeOrmModule.forRoot with the following configuration. 
     TypeOrmModule.forRoot({ 
     type: 'postgres', 
     host: `${process.env.POSTGRES_HOST}`, 
     port: +`${process.env.POSTGRES_PORT}`, 
     username: `${process.env.POSTGRES_USER}`, 
     password: `${process.env.POSTGRES_PASSWORD}`, 
     database: `${process.env.POSTGRES_DATABASE}`, 
     entities: ['dist/**/*.entity.{ts,js}'], 
     ssl: true, 
     synchronize: false, 
     }), 
     Note: You should set synchronization to false for production. The synchronization flag is only used for development purposes to automatically update the database to match the TypeOrm entities in the backend. 
     Here is the app.module.ts 
 
     Run the application 
     npm run start:dev 
  
     Our server is ready 





 5.4 Core Modules 
 I will create a folder called core and put all core modules in it. Since you might want to create another backend application for an online business later, in this case you will need all core modules in the new application. That's why I've put them in the same folder so you can easily copy them into your new project. 
     The core modules are: 
     auth, mailer, newsletter, payment-intents, profile, stripe, and users 
     In each of your applications, you will need these modules to deal with users, authenticate them or accept payments online. 





Chapter 6: REST API 
 




 6.1 REST Client 
 In Visual Studio install the extension REST Client for Huachao Mao 
      You can hide the terminal panel by pressing the close icon on the top right and the server will keep running. You can open the terminal panel again from the View -> Terminal menu. 
  
      If you want to stop the terminal you need to click on the trash icon beside the terminal panel in the right side terminals panel list 
 
     You can add as many terminals as you like by pressing the add terminal + button on the right side as in the screenshot 
  requests.http 
 To use the REST Client extension, create a new file requests.http 
 
      Create a new request while the first line is a comment starting by ### such as 
     ### Add a new email to the newsletter 
     The second line is the method followed by the url 
     POST http://localhost:3000/newsletter 
     The third line is for headers if any 
     Leave an empty line then in the fifth line write the payload like this 
     { 
     "email": "newuser001@gmail.com" 
     } 

     So the full request should look like this 
     ### Add a new email to the newsletter 
     POST http://localhost:3000/newsletter 
     { 
     "email": "newuser001@gmail.com" 
     } 
      To execute the request, click on the gray Send Request button above the method-url line 
     If you click now you will get 404 Not Found. 
      Let’s create this module first, as it is not connected to any other module and does not require authentication. 

     Newsletter is just a table that collects emails from users who are interested in our newsletters. 
     So let's proceed as follows. 





 6.2 Newsletter Module 
 You can create everything individually or take advantage of nest cli to create all of them together using just on terminal command. 
     nest generate resource core/newsletter 
   
      Create a new file newsletter.entity.ts 
 
     In addition to the id it will has just one column the email column 
     import { Entity, Column, PrimaryGeneratedColumn } from 'typeorm'; 
     @Entity() 
     export class Newsletter { 
     @PrimaryGeneratedColumn() 
     id: number; 
     @Column() 
     email: string; 
     } 
      Update the newsletter.module.ts to declare the new entity 
     import { Module } from '@nestjs/common'; 
     import { NewsletterService } from './newsletter.service'; 
     import { NewsletterController } from './newsletter.controller'; 
     import { TypeOrmModule } from '@nestjs/typeorm'; 
     import { Newsletter } from './newsletter.entity'; 
     @Module({ 
     imports: 
     controllers: [NewsletterController], 

     providers: [NewsletterService], 
     }) 
     export class NewsletterModule {} 
      Update the newsletter.service.ts to have a new method for adding emails to the database, as follows: 
     import { Injectable } from '@nestjs/common'; 
     import { Newsletter } from './newsletter.entity'; 
     import { DeepPartial, Repository } from 'typeorm'; 
     import { InjectRepository } from '@nestjs/typeorm'; 
     @Injectable() 
     export class NewsletterService { 
     constructor( 
     @InjectRepository(Newsletter) 
     private repo: Repository, 
     ) {} 
     addToNewsletter(newsletter: DeepPartial) { 
     return this.repo.save(newsletter); 
     } 
     } 
 
     Update the controller with an endpoint for the POST method 
     import { Body, Controller, Post } from '@nestjs/common'; 
     import { NewsletterService } from './newsletter.service'; 
     @Controller('newsletter') 
     export class NewsletterController { 
     constructor(private readonly newsletterService: NewsletterService) {} 
     @Post() 
     addToNewsLetter(@Body() body) { 
     const obj = { 
     email: body.email, 
     }; 
     return this.newsletterService.addToNewsletter(obj); 
     } 
     } 
 
     Start the server if it is not already running and let’s try again now to send the newsletter request. Click on Send 
      It is created but it returns the id only, so there is a problem because it should return the id and the email. 
     So let’s check what the error is. 
     To debug the application, first create a new .launch file in the .vscode folder with the following configuration 
     { 
     "version": "0.2.0", 
     "configurations": [ 
     { 

     "type": "node", 
     "request": "launch", 
     "name": "Debug Nest Framework", 
     "runtimeExecutable": "npm", 
     "runtimeArgs": [ 
     "run", 
     "start:debug", 
     "—", 
     "—inspect-brk" 
     ], 
     "autoAttachChildProcesses": true, 
     "restart": true, 
     "sourceMaps": true, 
     "stopOnEntry": false, 
     "console": "integratedTerminal", 
     } 
     ] 
     } 
      Stop the current running server by pressing the trash icon on the right. 

     From Run -> Start Debugging 
      Open the newsletter.controller.ts and add a breakpoint 
  
     Let’s try the request again. Send 
       Body is empty 
     We have missed the Content-Type header in our request so, let's fix this and try again. 
 
     Press the play button to continue the execution 
      Send the request again 
 
     This time the body has the email, press continue 
      Created successfully. Let’s check the database. 
     Open the pgAdmin, connect to the server and view all rows of the newsletter table 
  
     The email is saved successfully. 
     You can delete the empty records and save changes. 
      Here is the newsletter table now 
 




 6.3 Deploy 
 Push these changes to the remote repository. This will automatically trigger the build and deployment to Render.com. 
     Once the deployment is ready, we'll test it again with the live server URL. So here we go. 
     Stop the debugger 
       Remove the breakpoint 
 
     To see what will happen go to the backend service page on Render.com 
      Here you can follow the status of the service and the progress of any build or deployments. 
     In the Visual Studio Code, open the terminal and run the git commands 
     Add all modifications to the commit 
     git add . 
     git commit -m “Newsletter” 
     git push 
 
       The push has triggered the deployment of the Bookstore-be. This happens automatically as soon as you push your code. 
 
   
      There is an error using ssl: true. 
     Let me explain this to you. When you run the application in development mode and try to connect to the database from your local machine, you read the environment variables from your local machine, which is set up to use the external long hostname, so we used ssl: true to secure the connection between our local machine and the Render.com database server. 

     Once deployed, our application reads the environment variables we added to the service on Render.com. If you remember, we used the short hostname suitable for internal communication between render services where you can connect without ssl. 
     To solve this problem, turn off ssl before you go online. Then all communication with the render servers will be internal, without the need for an ssl encryption certificate. 
     Again 
     ssl: false 
      Execute the git commands 
     git add . 
     git commit -m “Turn off ssl” 
     git push 
  
       Now the changes including the newsletter module have been published online, so let’s make a request and check if they work properly. 

     Copy the service URL. This is the base URL for all the API endpoints we will create. 
      To test the deployment, open the requests.http file and add a new request to the online endpoint as follows 
      Click Send Request 
 
     Let’s check the database 
 




 6.4 User Module 
 Create a new module 
     Execute the command 
     nest generate resource core/user 
       Create a new user.entity.ts file 
     import { Entity, Column, PrimaryGeneratedColumn } from 'typeorm'; 
     @Entity() 
     export class User { 
     @PrimaryGeneratedColumn() 
     id: number; 

     @Column() 
     firstname: string; 
     @Column() 
     lastname: string; 
     @Column() 
     email: string; 
     @Column() 
     password: string; 
     @Column({ nullable: true }) 
     resetPasswordToken: string; 
     @Column({ nullable: true }) 
     tokenCreatedAt: Date; 
     } 
      Update the user.module.ts as follows 
     import { Module, forwardRef } from '@nestjs/common'; 
     import { TypeOrmModule } from '@nestjs/typeorm'; 
     import { User } from './user.entity'; 
     import { AuthModule } from 'src/core/auth/auth.module'; 
     import { UserController } from './user.controller'; 
     import { UserService } from './user.service'; 

     @Module({ 
     imports: [forwardRef(() => AuthModule), TypeOrmModule.forFeature([User])], 
     controllers: [UserController], 
     providers: [UserService], 
     exports: [UserService], 
     }) 
     export class UserModule {} 
     We use the forwardRef() function to import modules that import each other. 
     The module User needs the module Auth and the module Auth needs the module User. In this case, we use the forwardRef() function for the import 
     Users are created as part of the registration process. 
     We will create the Auth module soon, but first we need to create the Mailer module. We will send the password reset link to the user's email. So here we go. 
     The user service is still useful for finding user by ID and updating the user profile. 
     Update the user.service.ts as follows 
     import { Injectable, NotFoundException } from '@nestjs/common'; 
     import { InjectRepository } from '@nestjs/typeorm'; 
     import { User } from './user.entity'; 
     import { Repository } from 'typeorm'; 
     export const ADMIN_EMAIL = 'fullstackragab@gmail.com'; 
     @Injectable() 
     export class UserService { 

     constructor(@InjectRepository(User) private repo: Repository) {} 
     create(firstname: string, lastname: string, email: string, password: string) { 
     const user = this.repo.create({ 
     firstname, 
     lastname, 
     email, 
     password, 
     }); 
     return this.repo.save(user); 
     } 
     async getProfile(user: User) { 
     const obj = await this.findOne(user.id); 
     if (obj) 
     return { 
     firstname: obj.firstname, 
     lastname: obj.lastname, 
     email: obj.email, 
     }; 
     throw new NotFoundException('User not found!'); 
     } 
     async updateProfile(id: number, firstname: string, lastname: string) { 
     const user = await this.findOne(id); 
     if (!user) { 
     throw new NotFoundException('User not found'); 
     } 
     user.firstname = firstname; 
     user.lastname = lastname; 

     return this.repo.save(user); 
     } 
     findOne(id: number) { 
     if (!id) { 
     return null; 
     } 
     return this.repo.findOneBy({ id }); 
     } 
     async findByEmail(email: string) { 
     const results = await this.repo.find({ 
     where: { 
     email, 
     }, 
     }); 
     return results; 
     } 
     async updateResetPasswordToken(id: number, attrs: Partial) { 
     const user = await this.findOne(id); 
     if (!user) { 
     throw new NotFoundException('User not found'); 
     } 
     user.resetPasswordToken = attrs.resetPasswordToken; 
     user.tokenCreatedAt = attrs.tokenCreatedAt; 
     return this.repo.save(user); 
     } 
     async update(user: User) { 
     return this.repo.save(user); 
     } 

     } 
     Update the user.controller.ts as follows 
     import { 
     Body, 
     Controller, 
     Get, 
     Param, 
     NotFoundException, 
     UseGuards, 
     Put, 
     } from '@nestjs/common'; 
     import { User } from './user.entity'; 
     import { JwtGuard } from '../auth/guards/jwt-auth.guard'; 
     import { CurrentUser } from './current-user.decorator'; 
     import { UserService } from './user.service'; 
     @Controller('user') 
     export class UserController { 
     constructor(private userService: UserService) {} 
     @Get('profile') 
     @UseGuards(JwtGuard) 
     getProfile(@CurrentUser() user: User) { 
     return this.userService.getProfile(user); 
     } 
     @Get(':id') 
     async findUser(@Param('id') id: string) { 
     const user = await this.userService.findOne(parseInt(id)); 
     if (!user) { 
     throw new NotFoundException('User not found'); 
     } 

     return user; 
     } 
     @Put('profile') 
     @UseGuards(JwtGuard) 
     updateUser( 
     @CurrentUser() user: User, 
     @Body() 
     body: { 
     firstname?: string; 
     lastname?: string; 
     }, 
     ) { 
     console.log(' PUT USER: ', body); 
     return this.userService.updateProfile( 
     user.id, 
     body.firstname, 
     body.lastname, 
     ); 
     } 
     } 





 6.5 Mailer Module 
 Install the nodemailer package 
     npm install nodemailer 
       You can use your Google email to send the password reset messages. 
     First activate 2-step verification in the security settings. 
     Then you will find the option to use app passwords. 
     Create a new app password. Keep it together with the email, because we will soon add it to the environment variables. 
 
 Environment Variables 
 Go to the settings on Render.com and add more environment variables for the mailer module as follows 
     MAILER_SERVICE=Gmail 
     MAILER_HOST=smtp.gmail.com 
     MAILER_PORT=465 
     MAILER_SECURE=true 
     MAILER_EMAIL=kqukqovu90@gmail.com 
     MAILER_PASSWORD=kndp osnz tske rtmd 
      Don’t forget to change it with your own information. 

     Generate the Mailer Module 
     nest generate module mailer 
      Generate the Mailer Service 
     nest generate service mailer 
      Import the nodemailer module, create a new instance of the transporter, and declare a method to send the reset email as follows 
     import { Injectable } from '@nestjs/common'; 
     import { config } from 'dotenv'; 
     config(); 
     const nodemailer = require('nodemailer'); 

     @Injectable() 
     export class MailerService { 
     service = `${process.env.MAILER_SERVICE}`; 
     host = `${process.env.MAILER_HOST}`; 
     port = `${process.env.MAILER_PORT}`; 
     secure = `${process.env.MAILER_SECURE}`; 
     email = `${process.env.MAILER_EMAIL}`; 
     password = `${process.env.MAILER_PASSWORD}`; 
     resetPasswordTransporter = nodemailer.createTransport({ 
     service: this.service, 
     host: this.host, 
     port: this.port, 
     secure: this.secure, 
     auth: { 
     user: this.email, 
     pass: this.password, 
     }, 
     }); 
     sendResetEmail(email: string, token: string, origin: string) { 
     const link = `${origin}/reset-password?token=${token}&email=${email}`; 
     const mailOptions = { 
     from: this.email, 
     to: email, 
     subject: 'Reset password', 
     text: 'Reset your password.', 
     html: ` You requested to reset your password 
 
     Please, click the link below to reset your Password
 
     href="${link}" target="_blank">Reset Password
`, 

     }; 
     this.resetPasswordTransporter.sendMail(mailOptions, (error, info) => { 
     if (error) { 
     console.error('Error sending email: ', error); 
     } else { 
     console.log('Email sent: ', info.response); 
     } 
     }); 
     } 
     } 
 
     Now the mailer module is ready and we will soon use it in the Auth module. 
     Note: 
     I have mistakenly created the mailer module outside the core folder, so just drag the mailer folder and drop it inside the core folder 
       Move 






Chapter 7: Auth Module 
 





 7.1 Guards and Strategies 
 First install the following dependencies 
     npm install @nestjs/jwt @nestjs/passport passport passport-jwt passport-local 
       Generate the auth module 
     nest generate resource core/auth 
 
     What transport layer do you use? REST API 
     Would you like to generate CRUD entry points? No 
      We will use JWT for authentication. JWT has many strategies for every possible scenario. 
     When the user tries to log in for the first time, he enters his username and password; this is managed by the local JWT strategy. 
     The following requests are managed with the JWT access token or JWT for short. 

     When the JWT token expires and is to be replaced by a new one based on the validity of the refresh token, JWT uses the "refresh-jwt" strategy. 
     In the application, we will therefore implement three JWT strategies: the local strategy for the first login attempt, the JWT strategy for all subsequent requests and the refresh JWT strategy to create a new access token based on the refresh token. 
 Auth Guards 
 Inside the auth folder create a new folder guards as follows 
      Create three files for three used strategies: local, jwt, and refresh-jwt. 
     local-auth.guard.ts 
     jwt-auth.guard.ts 
     refresh-jwt-auth.guard.ts 
 local-auth.guard.ts 
 import { Injectable } from '@nestjs/common'; 
     import { AuthGuard } from '@nestjs/passport'; 
     @Injectable() 
     export class LocalAuthGuard extends AuthGuard('local') {} 
 
jwt-auth.guard.ts 
 import { Injectable } from '@nestjs/common'; 
     import { AuthGuard } from '@nestjs/passport'; 
     @Injectable() 
     export class JwtGuard extends AuthGuard('jwt') {} 
 refresh-jwt-auth.guard.ts 
 import { Injectable } from '@nestjs/common'; 
     import { AuthGuard } from '@nestjs/passport'; 
     @Injectable() 
     export class RefreshJwtGuard extends AuthGuard('jwt-refresh') {} 
 Auth Strategies 
 Create the folder strategies inside the auth folder as follows 
      Create the following files for the three strategies as follows 
     local-strategy.ts 
     jwt-strategy.ts 
     refreshToken.strategy.ts 
 
local-strategy.ts 
 import { UnauthorizedException } from '@nestjs/common'; 
     import { PassportStrategy } from '@nestjs/passport'; 
     import { Strategy } from 'passport-local'; 
     import { AuthService } from '../auth.service'; 
     @Injectable() 
     export class LocalStrategy extends PassportStrategy(Strategy, 'local') { 
     constructor(private authService: AuthService) { 
     super(); 
     } 
     async validate(username: string, password: string): Promise { 
     const user = await 
     if (!user) { 
     throw new UnauthorizedException('Can not validate user!'); 
     } 
     return user; 
     } 
     } 
 
     We haven’t implemented this method yet, we will soon, but let’s finish the other two strategies first. 
 jwt-strategy.ts 
 import { NotFoundException } from '@nestjs/common'; 
     import { PassportStrategy } from '@nestjs/passport'; 
     import { ExtractJwt, Strategy } from 'passport-jwt'; 
     import { config } from 'dotenv'; 
     config(); 
     @Injectable() 
     export class JwtStrategy extends PassportStrategy(Strategy, 'jwt') { 
     constructor() { 
     super({ 
     jwtFromRequest: ExtractJwt.fromAuthHeaderAsBearerToken(), 
     ignoreExpiration: false, 
     secretOrKey: `${process.env.JWT_SECRET}`, 
     }); 

     } 
     async validate(payload: any) { 
     return payload.sub; 
     } 
     } 
 refreshToken.strategy.ts 
 import { Injectable } from '@nestjs/common'; 
     import { PassportStrategy } from '@nestjs/passport'; 
     import { ExtractJwt, Strategy } from 'passport-jwt'; 
     import { config } from 'dotenv'; 
     config(); 
     @Injectable() 
     export class RefreshJwtStrategy extends PassportStrategy( 
     Strategy, 
     'jwt-refresh', 
     ) { 
     constructor() { 
     super({ 
     jwtFromRequest: ExtractJwt.fromBodyField('refresh'), 
     ignoreExpiration: false, 
     secretOrKey: `${process.env.JWT_SECRET}`, 
     }); 
     } 
     async validate(payload: any) { 
     return payload.sub; 
     } 
     } 

     Now we've gone through all three strategies, so what are we doing here? Let me explain. 
     We use guards to protect endpoints, but not every point is the same. 
     Some endpoints should not be protected at all, e.g. the registration of a new user. 
     Some endpoints should only be accessible to logged in users, and for that we use the jwt guard. 
     the endpoint for issuing a new access token when the old one expires is protected by a refresh jwt guard. 
     And there are some cases where the guard should be optional. For example, if I retrieve a book and the user is logged in, I give them the option to download the book if they have purchased it. If the user is not logged in or has not bought the book, I show the buy buttons instead. 
     As you can see, we have to create a lot of guards for a lot of different scenarios. 
     In our application we will have three main guards with the corresponding strategies for local, jwt and refresh-jwt. 
     If the guard is optional and does not belong to any of these strategies, as in the case of the book details, I do not use guards but an if condition to process the request and return the appropriate response. 





 7.2 JwtModule 
 Generate a new JWT secret. Use the following command 
     node -e "console.log(require('crypto').randomBytes(32).toString('hex'))" 
      2b218d66e65377ff453f87e8571fe13e599cc8e3c75814b5dc2ea2185065d205 
      Add a new environment variable JWT_SECRET with the generated secret to both the .env file and online to the bookstore-be Environment variables. 
 
     In the auth.module.ts provide the strategies and import the dependant modules as follows 
     import { Module, forwardRef } from '@nestjs/common'; 
     import { AuthService } from './auth.service'; 
     import { AuthController } from './auth.controller'; 
     import { JwtModule } from '@nestjs/jwt'; 
     import { LocalStrategy } from './strategies/local-strategy'; 
     import { TypeOrmModule } from '@nestjs/typeorm'; 
     import { User } from 'src/core/users/user.entity'; 
     import { JwtStrategy } from './strategies/jwt-strategy'; 
     import { RefreshJwtStrategy } from './strategies/refreshToken.strategy'; 
     import { PassportModule } from '@nestjs/passport'; 
     import { UsersModule } from '../users/users.module'; 
     import { MailerModule } from 'src/core/mailer/mailer.module'; 
     import { config } from 'dotenv'; 
     config(); 
     @Module({ 

     providers: [AuthService, LocalStrategy, JwtStrategy, RefreshJwtStrategy], 
     controllers: [AuthController], 
     imports: [ 
     MailerModule, 
     PassportModule, 
     forwardRef(() => UsersModule), 
     TypeOrmModule.forFeature([User]), 
     JwtModule.register({ 
     secret: `${process.env.JWT_SECRET}`, 
     signOptions: { expiresIn: '300s' }, 
     }), 
     ], 
     }) 
     export class AuthModule {} 
     The Access Token expires every three minutes, while the Refresh Token is valid for 7 days. 
     This means that the user remains logged in for a week, but the Access Token is replaced every three minutes by a new token based on the Refresh Token to increase security. 





 7.3 Update User and Mailer Services 
 We need to update the user and mailer services by adding new methods used by the auth service. For example, the authorization service needs to know if the user already exists before it can register a new user with the same email address. Therefore, we need to update the user service and introduce a findByEmail method. 
     async findByEmail(email: string) { 
     const results = await this.repo.find({ 
     where: { 
     email, 
     }, 
     }); 
     return results; 
     } 
      async updateResetPasswordToken(id: number, attrs: Partial) { 
     const user = await this.findOne(id); 
     if (!user) { 
     throw new NotFoundException('User not found'); 

     } 
     user.resetPasswordToken = attrs.resetPasswordToken; 
     user.tokenCreatedAt = attrs.tokenCreatedAt; 
     return this.repo.save(user); 
     } 
     async update(user: User) { 
     return this.repo.save(user); 
     } 
      The Auth service will use the User service and the Mailer service. We therefore add these services to the exports of the corresponding modules. 
     In the user module, add the user service to the export array and the same applies to the mailer service. Add the mailer service to the export array of the mailer module. 
 
       Create a new file current-user.decorator.ts in the user folder. 

     import { createParamDecorator, ExecutionContext } from '@nestjs/common'; 
     export const CurrentUser = createParamDecorator( 
     (data: never, context: ExecutionContext) => { 
     const request = context.switchToHttp().getRequest(); 
     const user = request.user; 
     if (user) return user; 
     }, 
     ); 
     The current user is automatically injected with each verified request from the jwt service and we can read this information from the request. 
     We will use this decorator to get the current user data. 





 7.4 Auth Service 
 The auth service will have the following methods 
 ●  validateUser 
 To validate the email and password are correct and if he should login successfully 
 ●  login 
 If the user is valid he should login successfully and return the user data in the response 
 ●  refreshToken 
 To issue a new access token when the old one expires 
 ●  requestResetPassword 
 Begin the process of resetting the password by issuing a password token and saving it in the database. This token is compared with the token that was transferred when the new password was saved 
 ●  resetPassword 
 Save the new password 
      import { 
     BadRequestException, 
     HttpStatus, 
     Injectable, 
     NotFoundException, 

     } from '@nestjs/common'; 
     import { UserService } from 'src/core/user/user.service'; 
     import { User } from 'src/core/user/user.entity'; 
     import { JwtService } from '@nestjs/jwt'; 
     import { MailerService } from 'src/core/mailer/mailer.service'; 
     import { randomBytes, scrypt as _scrypt } from 'crypto'; 
     import { promisify } from 'util'; 
     const scrypt = promisify(_scrypt); 
     @Injectable() 
     export class AuthService { 
     constructor( 
     private readonly userService: UserService, 
     private jwtService: JwtService, 
     private mailerService: MailerService, 
     ) {} 
     async validateUser(email: string, userPassword: string) { 
     const results = await this.userService.findByEmail(email); 
     if (results && results.length > 0) { 
     const user = results[0]; 
     const [salt, storedHash] = user.password.split('.'); 
     const hash = await this.getHashAsString(userPassword, salt); 
     if (storedHash !== hash) { 
     throw new BadRequestException('Bad password!'); 
     } 
     const { password, ...result } = user; 
     return result; 
     } 

     throw new NotFoundException('User not found!'); 
     } 
     async login(user: User) { 
     const payload = { 
     sub: { 
     id: user.id, 
     email: user.email, 
     }, 
     }; 
     return { 
     id: user.id, 
     email: user.email, 
     firstname: user.firstname, 
     lastname: user.lastname, 
     accessToken: this.jwtService.sign(payload), 
     refreshToken: this.jwtService.sign(payload, { expiresIn: '7d' }), 
     }; 
     } 
     async refreshToken(user: User) { 
     const payload = { 
     sub: { 
     id: user.id, 
     email: user.email, 
     }, 
     }; 
     return { 
     accessToken: this.jwtService.sign(payload), 
     }; 

     } 
     async requestResetPassword(email: string, origin: string) { 
     const results = await this.userService.findByEmail(email); 
     if (!results || results.length === 0) { 
     throw new NotFoundException('User not found'); 
     } 
     const user = results[0]; 
     const salt = await this.getRandomSalt(); 
     const hash = await this.getSaltedAndHashedPassword(salt, email); 
     user.resetPasswordToken = hash; 
     user.tokenCreatedAt = new Date(); 
     await this.userService.updateResetPasswordToken(user.id, user); 
     this.mailerService.sendResetEmail(email, hash, origin); 
     return HttpStatus.OK; 
     } 
     async resetPassword(email: string, token: string, password: string) { 
     const results = await this.userService.findByEmail(email); 
     if (!results || results.length === 0) { 
     throw new NotFoundException('User not found'); 
     } 
     const user = results[0]; 
     if (token !== user.resetPasswordToken) { 
     throw new BadRequestException('Invalid or expired password reset token'); 
     } 
     const timeDifference = Math.abs( 

     new Date().getTime() - user.tokenCreatedAt.getTime(), 
     ); 
     let differentHours = Math.ceil(timeDifference / (1000 * 3600)); 
     if (differentHours > 1) { 
     throw new BadRequestException('Invalid or expired password reset token'); 
     } 
     const salt = await this.getRandomSalt(); 
     const newPassword = await this.getSaltedAndHashedPassword(salt, password); 
     user.resetPasswordToken = null; 
     user.tokenCreatedAt = null; 
     user.password = newPassword; 
     return this.userService.update(user); 
     } 
     async getRandomSalt() { 
     return randomBytes(8).toString('hex'); 
     } 
     async getHashAsString(password: string, salt: string) { 
     const hash = (await scrypt(password, salt, 32)) as Buffer; 
     return hash.toString('hex'); 
     } 
     async getSaltedAndHashedPassword(salt: string, password: string) { 
     const hash = (await scrypt(password, salt, 32)) as Buffer; 
     return salt + '.' + hash.toString('hex'); 
     } 
     } 
 
 






 7.5 Auth Controller 
 In the auth we will use both the auth service and the user service, so I inject them into the constructor. 
     Create a new endpoint for registration 
     @Post('register') 
     async registerUser( 
     @Body() 
     body: { 
     firstname: string; 
     lastname: string; 
     email: string; 
     password: string; 
     }, 
     ) { 
     const results = await this.userService.findByEmail(body.email); 
     if (results && results.length > 0) { 
     throw new BadRequestException('email in use'); 
     } 
     const salt = await this.authService.getRandomSalt(); 
     const encryptedPassword = await this.authService.getSaltedAndHashedPassword( 
     salt, 
     body.password, 
     ); 
     const user = await this.userService.create( 
     body.firstname, 
     body.lastname, 
     body.email, 

     encryptedPassword, 
     ); 
     if (user) { 
     return await this.authService.login(user); 
     } 
     throw new InternalServerErrorException('Error creating user!'); 
     } 
 –––––––– 
 The register endpoint is not protected and anyone can register. 
     Add a second endpoint for login 
     @UseGuards(LocalAuthGuard) 
     @Post('login') 
     async login(@Request() req) { 
     return await this.authService.login(req.user); 
     } 
     The login endpoint is monitored by a local Auth-Guard, i.e. the user should pass the local strategy validation to be considered successfully logged in. To do this, he must provide a valid email address and password, which are already registered in the system according to the logic we wrote in the local strategy validation method. 
     import { 
     BadRequestException, 
     Body, 
     Controller, 
     Headers, 
     InternalServerErrorException, 

     Post, 
     Request, 
     UseGuards, 
     } from '@nestjs/common'; 
     import { UserService } from 'src/core/user/user.service'; 
     import { AuthService } from './auth.service'; 
     import { LocalAuthGuard } from './guards/local-auth.guard'; 
     import { RefreshJwtGuard } from './guards/refresh-jwt-auth.guard'; 
     @Controller('auth') 
     export class AuthController { 
     constructor( 
     private authService: AuthService, 
     private userService: UserService, 
     ) {} 
     @Post('register') 
     async registerUser( 
     @Body() 
     body: { 
     firstname: string; 
     lastname: string; 
     email: string; 
     password: string; 
     }, 
     ) { 
     const results = await this.userService.findByEmail(body.email); 
     if (results && results.length > 0) { 
     throw new BadRequestException('email in use'); 

     } 
     const salt = await this.authService.getRandomSalt(); 
     const encryptedPassword = await this.authService.getSaltedAndHashedPassword( 
     salt, 
     body.password, 
     ); 
     const user = await this.userService.create( 
     body.firstname, 
     body.lastname, 
     body.email, 
     encryptedPassword, 
     ); 
     if (user) { 
     return await this.authService.login(user); 
     } 
     throw new InternalServerErrorException('Error creating user!'); 
     } 
     @UseGuards(LocalAuthGuard) 
     @Post('login') 
     async login(@Request() req) { 
     return await this.authService.login(req.user); 
     } 
     @UseGuards(RefreshJwtGuard) 
     @Post('refresh') 
     async refrshToken(@Request() req) { 
     return this.authService.refreshToken(req.user); 
     } 

     @Post('request-reset-password') 
     requestResetPassword(@Body() body, @Headers() headers) { 
     return this.authService.requestResetPassword(body.email, headers.origin); 
     } 
     @Post('reset-password') 
     resetPassword(@Body() body) { 
     return this.authService.resetPassword( 
     body.email, 
     body.token, 
     body.password, 
     ); 
     } 
     } 
 
 






 7.6 Deployment 
 Let’s run the application and test if everything is working correctly. 
     npm run start:dev 
       Error!! 
     Remember to set ssl: true when running it from your local machine, and set it to false for online use. 
     I'll add a new environment variable to handle this instead of turning it on and off frequently. 
     Add a new environment variable 
     POSTGRES_SSL=true 
 
     Go to the bookstore-be on Render.com and add a new environment variable 
     POSTGRES_SSL  false 
     It should be false online because it is an internal connection between render services that is not visible outside the render servers. 
      Update the app module to read the ssl value from the configuration as follows 
     ssl: `${process.env.POSTGRES_SSL}`.toLowerCase() == 'true', 
 
     Run again 
     npm run start:dev 
      In the requests.http add a new entry to test the registration process 
 
      Error!! 
     Let's check the terminal to see what the issue is. 
 
     It looks like we didn’t create the email column in the user table. 
     Let’s check the database 
      Yes, that is true. 
     Let’s add the email column to the user table. This is of course because I created it manually, but if you use the script, all the columns are already there. 
  
      Let’s try the request again now 
  
     Let’s check the database 
       Successful. 

     Now let’s try the login. 
      Send Request 
      Login successful 
     Try to change the password 
 
      Push the changes to the server 
     git add . 
     git commit -m “Auth Module” 
     git push 
 
      Let’s wait a few minutes for the deployment on Render.com to complete and test the service online. 
  
     Let’s try now 
       Register successful, so let’s try login 
 
     Login successful 
     Change the password 
      Now, It works great. 






Chapter 8: Payment Modules 
 





 8.1 Cart Module 
 Create the shopping cart resource. If you are working with NestJS, you can create everything individually, such as the module, the service, the controller and so on. Or you can create a resource that creates them all together with the same command. To create a new resource, execute the command 
     nest generate resource core/cart 
       Create a new file cart.entity.ts 
     import { Entity, Column, PrimaryGeneratedColumn } from 'typeorm'; 
     @Entity() 

     export class Cart { 
     @PrimaryGeneratedColumn() 
     id: number; 
     @Column({ nullable: false }) 
     userId: number; 
     @Column({ nullable: false }) 
     cart!: string; 
     } 
      Update the cart.module.ts to import the required modules and export the CartService so that it can be used by other modules. 
     import { Module, forwardRef } from '@nestjs/common'; 
     import { CartService } from './cart.service'; 
     import { CartController } from './cart.controller'; 
     import { Cart } from './cart.entity'; 
     import { TypeOrmModule } from '@nestjs/typeorm'; 
     import { UsersModule } from '../users/users.module'; 
     import { JwtModule } from '@nestjs/jwt'; 
     @Module({ 
     imports: [ 

     JwtModule, 
     forwardRef(() => UsersModule), 
     TypeOrmModule.forFeature([Cart]), 
     ], 
     controllers: [CartController], 
     providers: [CartService], 
     exports: [CartService], 
     }) 
     export class CartModule {} 
      The shopping cart service will have three main functions to save the shopping cart, retrieve the shopping cart and delete the shopping cart. Update the cart.service.ts as follows 
     import { Injectable } from '@nestjs/common'; 
     import { Cart } from './cart.entity'; 
     import { Repository } from 'typeorm'; 
     import { InjectRepository } from '@nestjs/typeorm'; 
     @Injectable() 
     export class CartService { 
     constructor( 
     @InjectRepository(Cart) 

     private repo: Repository, 
     ) {} 
     async save(userId: number, cart: string, sub: string) { 
     let found = await this.repo.findOne({ 
     where: { 
     userId, 
     sub, 
     }, 
     }); 
     if (found) { 
     found.cart = cart; 
     return this.repo.save(found); 
     } else { 
     found = this.repo.create({ 
     userId, 
     cart, 
     sub, 
     }); 
     return this.repo.save(found); 
     } 
     } 
     async get(userId: number, sub: string) { 
     return await this.repo.findOne({ 
     where: { 
     userId, 
     sub, 
     }, 
     }); 
     } 

     async delete(userId: number, sub: string) { 
     const found = await this.get(userId, sub); 
     if (found) { 
     return this.repo.remove(found); 
     } 
     } 
     } 
      The shopping cart controller will have two endpoints: Post, to store the cart, and Get, to retrieve the cart. Update the cart.controller.ts as follows 
     import { Body, Controller, Get, Post, UseGuards } from '@nestjs/common'; 
     import { CartService } from './cart.service'; 
     import { JwtGuard } from '../auth/guards/jwt-auth.guard'; 
     import { CurrentUser } from './current-user.decorator'; 
     @Controller('cart') 
     export class CartController { 
     constructor(private readonly cartService: CartService) {} 
     @Post() 
     @UseGuards(JwtGuard) 

     saveCart(@CurrentUser() user, @Body() body) { 
     return this.cartService.save(user.id, body.cart); 
     } 
     @Get() 
     @UseGuards(JwtGuard) 
     getCart(@CurrentUser() user) { 
     return this.cartService.get(user.id); 
     } 
     } 
 





 8.2 Stripe Module 
 Create a new resource for stripe 
     nest generate resource core/stripe 
       Create a new file payment-intent.entity.ts as part of the stripe module 
     import { Entity, Column, PrimaryGeneratedColumn } from 'typeorm'; 
     @Entity() 
     export class PaymentIntent { 
     @PrimaryGeneratedColumn() 
     id: number; 

     @Column({ nullable: true }) 
     paymentIntentId: string; 
     @Column({ nullable: false }) 
     userId: number; 
     @Column({ nullable: false }) 
     itemsIds!: string; 
     } 
      Create a new service which will be responsible for saving, reading and deleting payment intents. 
     import { Injectable, NotFoundException } from '@nestjs/common'; 
     import { InjectRepository } from '@nestjs/typeorm'; 
     import { Repository } from 'typeorm'; 
     import { PaymentIntent } from './payment-intent.entity'; 
     @Injectable() 
     export class PaymentIntentsService { 
     constructor( 
     @InjectRepository(PaymentIntent) 
     private repo: Repository, 
     ) {} 

     createPaymentIntent( 
     userId: number, 
     itemsIds: string, 
     paymentIntentId: string, 
     ) { 
     const paymentIntent = this.repo.create({ 
     userId, 
     itemsIds, 
     paymentIntentId, 
     }); 
     return this.repo.save(paymentIntent); 
     } 
     findOne(paymentIntentId: string) { 
     if (!paymentIntentId) { 
     throw new NotFoundException( 
     "Can't find a payment intent with the id: ", 
     paymentIntentId, 
     ); 
     } 
     return this.repo.findOneBy({ paymentIntentId }); 
     } 
     async delete(paymentIntentId: string) { 
     return this.repo.delete({ paymentIntentId }); 
     } 
     } 
     We will continue with the Stripe module after we have created the book modules. 





Chapter 9: Feature Modules 
 





 9.1 Create the Modules 
 We have three feature modules in our application: book, featured-book and my-book. 
     I will create three resources for book, featured-book, and my-book 
     nest generate resource feature/book 
      nest generate resource feature/featured-book 
      nest generate resource feature/my-book 
 
      We have created all three feature modules: book, featured-book and my-book. 
     Here is a brief note on the purpose of each module: 
 ●  The Book module stores the information about which books are sold in our store. 
 ●  The Featured Book module stores which book should be displayed in the featured section on the homepage. 
 
●  The My Book module is used to manage the relationship between the user and the books they have purchased. 
 





 9.2 The Book Module 
 Create a new file book.entity.ts as follows 
     import { Entity, Column, PrimaryGeneratedColumn } from 'typeorm'; 
     @Entity() 
     export class Book { 
     @PrimaryGeneratedColumn() 
     id: number; 
     @Column() 
     title: string; 
     @Column() 
     language: string; 
     @Column() 
     publisher: string; 
     @Column() 
     isbn: string; 
     @Column() 
     subtitle: string; 
     @Column() 
     author: string; 
     @Column() 
     publishDate: Date; 
     @Column() 
     description: string; 
     @Column() 
     folderPath: string; 
     @Column() 
     frontImageUrl: string; 
     @Column() 

     backImageUrl: string; 
     @Column() 
     sideImageUrl: string; 
     @Column() 
     printUrl: string; 
     @Column() 
     pdfUrl: string; 
     @Column() 
     epubUrl: string; 
     @Column() 
     zipUrl: string; 
     @Column('decimal', { precision: 6, scale: 2 }) 
     price: number; 
     @Column() 
     series: string; 
     @Column() 
     tags: string; 
     @Column() 
     published: boolean; 
     @Column() 
     keyPoints: string; 
     @Column() 
     order: number; 
     @Column() 
     darkCover: boolean; 
     @Column() 
     numberOfPages: number; 
     } 
     Update the book.module.ts as follows 

     import { Module, forwardRef } from '@nestjs/common'; 
     import { TypeOrmModule } from '@nestjs/typeorm'; 
     import { StripeModule } from 'src/core/stripe/stripe.module'; 
     import { JwtModule } from '@nestjs/jwt'; 
     import { UserModule } from 'src/core/user/user.module'; 
     import { MyBookModule } from '../my-book/my-book.module'; 
     import { BookController } from './book.controller'; 
     import { Book } from './book.entity'; 
     import { BookService } from './book.service'; 
     @Module({ 
     imports: [ 
     JwtModule, 
     forwardRef(() => UserModule), 
     forwardRef(() => MyBookModule), 
     forwardRef(() => StripeModule), 
     TypeOrmModule.forFeature([Book]), 
     ], 
     controllers: [BookController], 
     providers: [BookService], 
     exports: [BookService], 
     }) 
     export class BookModule {} 
     We import JwtModule and UserModule because we need to know the current user when we work with the Book module. We also need to import the StripeModule because we will use the Stripe service to make book purchases for the users. 

     We use the TypeOrmModule.forFeature() method to determine which repositories are registered in the current scope. This allows us to inject the BookRepository into the BookService using the @InjectRepository() decorator 
     The book service has the following methods: 
 ●  addBook 
●  publishBook 
●  updateBook 
●  getFiltered 
●  findOne 
●  removeBook 
●  getAllForIds 
●  getAll 
●  getAllSeries 
●  getAllTags 
●  getAllPublished 
●  getAllNotPublished 
●  getBook 
●  getBooks 
      Update the books.service.ts as follows 
     import { 
     Injectable, 
     InternalServerErrorException, 
     NotFoundException, 
     } from '@nestjs/common'; 
     import { InjectRepository } from '@nestjs/typeorm'; 
     import { DeepPartial, ILike, In, Repository } from 'typeorm'; 
     import { Book } from './book.entity'; 
     @Injectable() 

     export class BookService { 
     constructor(@InjectRepository(Book) private repo: Repository) {} 
     async addBook(obj: DeepPartial) { 
     const book = this.repo.create(obj); 
     const saved = await this.repo.save(book); 
     if (saved) return saved; 
     else throw new InternalServerErrorException('Error Saving Book'); 
     } 
     async publishBook(bookId: number, published: boolean) { 
     const book = await this.repo.findOne({ 
     where: { 
     id: bookId, 
     }, 
     }); 
     if (book) { 
     book.published = published; 
     return this.repo.save(book); 
     } 
     throw new NotFoundException('Book not found!'); 
     } 
     async updateBook(bookId: number, body: DeepPartial) { 
     const obj = await this.repo.findOne({ 
     where: { 
     id: bookId, 
     }, 
     }); 

     if (obj) { 
     return this.repo.update( 
     { 
     id: bookId, 
     }, 
     body, 
     ); 
     } 
     throw new NotFoundException('Book not found'); 
     } 
     getFiltered(filter: any, take: number, skip: number) { 
     return this.repo.findAndCount({ 
     where: { 
     title: filter.title ? ILike(`%${filter.title}%`) : undefined, 
     subtitle: filter.subtitle ? ILike(`%${filter.subtitle}%`) : undefined, 
     tags: filter.tags ? ILike(`%${filter.tags}%`) : undefined, 
     series: filter.series ? ILike(`%${filter.series}%`) : undefined, 
     published: true, 
     }, 
     order: { 
     publishDate: { 
     direction: 'DESC', 
     }, 
     }, 
     take, 
     skip, 
     }); 
     } 

     findOne(id: number) { 
     if (!id) { 
     return null; 
     } 
     return this.repo.findOneBy({ id }); 
     } 
     async removeBook(id: number) { 
     const book = await this.repo.findOne({ 
     where: { 
     id, 
     }, 
     }); 
     if (book) return this.repo.remove(book); 
     throw new NotFoundException('Book not found!'); 
     } 
     getAllForIds(ids: number[], take: number, skip: number) { 
     return this.repo.findAndCount({ 
     where: { 
     id: In(ids), 
     }, 
     order: { 
     publishDate: { 
     direction: 'DESC', 
     }, 
     }, 
     take, 
     skip, 
     }); 
     } 

     getAll(take: number, skip: number) { 
     return this.repo.findAndCount({ 
     where: { 
     published: true, 
     }, 
     order: { 
     publishDate: { 
     direction: 'DESC', 
     }, 
     }, 
     take, 
     skip, 
     }); 
     } 
     getAllSeries(series: string, take: number, skip: number) { 
     return this.repo.findAndCount({ 
     where: { 
     published: true, 
     series, 
     }, 
     order: { 
     publishDate: { 
     direction: 'DESC', 
     }, 
     }, 
     take, 
     skip, 
     }); 
     } 

     getTagsAsStringArray(tags: string) { 
     let tgsAr = []; 
     if (tags) { 
     if (tags.includes(',')) { 
     tgsAr = tags.split(',').map((t) => t.trim()); 
     } else { 
     tgsAr = [tags.trim()]; 
     } 
     } 
     return tgsAr; 
     } 
     getAllTag(tags: string, take: number, skip: number) { 
     let tgsAr = this.getTagsAsStringArray(tags); 
     return this.repo.findAndCount({ 
     where: { 
     published: true, 
     tags: In(tgsAr), 
     }, 
     order: { 
     publishDate: { 
     direction: 'DESC', 
     }, 
     }, 
     take, 
     skip, 
     }); 
     } 
     getAllPublished(take: number, skip: number) { 
     return this.repo.findAndCount({ 

     where: { 
     published: true, 
     }, 
     order: { 
     publishDate: { 
     direction: 'DESC', 
     }, 
     }, 
     take, 
     skip, 
     }); 
     } 
     getAllNotPublished(take: number, skip: number) { 
     return this.repo.findAndCount({ 
     where: { 
     published: false, 
     }, 
     order: { 
     publishDate: { 
     direction: 'DESC', 
     }, 
     }, 
     take, 
     skip, 
     }); 
     } 
     getBook(id: number) { 
     return this.findOne(id); 
     } 

     getBooks(ids: number[]) { 
     return this.repo.findAndCount({ 
     where: { 
     id: In(ids), 
     }, 
     }); 
     } 
     } 
 –––––––– 
 The book controller will have the following endpoints 
 ●  Post addBook 
●  Put publishBook 
●  Get  checkout 
●  Post getFiltered 
●  Get getAll 
●  Get getAllSeries 
●  Get getAllTags 
●  Get getAdminPublishedBooks 
●  Get getAdminNotPublishedBooks 
●  Get getBook 
●  Put updateBook 
      We will add the checkout method later and update the getBook method to return more book properties when the user has purchased the book. 
 –––––––– 
 Update the book.controller.ts as follows 

     import { 
     Body, 
     Controller, 
     Delete, 
     Get, 
     Headers, 
     InternalServerErrorException, 
     NotFoundException, 
     Param, 
     Post, 
     Put, 
     Query, 
     UnauthorizedException, 
     UseGuards, 
     } from '@nestjs/common'; 
     import { StripeService } from 'src/core/stripe/stripe.service'; 
     import { JwtGuard } from 'src/core/auth/guards/jwt-auth.guard'; 
     import { JwtService } from '@nestjs/jwt'; 
     import { CurrentUser } from 'src/core/cart/current-user.decorator'; 
     import { User } from 'src/core/user/user.entity'; 
     import { MyBookService } from '../my-book/my-book.service'; 
     import { BookService } from './book.service'; 
     import { ADMIN_EMAIL } from 'src/core/user/user.service'; 
     @Controller('book') 
     export class BookController { 
     constructor( 

     private bookService: BookService, 
     private stripeService: StripeService, 
     private myBookService: MyBookService, 
     private jwtService: JwtService, 
     ) {} 
     @Post() 
     @UseGuards(JwtGuard) 
     async addBook( 
     @CurrentUser() user: User, 
     @Body() 
     body: any, 
     ) { 
     if (user.email === ADMIN_EMAIL) { 
     const book = await this.bookService.addBook(body); 
     if (book) return book; 
     return new InternalServerErrorException('Error creating book!'); 
     } else { 
     throw new UnauthorizedException( 
     'You are not authorized to add new books!', 
     ); 
     } 
     } 
     @Put('publish/:id') 
     @UseGuards(JwtGuard) 
     async publishBook( 
     @CurrentUser() user: User, 
     @Body() body, 
     @Param('id') bookId, 

     ) { 
     if (user.email === ADMIN_EMAIL) { 
     return this.bookService.publishBook(bookId, body.published); 
     } else { 
     throw new UnauthorizedException( 
     'You are not authorized to add new books!', 
     ); 
     } 
     } 
     @Post('/filter') 
     getFiltered( 
     @Query('take') take: number, 
     @Query('skip') skip: number, 
     @Body() body, 
     ) { 
     return this.bookService.getFiltered(body.filter, take, skip); 
     } 
     @Get('/all') 
     async getAll(@Query('take') take: number, @Query('skip') skip: number) { 
     const r = await this.bookService.getAll(take, skip); 
     return r; 
     } 
     @Get('/all-series') 
     async getAllSeries( 
     @Query('series') series: string, 
     @Query('take') take: number, 
     @Query('skip') skip: number, 

     ) { 
     const r = await this.bookService.getAllSeries(series, take, skip); 
     return r; 
     } 
     @Get('/all-tags') 
     async getAllTag( 
     @Query('tag') tags: string, 
     @Query('take') take: number, 
     @Query('skip') skip: number, 
     ) { 
     const r = await this.bookService.getAllTags(tags, take, skip); 
     return r; 
     } 
     @Get('/admin-published-books') 
     async getAdminPublishedBooks( 
     @Query('take') take: number, 
     @Query('skip') skip: number, 
     ) { 
     const r = await this.bookService.getAllPublished(take, skip); 
     return r; 
     } 
     @Get('/admin-not-published-books') 
     async getAdminNotPublishedBooks( 
     @Query('take') take: number, 
     @Query('skip') skip: number, 
     ) { 
     const r = await this.bookService.getAllNotPublished(take, skip); 

     return r; 
     } 
     @Get(':id') 
     async getBook(@Headers() headers, @Param('id') id: number) { 
     const book = await this.bookService.getBook(id); 
     if (book) { 
     return book; 
     } else { 
     throw new NotFoundException('Book not found'); 
     } 
     } 
     @Put(':id') 
     @UseGuards(JwtGuard) 
     updateBook(@CurrentUser() user: User, @Param('id') id: number, @Body() book) { 
     if (user && user.email === ADMIN_EMAIL) 
     return this.bookService.updateBook(id, book); 
     throw new UnauthorizedException( 
     'You are not authorized to update the book', 
     ); 
     } 
     } 





 9.3 The Featured Book Module 
 Create a new file featured-book.entity.ts 
     import { Entity, Column, PrimaryGeneratedColumn } from 'typeorm'; 
     @Entity() 
     export class FeaturedBook { 
     @PrimaryGeneratedColumn() 
     id: number; 
     @Column() 
     bookId: number; 
     } 
     Update the featured-book.module.ts as follows 
     import { Module } from '@nestjs/common'; 
     import { TypeOrmModule } from '@nestjs/typeorm'; 
     import { FeaturedBook } from './featured-book.entity'; 
     import { FeaturedBookService } from './featured-book.service'; 
     import { FeaturedBookController } from './featured-book.controller'; 
     import { BookModule } from '../book/book.module'; 
     @Module({ 
     imports: [BookModule, TypeOrmModule.forFeature([FeaturedBook])], 
     controllers: [FeaturedBookController], 
     providers: [FeaturedBookService], 
     exports: [FeaturedBookService], 
     }) 
     export class FeaturedBookModule {} 

     The Featured Book service has two methods to set the Featured Book and get the Featured Book 
     Update the featured-book.service.ts as follows 
     import { Injectable, NotFoundException } from '@nestjs/common'; 
     import { InjectRepository } from '@nestjs/typeorm'; 
     import { Repository } from 'typeorm'; 
     import { FeaturedBook } from './featured-book.entity'; 
     import { BookService } from '../book/book.service'; 
     @Injectable() 
     export class FeaturedBookService { 
     constructor( 
     @InjectRepository(FeaturedBook) 
     private repo: Repository, 
     private bookService: BookService, 
     ) {} 
     async setFeaturedBook(bookId: number) { 
     const results = await this.repo.find(); 
     if (results && results.length > 0) { 
     const obj = results[0]; 
     obj.bookId = bookId; 
     return this.repo.save(obj); 
     } else { 
     const obj = this.repo.create(); 
     obj.bookId = bookId; 
     return this.repo.save(obj); 
     } 
     } 
     async getFeatureBook() { 
     const results = await this.repo.find(); 

     if (results && results.length > 0) { 
     const obj = results[0]; 
     return this.bookService.getBook(obj.bookId); 
     } 
     throw new NotFoundException('Can not find a featured book'); 
     } 
     } 
 –––––––– 
 Update the featured-book.controller.ts as follows 
     import { 
     Controller, 
     Get, 
     Param, 
     Put, 
     UnauthorizedException, 
     UseGuards, 
     } from '@nestjs/common'; 
     import { User } from 'src/core/user/user.entity'; 
     import { FeaturedBookService } from './featured-book.service'; 
     import { JwtGuard } from 'src/core/auth/guards/jwt-auth.guard'; 
     import { CurrentUser } from 'src/core/user/current-user.decorator'; 
     import { ADMIN_EMAIL } from 'src/core/user/user.service'; 
     @Controller('featured-book') 
     export class FeaturedBookController { 

     constructor(private booksService: FeaturedBookService) {} 
     @Put(':id') 
     @UseGuards(JwtGuard) 
     setFeatureBook(@CurrentUser() user: User, @Param('id') id: number) { 
     if (user && user.email === ADMIN_EMAIL) 
     return this.booksService.setFeaturedBook(id); 
     throw new UnauthorizedException( 
     'You are not authorized to update the book', 
     ); 
     } 
     @Get() 
     getFeatureBook() { 
     return this.booksService.getFeatureBook(); 
     } 
     } 





 9.4 The My Book Module 
 Create the file my-book.entity.ts 
     import { Entity, Column, PrimaryGeneratedColumn } from 'typeorm'; 
     @Entity() 
     export class MyBook { 
     @PrimaryGeneratedColumn() 
     id: number; 
     @Column() 
     userId: number; 
     @Column() 
     bookId: number; 
     } 
     Update the my-book.module.ts as follows 
     import { Module, forwardRef } from '@nestjs/common'; 
     import { TypeOrmModule } from '@nestjs/typeorm'; 
     import { UserModule } from 'src/core/user/user.module'; 
     import { AuthModule } from 'src/core/auth/auth.module'; 
     import { BookModule } from '../book/book.module'; 
     import { MyBook } from './my-book.entity'; 
     import { MyBookController } from './my-book.controller'; 
     import { MyBookService } from './my-book.service'; 
     @Module({ 
     imports: [ 
     forwardRef(() => UserModule), 
     forwardRef(() => AuthModule), 
     forwardRef(() => BookModule), 
     TypeOrmModule.forFeature([MyBook]), 
     ], 

     controllers: [MyBookController], 
     providers: [MyBookService], 
     exports: [MyBookService], 
     }) 
     export class MyBookModule {} 
     The my book service will have the following methods 
 ●  addBooksToUser 
●  getMyBooks 
●  isOneOfMyBooks 
      Update the my-book.service.ts as follows 
     import { Injectable, InternalServerErrorException } from '@nestjs/common'; 
     import { InjectRepository } from '@nestjs/typeorm'; 
     import { Repository } from 'typeorm'; 
     import { MyBook } from './my-book.entity'; 
     import { BookService } from '../book/book.service'; 
     @Injectable() 
     export class MyBookService { 
     constructor( 
     @InjectRepository(MyBook) private repo: Repository, 
     private bookService: BookService, 
     ) {} 
     async addBooksToUser(userId: number, idsAr: number[]) { 
     try { 
     idsAr.forEach(async (bookId) => { 
     const obj = this.repo.create(); 
     obj.userId = userId; 

     obj.bookId = bookId; 
     await this.repo.save(obj); 
     }); 
     } catch (e) { 
     throw new InternalServerErrorException('Error adding books to user! ', e); 
     } 
     } 
     async getMyBooks(userId: number, take: number, skip: number) { 
     let books = []; 
     const results = await this.repo.find({ 
     where: { 
     userId, 
     }, 
     }); 
     if (results && results.length > 0) { 
     const ids = results.map((t) => t.bookId); 
     return this.bookService.getAllForIds(ids, take, skip); 
     } 
     return books; 
     } 
     async isOneOfMyBooks(userId: number, bookId: number) { 
     const exists = await this.repo.exists({ 
     where: { 
     userId, 
     bookId, 
     }, 
     }); 

     return exists; 
     } 
     } 





Chapter 10: Stripe Module 
 





 10.1 Update the Module 
 Install the stripe package 
     npm install stripe 
       Update the stripe.module.ts as follows 
     import { Module, forwardRef } from '@nestjs/common'; 
     import { StripeController } from './stripe.controller'; 
     import { StripeService } from './stripe.service'; 
     import { TypeOrmModule } from '@nestjs/typeorm'; 
     import { PaymentIntent } from './payment-intent.entity'; 
     import { PaymentIntentsService } from './payment-intents.service'; 

     import { CartModule } from '../cart/cart.module'; 
     import { MyBookModule } from 'src/feature/my-book/my-book.module'; 
     @Module({ 
     imports: [ 
     forwardRef(() => MyBookModule), 
     forwardRef(() => CartModule), 
     TypeOrmModule.forFeature([PaymentIntent]), 
     ], 
     controllers: [StripeController], 
     providers: [PaymentIntentsService, StripeService], 
     exports: [StripeService], 
     }) 
     export class StripeModule {} 





 10.2 Update the Service 
 Update the stripe.service.ts as follows 
     import { Injectable } from '@nestjs/common'; 
     import Stripe from 'stripe'; 
     @Injectable() 
     export class StripeService { 
     async checkout( 
     userId: number, 
     items: { 
     id: number; 
     name: string; 
     price: number; 
     imageUrl: string; 
     quantity: number; 
     }[], 
     headers: any, 
     ) { 
     const ids = items.map((item) => item.id).join(','); 
     const stripe = new Stripe(process.env.STRIPE_SECRET_KEY); 
     const lineItems = []; 
     items.forEach((item) => { 
     const unit_amount = Math.round(item.price * 100); 
     const lineItem = { 
     price_data: { 
     currency: 'usd', 
     product_data: { 
     name: item.name, 
     images: [item.imageUrl], 

     }, 
     unit_amount, 
     }, 
     quantity: item.quantity, 
     }; 
     lineItems.push(lineItem); 
     }); 
     const session = await stripe.checkout.sessions.create({ 
     payment_method_types: ['card'], 
     line_items: lineItems, 
     mode: 'payment', 
     success_url: headers.origin, 
     cancel_url: headers.origin, 
     metadata: { 
     userId, 
     itemsIds: ids, 
     }, 
     }); 
     return { id: session.id, bookId: ids }; 
     } 
     getIdsAsArray(ids: string) { 
     let idsAr = []; 
     if (ids) { 
     if (ids.includes(',')) { 
     idsAr = ids.split(',').map((t) => +t.trim()); 
     } else { 
     idsAr = [+ids.trim()]; 
     } 
     } 

     return idsAr; 
     } 
     } 
     The Stripe service creates the checkout session and returns the session number to the front-end application, which redirects the user to the checkout page provided by Stripe. 
     When the payment is successfully completed, you will be notified via the webhook. 





 10.3 Stripe Webhook 
 Go to your Stripe dashboard and open the developer settings. Open webhooks. 
      Add endpoint 
      We have created the stripe controller and will create a "webhook" endpoint soon. 
     So the full url will be as follows 
     https://bookstore-be-pycj.onrender.com/stripe/webhook 
 
     Before adding the endpoint we need to select events 
     We are interested in two events checkout.session.completed and payment_intent.succeeded 
     So search for these events and add them. 
  
     Add events 
      Add endpoint 
 
     Once a payment is successful, you will receive an event trigger in your Stripe Controller webhook endpoint with the payment intent details. 





 10.4 Stripe Secret Keys 
 Add two new environment variables STRIPE_SECRET_KEY and STRIPE_WEBHOOK_SECRET_KEY 
     Add the test keys on your local computer and add your live keys on Render.com 
     You can get the test keys by turning on the test mode 
      The publishable key is used for the frontend, while we need the secret key for the backend. 
     Reveal the test key, copy it and use it as the value for the STRIPE_SECRET_KEY 
 
     Go to Render.com and add two environment variables. This time use the live keys and not the test keys. 
     You can use Add from .env by copying and pasting them once instead of adding them individually. 
      Save Changes 
 





 10.5 Stripe Controller 
 We return to our code and complete the stripe controller. 
     Update stripe.controller.ts as follows 
     import { 
     Controller, 
     Headers, 
     InternalServerErrorException, 
     Post, 
     RawBodyRequest, 
     Req, 
     } from '@nestjs/common'; 
     import { StripeService } from './stripe.service'; 
     import { PaymentIntentsService } from 'src/core/stripe/payment-intents.service'; 
     import { CartService } from '../cart/cart.service'; 
     import { config } from 'dotenv'; 
     import { MyBookService } from 'src/feature/my-book/my-book.service'; 
     config(); 
     const stripe = require('stripe')(`${process.env.STRIPE_SECRET_KEY}`); 
     const endpointSecret = `${process.env.STRIPE_WEBHOOK_SECRET_KEY}`; 
     @Controller('stripe') 
     export class StripeController { 
     constructor( 
     private booksMyBooksService: MyBookService, 
     private paymentIntentsService: PaymentIntentsService, 
     private stripeService: StripeService, 

     private cartService: CartService, 
     ) {} 
     @Post('/webhook') 
     async webhook(@Req() req: RawBodyRequest, @Headers() headers) { 
     const sig = headers['stripe-signature']; 
     let event; 
     try { 
     event = stripe.webhooks.constructEvent(req.rawBody, sig, endpointSecret); 
     console.log('hook: ', event); 
     } catch (err) { 
     return `Webhook Error: ${err.message}`; 
     } 
     switch (event.type) { 
     case 'checkout.session.completed': 
     await this.paymentIntentsService.createPaymentIntent( 
     event.data.object.metadata.userId, 
     event.data.object.metadata.itemsIds, 
     event.data.object.payment_intent, 
     ); 
     console.log( 
     'CHECKOUT SESSION COMPLETE', 
     new Date(), 
     event.data.object.payment_intent, 
     event.data.object.metadata, 
     ); 
     break; 
     case 'payment_intent.succeeded': 

     try { 
     setTimeout(async () => { 
     const paymentIntentSucceeded = event.data.object; 
     const paymentIntentObj = await this.paymentIntentsService.findOne( 
     paymentIntentSucceeded.id, 
     ); 
     console.log('FOUND PAYMENT_INTENT', new Date(), paymentIntentObj); 
     if (paymentIntentObj) { 
     const idsAr = this.stripeService.getIdsAsArray( 
     paymentIntentObj.itemsIds, 
     ); 
     await this.booksMyBooksService.addBooksToUser( 
     paymentIntentObj.userId, 
     idsAr, 
     ); 
     await this.paymentIntentsService.delete( 
     paymentIntentObj.paymentIntentId, 
     ); 
     await this.cartService.delete(paymentIntentObj.userId); 
     } else { 
     throw new InternalServerErrorException( 
     'Payment intent not found!', 
     ); 
     } 
     }, 2000); 
     } catch (e) { 
     console.log('ERROR PAYMENT SUCCESS: ', e); 

     } 
     break; 
     default: 
     console.log(`Unhandled event type ${event.type}`); 
     } 
     return true; 
     } 
     } 





 10.6 Update the Book Controller 
 Update the book.controller.ts to include the checkout method 
     @Get('checkout') 
     @UseGuards(JwtGuard) 
     async checkout( 
     @CurrentUser() user: User, 
     @Query('ids') ids, 
     @Headers() headers, 
     ) { 
     const idsAr = this.stripeService.getIdsAsArray(ids); 
     const results = await this.bookService.getBooks(idsAr); 
     if (results && results[0].length > 0) { 
     const items = results[0].map((t) => ({ 
     id: t.id, 
     name: t.title, 
     price: t.price, 
     imageUrl: t.frontImageUrl, 
     quantity: 1, 
     })); 
     return this.stripeService.checkout(user.id, items, headers); 
     } 
     throw new NotFoundException('Books not found!'); 
     } 
     Update the getBook method to exclude book download urls if the book is not in the user collection 
     @Get(':id') 
     async getBook(@Headers() headers, @Param('id') id: number) { 
     const book = await this.bookService.getBook(id); 

     if (book) { 
     const auth = headers?.authorization; 
     if (auth) { 
     const jwt = auth.replace('Bearer ', ''); 
     const obj: any = this.jwtService.decode(jwt, { json: true }) as { 
     uuid: string; 
     }; 
     if (obj && obj.sub) { 
     if (obj.sub.email === ADMIN_EMAIL) { 
     return book; 
     } 
     const exists = await this.myBookService.isOneOfMyBooks( 
     obj.sub.id, 
     id, 
     ); 
     if (exists) { 
     return book; 
     } else { 
     const { pdfUrl, epubUrl, ...newBook } = book; 
     return newBook; 
     } 
     } 
     } 
     const { pdfUrl, epubUrl, ...newBook } = book; 
     return newBook; 
     } 
     } 
     Push the code to the server 

     git add . 
     git commit -m “Stripe complete” 
     git push 
 





Chapter 11: The Frontend 
 





 11.1 Environment Variables 
 Open the frontend application and generate the environments 
     ng generate environments 
       Add the following entries to both environment files 
     export const environment = { 
     API_URL: 'https://bookstore-be-pycj.onrender.com', 
     DOWNLOAD_BASE_URL: 'https://han.duj.mybluehost.me', 
     STRIPE_PK:'pk_live_51K...', 
     }; 

     The API_URL is the URL of the backend web service on Render.com, which we will use as the base address for all http requests. 
     The DOWNLOAD_BASE_URL is the URL where we store all downloadable files of books, such as book files, images or source code attachments. Since Render.com does not support file hosting, we need to store our files elsewhere. I, for example, store my downloadable files on a free disk space that I get with bluehost's WordPress hosting. I use it to host my files for my bookstore. 
     The STRIPE_PK is your publishable key from Stripe. Use the test key for test purposes and the live key for the production. 
     Push the code 
     git add . 
     git commit -m “Add Environments” 
     git push 
 





 11.2 The index.html 
 Put the website logo into the folder images under the assets folder. 
      Open index.html and do the following 
     Set the favorite icon 
     rel="icon" type="image/png" href="assets/images/logo.png" /> 
     Add the following meta tags for search engine optimization 
     Your </span><span style="font-family: scala-sans-offc-pro--;">Bookstore </span><span style="font-family: scala-sans-offc-pro--;">Name </span><span style="font-family: scala-sans-offc-pro--;">- </span><span style="font-family: scala-sans-offc-pro--;">Online </span><span style="font-family: scala-sans-offc-pro--;">Bookstore 
     name="description" content="Online Bookstore - Find and buy your favorite books"> 
     name="keywords" content="online bookstore, books, literature, reading, novels"> 
     name="author" content="Your Name or Your Bookstore Name"> 
     name="robots" content="index, follow"> 
     name="theme-color" content="#ffffff"> 
     property="og:title" content="Your Bookstore Name"> 
     property="og:description" content="Online Bookstore - Find and buy your favorite books online"> 

     property="og:image" content="https://bookstore.com/assets/images/logo.png"> 
     property="og:url" content="https://bookstore.com"> 
     property="og:type" content="website"> 
     name="twitter:card" content="summary_large_image"> 
     name="twitter:title" content="Your Bookstore Name"> 
     name="twitter:description" content="Online Bookstore - Find and buy your favorite books online"> 
     name="twitter:image" content="https://bookstore.com/assets/images/logo.png"> 
     rel="canonical" href="https://bookstore.com" /> 
 





 11.3 Install Dependencies 
 Install the following dependencies 
     npm install @stripe/stripe-js ngx-quill primeng primeicons 
  





 11.4 Update styles.css 
 Update styles.css to import quill and primeng files, and set global styles as follows 
     @import "quill/dist/quill.snow.css"; 
     @import "primeng/resources/themes/bootstrap4-light-purple/theme.css"; 
     @import "primeng/resources/primeng.css"; 
     @import "primeicons/primeicons.css"; 
     :root { 
     —main-color: #f3f3f3; 
     —accent-color-2: #1e171f; 
     —accent-color-1: #883cae; 
     —footer-background: #262426; 
     —footer-text: #efe4e4; 
     —search-input-height: 48px; 
     } 
     html, 
     body { 
     font-family: Roboto, Arial, Helvetica, sans-serif; 
     color: var(—accent-color-2); 
     background-color: var(—accent-color-1); 
     min-height: 100%; 
     position: relative; 
     overflow-x: hidden; 
     user-select: none; 
     margin: 0; 
     padding: 0; 
     box-sizing: border-box; 
     } 

     body { 
     background-color: white; 
     } 
     .link { 
     cursor: pointer; 
     text-decoration: none; 
     } 
     a:link, 
     a:visited, 
     .link:link, 
     .link:visited { 
     text-decoration: none; 
     color: var(—accent-color-2); 
     } 
     .link:hover, 
     a:hover { 
     filter: brightness(1.1); 
     } 
     .description-panel .p-panel .p-panel-content { 
     padding: 0px; 
     } 
     .main-title { 
     font-size: 26px; 
     font-weight: 300; 
     text-align: center; 
     color: var(—accent-color-1); 
     padding-top: 10px; 
     padding-bottom: 30px; 
     } 

     .dscrptn .ql-editor p, 
     .dscrptn .ql-editor span { 
     cursor: default; 
     font-size: 1.3em; 
     } 
     .error { 
     font-size: 0.6; 
     color: red; 
     } 
     .rounded { 
     border-radius: 6px !important; 
     } 
     .pre-text { 
     font-size: medium; 
     font-family: Roboto, Arial, Helvetica, sans-serif; 
     line-height: 26px; 
     white-space: pre; 
     max-width: 100%; 
     text-wrap: wrap; 
     } 
     .page-text { 
     padding: 20px 20px; 
     padding-top: 0px; 
     @media (min-width: 760px) { 
     padding: 20px 100px; 
     padding-top: 0px; 
     } 
     } 
     .pg-wrpr { 

     margin: auto; 
     padding: 20px 10px; 
     @media (min-width: 760px) { 
     width: 90%; 
     } 
     } 





 11.5 Config 
 Update app.config.ts as follows 
     import { ApplicationConfig, importProvidersFrom } from '@angular/core'; 
     import { 
     InMemoryScrollingFeature, 
     InMemoryScrollingOptions, 
     provideRouter, 
     withInMemoryScrolling, 
     } from '@angular/router'; 
     import { BrowserAnimationsModule } from '@angular/platform-browser/animations'; 
     import { routes } from './app.routes'; 
     import { HttpClientModule } from '@angular/common/http'; 
     import { provideClientHydration } from '@angular/platform-browser'; 
     import { provideQuillConfig } from 'ngx-quill/config'; 
     const scrollConfig: InMemoryScrollingOptions = { 
     scrollPositionRestoration: 'top', 
     anchorScrolling: 'enabled', 
     }; 
     const inMemoryScrollingFeature: InMemoryScrollingFeature = 
     withInMemoryScrolling(scrollConfig); 
     export const appConfig: ApplicationConfig = { 
     providers: [ 
     provideRouter(routes, inMemoryScrollingFeature), 
     importProvidersFrom(HttpClientModule), 

     importProvidersFrom(BrowserAnimationsModule), 
     provideQuillConfig({ 
     modules: { 
     toolbar: [ 
     ['bold', 'italic', 'underline', 'strike'], 
     [{ header: [1, 2, 3, 4, 5, 6, false] }], 
     [{ align: [] }], 
     [{ indent: '-1' }, { indent: '+1' }], 
     [{ list: 'ordered' }, { list: 'bullet' }], 
     ['blockquote', 'code-block'], 
     [{ script: 'sub' }, { script: 'super' }], 
     [{ size: ['small', false, 'large', 'huge'] }], 
     [{ color: [] }, { background: [] }], 
     [{ font: [] }], 
     ['clean'], 
     ], 
     }, 
     }), 
     provideClientHydration(), 
     ], 
     }; 
     We will perform another update later to include a configuration for the authInterceptor 





Chapter 12: Important Pages 
 





 12.1 The Homepage 
 I will put all pages in a pages folder and all components in a components folder. The only exceptions are the layout components, which I will put in a layout folder, and the policy pages, which I will put in the policies folder. 
     Now, let’s create the homepage component 
     ng g c pages/home 
      Update the app.routes.ts to include a route for the component 
     import { Routes } from '@angular/router'; 
     import { HomeComponent } from './pages/home/home.component'; 
     export const routes: Routes = [ 
     { path: '', redirectTo: 'home', pathMatch: 'full' }, 
     { path: 'home', component: HomeComponent }, 
     ]; 






 12.2 The Not Found Page 
 Create the "Not page that is displayed for "url not found" errors 
     ng g c pages/not-found 
      Update the app.routes.ts as follows 
     import { Routes } from '@angular/router'; 
     import { HomeComponent } from './pages/home/home.component'; 
     import { NotFoundComponent } from './pages/not-found/not-found.component'; 
     export const routes: Routes = [ 
     { path: '', redirectTo: 'home', pathMatch: 'full' }, 
     { path: 'home', component: HomeComponent }, 
     { path: 'not-found', component: NotFoundComponent }, 
     { path: '**', redirectTo: 'not-found' }, 
     ]; 






 12.3 The Policies Pages 
 Create pages for 
 ●  About 
●  Contact 
●  Privacy Policy 
●  Refund Policy 
●  Terms and Conditions 
●  Cookies Policy 
●  Copyright Policy 
●  Copyright Notice 
●  Dmca Policy 
●  Terms of Sale 
      Update the app.routes.ts by adding the following entries 
     { path: 'about', component: AboutComponent }, 
     { path: 'contact', component: ContactComponent }, 
     { path: 'privacy-policy', component: PrivacyPolicyComponent }, 
     { path: 'refund-policy', component: RefundPolicyComponent }, 
     { path: 'terms-and-conditions', component: TermsAndConditionsComponent }, 
     { path: 'cookies-policy', component: CookiesPolicyComponent }, 
     { path: 'copyright-notice', component: CopyrightNoticeComponent }, 
     { path: 'dmca-policy', component: DmcaPolicyComponent }, 
     { path: 'terms-of-sale', component: TermsOfSaleComponent }, 



 12.4 The Layout 
 Create the top the side nav and the footer components and place them in the layout folder 
     ng g c layout/top-bar 
     ng g c layout/sidenav 
     ng g c layout/footer 
       Update app.component.html as follows 
     
     [breakpoints]="{ '760px': { width: '90%' } }" 
     [position]="'top-right'" 
     > 

      
      
      
      
     As an Angular developer, you should be aware that everything you use in your HTML template should also be included in the Typescript file. 
     For example in the app.component.ts you need to import 
     CommonModule, 
     RouterOutlet, 
     TopBarComponent, 
     SidenavComponent, 
     FooterComponent, 
     ToastModule, 





Chapter 13: The Services 
 





 13.1 The Data Model 
 Create a new data folder and create a new file book.ts in it as follows 
     export interface Book { 
     id: number; 
     title: string; 
     subtitle: string; 
     author: string; 
     publishDate: Date; 
     description: string; 
     folderPath: string; 
     language: string; 
     publisher: string; 
     isbn: string; 
     frontImageUrl: string; 
     backImageUrl: string; 
     sideImageUrl: string; 
     series: string; 
     topic: number; 
     tags: string; 
     printUrl: string; 
     pdfUrl: string; 
     epubUrl: string; 
     zipUrl: string; 
     price: number; 
     published: boolean; 
     keyPoints: string; 
     darkCover: boolean; 
     order: number; 

     numberOfPages: number; 
     } 
     Add another file cart.ts as follows 
     export interface CartItem { 
     id: number; 
     name: string; 
     imageUrl: string; 
     price: number; 
     quantity: number; 
     } 
     export interface Cart { 
     items: CartItem[]; 
     count: number; 
     total: number; 
     } 





 13.2 Constants 
 Create a new file constants.ts inside the data folder with the following constants defined 
     export const KEY_ACCESS_TOKEN = 'KEY_ACCESS_TOKEN'; 
     export const KEY_REFRESH_TOKEN = 'KEY_REFRESH_TOKEN'; 
     export const KEY_USER = 'KEY_USER'; 
     export const KEY_CART = 'KEY_CART'; 
     export const BOOKS_PAGINATION_TAKE = 20; 
     export const BOOKS_RELATED_NUMBER = 10; 
     export const BOOK_DEFAULT_WIDTH = 313; 
     export const BOOK_DEFAULT_HEIGHT = 501; 
     export const BOOK_PROKEN_IMAGE_PLACEHOLDER = 
     'assets/images/other/book_placeholder.jpg'; 
     export const ADMIN_EMAIL = 'fullstackragab@gmail.com'; 
     export const MAX_KEYPOINT_INPUT_TEXT_LENGTH = 70; 
     export const DEBOUNCE_TIME = 600; 






 13.3 Services 
 All the services we require in our application are listed here in alphabetical order 
 ●  auth.service.ts 
●  books.service.ts 
●  cart.service.ts 
●  download.service.ts 
●  featured-book.service.ts 
●  mobile.service.ts 
●  my-books.service.ts 
●  newsletter.service.ts 
●  refresh-token.service.ts 
●  related-books.service.ts 
●  search.service.ts 
●  sidenav.service.ts 
      For each service I will list all the methods and I have tried to use descriptive names for the method names so that it is clear what each method should do 
 auth.service.ts 
 ●  login 
●  signup 
●  logout 
●  getProfile 
●  updateProfile 
●  requestResetPassword 
●  resetPassword 
 
books.service.ts 
 ●  getImages 
●  getFiles 
●  checkout 
●  getBook 
●  getKeyPoints 
●  setKeyPoinst 
●  getTagsAsStringArray 
●  getFiltered 
●  downloadFile 
●  getAll 
●  getAllForSeries 
●  getAllForTags 
●  getAdminPublishedBooks 
●  getAdminNotPublishedBooks 
●  addBook 
●  updateBook 
●  publishBook 
 cart.service.ts 
 ●  addItem 
●  removeItem 
●  saveCart 
●  clear 
 download.service.ts 
 ●  downloadFile 
 featured-book.service.ts 
 
●  getFeaturedBook 
●  setFeaturedBook 
 my-books.service.ts 
 ●  getMyBooks 
 newsletter.service.ts 
 ●  addToNewsletter 
 refresh-token.service.ts 
 ●  refreshToken 
 –––––––– 
 related-books.service.ts 
 ●  getRelatedBooks 
 search.service.ts 
 ●  onTitle 
●  onSeries 
●  onTag 
 sidenav.service.ts 
 ●  open 
●  close 
●  toggle 
 Some services have internal methods, such as converting string to array etc., but these are the main methods for each service. 






 13.4 Other Important Artifacts 
 We will also need some other artifacts like guards, interceptors, pipes and so on. Here are the other artifacts we will use. 
 directives 
 ●  resize.directive.ts 
 guards 
 ●  admin.guard.ts 
●  auth.guard.ts 
 interceptors 
 ●  auth.interceptor.ts 
 pipes 
 ●  truncate.pipe.ts 
 The name already reveals the function of the artifact. The resize directive updates the mobile service with the current window size. The service can decide whether it is smaller than the breakpoint and is therefore a mobile display or not. The task of the truncate pipe is to make the text no longer than the limit and to replace the excess characters with three dots, if present. 
 –––––––– 
 
All services and artifacts are included in the source code that accompanies the book. You can download the source code at any time from the book website https://books.abdelfattah-ragab.com 





Chapter 14: The Components 
 





 14.1 The Components 
 Create the following components in the components folder or simply copy them from the attached project source. 
     We have the following components and it is clear from the name what function they have 
     Here is a list of all components in alphabetical order 
 ●  book-card 
●  book-info 
●  breadcrumb 
●  buy-buttons 
●  cart-item-card 
●  character-count 
●  download-buttons 
●  download-source-code 
●  featured 
●  filter 
●  flip-cover 
●  home-view-all 
●  image-url 
●  loading 
●  my-book 
●  related-books 
●  series 
●  small-flip-cover 
●  star 
●  tags 
      Let me briefly explain the purpose of some components that may not be obvious from the name 

 ●  book-info: displays information such as isbn, book language, page number, publisher and publication date. 
 ●  featured: is the area at the top of the homepage 
 ●  filter: the filter component on the search page 
 ●  flip-cover: instead of displaying the book image as a flat 2D image, the flip-cover component displays three images from the front, side and back in 3D, which rotate and mirror when the user interacts 
 ●  home-view-all: is the "view all books" button on the home page with a text set 
 ●  image-url: is used on the "add-book admin" page to display an image preview for the specified image url 
 ●  star: displays a red star to indicate that the field is required 
 





 14.2 The Pages 
 We have the following pages 
 ●  about 
●  add-book 
●  book-details 
●  cart 
●  contact 
●  forget-password 
●  home 
●  manage-books 
●  my-books 
●  newsletter 
●  not-found 
●  profile 
●  reset-password 
●  search 
●  signin 
●  signup 
      add-book and manage-books are for the administrator only. Use your keys and run the application. Don’t forget to commit the changes to the server when you're done. 
     Now our application is ready. I'll explain how you can add books via the admin page. 
     Note: If you are interested in learning about the frontend in detail, please email me at fullstackragab@gmail.com. I will create another book for the frontend application where I explain everything in detail. 






 14.3 Add Book 
 Now we specify the admin e-mail in the environment variables. If you log in with this email, your admin functions are activated so that you can manage books and add new ones. 
     To add a new book, open "Manage books" in the side menu. Click on “+ Add”. 
     I don’t use the topic, but I'll keep it for you in case you want to have topics in your store. 
     Now I rely on series and tags to help users navigate through the books. In addition to the search page with filtering options. 
     You are also free to find a better way to determine the admin user. I'm using the environment variables now, but you may want to add another table containing the admin emails, or add a flag in the user table that determines the admin. It's up to you. 
     Now let's add a new book. 
     Fill in the book details, you should at least give the title, the author and the folderPath. 
     The folderPath is the place where you store your images and download files. You can ignore it, but in this case you must enter all values individually for all cover images and book download files. 
     If you decide to use it, here is how it works, and of course you can change this behavior. 
     From the folderPath, you should have three folders for 
 ●  for cover images and will have inside three images: 
○  front-313.jpg 
○  back-313.jpg 

○  side.jpg 
●  for download files: and will have inside it two files: 
○  book.pdf 
○  book.epub. 
●  for source code file and will have inside of it just one file: 
○  code.zip 
      Every property has its own value and you should fill it individually and that value is what is being used for serving files. The aim of folderPath is to save you from filling all values individually so assuming you put your files on the server following that suggested structure, just providing the folderPath will automatically populate all properties values as suggestd. So the folderPath is just to save you from writing values one by one. 
     For example this base url is used for hosting all files 
     https://han.duj.mybluehost.me 
     The folderPath is different for each book and you should have the same inner structure with folders for cover, pdf and code for all books. 
     books/Individual%20Books/Mastering%20CSS3 
     The featured book is displayed at the top of the homepage. 
     If you unpublish a book, it will be moved to the draft section and you can of course publish it again at any time. 
 
   
   
  
     Congratulations on the completion of the bookstore. Download the source code, set your keys, install the dependencies, put your store online and start selling your books in your own store with 100% revenue today. 
     Source code available on https://books.abdelfattah-ragab.com 





 Conclusion 
      In conclusion, "Full Stack Bookstore: from idea to market" is a comprehensive guide that equips readers with the necessary knowledge and skills to create and run their own online bookstore. The book emphasizes the use of the latest web technologies and devops techniques, ensuring a modern and efficient website. By integrating GitHub with Render.com, the process of building, modifying, and deploying the website becomes seamless and effortless. 
     The author highlights the benefits of having a personal platform to sell books, including 100% royalties and the ability to promote the store through online advertising. The book covers the step-by-step process of building the entire online bookstore, catering to both developers and non-developers alike. Additionally, the author suggests the option of hiring a developer to work on a complete project, reducing costs and time investment. 
     The technical aspects of the project are based on technologies such as NestJS, Angular, PostgreSQL, Stripe, Git, and Render.com. The author pays special attention to security, implementing cutting-edge JWT technology for seamless user experience and maximum security. 
     The online bookstore will feature various pages, including authentication pages, admin pages for managing books, a main page with featured products, book detail pages, related books, and search and filter functionality. 

     "Full Stack Bookstore: from idea to market" is a valuable resource for business owners, beginners, and experienced developers seeking to master the technologies and techniques involved in building a successful online bookstore. 
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econtroller("auth')
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@Post(‘register’)
async registertsent
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body: {
“firstnane: scring;
Lastnane: string;
email: string;
password: string;
%
) (
Const results = axait this.userservice. FindsyEnail (body.enail);
§F (results 88 results.length > 0) {
throw new BadRequestException("esail in use');
b

Const salt - aait this. authService. getRandosSalE();

Const encryptodPassuord = axalt this.authService. getSaltadAndHashedPassword(
s,
body password,

%

const user - aait this.userservice. create(
body.Firstname,
body . Lastnane,
body.enail,
encrypte
%
i user)
Feturn axait this.authService. login(user);
)

hrow new TnternalserverErrorException(*rror creating user!
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4 Ctoken 1= user. resetpassuordtoken) {
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hrow now BadtequestException(Tnvalid or expired passuord reset token);
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user passuord - neaseword;
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Feturn randongytes(s).tostring( hex )3
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return hash tostring( hex);

)

async getsaltedhndbashedpassword(salt: scring, password: string) {
const hash = (await scrypt(passord, salt, 32)) a5 Buffer;
Feturn alt + 1" + hash. toString(hex )}
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Injectable,
NotFoundexception,
) from “Gneste/comon's
import { UserService ) from *src/core/user/usor. srvics
inport. { User } from “src/core/user/user.entity";
import. { utService ) from "Gnestis/nt';
iaport. { Matlerservice } fren src/core/matler/matler.service;

inport. { randomBytes, scrypt a5 _scrypt } from ‘crypto’;
inport. { promisify ) from "ueil

const.serypt = proatsiey(_serypt);

frngectabieq)
export class Autnservice (
Constructor(
private readonly userservice: UserService,
private Jutservice: wtservice,
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async validateser(omata: string, wserpassrd: string) {
Const results - mait his.userservice. findeyematl(ensil);
56 (rosults a8 rosults. length > 0)
const user = resuitsfol;
const. [salt, storedsash] = user. password.split(".");
Const nash - malt this gethasmASString(Userpassiord, $310);
5F (storedvash 1-= hash) (
hroe nes BadRequestixception(“3ad passuord”);
)
const { password, ...resuat )
return result
)
hrow now NotFoundexception( User. ot found1");
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asyne Togintuser: ser) {
const. payload
sub (
sa: user.19,
enatl: user.enatl,
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10: user.1,
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Firstnane: user. Firstname,
Lastrane; user. Lastname,
accessToken: this. utservice. sign(payload),
refresnToken: i jutservice.
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)

async refresnTokenuser: User) {
const_ payload = {
aan: ¢
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enat: userenatl,
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i
return ¢
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